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COTJANINEHUE
00 MCNO0JIb30BAHMH JIEKTPOHHON CHCTEMBI
AUCTAHIIUOHHOT0 0AHKOBCKOI0
00C/TyKUBAHMS

Hacrosiee Cornanrenue 00
HCIIOJIb30BaHUU AJIIEKTPOHHOMU CHCTEMBI
JTUCTAHIIMOHHOTO OAaHKOBCKOTO OOCITY)KHBaHHS
(manee — CornamieHue) SBISETCA JOTOBOPOM
MPUCOEIUHEHUSI B COOTBETCTBUM CO CT.428
['paxxnanckoro KOJIEKCa Poccuiickoit
denepanun, W 3aKIOYaeTCI B TOPSAJIKE,
YCTaHOBJICHHOM HacTOsAIUM COraleHneM.

TepMHUHBI U ONpeaeIeHUus

B nactosmem  CornameHuun — ciaeayrolue
oTpeieNIeHUs] UMEIOT ClieAyIolIee 3HaUeHue.

AT npusHanusa OtkpbiTOro kiawya Il -
JOKYMEHT Ha OyMaXHOM HOCHTEIIE,
BbljaBaeMblii bankom Kimentry, B KkoTtopom
CTOpOHBI  YIOCTOBEpSIOT  (akT  Mepenadu
Texnonornueckux  kmoueir,  Cepruduxara
TexXHOTOrHYeCcKOTo KIH0Ya.

Bank — AKITMOHEPHBII KOMMEPYECKUI
BAHK «EBPO®MHAHC MOCHAPBAHK»
(axumoHepHoe 00111eCTBO) (momHOE
naumenonanue), AO AKb «EBPOOHUHAHC
MOCHAPBAHK» (cokpareHHoe
HaWMEHOBAHHKE), MECTO HaXOXXJICHUS IMOCTOSHHO
JCHCTBYIONIETO HWCIIOJHUTEILHOTO OpraHa —
121099, r. MockBa, yn. Hossiii Apbar, .29,

obunmanpHeli  caiiT:  www.evrofinance.ru,
IreHEpallbHass  JIMLEH3UsA  Ha  [POBEACHUE
OankoBckux omepanuii  Ne2402, BwImaHHAS

baukom Poccunm 23.07.2015.

Baaneaen cepruukara KiI04Ya IPOBEPKH
III — KnneHt, Ha UMs1 KoToporo bankoM BbIIaH

Ceptudukar TeXHONTOTHUECKOTO KIHUYa U
Ceptuduxar Pabodero kiroya.

JlokymeHTAIUSI - BCC PYKOBOJICTBA,
WHCTPYKIIMH,  PEKOMEHJAIMK O  Mepax

0€30MacCHOCTH TpPH COBEPIICHUH 3JIEKTPOHHOTO
nokymMeHtoobopora B Cucreme, TeXHHUYECKHE
OTMCAHUs U ApyTras JOKyMEHTAIHs, Kacarolascs
Cucrempl, KoTopele nepenatorca  baHkom
Knuenty B 9J€KTpOHHOM BHAE IO akTy 00
OKa3aHUU YCIYT N0 ycTaHOBKE CHCTEMBI.

AGREEMENT
on the use of an electronic system for
remote banking services

This Agreement on the use of an electronic
system for remote banking services (the
Agreement) is a joinder agreement as per
Article 428 of the Civil Code of the Russian
Federation and is entered into in accordance
with the procedure established hereby.

Terms and definitions

In this Agreement, the following definitions
shall have the following meanings.

Act of acknowledgement of an ES Public
Key — document on paper, issued by the Bank
to the Client, in which the Parties confirm the
fact of transfer of Technological Keys,
Technological Key Certificate.

Bank — Evrofinance Mosnarbank, business
address of the permanent executive body: 29
Novy Arbat Street, Moscow, 121099, official
website: www.evrofinance.ru, general license
for banking transactions No. 2402 issued by
the Bank of Russia on 07.23.2015.

Holder of the ES verification key certificate
— a Client, to whose name the Bank has issued
a Technological Key Certificate and an
Operational Key Certificate.

Documentation — all the manuals,
instructions, recommendations on security
matters for electronic document flow in the
System, functional descriptions and other
documentation, relating to the System, which
are transferred by the Bank to the Client in
electronic format under the act of System
installation services.



http://www.evrofinance.ru/

Horosop 00 ucnouas3zoBanuu JABO - gorosop
00 HCMONb30BAaHUM  DJIEKTPOHHOH  CHCTEMBI
JTUCTAHIIMOHHOTO OaHKOBCKOTO OOCITY)KHBAHHS
(mo d¢opme banka), 3aKIIOYEHHBIH MEXIY
Knuenrom u baHkoM, ¢ NOMOLIBIO KOTOPOTO
Knuent mnpucoeaunsiercs k CornameHuo B
LIEJIOM B COOTBETCTBUU CO cTarbei cT.428
['paxxpanckoro KOJEKca Poccuiickoit
@enepanuu.  3akmoyenue  JloroBopa 00
ucnoap3oBanu  JIbO  ocymectBisieTcs B
Nopsiike, ycraHoBJIeHHOM CorJialeHueM.

3akpbiTeiiik  kiawou Il —  yHuKanbHas
MIOCJIEI0BATEIbHOCTh ~ CHUMBOJIOB,  M3BECTHAs
Tonpko  Bmamenbiy — ceptudukara  xiroua
MPOBEPKU oIl 51 YIIO0JIHOMOYEHHOMY
npeacrasutento KimeHnra, npeaHazHadyeHHas Uit
co3gaHusi B DIJIEKTPOHHBIX AOKyMeHTax Ol u
UACHTUDUKAITN YII0IHOMOYEHHOTO
npeacrasutenss Kamenta B Cucreme, u
OJIHO3HAYHO CBsA3aHHasi ¢ OTKPBITBIM KIOYOM
OIlL

KBuTanmmss — D2JCKTPOHHOE COOOIEHHE O
npueMe DIEKTPOHHOTO JoKyMeHTa CTOpOHBI-
ornpaButenss  CTOpOHOH-TIONyYaTeieM — HIIH
cMeHe  cratryca  JokymeHta  CTOpOHOM-
moilyyateieM B Ipolecce  00paboTKH.
[Tonyyenne kBuTanimu B CHcTeMe BieYeT 3a
coboif cMeHy craryca jaokymeHTa B Cucreme
CTOpOHBI-OTIIPABUTEIS.

KumeHnT — ropuanueckoe U0, 3aKIFOUHUBILIEE C
bankom Cornamenue myTeM HOPUCOEAMHEHUS K
HEMY.

Kirou (M) — COBMECTHO WM, €CIM YKa3aHO
ocobo, pasmensHo, OTkpeITEIE K04 I,
3akpbiTelid Kitou OII, CekpeTHbIi U OTKPBITHII
KJIIOYH MKU(POBaHHUS.

KozoBoe caoBO —  IOCIEAOBATENLHOCTh
CUMBOJIOB, M3BecTHas Toabko Kinnentry u banky,
ucrionpdyemasi s uneHtudukanuu  Kiouenta
pu TejaeoHHOM pazroBope ¢ KiimeHToMm B memnsx
MTOATBEPIKICHUSI/HETIOITBEP K ACHUS
BO306HOBH€HI/IH HCIIOJIHCHU A onepaunn,
COOTBETCTBYIOIIECH MPU3HAKAM OCYIIECTBICHUS
mepeBojia JICHEXKHBIX CPEACTB 0e3 coriacus
Knunenra. Komosoe CJIOBO MOJKET
HCIIOJIB30BATHCA MHOFOKpaTHO.

Contract on the Use of RBS — a contract on
the use of an electronic system for remote
banking services (in the Bank’s format)
between the Client and the Bank, whereby the
Client joins the Agreement as a whole in
accordance with Article 422 of the Civil Code
of the Russian Federation. The Contract on the
Use of RBS shall be entered into in
accordance with the procedure established
hereby.

ES Private Key — a unique symbol sequence
known only to the Holder of the ES
verification key certificate and the Authorized
Representative of the Client and designed for
generation of Electronic Signatures in the
Electronic Documents and identification of the
Authorized Representative of the Client in the
System, and uniquely associated with the ES
Public Key.

Receipt confirmation — an electronic
message on the reception of the Electronic
document sent by the Sending party and
received by the Receiving party or the change
of the document status by the Receiving party
during processing. Reception of the receipt
confirmation in the System entails a change in
the document status in the System of the
Sending party.

Client — a legal entity that has entered into the
Agreement with the Bank by joining it.

Key(s) — jointly or, if specified so, separately,
the ES Public Key, ES Private Key, Secret and
Public Encryption Keys.

Code word — a symbol sequence known only
to the Client and the Bank, used to identify the
Client during a telephone conversation with
the Client in order to confirm/not confirm the
resumption of a transaction with signs of
money transfer without the consent of the
Client. The Code Word may be used more
than once.




Komnpomeranus KjIH04Yed — BO3HUKHOBEHHUE

MIOAO3PEHUI B TOM, 4YTO McHoJib3yemble Kiroum

JNOCTYIIHBI ~ JIMIIaM, HE HUMEKIIUM Ha TO

nostHoMo4ni. K coOBITHSAM, BICKYITUM 3a COOO0M

KomnpomeTauuro Kirouei, OTHOCATCA, BKIIOYAs,

HO, HE OTPAHUYUBASCH, CIEAYIOLIUE COOBITHUS:

- yrpara Hocurelen ¢ Kirrouamu;

- yrpaTa Hocuresel ¢ Kirrouamu ¢ nocnenyomum
OoOHapyKECHHEM;

- 10CTyI MIOCTOPOHHUX BI0700 (ne

YnonHoMo4yeHHbIX npeacTraBureneii Kinuenra) k

Karouam, ucnons3zoBanue Kirouel 6e3 cornmacus

Kimenra;

- JIpyrue coObITUS, KOTOpbIe, MO MHEHHUIO

CropoH,  CBHUIETENBCTBYIOT O  HaJU4UHU

BO3MOKHOCTH HecaHKIIMOHMPOBAaHHOTO J0CTyNa

TpeTbux Jiun K Kimrouam.

Konpunenuuanbnas unpopmauus — nrodas
unpopmanus (cBeaenus), KoTtopoil CTOPOHBI
OOMEHHMBAIOTCS. B COOTBETCTBHHM C HACTOSIINM
CornamieHueM W KOTOpas HOCUT YacCTHBIMH,
HEMYOJNWYHBIA U KOH(UACHIHAIBHBIA XapaKTep
U UMEET JCUCTBUTEIbHYIO MM MOTEHIUAIbHYIO
LIEHHOCTh B CHJIy €€ HEHU3BECTHOCTU TPEThbUM
JIULAM.

HecaHKUMOHUPOBAHHBIA JOCTYN — JOCTYIl K
Cucreme (B TOM uHciae, K OJIEKTPOHHBIM
JOKYMEHTaM), €€ HCIOJb30BaHUE JIMIIAMHU, HE
MMEIOIIMMH Ha TO ITOJITHOMOYHIA.

OrkpeiThiii kmwou Il —  yHuKanbHas
MIOCJIEI0BATEIBHOCTD CHUMBOJIOB,
COOTBETCTBYIOIIAss 3akpbiToMy Kitouy Ol

AOCTYIIHAaA J'II-O6OMy mojp3oBareto CUCTEMBI U
npe€aHasHauCHHasA A IMPOBEPKHU IMOJJIMHHOCTHU

OIl B DOneKkTpOHHOM JIOKYMEHTE H  €ro
LIEJIOCTHOCTH.
IInanoBas cmena pabGoyux KJOYed —

CO3/1aHHE YIIOJIHOMOYEHHBIM IIPEICTABUTEIIEM
Kmuenta HoOBBIX Paboumx xirouei, KoTopoe
OCYILIECTBIISIETCS A0 UCTEUYEHUs CPOKa JEHCTBUS
neiicrytromero Pabouero kiroya.

IMoacucrema — omHa U3 JBYX IMOACHUCTEM
CHcTeMsl:

- mogcucreMa «KnuenT-bank», B COOTBETCTBHH
C KOTOPOM Ha IEPCOHAIBHBIM KOMIIBIOTED
Kinenra YCTaHaBJIMBAETCS nporpamMmma
«KnueHT», KoTopasi XpaHUT BCE CBOU JIaHHbBIE Ha

Key compromise — suspicions that the used
Keys are accessible to unauthorized third
parties. Events entailing the Key compromise
include, but not limited to the following:

loss of media with the Keys;

loss of media with the Keys with their
subsequent finding;

access by third parties (other than the
Authorized Representatives of the Client) to
the Keys, use of the Keys without consent of
the Client;

other events, which according to the Parties
evidence the possibility of Unauthorized
Access of third parties to the Keys.

Confidential information — any information
(data), which the Parties exchange in
compliance to the present Agreement and
which bears a private, non-public and
confidential nature and has actual or potential
value due to its obscurity to third parties.

Unauthorized Access — access to the System
(including Electronic Documents), its use by
the persons who do not have the authorization
to do so.

ES Public Key — a unique symbol sequence,
corresponding to the ES Private Key
accessible to any user of the System and
designed for verification of authenticity of the
Electronic Signature within the Electronic
Document, as well as a check on its entirety.

Planned change of Operational Keys -
generation of new Operational Keys by the
Client’s Authorized Representative before the
expiry of the current Operational Key.

Subsystem — one of two subsystems of the
System:

- the Client-Bank subsystem, in accordance
with which the Client program is installed on
the Client’s personal computer, which stores
all of its data on such personal computer or in
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3TOM IIEPCOHAJIBHOM KOMIIBIOTEpE WIM Ha
ceTeBbIX pecypceax Kimenra;

- noacucrema «lMHTepHET KIMEHT-0aHK», B
COOTBETCTBUU ¢ KoTopou KimeHT, ucnoib3ys
CTaHJApTHBINA Opay3ep ONepallnOHHON CHUCTEMBI
CBOETO IIEPCOHAIBHOIO KOMIIBIOTEPA, MOIY4aeT
JOCTYIl K YKa3aHHOU IIOJICUCTEME U €€ JNAaHHBIM,
pa3MeIEeHHBIM Ha cepBepe baHka.

IIposepka JII DyIeKTPOHHOIO JOKYMEHTa -
MIPOBEPKA COOTHOILEHHUS, CBSA3BIBAIOLIETO XOII-
¢GyHKIMIO  DIEKTPOHHOTO  JoKyMmeHTta, DIl
Takoro gokymeHta u OtkpbiToro kimroya Ol
nojAmnucasiiero aboneHTa. Ecnu takas mpoBepka,
npousBeneHHas Ha  CpeacTBax — 3alllUTHI
nH(OpMAIINHY, AACT MOJIOKHUTEIBHBIA PEe3yIbTarT,
to OIl mnpusHaercs mNpaBWIBHOW, a caMm
DONEeKTPOHHBIM JOKYMEHT — MOJJIMHHBIM, 0€3
HCKa)XCHU, B IPOTUBHOM ClIy4ae DJIEKTPOHHBII
JOKYMEHT cuuTaeTcsi omubounsiM, a Ol moxg
HUM - HEJICHCTBUTEIBHOM.

Pa6Goumii neHb — pabounii JeHb, MPU3HABAEMBbII
TaKOBBIM ITPUMEHUMBIM K AesTenbHOoCTH CTOpOH
3aKOHO/IaTEILCTBOM KakJ10i 13 CTOPOH.

PaGouue KJII0YH - Kinroun,
MpeaHa3HauYeHHbIE IS MTOATBEPKICHUS
aBTOPCTBA, LIEJIOCTHOCTH u
KOH(PHUICHIIMAITBHOCTH DIIEKTPOHHBIX
JOKYMEHTOB, mepeaaBaeMbix B  Cucreme.
Paboune KITIOUU (bopmupyrores

YnonHoMoueHHBIM TpeAcTaBuTeneM Knuenta
camocToATenbHO 1ocpenctBoM Cucrembl. Cpok
nerictBus Paboumx kimoded cocraBnsieT 36
MecAleB ¢ AaThl (OPMHUPOBAHHS 3ampoca Ha
coznanne Ceprudukara PaGouero kitoya.

CekpeTrHblii " OTKPBITBINA KJII0YH
mudposanuss — Kiroun, ucnons3dyemsle s
nporenypsl MHUGpoBaHUS U JemU(POBAHUSL
DNEeKTPOHHBIX JOKyMeHTOB. [lpu mmudpoBanuu
UCIIOJIB3YETCS  OTKPBITHIA  Kitod  CTOpOHBI-
noJiyyatesnsi, Ipu paciiupoBaHUU CEKPETHBIN
kJ1t04 CTOpOHBI-TIOTyYaTENs.

Cepruduxar Padouero kiaroua - 31€KTPOHHBIN
nokyMeHT ¢ OI1 banka, conepxammmii OTKpBITHIN
kmou DIl u mmdpoBaHus, a Takke CBEICHUS,
UIACHTUQUIHUPYIOIINE Y10JIHOMOYEHHOTO
IIPEACTABUTEIS Kinenra. Ceprudukar

the Client’s network;

- the Internet Client-Bank subsystem, whereby
the Client uses the standard browser of the
operating system of his/her personal computer
to access the subsystem and its data placed on
the Bank’s server.

Check of the Electronic Signature of an
Electronic Document - check on the
interrelation between the Electronic document
connecting the hash function, Electronic
Signature of such document and an Electronic
Signature Open Key of the signing subscriber.
If such check, conducted with the information
security product, provides a positive result,
then the Electronic Signature is acknowledged
as correct, and the Electronic document is
found authentic, without distortions, otherwise
the Electronic Document is found faulty, and
the Electronic Signature thereto as invalid.

Business day — business day that is found as
under the legislation, of each of the Parties,
applicable to the operations of the Parties.

Operational keys — Keys provided for
the confirmation of authorship, entirety and
confidentiality of the Electronic Documents,
transmitted within the System. Operational
Keys are generated independently by the
Client’s Authorized Representative by means
of the System. The validity period of
Operational Keys is 36 months from the date
of the request for an Operational Key
Certificate.

Secret and Public Encryption Keys - Keys
used for encrypting and decrypting Electronic
Documents. When encrypting, the Public Key
of the recipient Party is wused. When
decrypting, the Secret Key of the recipient
Party is used.

Operational Key certificate — an electronic
document with the Bank’s ES containing ES
Public and Encryption Keys, as well as the
information, identifying the Authorized
Representative of the Client. The Certificate is
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MpeIHa3HAYCH JUISt MOJITBEPIKICHUS
MOJUJIMHHOCTH OI1 u UICHTH(DUKAIIH
Y1oJIHOMOYCHHOTO TpejacTaBuTenss Kiuenra B
Cucreme.

Ceprupuxar TexHonormyeckoro kiIw4a -
AJEKTpOHHBIM  JokymeHT ¢  OII  banka,
cogepxkammii  OtkpbiThle  Kmtoun Ol wu
mudpoBaHus, a TaK¥Ke CBEICHMS,
UACHTUDUIHUPYIOIIHE VY110JIHOMOYEHHOT O
IIPEICTaBUTEIIS Kinenra. Ceprudukar
npeaHasHaueH A co3naHus Paboumx kimroueit
YnonHomoueHHoro mnpezacrasurens Kimenra B
Cucreme. Bbimaercs bankom Kimenty B
3JIGKTPOHHOM BHJI€ U Ha OyMa)KHOM HOCHTEJE
o Axty npusHanus OtkpeiToro kiroya JI1.

Cucrema — KopriopaTuBHas HH(OpMaIOHHAS
cucremMa JUCTAHIIMOHHOTO 0aHKOBCKOT'O
OOCITy>)KMBaHMsI,  OpraHM30BaHHas  baHKoM,
IpeCTaBIIAIoIIas coboit KOMILJIEKC
IPOTPaMMHO-TEXHUYECKHIX CpeAcTB "
OpPraHU3aLMOHHBIX MEPONPUATHH Ul CO3/1aHMs,
3alUThl, Hepeaadyn U o0paboTKU DIEKTPOHHBIX
JOKYMEHTOB IO OTKPBITBIM KaHajlaM CBf3H, B
TOM 4YHCIIE C WCIOJb30BaHWEM ceTu HHTepHer.
Cuctrema HcCHmoib3yeTcss Kak  3JEKTPOHHOE
CPEACTBO IaTrexa U OOecIeyrBaeT CO3/IaHHUE

oIl B ONEKTPOHHOM JIOKYMEHTE c
ucnonbp3oBaHueM  3akpbiToro  kiaroda Ol
MIOATBEPKICHUE MOJUTMHHOCTH OIl B

DJEKTPOHHOM JIOKYMEHTE C HCIIOJIb30BaHUEM
OtkperToro kimoua I, coznanue Kiroueid.

CpencrBa 3aIMThI HHpopManuu —
cepTu(ULMPOBAHHbIE Kpunrorpapuueckue
cpeacTBa,  00ecHeuMBaIOLIME  peaU3aLUI0
cnenyromux  pynkmuit:  cozmanme Ol B

ONEKTPOHHOM JIOKYMEHTE C HCIOJb30BAHUEM
3akpeitoro  kmoua  OII,  mposepka  OII
DNEKTPOHHOIO JIOKYMEHTAa C HCIIOJIb30BAHUEM
OtkperToro kmroua Ol co3ganue 3aKpbITBIX H
OtkpeiTeix kmoueil OII, a Takxke co3gaHue H
ucnonb3oBaHne  CeKpeTHbIX M OTKPBITHIX
Kioyed  mudpoBaHus, — MUGpPOBaHUE U
pacmmdpoBaHue.

CpencrBa 0o0padoTku ]| XpaHeHus
HHpOpMAMH —  IPOrpaMMHO-aNIapaTHbIe
cpeAcTBa, TpeOOBAaHUS K KOTOPHIM IPUBEICHBI B
ITpunoxxennn Nel x CornarieHuzo.

Ctopona (Ctoponni) — bank n/unn KnneHr.

designed for confirmation of Electronic
Signature authentication and identification of
the Authorized Representative of the Client in
the System.

Technological Key certificate — an electronic
document containing ES Public and
Encryption Keys, as well as the information,
identifying the Authorized Representative of
the Client. The Certificate is designed for
generating  Operational Keys of the
Authorized Representative of the Client in the
System. It is issued by the Bank to the Client
in soft and hard versions under the Act of
Acknowledgement of the ES Public Key.

System — a corporate IT system for remote
banking services established by the Bank,
which is a set of software and hardware and
organizational measures for generating,
protecting, transmitting, and processing
Electronic  Documents  through  open
communication channels, including using the
Internet. The System is used as electronic
means of payment and provides for ES
generation in an Electronic Document using
the ES Private Key, confirmation of the ES
authenticity in the Electronic Document using
the ES Public Key, and generation of Keys.

Information Security Products — certified
cryptographic tools providing for the following
functions: ES generation in an Electronic
Document using the ES Private Key, checking
the ES of an Electronic Document using the
ES Public Key, generation of ES Private and
Public Keys, as well as generation and using of
Secret and Public Encryption Keys, encryption
and decryption.

Products designed for processing and
storage of information — software and
hardware, requirements for which are shown
in Annex No. 1 to the Agreement.

Party (Parties) — Bank and/or Client.




Cuer Kumenta - cuer, OTKpbITHIH bankom
KimeHTy Ha MOMEHT 3aKIIOYEHUS HACTOSIIETO
CornamieHuss WIM cyYeTa, KOTOpbIE OyayT
oTkpeIThl bankom Knmenty B Oymymiem, Ha
OCHOBAaHWUU  COOTBETCTBYIOIIUX  JOTOBOPOB
OaHKOBCKOro cyera (nmamee “NBC”),
3aKJIFOYCHHBIX Mex 1y CTOpOHAMH.

Tapudsl - pazmepsl Bo3Harpaxaenus banka 3a
OKa3biBaeMble 10 Hacrosuemy CoriameHuro
pabotel U ycnyru. Tapudsl ycTaHaBIMBAIOTCS
bankowm. JleiicTByronme Ha MOMEHT 3aKJIIOUCHUS
Hactosmero Cornamenus Tapudsl JOBOASTCS
no cBemeHuss KnweHta Tnpw 3aKIIIOYCHUH
Hacrosimiero CorniaimieHusi, a TakKXXe M0 IepBOMY
tpeboBanuto Kimenra. Tapudbr Moryr ObITh
n3MeHeHbl baHKOM B OJIHOCTOPOHHEM MOPSIJIKE,
o uyeM bank yBemomuiser Knmenrta He moszgHee,
yem 3a 5 (marh) Pabounx mneit banka mo nmartbl
BBOJA B  JCHUCTBHE  H3MEHEHUU  IIyTEM
pasMenienuss WHGOpPMAUKU B OMNEPAMOHHOM
3ane banka, Ha odunmanpbHOM caiite banka, a
Tak)Ke MyTeM Iepeaadyn yKa3aHHOH nHpopMaun
nocpenctBoM CUCTEMBI.

Texnoaornueckue kiawuu — Koroun Kimenra,
M3TOTaBlIMBaeMble baHKOM M TpegHa3HaYeHHbIE
JUTSt TEXHOJIOTMYECKOU MPOLIETYPhI
dhopmupoBanus (MOAMKMCH) 3aMpoca Ha CO3/IaHHE
Ceptudukarta PabGouero «moua u A
CaMOCTOSITENILHOTO  (popmupoBanus  Pabouunx
KIIIO4e  YIOJIHOMOYEHHBIM MPEACTABUTENIEM
Knuenra, JIEUCTBYIOIIIHE pi(o) JIaThl
dbopmupoBanust Knmentom PaGouero kmiouya,
b0 40 HucTeueHus 36 MecsdleB ¢ MOMEHTa
m3rotoBineHuss  bankom  TexHonormyeckux
KJTFOYEH.

YnonnomoveHHbiii npeacrasurens Kimenra
— (¢u3nyeckoe MO, yKazaHHOe B JIaHHBIX O
Brnanensue ceptudukara xiaroua nposepku O,
HajzeneHHoe KiMeHToOM mpaBoOM NOJINMCAHUS

DJIEKTPOHHBIX JIOKYMEHTOB OI1 TS
MOCIEAYOLIEN nepenayu MIOCPEACTBOM
Cucremsl w/unm Bxojga B CucreMy, CO3IaHUS
JIIOOBIX DNEeKTPOHHBIX JIOKYMEHTOB,

YCTAaHOBJICHUS 3aIIMIICHHOTO COCIUHECHHS C
bankoM nns mpuemMa W OTHPAaBKU  JTHOOBIX
DJIEKTPOHHBIX JTOKYMEHTOB, MOoAMUcaHHbIX Ol
KinuenTa, u Bnageromiee 3akpbIThiM KitouoM Ol

Client’s account — the account opened by the
Bank for the Client at the time of the
conclusion of the present Agreement or
accounts which will be opened by the Bank
for the Client in the future, based on the
corresponding bank account agreements
(hereinafter referred to as “BAA”), concluded
between the Parties.

Tariffs — amount of remuneration of the Bank
for the works and services rendered under the
present Agreement. Tariffs are set by the
Bank. Tariffs, that are valid at the time of
entering into the present Agreement, are
brought to the attention of the Client when
entering into the present Agreement, as well
as at the first request of the Client. Tariffs may
be changed by the Bank in a unilateral
manner, about which the Bank informs the
Client no later than 5 (five) Business days of
the Bank before the date of commissioning the
changes through posting the information in the
operating area of the Bank, on the official
web-site of the Bank, as well as through the
transfer of the said information through the
System.

Technological keys — the Client’s Keys
generated by the Bank and designed for the
technological process of generating (signing) a
request to generate an Operational Key
Certificate and for independent generation of
Operational Keys by the Authorized
Representative of the Client, valid until the
Client generates an Operational Key or within
36 months from date of the Operational Key
generation by the Bank.

Authorized Representative of the Client —
an individual specified in the Information
about the ES Verification Key Certificate
Holder and empowered by the Client to sign
Electronic Documents with an Electronic
Signature for subsequent transfer by means of
the System and/or logging in the System, to
generate any Electronic Documents, to
establish a secure connection with the Bank
for reception and transmission of any
Electronic Documents signed by the Client’s
Electronic Signature, and possessing a Private
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MO3BOJISIOMMM co3aaBath Ol B DIEKTpOHHBIX
JOKYMEHTaX (moAmuUCHIBATH DNEeKTPOHHBIE
JIOKYMEHTHI ) n UIEHTU(DUIIUPOBATH
VYnonHomoueHHoro mnpeacrtaButens Kiuenrta B
Cucreme.

Xom-GpyHKUss —  aIroOpuT™M  BBIYMCIICHUSA
KOHTPOJIbHOMU [I0CJIEI0BATEIbHOCTH TUISL
MIPOU3BOJBHBIX DJIEKTPOHHBIX COOOIIEHUH C
LIENIbIO JI0Ka3aTeIbHON IIPOBEPKU ux
L[EJIOCTHOCTH.

IIundpoBanue — npeodOpa3oBaHUE JIAHHBIX
UCXOJHBIX (OTKPBITBIX) COOOMICHUH TaKuM
o0pa3oM, YTO HMX CMBICI  CTaHOBHTCA
HEJOCTYIHBIM Il Jo0oro  juia,  HE
BJIQ/ICIOIIETO CEKPETOM o0OpaTHOrO
npeoOpa3oBaHusl.

PacumdpoBanme — omnepanus  oOpaTHast
UG pPOBaHUIO.

JuiekTpoHHass noamuch (III) — pekBusuT

DNEKTPOHHOI0 JOKYMEHTa, IpeAHa3HauEHHBIH
JUISL 3aILUTHI JAHHOTO DJIEKTPOHHOTO JOKYMEHTA
OT TOAJENKH, TOJIY4YEHHbII B pe3yibTare
KpUNTOTpapuuecKoro npeoOpa3oBaHus
nH(pOpPMALlUM C UCHOJb30BaHUEM 3aKpBITOTO
kimoya D11 v mo3Bossronuil HAEHTUPUINPOBATH
Brnanensua cepruduxara xinroda nposepku I u
YnonHomoueHHoro npencrasurens Knuenra c
MPaBOM MOJNUCU DJIEKTPOHHBIX JOKYMEHTOB, a
TAaK)K€  yIOCTOBEPUTHCS B IIEJIOCTHOCTH
uH(popMauu OJEKTPOHHOTO JOKyMeHTa. [l
BbIpaObOTKH U mpoBepku OIl  Hcmonb3yroTcs
nporpammubie CpencTBa 3amuThl HHGOPMAITUH
«OpenSSLy. B paMKax HACTOSIIETO
Cornamenuss noa OJEKTPOHHOM MOAMUCHIO
MOHUMAETCs yCUJIEHHAs] HEKBAJIU(HUIIMPOBAHHASL
ANEKTPOHHAS MOAMHCH.

DJIEKTPOHHBIH  JOKYMEHT — DJEKTPOHHOE
coobmienue, mnoxamucanHoe OIl u mepemanHoe
onnoit u3 CtopoH apyroii CTopoHEe MOCPEICTBOM

Cucremsl, B KOTOPOM uHpopManus
npeiCcTaBlIeHa B AIIEKTPOHHOU dopme,
paBHO3HAYHOE  JIOKYMEHTY Ha  OyMa)XHOM

HOCHUTEJIE, TOJNUCAHHOMY COOCTBEHHOPYYHOM
MOJNKUCHI0 (COOCTBEHHOPYYHBIMU TTOATIHCIMH )
YIOJIHOMOYEHHBIX JUL CTOPOH U CKPEIIEHHOMY
neyarplo  (IpU €€ HaIM4uM) B ClIydae
HEOOXOINMOCTH.

Electronic Signature Key, which allows to
generate an Electronic Signature in Electronic
Documents (to sign Electronic Documents)
and to identify the Authorized Representative
of the Client in the System.

Hash function — calculation algorithm of the
control sequence for the random electronic
messages for the purpose of evidentiary
control of their entirety.

Encryption — transformation of the data of
original (public) messages in such a way that
their meaning becomes inaccessible to anyone
who does not possess the secret of reverse
transformation.

Decryption — reverse operation of encryption.

Electronic Signature (ES) — details of an
Electronic Document, which are designed for
the protection of the given Electronic
Document against falsification, received as
result of cryptographic transformation of
information with the use of a ES Private Key
and which allow to identify the ES
Verification Key Certificate Holder and the
Authorized Representative of the Client
entitled to sign Electronic Documents, as well
as to assure the entirety and integrity of the
information contained in the Electronic
Document. The OpenSSL information security
software is used to generate and verify an
Electronic Signature. For the purposes of this
Agreement, an Electronic Signature means a
reinforced unqualified electronic signature.

Electronic Document — an electronic
message, which is signed with ES and
transmitted by one of the Parties to the other
Party via the System presenting information in
an electronic form, and which is equivalent to
a hard copy document signed with a
handwritten signature (signatures) of the
authorized representatives of the Parties and
bearing a seal (if applicable), if required.

Article 1. The Subject-Matter of the
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Crartbd 1. IIpeamer CoranieHus.

1.1. CTopoHBI yCTaHAaBIMBAIOT MEXIY COOOM
MOPSIZIOK U YCIOBUSI OOMEHa DJIEKTPOHHBIMHU
nokyMmeHtamu no Cucreme B LEISX MPOBEACHUS
Ha OCHOBAaHUM OJEKTPOHHBIX JOKYMEHTOB
0aHKOBCKHUX OTNepanuii (B TOM YHCJIE PACUCTHBIX)
no Cueram KimeHTa, a Takke OCYILECTBICHHS
JIeMO3UTapHBIX oreparuii, 3aKJTI0YEHUS
JIOTOBOPOB  OAHKOBCKOTO BKJIaja (IETO3uTa),
3aKJIIOUYEHUS WHBIX CJAEJIOK M OCYIIECTBICHUS
OPYrUX JEHUCTBUHA B COOTBETCTBUM C YCIOBUSMHU
3akio4eHHbIX Mexay Croponamu JIBC u uHbBIX
COrJIallleHu, ocymecTBieHust bankom ¢yHKImi
areHTa BaJIOTHOTO KOHTPOJIS, MPEAOCTaBICHHS B

bank JIOKYMEHTOB, HEOOXOJIMMBIX JUIS
OCYILIECTBJICHUS bankom byHKIUH,
YCTaHOBJICHHBIX 3aKOHOJATEIILCTBOM
Poccuiickoit ®enepanuu 0 MPOTUBOJACHCTBUU
Jerajin3anuu (OTMBIBaHHUIO) JI0XOJIOB,
MOJIyYEHHBIX MIPECTYIHBIM MyTeM, u
(MHAHCUPOBAHUIO TEPPOPU3MA.

1.2. HWudopmanuoHHbli 0OMEH B paMKax
CucremMbl  OCYHIECTBIISIETCSI 1O  OTKPBITBIM

KaHajiaM CBSI3H, B TOM YHCJIE C MCIIOJIb30BAaHUEM
cetu nTepHer.

1.3. Hnsa oOecnedyeHus KOHQHUAECHIMAILHOCTH
DNEeKTPOHHOTO [OKyMEHTa NpU Iepesade o
OTKpBITBIM KaHajJaM CBA3M, a TaKxke JUId
o0ecrieyeHrs  aBTOPCTBA W LIEJIOCTHOCTH
OneKTpoHHOro  JoKyMeHTa, B  Cucreme
ucnosbzyercs: CpeAcTBO 3alUThl MHPOpMAIUU
«OpenSSLy.

1.4. KimeHT coriaceH ¢ TeEM, YTO HUCIOIL30BaHUE
CpenctBa 3ammutsl MHpopMmaiu «OpenSSLy» B
KauyecTBe CpeacTBa obecrieueHust
KOHQHUIEHIIMAIBbHOCT  NpU  Iepegade 1o

OTKpBITI)IM KaHaJIaM CBsI3H, a TAaKXKEC JJIs1
obOecrieueHrss  aBTOPCTBA W IEIOCTHOCTH
DJIEKTPOHHOTO JIOKYMEHTA, SIBIISIETCS

JOCTaTOYHBIM, T.€. OOECHEYMBAIOIIUM 3aIIUTy
nHTepecoB KnueHra.

1.5. KnueHT oTKa3bIBaeTCsl OT NPEIbABICHUS
npereH3ud K baHKy, OCHOBaHHEM KOTOPBIX
sBJIsIeTCs ucnosibzoBanue «OpenSSLy B kauecTBe
CpeIICTBa 3alIUTHl DJIEKTPOHHOTO JOKYMEHTa OT
HECaHKIIMOHUPOBAHHOIO JIOCTYyINAa MpHU Tepeaaye
M0 OTKPBHITHIM KaHajlaM CBSI3W, a TakkKe IS
obOecrieyeHHss  aBTOPCTBA W ILEIOCTHOCTH
DJIEKTPOHHOTO JOKYMEHTA.

Crarbs 2. O011MEe 1010KEeHHUSs.

Agreement.

1.1. The Parties have established the
procedure and the terms for the exchange of
Electronic Documents within the System for
the purposes of performing bank operations on
the Client Accounts (including settlement
operations) based on Electronic Documents,
as well as custody transactions, concluding
bank deposit agreements, concluding other
transactions and performing other actions in
compliance with the terms of BAAs
concluded between the Parties, as well as
other agreements, performance of the
functions of a currency control agent by the
Bank, submission to the Bank of the
documents required for the Bank to perform
the functions established by the laws of the
Russian Federation on counteraction to
legalization (laundering) of proceeds from
criminal activities and terrorism funding.

1.2. Informational exchange within the System
iS made through open communication
channels, and also through the use of the
Internet.

1.3. In order to assure confidentiality of an
Electronic document during the transfer
through the open communications channel, as
well as in order to assure the authorship and
the entirety of an Electronic document,
System engages information security products
- «OpenSSL».

1.4. The Client agrees that the use of the
information security product «OpenSSL» as
means for the securing of the confidentiality
during the transfer through the open
communication channels, as well as to assure
the authorship and entirety of an Electronic
document, is sufficient, i.e. assuring the
protection of Client’s interests.

1.5. The Client refuses to file claims with the
Bank, the motivation for which is the use of
the «OpenSSLy as a product for the protection
of an Electronic document from unsanctioned
access during the transfer through the open
communication channels, as well as to assure
the authorship and entirety of an Electronic
document.

Article 2. General provisions.
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2.1.Cuctema OyaeT MCIOJIB30BATHCA I OOMEHa
DNEeKTPOHHBIMH ~ JIOKYMEHTaMH B  JIFOOOM
dbopmate, 3a HCKIIOUEHHUEM apXHUBHBIX (haiisioB,
TaKuX Kak: zZip, 7z, arj, rar ¥ aHaJOTHYHBIX HM.
dopmupoBaHue OJNEKTPOHHBIX TOKYMEHTOB H
oOMeH uMH  OyaeT  OCyLIeCTBISAThCA B
COOTBETCTBUM C TpeOoBaHUSMHU JIOKyMEHTAI1H.
Jlrobas uapopmarus, nepenaBaemas CTopoHaMu
nmo Cucreme, oOpabareiBaetcst CpeacrTBamu
3alIUThI UH(OPMAIIHH.

2.2. CTOpOHBI NPU3HAIOT, YTO UCIIOJIb3yEMbIE BO
B3aMMOOTHOIICHHUSIX MEXIY HUMHU DIIEKTPOHHBIC
JNOKYMEHTHI, noanucanusie DII, nuMerT paBHYIO

IOPUANYECKYHO CHIIy C  JIOKyMEHTaMH  Ha
OyMaXHOM HOCHTEJIE, MOANNCAaHHBIMU
COOCTBEHHOPYYHBIMH MOAMKUCIMHU

YIOJIHOMOYEHHBIX JIUL CTOPOH U CKpEIJIEHHBIMU
MeYaTsIMH B ClTydae HEOOXOTUMOCTH, U SBIISIOTCS
JOCTaTOYHBIM OCHOBAaHMEM Il  BBIIOJIHEHUS
bankom omnepaumii, IEUCTBUH, a Takke U
COBEpPLICHUS Croponamu C/IEJIOK,
npeaycMmotperHsix JIbC, Cornamennem, HHBIMU
coryameHussmMu Mex 1y CTopoHaMu.

2.3. CTOpoHBI MPHU3HAIOT, YTO HCIOIb3yEMbIE
uMH 10 HacrosieMy CorlalieHuI0 CrnocoObl
JOCTaBKM, YyKazaHHble B I[lpunmoxenun Ne2 k
Cornamenuto, CpenctBa 00pabOTKH U XpaHEHHUs
“HpOpMAlUU JOCTATOYHBI ISl  OOecredeHus
Ha/IeKHOH M 3(PPEKTUBHON paboTHI MO MpHEMY,
nepeaye U XpaHeHUIo HHPOpMaIuu.

2.4. DneKTpOHHBIM  JOKYMEHT  MOpOXKIAET
obs3atensctBa  CTOPOH MO HACTOSILEMY
CornalieHuio, JBC, a TaKKe WHBIM

corjameHusM wmexay bankom u  KiueHtowm,
SBISIETCST OQepTOd WM  aKIENTOM, €ClId OH
odopmiieH repenaruen Croponoit B
COOTBETCTBUM ¢ HacrosmuMm CorameHuem,
JBbC, uHBIMHM coOTJalleHUsIMU MeXIy baHkoMm u
Kimentom n Jlokymenranueit, noanucad JII u

nepeaaH MIOCPEJICTBOM Cucremsl, a
npunumaromieit Ctoponoit nmonydex, u [Iposepka
Ol ONEKTPOHHOTO JOKyMEHTa nana

MOJIOXKUTEIBHBIN pe3ysbTar.

OJEeKTpOHHbIE JOKYMEHTHl HE MOTYT OBITh
ocriopeHbl win oTpunarbcss CropoHamMu H
TPETbUMH  JIMIIAMH WM OBITh  NPU3HAHBI
HEeJeMCTBUTENbHBIMUA TOJBKO HAa TOM OCHOBaHUH,
4YTO OHU IepelaHbl B baHK C MCIONb30BaHUEM
CucteMsl 1 c1oco0OB JOCTaBKHU.

2.5. bank n Kiment ucnons3ytor Cucremy s
nepeaayn DIEeKTPOHHBIX JOKYMEHTOB IPYT APYTY
B  [PUOPUTETHOM  TMOPSAKE, TPU  ITOM

2.1. System will be used for the exchange of
Electronic documents in any format except
archive files, i.e. zip, 7z, arj, rar, etc.
Formation of the Electronic documents and
the exchange thereof will be conducted in
compliance with the requirements of the
Documentation. Any information, transmitted
by the Parties through the system, shall be
processed by the information security
products.

2.2. Parties acknowledge, that the Electronic
documents used in their mutual relations,
which are signed with Electronic Signatures,
have an equal legal force to the documents
committed on paper, signed with the
handwritten signatures of the authorized
representatives of the Parties and are sealed if
it is required, form a sufficient basis for the
execution of operations and actions by the
Bank, as well as for consummation by the
Parties of the transactions contemplated by
BAAs, the Agreement and other agreements
between the Parties.

2.3. The Parties acknowledge that the methods
of delivery used by them under the present
Agreement and specified in Annex No. 2
hereto, and the Information Processing and
Safekeeping Means are sufficient for the
assurance of a secure and efficient work on
the acceptance, transfer and safekeeping of
information.

2.4. An electronic document is binding for the
Parties under the present Agreement, BAAS,
as well as other agreements between the Bank
and the Client, and constitutes an offer or
acceptance in case if it is drawn up by the
transmitting Party in compliance with the
present Agreement, BAAs, other agreements
between the Bank and the Client and
Documentation, is signed with an Electronic
Signature and transferred through the System,
and is received by the Receiving Party, and if
the verification of the Electronic Signature on
the Electronic Document resulted in a positive
outcome.

Electronic documents may not be contested or
denied by the Parties and third parties or be
declared invalid only because they have been
submitted to the Bank using the System and
methods of delivery.

2.5. The Bank and the Client use the System
for the transfer of Electronic documents to
each other in a priority procedure, however
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ucnonb3oBanne CHCTEMBI HE OIpPaHUYMBACT
npaBa Kimenra mno mnpenocraBineHuto B baHk
IUIATE)KHBIX, MHBIX JOKYMEHTOB Ha OyMa)KHOM
HOCHUTEJIE, COCTaBJICHHBIX B cooTBeTCTBUU ¢ [[BC,
CornameHneM, HMHBIMHM COIVIAIICHUSAMHU MEXKIY
bankom u Kimentom. Hacrosummm CtopoHsI
COIIAIIAIOTCS C TEM, YTO B CIIy4ae MOCTYIUICHHUS
B bank DnexTpoHHOro nokymenTa o Cucreme u
COOTBETCTBYIOILLETO IUIATEKHOTO, HHOTO
JOKYMEHTa Ha OyMaKkHOM HOCHTEJIE,
COJIEpIKaIMX MIACHTUYHBIE YCIIOBUS IPOBEICHHUS
olepaluu, OCYLIECTBIEHHUSI COOTBETCTBYIOLIUX
JNEUCTBUM, B TOM uucie, o CyeTy, cUeTy Jerno,
CUETy 0 BKJIaJy (AEMO3UTY) JMOO MOCTYIUICHUS
B baHK MIEHTUYHBIX DJIEKTPOHHBIX JOKYMEHTOB,
bank Oyner paccMarpuBaThb  KaXKIbIH U3
YKa3aHHBIX JTOKYMEHTOB KaK CaMOCTOSITEJIbHBIN
IIJIATEKHBIA, NHOM JOKYMEHT, U OCYILECTBUT BCE
NeWcTBUs, HEOOXOAMMBbIE I  IPOBEIEHUS
olepaiuy, OCYLIECTBIEHHUSI COOTBETCTBYIOLIUX
CHIEJIOK, IEHCTBUM, B TOM 4ucie, 1o Cuery, cuery

Jeno, cuery 1o  Bkiaay  (Aemo3uTy), B
COOTBETCTBHUH c KaKIbIM u3
HpG[ICTaBJIeHHI)IX/ NEPpCAaHHBIX Knuenrom
JIOKYMEHTOB.

2.6. BHyTpeHHHE TMpoLEIypbl HCIIOJIb30BAHUS
Kmuentom Cucrembl H  €ro  BHYTPEHHHM
JTOKyMEHTO000pOT ycTaHaBnuBaroTcs KimeHTOM
CaMOCTOSITENILHO.

2.7. KnueHT yBeIoMJIEH O TOM, YTO MHpOopMaIus,
nepenaBaemas bankom mnocpenctBoM CuHCTEMBI,
He sBIseTcs WHpOpMAnUed «B  peaTbHOM
BPEMEHN».

Crarbs 3. [Hopsnok moakaiouennsa Kianenra

the use of the System does limit the rights of
the Client for the provision, to the Bank, of
payment and other documents in physical
format, drafted in compliance with BAAs, the
Agreement and other agreements between the
Bank and the Client. Hereby the Parties agree
that in case the Bank receives an Electronic
Document transferred through the System and
the corresponding payment, other document
on paper, containing identical conditions for
the commission of an operation, performance
of relevant actions, including operations on an
Account, depot-account, deposit account or
the reception by the Bank of identical
Electronic documents, the Bank will consider
each of the specified documents as an
individual payment or other document, and
will carry out all the actions, required for the
commissioning of an operation, appropriate
transactions and actions, including on the
Account, depot-account, deposit account in
compliance to each of the documents
presented/transferred by the Client.

2.6. Internal procedures for the use of the
System by the Client and its internal
documentation management are established by
the Client individually.

2.7. The Client is notified that the information,
transferred by the Bank through the System is
not “real time” information.

Article 3. Procedure for connecting the

Kk Cucreme u IlianoBoii cmennl Padoumx

Client to the System and Planned change of

KJIIOYEH.

3.1. Insg ydactust B OOMeHE OIEKTPOHHBIMH

JOKYMEHTaMHU:

3.1.1.KnnueHT BBINOJIHAET CIEAYIOLUE NEHCTBUSA:
a) 3amojHseT 3asgBKy Ha  YCTaHOBKY

Cuctembl, TI/€ yKa3blBaeT HEOOXOIUMYIO

[loncucremy u mnepemaer ee B bank Ha

OyMa)KHOM HOCHUTEIIE;

0) Ha3Ha4aeT u HaJEeIsIeT
COOTBETCTBYIOIIUMU TIOJTHOMOYHSIMH
CbI/ISI/I"IeCKI/IX JIMII, OTBECTCTBCHHBIX 3a
OCYILECTBIICHHE obMeHa DNEeKTPOHHBIMH

JOKYMEHTaMH, B TOM YHCJIE:

- YnonnHomoueHHoro npeacrasutens Kinenra,

- agmuHHMcTparopa  Cucrembl —  JHIO,
OTBETCTBEHHOE 3a TEXHHUYECKYIO MOIJIEPXKKY

Operational Keys.

3.1. For participation in the exchange of
Electronic Documents:

3.1.1. The Client performs the following
actions:

a) fills out an application for installation of the
System specifying the required Subsystem and
submits it to the Bank on paper;

b) appoints and delegates the respective
authorities to individuals responsible for the
exchange of Electronic Documents including:
- Authorized Representative of the Client;

- System Administrator — a person,
responsible for the technical support to the
System;

c) fills out and submits to the Bank 2 (two)
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Cucremsr;
B) JUII  KaXJIOro  YTIOJIHOMOYEHHOTO
MIPEACTaBUTEIS Knuenra 3aI0JIHSICT u

npeAcraBisier B bank 2 (#Ba) »Kk3eMmIuIsipa
Janubix o Brmagensne ceprudukara kiaroua
npoBepku OII (mo ¢opme Ilpmnoxenus Ne5 k
CornameHuo) ¢ TMPUIOKCHHEM 3aBEPCHHOU
bankom/HOTapuanbHO (B ciydae
HEOOXOIMMOCTH c MPOCTABIICHUEM
aTrlOCTUJISI/TIPU YCIIOBUU €€ JIeTaln3al[ui) KOTHH
JIOKYMEHTA, YAOCTOBEPSIOIIECTO JIMYHOCTH
YnonaomoueHHoro mnpencrasutens  Kiuenra
/MM JTOKYMEHTa, MOATBEPKIAIOMIETO IIPaBO
quna Ha  npeObiBaHue  (NPOKMBAaHME) B
Poccutickoit deaepanuuy W/UiId MUTPATMOHHON
KapThl, — JUIsl HHOCTPAHHBIX TPaXKIaH U JInIl 0e3
rpaxaancTBa. Ilpu stom bank mnpocraBiser
OTMETKHM O TOJIYYEHMU Ha KaXKJIOM SK3EMIUISIPE
Jlanubix o Brmanenbnie ceprudukara kiaroua
nposepku JlI.

Jns  YNOJHOMOYEHHBIX — IpeACTaBUTENCH
Kmuenrta ¢ momHomoumsimu — «0e3  mpaBa
MO AITHCH JIOKYMEHT, YIOCTOBEPSIOLIUI
JINYHOCTh  YTOJHOMOYEHHOIO MPEICTaBUTEIA
Knuenta w/wim MOKyMEHT, MOATBEPKIAIOIIUI
MpaBo JiMlla Ha IpeObiBaHME (MPOKHUBAHUE) B
Poccuiickoit ®denepanun W/HWiIM MHUTPaLMOHHAS
KapTa, — JUIsl MHOCTPAHHBIX TPAKJIaH U Jnil 0e3
TpaXJaHCTBa - MOTYT OBITh MPEJCTAaBICHBI B
bank B Komusx, 3aBEpEHHBIX B TOPSIJIKE,
yCTaHOBJIIEHHOM baHkoM.

JloxymeHTsl, ipeAcTaBiiiembie KimeHToM u
COCTABJICHHbIE HA NHOCTPAHHOM $I3bIKE, JOJIKHBI
CONPOBOXAAThCA MEPEBOJIOM HA PYCCKUH S3BIK,
32 HUCKIIOYEHHEM CJIy4YaeB YCTAHOBIIEHHBIX
3aKOHOJaTeNbCcTBOM Poccuiickoit  ®Penepanuu.
[lepeBonq Ha pycCKUW S3BIK JIOJDKEH OBITH
3aBEpEH B MOPSJIKE, YCTaHOBJICHHOM
3akoHoJarenbcTBoM Poccniickon denepanny;

r) oOecreuynBaeT HaJIMYWE W TPUBEICHUE
obopynoBaHus, NpeaHa3HAYE€HHOT O JUIST
yctaHoBKkH CHCTeMBI, B COOTBETCTBUE C
TpeOOBaHUSMU K  ammapaTHO-MPOTPAMMHBIM
cpeacTBaM, npuBeneHHbIMU B [Ipunoxennn Nel
k CornameHuro.

3.1.2. baHK BBINOJHSET CICAYIONINE ACHCTBUSA:

a) U3roTaBiIMBaeT TEXHOJOrHYECKUE KITFOUH
Ha KaXJ0ro YTMOJHOMOYEHHOIO IMPEICTABUTENS
Knuenrta B Teuenune S5-u (msitu) PaGoumx nuei
banka co mHs npuHATHS BaHKOM [OaHHBIX IO
dopme [punoxenust Ne5 k Cornamenuio;

copies of Information on the Authorized
Representative of the ES Verification Key
Certificate Holder for each Authorized
Representative of the Client (as per the form
of Annex No. 5 to the Agreement)
accompanied by a copy of an identification
document of the Authorized Representative of
the Client certified by the Bank/notarized (and
apostilled, if necessary/subject to legalization)
and/or a document certifying the person’s
right to stay (reside) in the Russian Federation
and/or a migration card — for foreign nationals
and persons destitute of nationality. The Bank
confirms receipt thereof on each copy of the
Information on the ES Verification Key
Certificate Holder.

For the Authorized Representatives of the
Client “without the right of signature”, an
identification document of the Authorized
Representative of the Client and/or a
document confirming the person’s right to
stay (reside) in the Russian Federation and/or
a migration card — for foreign nationals and
persons destitute of nationality — may be
submitted to the Bank as copies certified
according to the procedure established by the
Bank.

Documents submitted by the Client and drawn
up in a foreign language must be accompanied
by a translation into Russian, with the
exception of cases provided for by the laws of
the Russian Federation. Translation into
Russian must be certified according to the
procedure established by the laws of the
Russian Federation;

c) ensures the availability and compliance of
the equipment, required for the installation of
the System, with the requirements for
hardware and software stipulated in Annex
No. 1 to the Agreement;

3.1.2. The Bank performs the following
actions:

a) produces Technological Keys for each
Authorized Representative of the Client within
5 (five) Business Days of the Bank from the
date of the Bank’s acceptance of the data as
per the form of Annex No. 5 to the
Agreement;
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0) nepemaer Kiumenty TexHolornueckue
Kioun; AKT nipusHanus OTkpsiToro kiroya Ol
B JIBYX DK3EMIUISIpaxX U OJUH dK3eMIUIsip JlaHHBIX
o Bnanenbue ceprudukara kinroda nmpoepku 1
¢ OTMeTKoM  banka, IIOCTaBJIeHHOM B
COOTBETCTBMM C moanmyHkrom B) 1.3.1.1
CornaiieHus; napojib JJisi BX0Jla B MOJCUCTEMY
«HTepHET KIMEHT-0aHK» W WHpOopMaIuo 00
aapece s Bxona B mojcucrteMy «MHTepHer
KIMeHT-0ank»  (mpu  BeIOOpe  Kimentom
nojacucteMbl  «HTEpHET KIMEHT-O0aHK»), a
Takke JJoKkyMeHTalHIo B 3JIEKTPOHHOM BHIE;

B) KOoHcynbTuUpyeT KimeHTa mo Bompocam
ycraHoBkM ~ CHCTEMBbl  1OCIE€  IPOBEICHUS
KnueHToM NOATrOTOBUTENBHBIX MEPOIPUSTUH,
nepeuncinenubix B 1m.3.1.1 Cornamenus. Ilocne
3aBepIIEHUs] BceX paboT MO MOJKIIOUEHHIO
Knuenta x Cucreme CTOpOHBI HOJINUCHIBAIOT
COOTBETCTBYIOLIMH aKT Ha OyMa)XHOM HOCHUTEIIE;

r) 1o >xenanuto Kinuenra, mpoBOAUT B CBOEM

MOMEIIEHUU 3aHATUS 1o 00y4eHUI0
3KCIUTyaTaluuu Cucrembl Cc JIMLIAMHU,
YIIOJTHOMOYEHHBIMH KnuenTtom, B

corynacoBaHHble CTOPOHAMU CPOKH.

3.2. JlokymeHThl, yKazaHHsle B 11.3.1, n.3.4, n.3.6
Cornamienus, a Takke TOKYMEHTBI, KOTOPbIE B
coorBercTBUM ¢  CornamenueM  CTOpOHBI
o0si3aHbl  MPENOCTAaBNIATH JApPYyr JpYry Ha
OymaxkHoM  Hocutene, CTOpOHBI  BIIpaBe
neperaBaTh Ipyr Ipyry yepes
YIIOJTHOMOYEHHOTO  NPEACTABUTENS WIH C
nmomonipo moutel DHL, wHOW aHalorndHoi
MIOYTOBOM CITYKOBI.

3.3. locne TIOJTyYCHUS Knuenrom
TexHonornueckux kiaroded CTOPOHBI MPOBOAST
MEpPOIPUATHS, B XOJE€ KOTOPHIX IpPOBEPSETCS
(Tectupyercs) ciaenyrouee:

- HAJIMYKE ITOCTOSTHHOM M YCTOWYMBOM CBSI3H
npu padore CUCTeMBI;

- pabora BceX OCHOBHBIX (YHKIUI
nporpaMMHOro odecneueHusi CucTeMsl;

- OeccOoiinas pabora CpeacTB 3aIIUThI
uH(pOpMaINH;

- IIOJIy4eHUEe M Iepefadya IJIEKTPOHHBIX
JOKYMEHTOB, a Takxe (HhOpMUPOBAHHE ApXHUBOB
MOJIYUEHHBIX W OTMPABICHHBIX OJIEKTPOHHBIX
JIOKYMEHTOB.

3.4. [Tocne ycnemHoro tectupoBanust CUCTEMBI:

o KiueHr:

- co3maer  PabGoume  kmouMm U
JIEKTPOHHBIM  3alIpOC  HA  CO3AaHUE

b) provides the Client with the Technological
Keys, two copies of the Act of
acknowledgement of the ES Public Key and
one copy of the Information on the ES
Verification Key Certificate Holder with a
Bank mark, applied in compliance with Sub-
paragraph b) of Paragraph 3.1.1. of the present
Agreement, as well as a password to enter the
Internet Client-Bank subsystem, information
about the address to enter the Internet Client-
Bank subsystem (if the Internet Client-Bank
subsystem is chosen by the Client), and the
Documentation in an electronic format;

c) provides consultations to the Client on the
System installation after the Client has
completed the preparatory measures listed in
paragraph 3.1.1 of the Agreement. After
completion of the whole scope of work of
connecting the Client to the System, the
Parties shall sign the respective act on paper;
d) at the discretion of the Client, implements
measures in own premises aimed at training
for the use of the System with the persons
authorized by the Client, within the terms
agreed by the Parties.

3.2. Documents, specified in subparagraphs
3.1, 3.4, 3.6 of the Agreement, as well as the
documents, which in compliance to the
Agreement Parties must provide to each other
on paper, can be transferred by the Parties to
each  other  through an  authorized
representative or through the DHL postal
service, or other similar postal service.

3.3. After the Client’s receipt of the
Technological Keys, the Parties take measures
to check (test) the following:
- availability of a sustained and a stable
connection during the operation of the
System;
- operation of all the main functions of the
System software;
- error free operation of the information
security products;
- reception and transfer of Electronic
documents, as well as the formation of
archives for the received and sent Electronic
documents.
3.4. After successful testing of the System:
e the Client shall:
- create Operational Keys and an
electronic request for the creation of an
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Ceprudukara Pabouero kiroya;

- HampamiseT B baHK 3JIEKTPOHHBIN
3anpoc Ha co3ganue Ceprudukara
PaGouero kiroua;

- [0 KaXIOMYy M3 YTMOJIHOMOYEHHBIX
npeacrasurenei  Knuenra — 3aBepsier
COOCTBEHHOPYYHOM HOJIITUCHIO
YIOJIHOMOYEHHOro Jnna KiueHra u
neyateto KimeHnra (mpu ee HaIW4YWMN)
IIOJIy4eHHBIM 0T baHka AKT mpu3HaHUS
OtkpsiToro kiatoua Ol U nepenaer oauH
SK3EMIUISIP YKAa3aHHOro axkra B baHk
BMecTe C AKTOM INpPU3HAHUSA OTKPBITOTO
kiaoya  (ceptudukara) ans oOMeHa
coobmenussMu (1o Gopme I[Ipunoxenus
Ne6 x Cornaienuto), pacriedaTaHHbIM U3
Cucremsl, B IBYX 3K3EMILISpax.

e bank:
- MIPOCTABIIAET OTMETKY O MOJYYEHUU Ha
KOKIOM 3K3EMIUISIpE IMPUHATOTO  OT
Knuenra Axrta mnpu3HaHUs OTKPHITOIO
kmovya  (ceptudurara) and  oOMeHa
coobmenusmu  (IIpunoxkenne Ne6 k
Cornaienuro);
- B TeueHUH AByX Paboumx nueit banka
IIpU YCIOBUM MPUHATUS AKTa MPU3HAHUS
OTKPBITOTO KJto4Ya (cepTUdUKaTa) Al
oOMeHa cooOuenusmu  (IIpunoxxenue
Ne6 k Cornamenuro), MOJYy4EeHHOTO OT
Knuenta B 1IByX — 3K3eMIunsIpax,
nsroraBnuBaer Ceptuduxar Pabouero
KJII0Ya Ha OCHOBAaHUHU BJIEKTPOHHOTO
3anpoca  KnmeHra  Ha  co3gaHue
Cepruduxara Pabouero kiroya;
- HanpaBmter Kiwmenty Ceprudukar
Pa6ouero kitoya.
3.5. Kinnent npunumaer or banka B Cucreme
Ceptudurar Pabouero kimrodya W OTHpaBisSET B
bank  wum3BemeHue 0  Hayane — Iepenayu
DNEeKTPOHHBIX JOKYMEHTOB B pabodeM pekxuMe B
BUJIE DJIEKTPOHHOIO JOKYMEHTa, NOANNCAHHOTO
Pabouum kiarodom.
bank HaumHaer oOcmyxuBanue Knuenra c
ucnosib3oBaHueM CHucTteMbl B paboyeM pexume ¢
MOMEHTa moJsiydeHus or KimeHTta mocpenctsom
Cucremsl MepBOro ODIJIEKTPOHHOTIO JOKYMEHTA,
noJnucanHoro Pabounm Kiro4om.
3.6. Ilpu muiaHoBo# cMeHe Pabounx Kirtouei:
e Kiuenr:
- CO3laeT W HampasisieT B baHk
IEKTPOHHBIA  3allpOC  Ha CO3JaHME
HoBoro Ceprugukara Pabouero kiroua;

Operational key certificate;
- send to the Bank the electronic
request for the creation of an
Operational key certificate;
- for each of the Authorized
Representatives of the Client, certify
with a handwritten signature of the
Client’s authorized person and the seal
of the Client (if any) the Act of
Acknowledgement of the ES Public
Key received from the Bank and
submit one copy of the above act to the
Bank along with the Act of
Acknowledgement of the Public Key
(certificate) for message exchange
(according to the form of Annex No. 6
to the Agreement) printed out from the
System, in duplicate.

e The Bank shall:
- mark the receipt of each copy of the
Act of Acknowledgement of the Public
Key (certificate) for message exchange
received from the Client (Annex No. 6
to the Agreement);
- generate an Operational Key
Certificate based on the Client's
electronic  request for a new
Operational Key Certificate within two
Business Days of the Bank, subject to
acceptance of  the Act of
Acknowledgement of the Public Key
(certificate) for message exchange
(Annex No. 6 to the Agreement)
received from the Client in duplicate;
- send the Operational Key Certificate
to the Client.

3.5. The Client accepts the Operational Key
Certificate from the Bank in the System and
sends to the Bank a notice of the beginning of
Electronic Document transmission in the
operational mode in the form of an Electronic
Document signed with the Operational Key.
The Bank starts servicing the Client using the
System in operational mode from the receipt of
the first Electronic Document signed with the
Operational Key from the Client in the System.
3.6. When Operational Keys must be changed
according to the schedule:

+  The Client shall:

- create and submit to the Bank an electronic
request for the creation of a new Operational
Key Certificate;
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3.7.

bank,
rpaBamH,
COOTBETCTBHUH C

- npenocrasiseT B bank Ha OGymakHOM
HOocHTeNle AKT TPU3HAHUS OTKPBITOTO
kiova  (ceprudukara) s oOMeHa
coobmenusimMu (o gopme [punoxxenus
Ne6 x  CornmameHuro) B JBYX
IK3EMILIApaX:
- npuHumaer ot banka B Cucreme
HoBbIN CepTudukar Pabouero kiroya.
e bank:
- MPOCTaBIIAET OTMETKY O IMOJIy4€HUU
Ha KXKIOM JK3EMIUIIPE MPUHATOTO OT
Knuenta Axrta nmpu3HaHUST OTKPBITOTO
kimovya  (ceptudukara) a8 oOMeHa
coobmenussmu  (IIpunoxxkenue Ne6 k
Cornaienuro);
- B TeyeHue aByXx Pabouux nueit banka
Ipy  YCIOBUW  TPHHATHS  AKTa
MIPU3HAHUS OTKPBITOTO KJIF04Ya
(ceprudukara) JUTSt obmeHa
coobmenussmu  (IIpunoxxkenune Ne6 k
Cornaiienuto), HOJIy4YEHHOTO oT
Knuenta B JOByX — 9K3eMIULsIpax,
u3rotaBimBaeT HOBBIA  Ceprudukar
PaGouero kiroya Ha  OCHOBAaHHMH
JeKTpOHHOrO 3ampoca Kimenta Ha
CO3/1aHUe HOBOTO Ceptudukara
Pabouero kiroua;
- HampaBmser  KnueHty
Cepruduxar Pabouero xiroya.
o0nanas  COOTBETCTBYIOIIMMHU
IPEIOCTABIICHHBIMH emy B
JIOTOBOPOM,  3aKJIFOUEHHBIM

HOBBIN

mexny bankom u OOO «bCCy», npengocraBisier
Knuenty npaBo Ha monb3oBanue Cucremon B
TedeHue JeicTBus Hacrosuiero CornameHus.

IIpaso
y4E€TOM

Ha T[I0Jb30BAHUE IPEAOCTABIACTC C
OTpaHWYEHUH,  MIPEITYCMOTPEHHBIX

3akoHoJarenbeTBOM Poccuiickont denepaunu o
IIPaBOBOM OXpaHe nmporpaMm st OBM.

Crarbd 4. [IpaBa u oos3annoctu CTOPOH.

4.1. BzauMHBI€

npaBa H  00S3aHHOCTH

Cropon.

4.1.1. Croponbl mipu oOMeHe DIEKTPOHHBIMHU
JOKYMEHTaMU C HCIOJb30oBaHHeM CHCTEMBI
00s13yIOTCSL PYKOBOJICTBOBATHCS TMPABUJIAMH H

TpeOOBaHUSIMU,

YCTAaHOBJICHHBIMHA

3aKoHOJaTenbCcTBOM Poccuiickoit  depepanuu,

AbC,

HaCTOSIIUM COFHaIHeHI/IeM, HWHBIMH

cornameHussmMu Mexxy bankom n Knuenrtom.

4.1.2. CtopoHBbI

00sI3yIOTCS HE pasrJamarh

- submit to the Bank on paper the Act of
Acknowledgement of the Public Key
(certificate) for message exchange (Annex No.
6 to the Agreement) in duplicate;

- accept a new Operational Key Certificate
from the Bank in the System.

* The Bank shall:

- mark the receipt of each copy of the Act of
Acknowledgement of the Public Key
(certificate) for message exchange received
from the Client (Annex No. 6 to the
Agreement);

- generate a new Operational Key Certificate
based on the Client's electronic request for a
new Operational Key Certificate within two
Business Days of the Bank, subject to
acceptance of the Act of Acknowledgement of
the Public Key (certificate) for message
exchange (Annex No. 6 to the Agreement)
received from the Client in duplicate;

- send the new Operational Key Certificate to
the Client.

3.7. The Bank, due to the corresponding rights
granted to it under the contract concluded
between the Bank and BSS, Ltd., grants to the
Client the right to use the System during the
validity term of the Agreement. The right to
use is granted, subject to the restrictions
provided by the law of the Russian Federation
on the legal protection for computer software.

Article 4. Rights and obligations of the
Parties.

4.1. Reciprocal rights and obligations of the
Parties.

4.1.1. Parties, during the exchange of the
Electronic documents through the use of the
System, undertake to be guided by the rules
and requirements as set by the legislation of
the Russian  Federation, BAAs, this
Agreement, and other agreements between the
Bank and the Client.

4.1.2. Parties undertake not to disclose to a
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TpeThel CTOpPOHE (3a HCKIIOUEHHUEM CIIy4acB,
MPeAyCMOTPEHHBIX 3aKOHOJATCIILCTBOM
Poccuiickoi denepanuu u HACTOSIIAM
CornamenneMm) wuHpopmanmio o CpeacTBax

3amuThl  MH(OpMAlMW,  HCMIOJb3YEMbIX B
Cucreme.
4.13. Kaxmas wu3 CropoH  o0s3yercs

HeMeUIeHHO MH(pOpMUpoBaTh Apyryo CTopoHy
000 Bcex cayvasx Kommpomeranuu Kioyei,
HECAHKIIMOHHUPOBAHHOTO MCTIOJIb30BAHUS
CucremMpl, a TaKke MOBPEKICHUIX/YTPAThI
MPOrPaMMHO-AIIAPATHBIX CPEACTB 00pabOTKH,
XpaHeHus, nepenadu DNEKTPOHHBIX
nokymeHToB, CpencTB 3amuThl HHPOpMaLUU, a
takke Kitoueit n He ucnonb3oBath Kiroun mpu
HAIMYMW OCHOBAaHWH ToOJlaratb, 4YTO OHU
CKOMIIPOMETHPOBAHBI.

4.1.4. CpencrBa  3amTel  MHPOPMALUHU
DJEKTPOHHBIX JTOKYMEHTOB, IPEIOCTaBICHHBIC
Cucremoii, MPU3HAIOTCS Croponamu
JOCTATOYHBIMU ISl 3alIUThl WHGOpPMALUU OT
HECAHKIIMOHUPOBAHHOTO JI0CTyTA,
MOATBEPK/ICHUSI aBTOPCTBA U  MOJJIMHHOCTH
DNEKTPOHHBIX JTOKYMEHTOB.

4.1.5. JlroOble DIEKTPOHHBIE JIOKYMEHTHI,
nepenaBaembie  mo  Cucreme, — momiexar
M1 QpoBaHuIo.

4.1.6. JlroOble DNEKTPOHHBIE  JIOKYMEHTHI,

nepenaBaeMpie 1Mo CuctemMe JOJDKHBI OBITh
3aBepeHbl D11 CTOpOHBI - OTIIpaBUTENS.

4.1.7. Kakue-nu0o OrpaHuyeHHs IOJIHOMOUYUMN
YnonHomoueHHoro npezactasutens Kiuenra, B
T.4. YKa3aHHbIE B COOTBETCTBYIOUIUX JlaHHBIX O
Brnanensue ceptudukara xinroua nposepku Oll,
bankoMm He MpU3HAIOTCS U HE KOHTPOJIUPYIOTCH,
€ClIi HMHOE€ HE€ YCTAaHOBJIEHO COIJIAIIEHUEM
Mexny Kamentom wu  bankom. bank He
OCYILIECTBIISIET KOHTPOJIb 32 CyMMaMHU IUTaTexkeil,
CyMMaMu CHEIIOK, OCYUIECTBIISIEMbIX
YnomHoMo4YeHHbIMU TipeacTaBuTenssMu Kinuenra
B coorBercTBHH C JIBC, Cormamenuem, HHBIMH
cornameHussMu Mexx1y CTopoHaMu.

4.2.IlpaBa u o6si3annocTu Kiuenra.

4.2.1. KnueHT He UMeeT npaBa THPAXKUPOBATh U
IepeaaBaTb TPETbEM CTOPOHE IPOrpaMMHOE
obecrieyeHue, mnpenocrasiasieMoe baHkoM 1o
Cornamenuto ¥ Bce  KOH(PUICHIMAIbHbIC
Ja”Hble, OTHOCAIMECs K CornameHuro.

4.2.2. Knuent MeeT IIpaBso, pu
HEOOXOAMMOCTH, BOCIOJIb30BATHCS TOMOIIBIO

third party (except for cases, as under the
legislation of the Russian Federation and this
Agreement) the information about the
Information Security Products used in the
System.

4.1.3. Each Party undertakes to immediately
inform the other Party about all the cases of
Key compromise, unauthorized use of the
System, as well as the damage to the software
and hardware designed for processing, storage
and transfer of Electronic documents, as well
as the information security products and Keys,
and not to use Keys if there are the reasons to
assume that they are compromised.

4.1.4. Information protection products for
Electronic Documents granted by the System
are found as sufficient by the Parties for the
protection of information from unauthorized
access, confirmation of authorship and
authenticity of Electronic Documents.

4.1.5. Any Electronic Documents transferred
within the System, are subject to encryption.

4.1.6. Any Electronic Documents transferred
within the System must be certified by an
Electronic Signature of the Party - Sender.
4.1.7. The Bank shall not accept any
limitations of the powers of the Authorized
Representative of the Client including the
ones (powers) stated in the corresponding
Information on the Authorized Representative
of the Key Certificate Holder, unless
otherwise stipulated by a separate agreement
between the Client and the Bank.
Accordingly, the Bank shall not control the
amounts of payments, the amounts of
transactions consummated by Authorized
Representatives of the Client in accordance
with BAAs, the Agreement and other
agreements between the Parties.

4.2.Rights and obligations of the Client.
4.2.1. The Client has no right to replicate and
transfer, to a third party, the software, granted
by the Bank under the present Agreement and
all the confidential information relating to the
Agreement.

4.2.2. The Client has the right, if required, to
use the assistance of an expert from the Bank
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crHernuaanucTa banka JUISt yCTpaHEHUs
HEMoJa/I0K, BO3HUKIINX B CHucTeMe, HallpaBUB B
bank nucemennyro 3asBky. [lo pesynbTatam
paborel  cnemmanucra  banka  CTOpOHBI
MOANKUCHIBAIOT aKT 00 OKa3aHMM YCIOyr Ha
OyMa)KHOM HOCHUTEJIE.

4.2.3. Knuent 00s13yeTcst B CpOKH,
npeaycMoTperHsie CornamieHueM, 00eCeuuTh
HAa CBOEM pacueTHOM W/WIM MHBIX CYETax,
OTKpPBITBIX B baHKe, OCTAaTOK JIEHEKHBIX CPE/ICTB
B pa3Mmepe, HEOOXOAMMOM JJisi OIJIaThl YCIYyT
banka B coorBerctBuM c¢ CornameHueMm u
Tapudamu.

4.2.4. Kmuent o00s3yerca  oOecreuuBaTh
COXPAaHHOCTh M UEJIOCTHOCTh YCTaHOBIICHHOM
Cucrempl,  Brmrouas  CpexncrtBa  3alllUTHI
nH(OpPMAILIKH, a TAK)KE BBITIOTHATH TPeOOBaHUS K
skcrryatauu  CuCTeMbl,  M3JI0XKEHHBIE B
JlokyMeHTauuu.

4.2.5. Kiiuenr mo tpeboBanuio banka o00s3aH
MPEIOCTaBUTh OPUTHMHAIIBI  TOKYMEHTOB Ha
OyMa)XHOM HOCHUTENIE, TPeoOpa3OBaHHBIX B
DJNEeKTPOHHBIE JOKYMEHTHl U TMEpeAaHHbIX IO
Cucreme, B TeueHue 14 (4eTbIpHAAIIATH)
KaJleHJAApHBIX JHEH C MOMEHTa HampaBlICHUS
emy TpeOoBaHus. JoKyMeHTHI Ha OyMa)XHOM

HOCHUTEIIEe JIOJKHBI OBITH HO/ITUCAHBI
YIIOJIHOMOYCHHBIMUA JmnamMun KimenTa n
3aBepeHsbl nevarbio Kimenra (1pu ee HaJau4uum).
42.6. B cinydae cMeHbl PYKOBOAUTENS
(EIMHONMMYHOTO  HCIIOJHUTENBHOIO  OpraHa)
Kiment 00s13aH IIOATBEPIUTH IpaBsa
IEUCTBYIOILETO YHOIHOMOYEHHOTO

npeacrasutens Knuenra.

4.277. B cinydae mnpekpalieHHUs IOJIHOMOYUI
JEWCTBYIOLIETO VYH0oIHOMOYEHHOTO
npencrasutens KimeHra, a Takxke B ciaydae
HECaHKIMOHHpOBaHHOro Joctyna k Cucreme,
Komnpomeranuu  ximroueit, Kiuent o06s3an
He3aMeUINTEIbHO HanpaBuTh B bank mucsmo 06
aHHYJIMPOBAaHUU COOTBETCTBYIOIIErO KOMIUIEKTA
Kiroueit  (BmoxxeHHbIM  (aitiom) 10  aapecy
ANEKTpOHHOW mouThl (e-mail), ykasaHHOMYy B

JloroBope 006 wucnomp3zoBanun  JIBO, ¢
MIOCJIEIYOLUM HEMEJIEHHBIM
MIPEIOCTaBICHUEM B banxk opuruHaia

BBIIIICYKA3aHHOTO IMHChbMa 00 aHHYJIWPOBAHUU
COOTBETCTBYyIOIIEr0 KomIuiekta Kirouelr Ha
OyMa)KHOM HOCHUTEJIE.

HampaBnenne yka3aHHBIX JOKYMEHTOB IIO
azpecy JIEeKTpOoHHOU mouThl (e-mail) o3nawaer
TpeboBanne KnmeHTa mnpekpatuTh NpHEM U
UCIIOJTHEHUE JIFOOBIX DJIEKTPOHHBIX JOKYMEHTOB,

in order to amend the errors, arising in the
System, by directing a written request to the
Bank. Upon the results of the work conducted
by the expert, as in compliance with the
Client’s application, Parties sign a Service
Performed Report on paper.

4.2.3. The Client within the term specified by
the Agreement, undertakes to assure that its
settlement account and/or other accounts
opened with the Bank indicate a balance of
funds in the amount, required for the payment
of services rendered by the Bank as in
compliance with the Agreement and Tariffs.
4.2.4. The Client undertakes to assure security
and entirety of the installed System, including
information security products, as well as
implement the requirements for the operation
of the System, as specified in the
Documentation.

4.2.5. The Client, at the request of the Bank,
shall present the original documents on paper,
as transformed into Electronic documents and
transmitted through the System, within a
period of 14 (fourteen) calendar days from the
moment the Bank sends such a requirement.
Documents on paper must be signed by the
authorized persons of the Client and certified
by the Client’s seal (if applicable).

4.2.6. In case the Client undergoes a change of
the Director (sole executive body), the latter
shall confirm the rights of the effective
Authorized Representative of the Client.

4.2.7. In case of termination of the authorities
of the current Authorized Representative of
the Client, as well as in case of unauthorized
access to the System, Key Compromise, the
Client shall immediately send to the Bank a
letter on cancellation of the corresponding set
of Keys (as enclosure) to the e-mail address
specified in the Contract on the Use of RBS,
followed by immediate presentation of the
original letter on cancellation of the
corresponding set of Keys on paper to the
Bank.

The fact of sending these documents by e-mail
means the Client's request to stop receiving
and executing any Electronic documents
signed with the Electronic Signature generated
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noanucanueix  OIl, cdhopmupoBaHHOW  Ha
CKOMIIPOMETHPOBAHHOM/aHHYIHpyeMoM Kitroue.
Jlis  W3rOTOBJIEHHS HOBOTO  KOMILIEKTA
TexHonornyeckux KJIFOUYEeH Knnent
npenoctapiusger B bank [lanneie o Bnagenbue
ceprudukara kmouya mnpoBepku Il B 1ByX
AK3EeMIUISIpax (ITpunoxxeHue No5 K
CornaieHuo) ¢ NPUIOKEHUEM HEOO0XOIUMBIX
JIOKYMEHTOB.
4.2.8. B cnyyae m3MeHeHHs (aMHINH, UMEHH,
oTyecTBa (MPU HAIWYUH) YIIOJIHOMOYEHHOTO
npeacraButens KiveHnrta, Buaa mpaBa MOANKUCH

DJIEKTPOHHBIX JIOKYMEHTOB, a TaKKe
HauMCHOBaHUS Kmenra, Kiment
npeAocraBisieT B baHK Bce  JIOKYMEHTHI,
npeAycMOTpeHHbIe HacTosmuM  CorjaneHuemM
JUTSL H3TOTOBJICHUS HOBOT'O KOMIIJICKTa

TexHoJIOrMUECKNX KIIIOYEH, a TaK)Ke IMHUCHMO 00
AHHYJIMPOBAaHUU COOTBETCTBYIOLLEIO KOMILJIEKTA
Kiroueit.

B cnydyae wW3MEHEHHS HHBIX JIAHHBIX
VYnonHomoueHHoro npenctasutens Kimenra,
Kiment npenocraBnser B bank AKT npusHaHus
OTKpBITOTO Kito4a (cepTudukara) s oOMeHa
COOOIICHUSAMU (ITpunoxxeHue Ne6 K
CornaieHuo), ¢ TPUTOKEHHEM 3aBEPEHHOMN
bankoM/HOoTapuaibHO (B ciyvae
HE00X0IMMOCTH c MIPOCTaBJICHUEM
aroCTUJIS/IPU YCIIOBUU €€ JIETalTu3aliK) KOIMUH
JOKYMEHTa,  yJIOCTOBEPSIOLIETO  JMYHOCTb
YnonHomoueHHOro npexacraButens Kiuenta
W/WAM  JJOKYMEHTa, MOJATBEP)KIAIOLIEro IMpaBo
ouma  Ha - mpeOblBaHue  (IPOXKHMBaHUE) B
Poccuiickoit @enepanyyi u/uiaM MUTPAMOHHOMN
KapThl — JUIsl THOCTPAHHBIX TPaXKJIaH W JuIl 6e3
IpaX/1aHCTBA.

Hng  YIOJIHOMOYEHHBIX IIPEACTAaBUTENEN
Knuenta ¢ momHomouusimu  «0e3  mpasa
MOATIACH» JIOKYMEHT, YIOCTOBEPSIOLINI
JUYHOCTh YTIOJTHOMOYEHHOTO TMpeACTaBUTENS
Knuenra w/umm JOKYMEHT, MOATBEPKIArOIIUI
MpaBo JiMlla Ha npeObiBaHMe (MPOKHUBAHUE) B
Poccuiickoit ®denepanuu W/HIM MHUTPALUOHHAS
KapTa, — JUIsl THOCTPaHHBIX TpaXkaaH W JuI] Oe3
Tpa)/JIaHCTBAa MOTYT OBITH MpejcTaBleHbl B baHk
B KONMSX, 3aBEpEHHbIX B  TOpSIKE,
YCTaHOBJIEHHOM baHKOM.

JloxymeHTsl, ipeAcTaBisgembie KireHtoMm u
COCTaBJICHHBIE HA MHOCTPAHHOM SI3BIKE, JIOJIKHBI
CONMPOBOXKAATHCS MEPEBOJIOM HAa PYCCKUU S3BIK,
32 MCKJIIOYEHHEM CJIy4acB YCTAHOBJIEHHBIX
3aKOHOJaTeNbcTBOM Poccuiickoit  denepanuu.
IlepeBon Ha pycCKHH S3bIK JIOJDKEH OBITh

using the compromised/canceled Key.

For the purposes of having a new set of
Technological Keys generated, the Client
provides the Bank with the information on the
ES Verification Key Certificate Holder in two
copies (Annex No. 5 to the Agreement) with
documents attached thereto as required.

4.2.8. In case of changes in the surname,
name, patronymic (if any) of the Authorized
Representative of the Client, the type of right
of signing Electronic Documents, as well as
the name of the Client, the Client shall provide
the Bank with the documents specified herein
for the purposes of generation of a new set of
Technological Keys, as well as a letter on
cancellation of the respective set of Keys.

In case of changes in other information on the
Authorized Representative of the Client, the
Client shall provide the Bank with the Act of
acknowledgement of the Public Key
(certificate) for message exchange (Annex No.
6 to the Agreement) accompanied by a copy
of an identification document of the
Authorized Representative of the Client
certified by the Bank/notarized (and
apostilled, if necessary/subject to legalization)
and/or a document certifying the person’s
right to stay (reside) in the Russian Federation
and/or a migration card — for foreign nationals
and persons destitute of nationality.

For the Authorized Representatives of the
Client “without the right of signature”, an
identification document of the Authorized
Representative of the Client and/or a
document confirming the person’s right to
stay (reside) in the Russian Federation and/or
a migration card — for foreign nationals and
persons destitute of nationality — may be
submitted to the Bank as copies certified
according to the procedure established by the
Bank.

Documents submitted by the Client and drawn
up in a foreign language must be accompanied
by a translation into Russian, with the
exception of cases provided for by the laws of
the Russian Federation. Translation into
Russian must be certified according to the
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3aBEPEH B MOPSIZIKE, YCTaHOBJICHHOM
3aKoHoarenbcTBOM Pocculickon denepanuu.

4.2.9. KnauenT  00s3aH  caMOCTOATENLHO
KOHTPOJIUPOBATH CpPOKH JIefcTBUA
TexHoJIornUecKnX Kirodei/Padounx Kiroded H
CBOCBPEMEHHO  HMHUIMUPOBATh poLeaypy
co3manus PaOoumx xiroueir/I1maHoBOM CMEHBI
paboumx KIFOYEH 10 UCTEUCHUS CPOKa JCHCTBHS
JEUCTBYIOLIUX Pabouux KJIIOUEH.
CooTtBercTBytolue yBeaomieHuss o [lmaHoBoit
CMeHe pPaboYMX KIIYEeH MOTYT HaIpaBIsAThCA
bankom mo CucremMe B TEUCHHE Mecsla 0

UCTCUCHHST CpPOKa JICHCTBHS  JICHCTBYIOIINUX
Pabounx wmoueii. B cioyuwae, ecim B
YCTaHOBJICHHBIE CornamienueMm CPOKHU

Kimmentom He HanpasineH B bank 3ampoc Ha
co3nanue Ceprudukara PaGouero kimroua u/unm
He mpenocraBieHsl B baHk Ha OymakHOM
HOCHUTENE AKT NpHU3HAHHS OTKPBITOTO KIIHO4a
(ceptudukara) s  oOMEHa COOOIICHHUSMH
(ITpunoxenne Ne6 k Cornamenuro) u AKT
npusHanus OtkpeiToro kimoda OII (B cioyuae
HEO0OXOIMMOCTH), @ TAKXKE B CIIy4ae HEIPUHATHS
bankom ot Kimenta Ha OymMaXHOM HOCHUTEJE
MIEPEYUCIICHHBIX TOKYMEHTOB W/WUJIH HETIPUHATHS
Kmuentom ot banka B Cucreme Ceptuduxara
PaGouero kmroua, neiictBue TexHOIOTHYECKOTO
Kiro4a/Pabouero kirrova npekpamniaercs.

[Topsimok M3TOTOBIICHUS HOBOT'O

Texnonornueckoro kmoua/Pabouero  kimtoya
aHAJIOTUYEH TOPSAAKY, YCTaHOBIEHHOMY T.11.3.1,
3.2, 3.4, 3.6 Cornamnienus.
4.2.10. Knuent o6s3aH nuapopmupoBath bank 06
W3MEHEHUU nH(popMaIuu, Kacarolencs
ucnonHenus: Croponamu Cornamenus. [lo mepe
BHECEHHS  COOTBETCTBYIOIIUX  HW3MECHEHUH,
HE3aMe/UINTEIbHO  TpeAcCTaBisTh B baHk
JIOKYMEHTBI,  TOATBEP)KIAIONINE  W3MECHCHHS
JTAHHBIX CBEIICHUH.

Bce pucku HeOmaronpusTHHIX MOCIEACTBUIA,
CBSA3aHHBIX C HECBOEBPEMEHHBIM YBEIOMIIEHUEM
banka o mpowumzomenmux W3MEHEHHUSIX, B TOM
qucie, YyKasaHHbIXx B 1.1m.4.2.6-4.2.8, mn.5.5
Cornamenuns, HeceT KimeHT.

4.2.11. Ilpu pacropxkeann Cornamenus Knuent
00s13yeTcsl YHUYTOXKUTh BCE MPEIOCTABIEHHOE
eMy B IOJIb30BaHHWE MPOrpaMMHOE oOecreueHue
(ucrionHsieMble UM BCIIOMOTATENbHbIE (ailyibl)
Cucremsl.

4.2.12. Knuent o0s3yeTrcs HE TMepeaaBarh
TPETHUM JIMIIAM CBOM IpaBa U OOS3aHHOCTHU II0
Cornamenuto 6e3 MUCbMEHHOTO (Ha OyMa)KHOM
Hocutele) cornacusi banka.

procedure established by the laws of the
Russian Federation.

4.2.9. The Client must independently control
the validity periods of Technological/
Operational Keys and timely initiate the
procedure of generating Operational Keys/
Planned change of Operational Keys before
expiry of the current Operational Keys. The
respective notifications of the Planned change
of Operational Keys may be sent by the Bank
through the System within one month before
expiry of the current Operational Keys.

If the Client fails to send a request for a new
Operational Key Certificate and/or an Act of
acknowledgement of the public key
(certificate) for message exchange (Annex No.
6 to the Agreement) and an Act of
acknowledgement of the ES Public Key (if
necessary) on paper to the Bank within the
timing set out by the Agreement, or if the
Bank does not accept the above documents on
paper and/or if the Client does not accept the
Operational Key Certificate from the Bank in
the System, the Technological/ Operational
Key shall become null and void.

The procedure of a new Technological/
Operational Key generation is the same as the
procedure set out in Paragraphs 3.1, 3.2, 3.4,
3.6 of this Agreement.

4.2.10. The Client shall inform the Bank, in
writing about any changes in the information
relating to the performance of the Agreement
and submit to the Bank documents confirming
changes in said information as far as such
changes are introduced.

All risks of adverse consequences associated
with untimely notification of the Bank about
any changes that have taken place, including
those stated in Paragraphs 4.2.6-4.2.8, 5.5 of
the Agreement, shall be borne by the Client.

4.2.11.In case of the termination of the
Agreement, the Client undertakes to destroy
all the software of the System granted to the
latter for use (executable and auxiliary files).

4.2.12. The Client undertakes not to transfer
its rights and obligations as under the present
Agreement, to third parties without a written
consent (on paper) of the Bank.
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4.2.13. Knument o00s13aH TpPOBEPSATH HAIUYUE
HOBBIX OJIEKTPOHHBIX JIOKYMEHTOB OT baHka,
HampaBlieHHBIX B aapec KinenTa, exxeiHeBHO, 3a
UCKITIOYEHUEM  OQUIIMAIIBHO  YCTAHOBIICHHBIX
BBIXOAHBIX W MPA3JIHUYHBIX HEpaOouux JHEM
banka, a Takke eXeAHEBHO MpoBEpsITh SMS-
cooO1IeHus, HAaNpaBlieHHbIe baHKOM B CBSI3U C
BBISIBIICHUEM WM OIEpaluii, COOTBETCTBYIOLIUX
MpU3HAKaM OCYIIECTBIICHUS nepeBoja
JICHEXKHBIX CpelicTB Oe3 cornacust Kimuenra.

Kiment o0s3aH He pexe OJHOro paza B 5
(nsTh) KaJNeHJApHBIX JHEHM 3HAKOMUTHCS C
nHpopmanuer, myosmukyemoi  bankom B
cooTBeTCTBUH c I1.12.6 Cornamienus.

3a yObITKM, BO3HHUKIIMNE B pe3yibTare
HeucnonHeHus:  KiiMeHTOM  BbIIIIEyKa3aHHBIX
o0s13aHHOCTEH, BaHK OTBETCTBEHHOCTH HE HECET.
4.2.14. Knuenr oOs3yercs mo TpeOOBaHUIO U
dopme banka mpemocTaBisATh JOKYMEHTHI (Kak
Ha OyMaXHOM HOCUTENE, TaK M C IOMOIIBIO
Cucremspl), TMOATBEPXKAAIOIIME JaHHBIE 00
YnonaoMoueHHOM npencraButene Kimenra.
4.2.15. Kimnent 00s13yeTcst co0Ir01aTh
TpeOoBaHUs o nH(pOpMAITMOHHOM
O6esomacHoct npu pabore ¢  Cucremoii,
ykazanusble B [Ipunoxxenun Ne 4 k CornamieHuro,
a Takke HampasisieMble bankom no Cucreme u
pasMenaemble Ha opuIMaIbHOM caiiTe banka B
cetu MHTEpHET.

4.3.IIpaBa u o6si3annocTu banka.

4.3.1. baHk He NpPUHMMAeT K WCIOIHEHHIO
DNEeKTPOHHBIE JIOKYMEHTbI, O(OpPMIIEHHBIE C
HapylmieHueM TpeOOBaHMH 3aKOHO/ATENIbCTBA
Poccuiickoit ®deneparnuu, Cornamenus, [1bC,
MHBIX coryamieHuit Mmexxay CtopoHamu.

4.3.2. bank umeer npaBo oTka3zaTh KineHTy B
IpUeMe K  HUCHOJHEHUID  DJIEKTPOHHOIO
NOKyMeHTa, ecid KiMeHT 3anmoiHuin —mojis
DJNEeKTPOHHOTO JIOKyMEeHTa ¢ ourOkaMu. B aTom
ciydae Knwmenty nanpaBnsercs Ksuranuusa c
yKa3aHHeM IMPUYHMHBI OTKa3a.

4.3.3. bank He HMMeeT IpaBa CaMOCTOATEIBHO
KOPPEKTUPOBaTh  PEKBU3UTHI  DJIEKTPOHHBIX
nokyMeHToB KineHra.

4.3.4. B cnyuae HenpenocraBienuss KioueHTom
JIOKYMEHTOB, YKa3aHHbIX B 11.4.2.7 Cornaiienus,
bank He OyJer HeECTH OTBETCTBEHHOCTh 3a
MIOCJIE/ICTBUSl  COBEPIUEHUS ONepanuil, HHBIX
JIEUCTBUM, CIACIOK Ha OCHOBAHHMHU HAJJIC)KaIIUM
o0Opazom 0(OPMIIEHHOTO Kimentom

4.2.13. The Client shall check, on the daily
basis, the availability of the new Electronic
documents from the Bank, directed to the
Client, except for the officially established
holidays and weekends, as well as daily check
SMS messages sent by the Bank in relation to
any discovered transaction with signs of
money transfer without the Client’s consent.

The Client must at least once every five (5)
calendar days review the information
published by the Bank in accordance with
Paragraph 12.6 of the Agreement.

The Bank shall not be liable for losses
incurred as a result of the Customer’s failure
to fulfill the above obligations.

4.2.14. The Client undertakes to provide
documents (both on paper and in the System)
certifying data on the  Authorized
Representative of the Client on demand of the
Bank.

4.2.15 The Client undertakes to comply with
information safety requirements specified in
Annex No. 4 to the Agreement, distributed by
the Bank in the System, and posted on the
Bank’s official website in the Internet in the
course of working with the System.

4.3. Rights and obligations of the Bank.

4.3.1. The Bank does not accept Electronic
documents for execution, drawn up in
violation of the requirements of the legislation
of the Russian Federation, the Agreement,
BAAs, and other agreements between the
Parties.

4.3.2. The Bank has the right to refuse the
Client in the acceptance for execution of an
Electronic Document, if the Client omitted
mistakes when filling in such Electronic
Document. In this case a Receipt confirmation
is sent to the Client specifying the reason for
refusal.

4.3.3. The Bank may not independently
correct details of Electronic Documents of the
Client.

4.3.4. If the Client fails to provide the
documents specified in Paragraph 4.2.7 of the
Agreement, the Bank shall not be liable for the
consequences of performing transactions,
other actions, deals on the basis of an
Electronic Document duly executed by the
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DNEeKTPOHHOTO  JOKYMEHTa,  HOANHCAHHOTO
YnonHoMo4YeHHBIM npeacTtaBuresieM Kinenrta,
JaHHBIE O KOTOPOM OBUIM MPEAOCTABICHbI
Knuenrom B bank panee.

4.3.5. baHK TIpekpaIaeT mprueM U HCIOTHCHHUE
TOOBIX DNEeKTPOHHBIX JOKYMEHTOB,
noanucanueix  OII, cdhopmupoBaHHOW  Ha
CKOMIIPOMETHPOBAaHHOM/aHHYIUpyeMoM Kirroue
B CPOKHM, MpPEIyCMOTpPEHHbIE B MHCbME 00
AHHYJIMPOBAaHUU COOTBETCTBYIOILLEIO KOMILJIEKTA
Kiroueii, a B cinydae OTCYTCTBUS yKa3aHUsl Ha
TaKue CPOKU — HeMeIJIeHHO. Bce DiekTpoHHbIe
JNOKYMEHTBI, NOCTynuBIIME B  bank 10
nonydeHuss baHKOM  yka3aHHOTO  MHCHMA,
UCIOJNHAOTCA B MOPSAKE, YCTAaHOBJICHHOM
CornameHieM WM WHBIMH  COTJIALICHUSMU
Mexay CTopoHamu.

B cnywae HempencraBieHus OpuUrMHaIa
MUchMa 00 aHHYJIMPOBAHUU COOTBETCTBYIOIIETO
komruiekta Kimouelr KnmenTtom Ha OymakHOM
HOCHUTEIE banxk HE Oyzner HECTHU
OTBETCTBEHHOCTh 32 YOBITKH, TPUYMHEHHBIC
Kinenrty B pe3ynbprare npekpameHus npueMa u

WCIIOJIHEHUS DNEeKTPOHHBIX JIOKYMEHTOB,
noanucanueix  OIl,  chopmupoBanHO  Ha
COOTBETCTBYIOILIEM

CKOMITPOMETHPOBaHHOM/aHHYIMpyeMoM Kirroue.
4.3.6. bank umeer mpaBo oTka3aTh KimeHTy B
pUeMe/TIPUOCTAaHOBUTh HCIHOJHEHUE JH0O0ro
DONEeKTPOHHOTO  JOKYMEHTa [0  CBOEMY
YCMOTPEHHIO, B  TOM  YHCI€, HO  HE
OrpaHWYMBAsACh, B CiIy4yae BO3HHUKHOBEHUS Y
HEro NOJO3PEHUM, YTO DJIEKTPOHHBINA JOKYMEHT
MOJIHCAH HE YIOIHOMOYEHHBIM
npexncrasuteneM  Knmenta, Kommpomeranun
Kiroue, HecaHKIMOHMPOBAHHOrO JOCTyNa K

Cucreme w/mmm B choydyae Kakoro-imbo
Hapymenus Kimumentom  CornameHwusi, Mpu
BBISIBJIEHUU bankom onepauuu,

COOTBETCTBYIOIIEW IpPU3HAKAM OCYIIECTBICHUS
nepeBosia JCHEXHBIX CpPEICTB 0e3 coryiacus
Kimmenra, npu stom KnmeHT Bnpase nepenats B
baHk COOTBETCTBYIOIIMM IUIATEKHBIA, WHOMU
JOKYMEHT Ha OyMaxHOM HOCHTEIIE,
COCTABJICHHBII B COOTBETCTBUM C YCIOBUSMHU
JIbC, Cornamenusi, UHBIX COTJIAIICHUN MEXIy
bankom wu KiueHTOM, 3aKOHOJATEIBLCTBOM
Poccuiickoit ®enepanuu.

O cBoeM oOTKa3e B mpuemMe DJIEKTPOHHOTO
nokymeHTa bank o0s3yeTcst yBenomuth Kimenra
He mo3nHee Paboduero mus banka, cnemyromiero
32 JHEM MOCTYTIICHHUS DIEeKTPOHHOr O
JOKyMEHTa B baHK, mnyTeM HampaBieHUs

Client, signed by the  Authorized
Representative of the Client, details of which
were provided by the Client to the Bank
earlier.

4.3.5. The Bank shall stop accepting and
executing any Electronic Documents signed
with the Electronic Signature generated using
a compromised / canceled Key within the time
limits specified in the letter on cancellation of
the corresponding Key set, and in case no such
time limits are specified - immediately. All the
Electronic Documents received by the Bank
prior to the receipt of such letter by the Bank
shall be executed in accordance with the
procedure established by the Agreement or
other agreements between the Parties.

In case of the Client’s failure to submit the
original letter on cancellation of the respective
Key set on paper, the Bank shall not be liable
for any losses incurred on the Client as a result
of the termination of acceptance and execution
of the Electronic Documents signed with the
Electronic Signature generated using a
compromised / canceled Key.

4.3.6. The Bank has the right to refuse the
Client in the acceptance/suspend execution of
any Electronic Document at its own
discretion, including, but not limited to, the
cases when it suspects that the Electronic
Document is signed by somebody other than
the Authorized Representative of the Client,
Key Compromise, Unauthorized Access to the
System and/or in case of the Client’s default
hereunder, if the Bank discovers a transaction
with signs of money transfer without the
Client’s consent, in which case the Client has
the right to present the Bank with the
corresponding payment, other document on
paper, drawn up in compliance with the terms
of BAAs, the Agreement, other agreements
between the Bank and the Client, the
legislation of the Russian Federation.

The Bank shall notify the Client about its
refusal to accept the Electronic document no
later than the day, following the day of
reception of an Electronic document by the
Bank, by sending a message to the Client via
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coobmienust Kimuenty mo Cucreme.

4.3.7. bank uMeeT npaBo oTKa3aTb KiueHTy B
npuemMe DNEeKTPOHHBIX
JOKYMEHTOB/IIPHOCTAHOBUTh WX HCIIOJIHEHUE
JUISl IPOBEJICHUSI pacYeTHBIX onepanuii no Cuery
Knuenra, cuery mno Bkiagy (ZI€NoO3uTy),
MMOAITHCAHHBIX OIl, B ciay4asix,
MpeAyCMOTPEHHBIX 3aKOHO/1aTE€ILCTBOM
Poccuiickoit ®enepaun, B TOM 4YHUCIE, B
obnacTu MIPOTUBOICUCTBUS Jerajiv3anuu
(OTMBIBaHHIO) JI0XOIOB, MOJIyYEHHBIX
MpPEeCTYyNHBIM  TyTeM, © (HUHAHCUPOBAHMIO
Teppopu3Ma.

4.3.8. bank wuMeer mnpaBo 3ampauiMBaTh Yy
Kinenra MOATBEPKICHUE JTAHHBIX 00
YnonaoMoueHHOM npencraButene Kimenra.
43.9. baHk wuMeeT NOpaBO BHOCUTH B
OJIHOCTOPOHHEM TOPSIIKE U3MEHEHHUS B MOPSIIOK
¢dbynkuonupoBanusi CucreMbl U coo0mmare 00
sToM KilMeHTy B MHChbMEHHOM YBEIOMIICHUHM Ha
OyMa)XHOM  HOCUTENE WM  IOCPEICTBOM
Cucremsi.

4.3.10. baHk wuMeeT TMpaBo MPHUOCTAHOBUTH
obcimyxkuBanue KimeHTa ¢ HCIONB30BaHUEM
Cucrembl Ha BpeMs CHOPHBIX CHUTyallMil cC
yBegomiieHrem o0 3tom Knuenra.

4.3.11. baHk wuMmeeT npaBO MNPUOCTAHOBUTH
oOciyxuBanue KiumeHra ¢ HCIONb30BaHUEM
Cucrembl I BBINOJIHEHHS  HEOTIIOXKHBIX,
aBapUNHBIX M PETIAMEHTHBIX paboT, CBSI3aHHBIX
¢ oocnyxuBanrueM CHCTEMBI.

4.3.12. bank o00s3yercs B TeueHHEe 7 (CEMHM)
Pabounx pgueit banka oT garel mosydeHUs
3asBKM Ha yCTaHOBKY CHUCTEMBI U MPHU YCIOBUH
BbIMONMHEHUsT  KnmueHToM — 00s3aTeNnbCcTB, B
cootBeTrctBun ¢ 1. 3.1.1 Cornamenus,
MpPOM3BECTH paboThl H  OKa3aThb  yCIYTH,
npeaycMoTpenHsie 1. 3.1.2 CornameHus.

4.3.13. bank o0s3yercs npuHuMath oT Knnenra
DONeKTpOHHBIE  JOKYMEHTHI,  IOAMHCAHHBIC
YONHOMOYEHHBIM(M) — MpeacTaBUTENEM(JISIMH)
Kinnenta B COOTBETCTBUM C  YCIOBUSIMH
Hactosmero  CormameHusi,  TpeOOBaHUSMU
3akoHojarenbcTBa Poccuiickoin denepanuu u
OCYUIECTBJISTh  ONEpalid, CACJKH, HMHBIC
JIEWCTBUSA HAa OCHOBAHMM TAKUX OJEKTPOHHBIX
JIOKYMEHTOB B CpokH, npeaycMmoTpennsie [IbC,
CornamenveM, WHBIMH COTJIAICHUSMH MEXIY
Croponamu.

B cinywae mHampaBieHuss DJIEKTPOHHOTO
JOKyMeHTa B HepabOouue nHU baHka, gHEM
MTOCTYTIJICHUS DIEKTPOHHOTO JIOKyMEHTA
saBisgeTcss nepBeld  PaGounit  genp  banka,

the System.

4.3.7. The Bank has the right to refuse the
Client in the acceptance/suspend execution of
Electronic Documents for carrying out
settlement transactions on the Client's
Account, a deposit account signed with ES in
cases provided for by the legislation of the
Russian Federation, including in the field of
countering the legalization (laundering) of
criminal proceeds and terrorism funding.

4.3.8. The Bank has the right to require from
the Client confirmation of data on the
Authorized Representative of the Client.

4.3.9. The Bank shall have the right to amend
unilaterally the procedure of the System
functioning and inform the Client about it via a
written notification or the System.

4.3.10. The Bank shall have the right to
suspend services for the Client rendered with
the use of the System, for duration of
disputable situations, upon a corresponding
notice given to the Client.

4.3.11. The Bank shall have the right to
suspend services for the Client rendered with
the use of the System, for the performance of
urgent, emergency and scheduled works
associated with servicing of the System.
4.3.12. Within a period of 7 (seven) Business
days from the date of the System installation
request, provided that the Client has executed
the obligations as in compliance with
Paragraph 3.1.1. of the Agreement, the Bank
shall execute works and render services, as
under Paragraph 3.1.2. of the Agreement.
4.3.13. The Bank  undertakes to accept
Electronic documents from the Client, which
have been signed by the Authorized
Representative(s) of the Client in compliance
with the terms of the present Agreement and
the requirements of the legislation of the
Russian Federation and implement operations,
transactions and other actions in time
stipulated in BAAs, the Agreement and other
agreements between the Parties, on the basis
of such Electronic Documents.

If an Electronic Document is sent on non-
business days of the Bank, the day of receipt
of the Electronic Document shall be the first
Business Day of the Bank following the non-
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cnenyromuidi 3a HepabounMm gHEM. CTOpPOHBI
MPU3HAIOT B Ka4€CTBE €MHOM IIKaJIbI BPEMEHU
npu pabore ¢ Cucremoil MecTHOe BpeMms T.
MOCKBBL.

4.3.14. bauk wuHpOpMupyeT Kimenra o
COBepIICHUH Kaxaou omepanuu 1o Cuery,
CYeTy Jeno C ucnosib3oBaHueM CHUCTEMBI WIH
0e3 ee HCIIOJIb30BAHMS TYTEM IPEIOCTABICHUS
Kiuenry Bbinucku no Cuery, cYeTy J€NO He
no3aHee Pabouero nus banka, ciemyromiero 3a
IHEM coBepuieHusi onepauuu no Cyery, cuery
JIeno, IyTEeM HalpaBieHUsT HUX IOCPEACTBOM

Cucrembl.  Jluem  Bbeimauum  (TIOJIYYCHHS)
VKa3aHHBIX BBIMHCOK CUWTACTCS JCHb HX
HaTpaBJICHUS bankom 1o Cucreme.

Hanpasnenne baHkOM yKa3aHHBIX BBIIMCOK I10
Cucreme sBIsI€TCS HAJEKAIIUM YBEAOMIIEHUEM
Kinuenra o  coBepmieHMM — omepanuu  C
HCITOJIb30BaHUEM 3JIEKTPOHHOTO cpeacTBa
IUIATEKa B COOTBETCTBUH C 3aKOHOAATEIHCTBOM
Poccuiickoit  ®enepanmu, u He TpedyeT
JIOITOJTHUTEIIEHOTO HarpaBJICHUS bankom
Knuenty kakux-1100 UHBIX YBEIOMIICHHIA.
4.3.15. bank 00s3yercd KOHCYJIbTHPOBATh
Kiuenra mo Bompocam pabotel ¢ Cuctemoit (B
Paboune nmum bamka ¢ 10.00 mo 16.00
MOCKOBCKOT'O BpPEMEHH), MPEA0CTaBIATh
Kinuenty wnoBbie Bepcuu CHCTEMBI, a Takxke
uHpopmupoBath KireHnta 060 Bcex U3MEHEHUAX
nopsinka  pynkiuonupoBanus ~Cucrembl B
TEUEHUE BCEro CpOKa JEHUCTBUSI HACTOSIIETO
Cornamenus.

4.3.16. bank o0s3yercs B ciyyae
HEBO3MOKHOCTH YCTPaHUTH HETOJaJKH,
BO3HUKIIME B CHCTeMe, MO0 MECTy HAXOXKICHHS
banka, HanpaBuTh cnennanmcra Kk KiueHty B
TedeHue 15 (MATHaAUATH) KaJeHJapHBIX THEH C
MOMEHTa TIOJIYYCHHUS THUCHhMEHHOW 3asBKH OT
Knuenta. HeobGxoammocTs Bbie3na k KimeHty
ompenensieTcss baHKOM ¢ y4eTOM BO3HHKIIHX
Henonagok B CucreMe.

Cratbd 5. [IpaBa u o0s13anHocTH CTOPOH NNPU

business day. The Parties recognize the
Moscow local time as the single time scale
when working with the System.

4.3.14. The Bank shall inform the Client about
each transaction on the Account and the depot
account with or without the use of the System
by providing to the Client statements of the
Account and the depot account not later than
the Bank’s Business Day following the date of
the transaction on the Account and depot
account with said statements to be forwarded
via the System. The date of issue (receipt) of
said statements shall be the date of their
forwarding by the Bank via the System.

The said statements forwarded by the Bank via
the System shall be deemed the proper
notification of the Client about the transaction
using the electronic means of payment in
accordance with the legislation of the Russian
Federation, and shall not require any additional
notification from the Bank to the Client.

4.3.15. The Bank undertakes to consult the
Client on the issues of operations in the
System (on Business Days of the Bank from
10 a.m. till 4 p.m. Moscow time), grant the
Client with the new versions of the System, as
well as inform the Client about all the changes
in the functions of the System during the
entire period of validity of the present
Agreement.

4.3.16. In case of impossibility to correct
errors arising in the System, at the location of
the Bank, the Bank shall send an expert to the
Client within 15 (fifteen) calendar days from
the moment of reception of a written
application from the Client. The need to visit
the Client is defined by the Bank taking into
account the arising errors in the System.

Article 5. Rights and obligations of the

BbISIBJIEHUH Bankom onepanui,

Parties when the Bank discovers

COOTBETCTBYIOLIHUX IIPpU3HAKAM

transactions with signs of money transfer

OCYIIECCTBJICHUS NIEPEBOAA NCHECKHBIX CPECACTB

without the consent of the Client.

0e3 corsacus Kanenra.

5.1. baHk mnpu BBIABICHUM UM OIEpalyH,
COOTBETCTBYIOIIEH MpHU3HAKAM OCYIIECTBICHUS
mepeBoja JCHEKHBIX CPEICTB 0e3 cormacus
Knmenra, 00s13aH 10 OCYIIECTBICHUS CITHCAHMS
neHexHbIx cpenactB co Cuera Kimenra Ha cpok

5.1. If the Bank discovers a transaction with
signs of money transfer without the consent of
the Client, the Bank shall suspend the order to
perform the transaction with signs of money
transfer without the consent of the Client for a
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He Oomee gaByx PabGoumx nHelr banka
HpI/IOCTaHOBI/ITB HNCITIOJIHCHUC paCHOpH)KeHI/Iﬂ (0]
COBEpIICHHH  OICPallMHd, COOTBETCTBYIOIICH

MpU3HAKaM OCYILIECTBIICHUS nepesosa
JCHEXHBIX CpelcTB Oe3 cornacus KimeHra.

5.2. O  [pPUOCTAaHOBJICHHH  HMCIHOJIHEHUS
pacriopsbkenuss ~ KiimeHTa 0 coBepIlIeHUHM
olepariii,  COOTBETCTBYIOIICH  MPU3HAKAM

OCYILIECTBIICHUS IIEPEBOAA [EHEKHBIX CPEICTB
6e3 cormacus Knmenrta bank  o0s3yercs
yBenoMuTh KimeHTa He3aMeIUIMTENBbHO IIyTEM
HanpasieHus: cooOmenust KnueHty mo cBoemy
ycmorpenuto 1o Cucreme wWiIM 1O HOMEPY
MOOMIBHOTO TenedoHa, ykazanHomy KimeHtom
B [loroBope 006 ucnonb3oBanuu J1bO.

Juem nomyuenust Kimmentom cooOmeHust 00

olepaluy,  COOTBETCTBYIOLIEH  IPU3HAKaM
OCYILIECTBJICHUS TEPEBOAA JEHEKHBIX CPENICTB
6e3 cormacus Knwmenra, sBnsercs  JeHb
HampaBlieHUss baHKOM yKa3aHHOro cooOUIeHUsS
no Cucreme WM [eHb HampasieHUs baHkom
SMS-  coobmenuss Ha HOMEp MOOMIBHOTO
tenedona Knuenra, ykasanssiii uMm B JloroBope
00 ucnons3zoBanuu J5O.
5.3. B cnywae, eciu bank 3ampammBaer y
Knuenta  monarBepklieHMe  BO30OHOBIEHHS
UCIIOJIHEHUS pacTopsKEHUS
MIPUOCTAaHOBJIEHHOTO u3-3a MIPU3HAKOB
OCYILIECTBIIEHUS TEPEBOAA JEHEKHBIX CPENICTB
6e3 cormacus Kiwmenrta, KnmeHnt no Homepy
tenepona banka, HamnpaBieHHoro baHkom
Knuenty ¢ momompio CucteMbl/Ha MOOUITBHBIHN
HoMep TenedoHa KnueHta M ¢ mpousHeceHuem
Komosoro cmoBa Kimenra, koropoe yka3aHO B
JloroBope 00 HCIIOJIb30BAaHUH ABO,
MOJATBEP)K/IaeT/HE MOJATBEPXKIAET HCIOJHEHUE
baHKOM COOTBETCTBYIOIIETO PACIIOPSKEHHUS.

[Ipn mocryruiennun B bank nmoarBepKaeHus
UCIIOJIHEHUS bankom COOTBETCTBYIOILIETO
arexka B TEYEHHE OIEepallMoOHHOTO  JHS,
ykazanHoro B JIBC, neHexHble cpeacTsa
cnuchiBatoTcs co Cuera B Tekymui Pabouwmii
J€Hb banka. IIpn MOCTYILJICHUH
BBIIIIEYKAa3aHHOT O MOATBEPKICHUS nocine
ONEpAIlMOHHOTO  JHS, JEHEXHBIE CpeAcTBa
cnuceiBarorcss  co  Cuera  He  IO3JHeEE
cienyromero Pabouero nust banka.

B cnydae, ecnim KnumenT cornamaercs c
cooOmienneM baHka o TOM, YTO omepamnus IO
Cuery COOTBETCTBYET IIPU3HAKaM
OCYILIECTBIIEHUS TEPEBOAA JEHEKHBIX CPENICTB
06e3 cormacusi Kimwmenra, KiumeHt Bmpase
HE3aMEJUINTEIbHO HanpaBUTh B baHK OT3bIB

period of no more than two Business Days of
the Bank until the withdrawal of funds from
the Client’s Account.

5.2. The Bank shall immediately notify the
Client about the suspension of the Client’s
order to perform such transaction with signs of
money transfer without the consent of the
Client by sending a message to the Client at its
own discretion via the System or to the mobile
phone number specified by the Client in the
Contract on the Use of RBS.

The day of receipt of the message about a
transaction with signs of money transfer
without the consent of the Client by the Client
shall be deemed the day of the above message
sent by the Bank via the System or to the
Client’s mobile phone number specified by
the Client in the Contract on the Use of RBS.

5.3. If the Bank requests the Client to confirm
the resumption of the order suspended due to
signs of money transfer without the Client’s
consent, the Client shall confirm/not confirm
such order by calling to the Bank’s phone
number sent by the Bank to the Client using
the System/to the Client’s mobile phone
number using the Client’s code word specified
in the Contract on the Use of RBS.

If the Client confirms the above payment to
the Bank within the transaction hours
specified in the BAA, funds shall be debited
from the Account on the current Business Day
of the Bank. If the above confirmation is
received after the transaction hours, the funds
shall be debited from the Account no later
than on the next Bank's Business Day.

If the Client agrees with the Bank's message
that the transaction on the Account bears signs
of money transfer without the consent of the
Client, the Client may immediately revoke the
respective order from the Bank.

If the Customer fails to send the
corresponding confirmation, the Bank shall
resume the order after two Bank’s Business
Days from the day of suspension of such order
to perform the transaction with signs of money
transfer without the consent of the Client.
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COOTBETCTBYIOIETO PACTIOPSIKEHUSI.

IIpu HEIIOJIyYCHUHU oT Kienra
COOTBETCTBYIOILIETO  MOATBEpKAeHUs,  baHk
BO30OHOBIISICT HWCIIOJHEHUE PACIOPSHKEHUS 10
ucredyeHun naByx Paboumx nHelr banka mocie
JHST TPUOCTAHOBIICHUU HCIIOTHEHUS JaHHOTO
pacmopsbKeHHsT O  COBEpUICHHHM — OIEpallvu,
COOTBETCTBYIOIIEH MpU3HAKAM OCYIIECTBICHUS
nepeBojia JCHEKHBIX CpPelNCTB 0e3 corjacus
Knuenra.

Knuent yBegomien o TOM, 4YTO Bce
TeleOHHBIE  PAa3rOBOPHI  3alHMCHIBAIOTCA U
XpaHarcs B baHke B TeueHHE  CpOKa,
YCTaHOBJICHHOTO 3aKOHO/1aTE€JILCTBOM
Poccuiickoit deneparuu.

5.4. Bank BmpaBe B OJIHOCTOPOHHEM TIOPSIKE
m3menutb KopoBoe cnoBo Kiuenta, HampaBuB
KiuenTy yBenomiieHne Ha OyMa)KHOM HOCHTEJIC
C COOCTBEHHOPYYHOU MOAMUCHIO PYKOBOJIUTEIS
banka (ymosHOMO4YeHHOro ©M JuIa) 00
u3menenuu Kogosoro crona.

5.5. B cayuae yrparbl KinueHTOM KOHTpOJIS HaL
HOMEpOM MOOUIBHOTO TenedoHa, a TaKKe
yrparbl KiMEeHTOM YyBEpPEeHHOCTH B TOM, YTO
KondunenmumanpHas wuHpopmanus (KomoBoe
CIIOBO W/WJIM HOMEpP MOOMJIBHOrO TenedoHa) He
MOXKET OBITh UCIOJIb30BaHa
HEYINOJHOMOUYCHHBIMU JIUIIAMH, a TakKXke B
ciydae 3aMeHbl KineHToM HoMepa MOOMIBHOTO
tenepona wu/mm KomoBoro cnoBa, KiueHt
00s13aH He3aMeIIUTEeNLHO YBEAOMUTH 00 3TOM
bank B mnmchMeHHOM BHAE Ha OyMa)XHOM
HOCHTENIE C COOCTBEHHOPYYHOH TMOAMKCHIO
ynosiHoMo4eHHoro ymna Kimenra ¢ ykazanuem
HoBoro KomoBoro crmoBa w/unum  HOMepa
MOOMIBHOTO TenedoHa.

Ho MOMEHTA NIPUHATHS bankom
BBIIIICYKA3aHHOTO YBEJIOMJICHHSI bank
UCIIONB3YeT B coOTBeTcTBUM ¢ CorjameHuem
paHee cooOmeHHbli banky Kinentom Homep
MOOMJIBHOTO TenedoHa, paHee COOOIIEHHOE
Knuentom  banky/bankom  Knumenty (B
cootBercTBUM ¢ 1.5.4 Cornamenusi) Kogosoe
CJIOBO.

5.6. baHk He HeceT OTBETCTBEHHOCTH 3a YIIepO,

NPUYUHEHHBIN Knuenty BCJIEJICTBUE
HECaHKIIMOHUPOBAHHOTO HCIIOJIb30BaHUSA
TpeTbUMH JMLIaMu (KoMmpometaiuu) Komosoro
clIoBa/HOMEpa MOOUITEHOTO

tenedoHa/MOOMIBHOTO TeneoHa, HA HOMEp
koToporo  bankom  HampaBmsercs ~ SMS-
COOOIIEHHE O  COBEPUICHHM  OIEpaluH,
COOTBETCTBYIOLIEH NpPHU3HAKAM OCYIIECTBICHUS

The Client is hereby notified that all telephone
conversations shall be recorded and stored by
the Bank within the period established by the
laws of the Russian Federation.

5.4. The Bank may unilaterally change the
Client's Code Word by sending a notification
to the Client on paper with a handwritten
signature of the Bank Manager (his authorized
representative) on the change of the Code
Word.

5.5. If the Client loses control over the mobile
phone number or loses confidence that the
Confidential Information (Code Word and/or
mobile phone number) cannot be used by
unauthorized persons, as well as if the Client
replaces the mobile phone number and/or the
Code Word, the Client shall immediately
notify the Bank in writing on paper with a
handwritten  signature of the Client’s
authorized representative specifying the new
Code Word and/or mobile phone number.

Until the Bank accepts the above notification,
the Bank shall use the mobile phone number
previously provided to the Bank by the Client
and the Code Word previously provided to the
Bank by the Client/to the Client by the Bank
(as per Paragraph 5.4 of the Agreement) in
accordance with the Agreement.

5.6. The Bank shall not be liable for damage
caused to the Client due to unauthorized use
by third parties (compromise) of the Code
Word/mobile phone number/mobile phone, to
which number the Bank sends SMS messages
about transactions with signs of money
transfer without the consent of the Client.
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nmepeBoAa JACHEXKHBIX CPEACTB 0e3 corjacus
Kinuenra.

5.7. bamk He HeceT OTBETCTBEHHOCTH 3a
HEraTUBHBIE TIOCJIC/ICTBUS, B TOM YHCIIE YOBITKH

Knuenrta, KoTOpble MOTYT BO3HHKHYTH Yy
KnuenTa BCIIEJICTBUE HEIOIY4YSHUS
yBegomiieHuss ot banka o0  omepauuu,

COOTBETCTBYIOIIEH TMpPU3HAKAM OCYIIECTBICHUS
nepeBoja JCHEKHBIX CpelncTB 0e3 coriacus
Kmuenrta, B TOM u4ucie, B CBS3U C
HEZ0CTOBEPHOCTHIO/HEAKTYaIbHOCThIO
uHpopmanuy, ykazannoi KimeHrom, a takxe B
CBS3M C HEAOCTYNHOCThIO i Kiumenra
YKa3aHHBIX CIIOCOOOB CBSI3U, a TaKXKe IO BUHE
KrnuenTa unu MOOMIIBHOTO oreparopa, B ciydae
yrparel Kmmentom KomoBoro crioBa/Homepa
MOOWIBHOTO TeleoHa/MOOMIBHOTO TeedoHa,
HAa HOMEp KOTOporo baHkoM HampaBiseTcs
SMS-coobmeHne 0 COBEpIICHHH OIepalluH,
COOTBETCTBYIOIICH TpPU3HAKAM OCYIIECTBICHUS
nepeBoja JCHEKHBIX CpPelICcTB 0e3 coriacus
KinenTa, MX KOMIIPOMETAIINH.

5.8. baHk He HeceT OTBETCTBEHHOCTHU 32 YOBITKU

Kimenra, BO3HUKIIME B pE3yJIbTaTe YyTpaThl
(mopum, mepemavyd, YTEPH, Pa3IIIAIICHUU)
Knuentom Komosoro cijoBa/HOMEpaA

MOOMIJIBHOTO TeneoHa/MOOMIBHOTO TenedoHa,
HAa HOMep KoToporo baHkoM HampaBisercs
SMS-coobmieHre 0 COBEpIIEHUH OIEepaluHy,
COOTBETCTBYIOIIEH MpPHU3HAKAM OCYIIECTBICHHS
nepeBosia JCHEXHBIX CpPeIACTB 0e3 coryacus
Kimenra.

5.9. baHk He HeceT OTBETCTBEHHOCTH 3a YOBITKU
Knuenra, BO3HUKIIINE BCJIEJICTBHE
HECBOEBpPEMEHHOro coolmeHuss banky 00
yrpare KIMeHTOM KOHTpOJIE Hax HOMEPOM
MOOMJIBHOTO TenedoHa, a Takxke yTpare
Knmenrom ~ yBepeHHOCTH B TOM,  4TO
KoHpuneHmanbHast uH(opmanus  (Komosoe
CJIOBO, HOMEP MOOMJIBHOIO TeJIe(pOHA) HE MOXKET
ObITh ~ WCIOJBb30BaHA  HEYMOJIHOMOYEHHBIMU
JIUIIAMHU.

5.10. Knuent oOsi3yercss mpenocTaBuTh baHKy
NENCTBUTENLHBIN HOMEP MOOMIBHOTO TenedoHa
U o0ecrneyuTb MOCTOSHHYIO  JIOCTYHMHOCTb
HOMepa MOOWIbHOrO TenedoHa Juis MpHeMa
coobmenuit B ¢dopmare SMS-coobmieHuii Ha
PYCCKOM/aHTJIMICKOM SI3BIKE.

5.11. KnueHT HeceT OTBETCTBEHHOCTh 3a
JIOCTOBEPHOCTh HOMEpa MOOWJIBHOTO TenedoHa,
00si3aH HE JOMyCKaTh CO3JaHHe TyOJIMKaTOB
(KJITOHOB) SIM-KapThl, a TaKKe HE JOIMyCKaTh
NOJyYeHHEe, HCIIOJIb30BAHUE M 3aMEHy Sim-

5.7. The Bank shall not be liable for negative
consequences, including losses of the Client,
which the Client may suffer as a result of non-
receipt of a notification from the Bank about a
transaction with signs of money transfer
without the consent of the Client including,
but not limited to, for the reason of
inaccuracy/outdated nature of the information
specified by the Client, unavailability of the
specified communication methods for the
Client, fault of the Client or the mobile
operator, loss of the Code Word/mobile phone
number/mobile phone, to which number the
Bank sends SMS messages on transactions
with signs of money transfer without the
consent of the Client, by the Client or the
compromise thereof.

5.8. The Bank shall not be liable for the
Client’s losses resulting from the loss
(damage, transfer, disclosure) of the Code
Word/mobile phone number/mobile phone, to
which number the Bank sends SMS messages
on transactions with signs of money transfer
without the consent of the Client, by the
Client.

5.9. The Bank shall not be liable for losses of
the Client arising out of the late notification of
the Bank about the loss of control over the
mobile phone number by the Client, as well as
the loss by the Client of confidence that the
confidential information (Code Word, mobile
number) cannot be used by unauthorized
persons.

5.10. The Client shall provide the Bank with a
valid mobile phone number and ensure that
the mobile phone number is always available

for receiving SMS messages in
Russian/English.
5.11. The Client shall be liable for the

accuracy of the mobile phone number, shall
prevent any duplication (cloning) of the SIM
card, and prevent the receipt, use, and
replacement of the SIM card and/or mobile
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KapThl W/WIU HOMEpa MOOUIIBHOTO TenedoHa,
KomoBoro cioBa HeyIoJTHOMOYEHHBIMH JIULIAMH.
5.12. Knuent obs3yercss o0ecnednuTh XpaHCHHE
uHpopmanuu o KomoBom cioBe crmocobowm,
JENAOIIAM  KOJOBOE CIIOBO  HEIOCTYITHBIM
TPETHUM JIUIAM.

bank 00s13yeTcst IpUHATH BCE HEOOXOAUMBIC
MEpbl  OPraHU3AaLMOHHOTO U  TEXHUYECKOTO
XapakTepa sl 00ecredeHUs] HEBO3MOXKHOCTH
J0CTyTa HEYIOJIHOMOYEHHBIX UL K
uHpopmanmn o KomoBom cioBe, HoMmepe
MoOmibHOTO Tenedona Knuenra, Haxonsmeics
B pacniopsbkeHuu banka.
5.13. KnueHT noaTBepkaaeT, 4UTO eMy U3BECTHO
0 TOM, 4YTO B IpoIecce mnepenayn HHGopMaum
myTeM HaTpaBIICHUS SMS-coobmenus
BO3MOJKCH pPHCK  HECaHKIIMOHUPOBAHHOTO
JOCTyNa TPEThHUX JIMI[ K TakoW WHGPOpMAIUU U
HACTOSIIIMM BBIPAXKaeT CBOE COTJIACHE C TEM, UTO
bank  He  HeceT  OTBETCTBEHHOCTH  3a
pasrnamenue  uHpopmarmu o  Kimenre,
omepanusx mo ero Cyeram B ciydae TakKoro
HECAHKIIMOHHUPOBAHHOTO JOCTYIIA.
5.14. KimenT cornamaercs ¢ TeM, 4yTo baHk He
HECET OTBETCTBCHHOCTH 3a KaKue-IM00 aBapuH,
cbou 1 nepedou B 00CITyKUBAHUH, CBSI3aHHBIE C
000pyZI0BaHUEM, CUCTEMaMHU TNepeaun
AIIEKTPOIHEPT UM ¥/WITU IMHHUNA CBSI3U, CETH
WHTepHeT, KoTopble 00ecreunBaroTcs,
MO/IAl0TCS, FKCILTYaTUPYIOTCS U/WIH
00CITy’)KUBAIOTCSI TPETHUMHU JIUIIAMHU B CBSI3U C
HanpasieHneM bankom Kimmenty SMS-
COOOIIEHNUs, B TOM YHCIIE YOBITKH, TIOHECEHHbBIE
B CBSI3U C HEMIPABOMEPHBIMH JICHCTBHUSIMH WA
Oe3neiicTBueM TpeThHX JnL. baHk He HeceT
OTBETCTBEHHOCTH 32 JIOCTYITHOCTH U
paboTOCIOCOOHOCTH CPENICTB CBSI3H, C TTOMOIIBIO
KOTOPBIX BaHK ocyIecTBiseT yBegoMIeHne
Knuenra.

Crarbs 6. KonunaieHmaabHOCTb.

6.1. YcioBust n uHdopmanus, coaepxaasics B
CornameHuy, a TakXke BCS  IEpenucka,
CBSI3aHHAasi C €ro HCIOJHEHUEM, CUUTAIOTCA
obenmu Croponamu KOH(UICHIIATBEHOM
uHpopMalrel, COCTaBysAIOIIEH, B TOM 4YHCIE,
0AHKOBCKYIO M KOMMEpPYECKYIO TaiHy, KOTOPYIO
CropoHbl HEe BIpaBe pasrjamarb TPETbUM
aunaM  0e3 MpeaBapUTENIBHOTO MHCbMEHHOIO
cornacus Apyroil CTOpOHBI, 32 HUCKIOYEHHEM
cllyyaeB, IHpeaycMOTpeHHbIX CornameHueM Hu
3aKOHOJaTenbCcTBOM Poccuiickont  dexepanuu,

phone number, the Code Word
unauthorized persons.

5.12. The Client shall ensure the safekeeping
of information about the Code Word in a
manner that makes the code word inaccessible
to third parties.

The Bank shall take all the necessary
measures of the organizational and technical
nature to ensure that unauthorized persons
cannot access the information on the Code
Word and the Client’s mobile phone number

available to the Bank.

by

5.13. The Client is hereby aware of the risk of
unauthorized access by third parties to the
information communicated by SMS messages
and hereby agrees that the Bank shall not be
liable for any disclosure of such information
about the Client and transactions on the
Client’s Accounts in the event of such
unauthorized access.

5.14. The Client hereby agrees that the Bank
shall not be liable for any emergencies,
malfunctions and interruptions in the services
due to equipment, electricity systems and/or
communication lines, the Internet, which are
provided, supplied, operated  and/or
maintained by third parties, as related to the
SMS messages sent by the Bank to the Client,
including losses incurred due to illegal actions
or inaction of third parties. The Bank shall not
be liable for the availability and operability of
the means of communication used by the Bank
to notify the Client.

Article 6. Confidentiality.

6.1. Terms and information, contained in the
present Agreement, as well as all the
correspondence, relating to its execution, are
considered as confidential by both Parties,
constituting, inter alia, a bank and commercial
secret, which the Parties have no right to
disclose to third parties without preliminary
written consent thereto of the other Party, only
in case and in the manner, as under the present
Agreement and the legislation of the Russian
Federation and provision of such kind of
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MPEOCTABIICHUS TaKou UHPOpPMALIUU
HE3aBUCHMBIM ayJIUTOPCKUM OpPTaHU3aLUsAM I10
UX TpeOOBAaHWIO B XOJIe MPOBEACHUS ayIuTa
OyxranTepckoro  ydera ©u  (puHAHCOBOM
(OyxranTepckoil) OTUETHOCTH; KOrjJa  OHa
OKa3aJlaCh M3BECTHOM TPETBUM JIMLIAM JI0 TOTO,
kak CTOPOHBI €€ Pa3TIIacuIIu.

Cratbs 7. ®MHAHCOBbIE B3AMMOOTHOILIEHHSI.

7.1. llopsimok  omyaTel, CTOMMOCTH paboOT W
yCIIyr, oOKas3blBaeMbIX bankom Kimenty mno
HacTosAwemMy CorjameHuto, YCTaHABINBAIOTCS
Tapupamu® u  macrosmmm  CornameHuem.
Pacuersl mpoumsBomsATCS B pYyONsSX IyTeM
cnucanuss bankom (0e3  JIONOJIHUTEIBHBIX
pacnopspkeHuit KiineHnTta) neHEXHbBIX CPeNCTB C
pacyeTHOro u/wiM HHBIX cyeToB Kimenra,
OTKpPBITBIX B baHKe, ¢ KOTOPBIX TaKO€ CIIHCAHHE
JOIIYCKAeTCsl 3aKOHOAATEIbCTBOM Poccuiickoi
@enepanny, IPEABAPUTEIBHO IIOJHOCTBIO [0
oka3zaHus yciuyr. Ecnu neHexHble cpencrsa
CIIUCBIBAIOTCS €O cyeTa KinueHta B HHOCTpaHHOMN
BAJIOTE, a CyMMa, NpUYHUTaroIasca baHky B
COOTBETCTBMH ¢ Tapudamu, BBIpaXKeHa B
pyonsix, baHK caMOCTOSTENbHO IPOU3BOAUT
KOHBEPCHIO YKa3aHHBIX CPEACTB 110 Kypcy baHka
Poccun Ha neHp coBeplieHUs Olepalud U
HaIlpaBJsieT IOJYYEHHYH0 CYMMY JUISl OILIAThI
ycayr banka.

7.2. B cimyuae, ecim OCTaToOK JIEHEKHBIX CPEICTB
Ha pacyeTHOM W/WiIM MHBIX cyerax KimeHTta He
no3BoyisieT baHKy B CpOK M B pa3Mepe,
OIPEEICHHBIX Cornamenunem "
JNENCTBYIOLIUMHA Tapudamu, [IPOU3BECTU
CIMcaHMe IUIaTel 3a ycayru banka, bank nmeer
IIPaBO HE OKa3bIBATh 3ampammBaemele Kinuentom
YCIAYTM W/WIK TIPUOCTAaHOBUTH OOCITY)KHBaHUE
Kmnenra mo CucremMe 0 MOMEHTA ITOJHOU
OIIATHI 3a10JDKEHHOCTH KnuenTowm,
COOTBETCTBEHHO yBeIOMHB 00 3TOM KineHnra e
MeHee 4eM 3a 5 (math) PabGoumx nueit banka.
KnueHT oTkaspiBaeTcs OT JHOOBIX MPETEH3UH K
banky 3a BO3HUKHOBEHHME B DOTOM Cllydae
BO3MOXXHBIX  YOBITKOB, BKJIIOYas peasIbHbII
yuepd M YOYIIEHHYIO BBITOJY, CBSI3aHHBIX C

information to independent audit
organizations on their demand in the process
of audit of accounting and financial
(accounting) reports; when it has been
disclosed to the third parties before it was
disclosed by the Parties.

Article 7. Mutual financial relations.

7.1. Manner of payment, price of works and
services, rendered by the Bank to the Client as
under the present Agreement, are set by the
Tariffss and the present  Agreement.
Settlements are conducted in rubles through
the direct debiting by the Bank (without
additional Client’s orders) of the funds from
the settlement and/or other accounts held by
the Client in the Bank, from which such
debiting is permitted by the legislation of the
Russian Federation, preliminarily in full prior
to the provision of services. If the funds are
debited from a foreign currency account of the
Client, and the amount due to the Bank, as in
compliance to the Tariffs, is expressed in
rubles, Bank individually converts the
specified funds at the exchange rate of the
Bank of Russia as at the day of the commission
of the operation and directs the received
amount for payment for the Bank’s services.

7.2. In case if the balance of funds in the
settlement and/or other accounts of the Client
does not allow the Bank, within the term and in
the amount set by the Agreement and the
effective Tariffs, to debit the amount of
payment for the services of the Bank, the Bank
shall have the right not to render the services
requested by the Client and/or suspend the
servicing of the Client in the System until the
full payment of the Client’s debt has been
made, correspondingly notifying the Client of
such at least 5 (five) Business Days of the
Bank in advance. The Client refuse to file any
claims with the Bank for the occurrence, in
such case, of possible losses, including real
damage and lost profits, related to the delays in

! Tapu@bl He BKIHOYAIOT pacxojbl HA BBIE3] 3a MPeEENbl . MOCKBBI K MECTY MPOBEJEHHUsT paboT MO YCTAHOBKE M
06CHy)KI/IBaHI/I}O CI/ICTGMBI, KOTOPBIC OIUIAYMBAIOTCH Kanentom JAOMOJIHUTCJIBHO Ha OCHOBAHUHN MPCACTABJICHHBIX
baHKOM TOKYyMEHTOB, MOATBEPKIAIOIIMX OTH PacxXoJbl M CHHCHIBaIOTCA bankom co cuera Kimenra 06e3
JONOJIHUTENBHBIX pacnopsokennii Kimenra. / Tariffs shall not include travel expenses outside Moscow to the place
of installation and maintenance of the System, which are to be additionally paid by the Client on the basis of support
documents provided by the Bank and shall be debited by the Bank from the Client's account without additional

orders from the Client.
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3alepkkaMu B mpoBeneHun — Kimentom
onepauuii mo Cuery, cyeTy JAemo, CYETy Mo
BKJIay (ZIEMO3UTY), OCYUIECTBICHUS HHBIX
JIEHCTBUI, CACIIOK.

7.3.B cnygae  pacropxkenus  KimenTom
CornamieHuss B OJHOCTOPOHHEM  TOPSIJIKE,
Kimuent o6s3an He mo3gHee 3 (Tpex) Paboumx
nHel banka OT 1aTel HalpaBIeHUS YBEIOMIICHUS
0 pacTop>KeHUuu OILJIaTUTh CTOUMOCTD
OKa3aHHBIX YCIYT.

7.4. KitueHT HACTOSIIIMM JaeT coriacue (3apaHee
JTAHHBIA aKIIETIT) Ha UCMIOJHEHUE (B TOM YHCIE
yacTuyHoe) baHkoM, B TONHOW  CymMMme

IJIaTEKHBIX TpeOOBaHUIT/MHKACCOBBIX
nopyyeHudd baHka WiIM MHBIX JIOKYMEHTOB,
YCTaHOBJIEHHBIX bankom Poccun, st

OCYILIECTBICHHUS TPaB, MPEAYCMOTPEHHBIX 1.7.1
Cornamenus, B TEUEHHE CpPOKa JCHCTBUSA
CornarreHus.

Cratbia 8. OrBeTcTBeHHOCTHL CTOPOH.

8.1. 3a HeucHoJHEHHWE W/WIM HEHaJIeKaIIee
ucroiHeHue o0s3arenscTB 1o CornameHuro
CropoHsl HECYT OTBETCTBEHHOCTh B
COOTBETCTBUU c 3aKOHO/IaTE€ILCTBOM
Poccuiickoit ®enepanuu.

8.2. KnueHT  HeceT  OTBETCTBEHHOCTh  3a
COXPAaHHOCTh U IIEJIOCTHOCTh YCTaHOBJICHHOTO
MIPOrPaMMHOI0 obecrnieveHus, BKJIIOYAst
CpenctBa 3aIUThHI WH(pOpMAIINH, 3a
BHITIOTHEHUE TpeOOBaHUI K  OIKCIUTyaTaluu
Cucremsbl, wu3noxxkeHHbix B CornameHun u
JlokyMeHTaluu, 3a HaJAjeXkallee BBIIOJIHEHHE
YCIIOBHI Cornamienus, a  Takke  3a
HCIIO0JIb30BaHUE Kiroueit TOJIBKO
YnonHoMoyeHHBIM npeacTtaBurtesieM Kinenrta,
yKa3aHHbIM B COOTBETCTBYIOIIMUX JlaHHBIX O
Bnagensue ceprudukara kimouya nposepku Ol
(ITpunoxenune NeS k CornameHuto).

8.3. Bank  Hecer  OTBETCTBEHHOCTh  Iepej
Knuentom B COOTBETCTBUU c
3aKoHOJaTenbCcTBOM Pocculickoit  ®Depepanuu,
MIPY HAJTMYMK BUHBI 332 PeaabHBINA yiiepod, HO He
3a YIYIIEHHYIO BBITOY, C yY€TOM OTPaHUYEHUH,
npeaycMoTpeHHsix 1.8.4  Cornamienus, 3a
TOYHOE, CBOEBPEMEHHOE M TIOJHOE HMCIOJHEHUE
nopyuyeHud u  uHCTpykuuit Knmenra 1o
MPOBEACHUIO  OAaHKOBCKUX,  JICTIO3UTAPHBIX
Olepalyii, IO COBEPIICHUI0 HMHBIX JICUCTBUH,
C/IETIOK, Ha OCHOBAHMM HAJUICKalIMM 00pa3oM
0(OpPMIICHHBIX M CBOEBPEMEHHO TIEPEIaHHBIX T10
CucreMe DeKTpOHHBIX JOKyMEHTOB KimeHra.

commissioning Client operations on the
Account, depot account, deposit account, or
other actions or transactions.

7.3. In case the Client terminates the
Agreement in a unilateral manner, Client shall
no later than 3 (three) Business Days of the
Bank from the date of the sending of the
notification about the termination, cover the
cost of rendered services.

7.4. Hereby the Client gives his consent (pre-
authorization) to the execution (including
partial execution) by the Bank of Bank’s
payment requests/collection orders or other
documents stipulated by the Bank of Russia, in
full, for the implementation of rights specified
in the p. 7.1 of the Agreement within the
validity period of the Agreement.

Article 8. Liability of the Parties.

8.1. The Parties shall be held liable for non-
performance and/or improper performance of
the duties under the Agreement, as in
compliance to the legislation of the Russian
Federation.

8.2. The Client shall be responsible for the
security and entirety of the installed software,
including the information security products,
for the observance of the requirements for the
operation of the System, specified in the
Agreement and the Documentation, for due
execution of the terms of the Agreement, as
well as for the use of Keys only by the
Authorized Representative of the Client
specified in the corresponding Information on
the ES Verification Key Certificate Holder
(Annex No. 5 to the Agreement).

8.3. The Bank shall be held liable before the
Client, as in compliance to the legislation of
the Russian Federation, in case of its fault for
real damage, but not for lost profits, in light of
the restrictions, as under Paragraph 8.4 of the
Agreement, for the exact, timely and full
execution of the orders and instructions
presented by the Client for the commission of
banking operations, custody transactions and
other actions or transactions on the basis of the
duly drawn up and timely transferred, within
the System, Electronic Documents of the
Client.
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8.4. baHK He HeceT OTBETCTBEHHOCTH.

- 32 MOCJEACTBUS COBEPIICHUS ONEpaLHii,
UHBIX  JCWCTBUI, CHEIOK HAa OCHOBaHUU
HaJJIeXKAIUM obpa3om 0(pOPMIICHHOTO
Knuentom DIJIEKTPOHHOTO JIOKYMEHTA,
MPU3HAHHOTO BEPHBIM M MpuHATOro bankom k
UCTIOTHEHUIO (JIF0O0N DJIEKTPOHHBIM JTOKYMEHT,
MO CAHHBIN Y10JIHOMOYEHHBIM
npencraButesnieM KiieHTa B COOTBETCTBUHU C
CornameHueM U NOJIy4YeHHbIH baHkoM 10
Cucreme, B 1000OM cioydae HpU3HAETCA
DNEKTPOHHBIM JIOKYMEHTOM, HCXOJSAIIUM OT
Knuenta, uro He gomyckaeT otka3 Kiuenrta ot
TOrO, 4YTO TaKOW JOKYMEHT HANpaBlIEH C €ro
CTOPOHBI, HA IIPHU KaKUX 00CTOSTENbCTBAX );

- 32 MOCJEACTBHUS COBEPIICHUS OIEpPALHiA,
UHBIX JCWCTBHI, CHENTOK HAa OCHOBaHUH
HaJJIeKAIIAM obpazom 0(hOpPMIIEHHOTO
Knuentom DNEKTPOHHOTO JIOKYMEHTA,
MOAMUCAHHOTO  MPEXHUM Y TIOJTHOMOYEHHBIM
npencraButesnieM KimneHTa, [0 MONXy4eHHS OT
Knuenta UChMa 00 AHHYJIMPOBAHUU
COOTBETCTBYIOIIEro KomIuiekTa Kiroueit;

- 3a 1@ocineAcTBUs oOTkaza baHka B

coorBerctBuu ¢ nam. 432, 435 - 437
CornamieHuss OT TpueMa K  HCIIOJIHEHHUIO
DAEKTPOHHOTO JIOKYMEHTA, MepelaHHOTO

Kmunentom no Cucreme;

- 32 MOCNEACTBUS UCONb30BaHUsI CUCTEMBI,
ycTaHoBiIeHHON y KimeHta, moCTOpOHHMMU, a
TaK)Xe HEYIOJIHOMOYEHHBIMH Ha 3TO JIMLIAMH;

- 3a MOCIEACTBUS pasriameHuss KiueHnrom
uHpopmanuu o mopsake padboTel CHCTEMBI,
BKJIIOYAs TIOPANIOK HUcmoib3oBanus CpeacTs
3aIUThl HH()OPMALINK;

- 3a HapymeHue pabotrel CucreMbl u
BO3HMKHOBEHHUE TPYIHOCTEH B OCYILECTBICHUU
omepanuid, HHBIX JEUCTBUUA  IOCPEICTBOM
Cucremsbl B pe3ylbTaTe OMMOOK U HETOYHOCTEH,
nonyuieHHbIX Kimmenrom;

- 3a HapymeHue pabotel CHUCTeMBI B
pesyibTaTe HeucnpaBHocTH CpencTB 00paboTKH
u XpaHEeHUs uHbOopMaIun Knuenra,
HCMOJIb3YEMBIX J1J1 TocTyna kK Cucreme;

- 3a HapymeHue pabotel CHUCTeMBl B
pe3yJsibTaTe AEMCTBUM TPETHUX JIUIL;

- 3a mocineAcTBUA HapyumeHuss Kiauentom
TpeOOBaHUN W  TIpaBWJI, TMPUBEACHHBIX B
Cornamenuu u JlokymeHTanuu;

- 3a MTOCJIEICTBUS HapyleHus
paboTOCTIOCOOHOCTH ~ TEIEKOMMYHUKAITMOHHBIX
JvHUN cBsi3u, IHTEepHeTa;

8.4. The Bank shall not be liable for the
following:

- for the consequences of operations, other
actions or transactions on the basis of a duly
drafted Electronic Document from the Client,
acknowledged as accurate and accepted by the
Bank for execution (any Electronic Document
signed by the Authorized Representative of
the Client in compliance to the Agreement and
received by the Bank through the System, is in
any case found as an Electronic Document
received from the Client, which excludes
Client’s refusal from the fact that such
document was sent on its behalf, under any
circumstances);

- for the consequences of operations, other
actions or transactions on the basis of a duly
drafted Electronic Document from the Client,
signed by the former  Authorized
Representative of the Client, until the date of
receipt of a letter on cancellation of the
respective Key set from the Client;

- for the consequences of the Bank’s refusal,
in compliance to Paragraphs 4.3.2, 4.3.5 -
4.3.7 of the Agreement, to accept for
execution an Electronic document, transferred
by the Client via the System;

- for the consequences of use of the System,
installed for the Client, by third parties, as
well as by persons not authorized for such use;
- for the consequences of the disclosure by the
Client of the information on the procedure of
operation of the System, including the
procedure for the use of information security
products;

- for the malfunction of the System and
occurrence of difficulties in the commission of
operations in the System as a result of errors
inaccuracies, admitted by the Client;

- for the malfunction of the System as a result
of an error in the products designed for
processing and storage of information of the
Client, used to access the System;

- for the malfunction of the System as a result
of actions of third parties;

- for the consequences of Client’s violation of
rules and requirements, as presented in the
Agreement and the Documentation;

- for the consequences of malfunctions in the
telecommunication lines and the Internet;

- for the losses sustained by the Client, arising
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- 3a yowmrkm Kiuenra,
BCJICJICTBUE  HECBOEBPEMEHHOTO
banky o Komnpomeranuu Kirouei;

- 3a YyOBITKM, BO3HHKIIHE B pPE3yJIbTATE
yTpaThl (mopuwu, nepeaauu, yTepu,
pasrnamenun) KiMeHTOM mNpUMEHSEMBIX B
Cucreme napoJiei, Kiroueii,
KondpunenmmansHoit  uHdopManum  W/HiIu
MIPOrpPaMMHOTO OOeCTeueHus;

- 32 YOBITKH, BO3HUKIIIUE B PE3YJIbTATE
ucnosb3oBanus CucTeMbl B HapylIeHUE KaKuX-
160 TpeOOBaHMIA 3aKOHO/IATEIHCTBA
Poccuiickoit dexneparuu, IpUMEHUMOTO K
negarenbHoctu Kimenra.

BO3HUKIIINE
coo01IeHus

Cratbsa 9. [lopsagok pa3peleHusi CIIOPOB.

9.1. CTopoHbl PUMYT BCE MEPHI K pa3pelieHuto
BCEX CIIOPOB M PA3HOIVIACUM, CBSI3aHHBIX C
tonkoBanueM CropoHamu CorjlallieHUsi U €ro
BBIIIOJIHEHUEM IIyTEM IIEPETOBOPOB.

9.2. B canyuae, ecnmu CTOpOHBI HE HpPUIYT K
B3aHMOTIPUEMIIEMOMY PEIICHHIO myTeM
IIEPEroBOpOB, CropoHa, IpeIbsBUBILASL
NpeTeH3uI0, OQUIMATBbHO BpydYaeT JIpYrou
CropoHe  yBeJOMIIEHME O NPETEH3UM B
MUCHbMEHHOM BHJ€ Ha OyMa)XHOM HOCHUTEIE.
CropoHa, Mmosy4yuBILasi YBEIOMIIEHUE, TPOBOIUT
paccienoBanue 1o (akTy NpeTeH3UH B TEUYEHUE
7 (ceMM) KaJeHIApHBIX JHEH OT JaThl
MONyYeHUST  yBEJOMJICHHS, TI0  HCTEYCHUH
KOTOpBIX Ha OyMa)XHOM HOCHUTENE YBEIOMIISET
TIPYTYIO Cropony 0 pe3yabpTaTax
paccie0BaHuUs.

9.3. B ciydae, ecimu pe3ysbTaThl paccieOBaHUS
HEe YIOBIETBOPSIOT CTOPOHY, MNPEIbSIBUBILIYIO
MIPETEeH3MI0, JINOO €CIM TaKoe yBEIOMIIEHHE He
[IOJy4E€HO Croponoti, IIpeAbsIBUBIIEH
MIPETEH3HIO, CropoHbI bopMupyror
TEXHUYECKYIl0  KOMHUCCHIO Ui pa3bopa
KOH(MIMKTHOM  cuTyauuu B  TeueHue 15
(mATHAALATH) KaJeHJIApHBIX JHEH C MOMEHTa
HNCTEYEHUs1 CpOKa, YyKa3aHHoro B 1. 9.2
Cornamenus. Ileapto  paboThl  KOMHCCHUH
SBIISICTCS  YCTAHOBIICHHE TIPABOMEPHOCTH U
obocHoBaHHOCTH TpeTeH3uH. Ilopsok pazbopa
KOH(IIMKTHOU CUTYyalnu MIpHUBEICH B
ITpunoxxennn Ne3 k Cornamenuto. B cocras
KOMHMCCHUHU BKJIIOYAIOTCS B PaBHOM KOJIMYECTBE

npeacraBuTeny  baHka M npeacTaBUTENH
Kiuenra, a TaKKe [IPEACTaBUTENIH
opranuzanuu—paspadbotunka CucTeMbl H, B

as a result of untimely message to the Bank
bout the Key compromise;

- for the losses, arising a result of loss
(damage, transfer, loss, disclosure) by the
Client of the passwords used in the System,
Keys, Confidential Information and/or
software;

- for the losses, arising as a result of the use of
the System in violation of any requirements of
the legislation of the Russian Federation,
applicable to the operations of the Client.

Article 9. Settlement of disputes.

9.1. The Parties shall undertake all the
possible measures for the resolution of all the
disputes and disagreements, relating to the
interpretation, by the Parties, of the
Agreement and its execution, through
negotiations.

9.2. In case if Parties will fail to reach a
mutually  beneficial ~ solution  through
negotiations, Party, which has filed the claim,
will officially present the other Party with a
notification on the claim submitted in writing
on paper. Party that received the notification
shall conduct an investigation on the fact of
the claim, within a period of 7 (seven)
calendar days from the date of reception of the
notification, upon the expiry of which it shall
notify the other Party, on paper, about the
results of the investigation.

9.3. If the results of the investigation will not
satisfy the Party which has filed the claim, or
if such notification was not received by the
Party, which filed the claim, Parties shall
organize a technical committee for the for the
resolution of the conflict situation, within a
period of 15 (fifteen) calendar days from the
moment of the expiration of the term specified
in Paragraph 9.2. of the Agreement. Work
objective of the committee is the
establishment of legitimacy and justification
of the claim. Procedure for the resolution of
the conflict situation is shown in Annex No. 3
to the Agreement. The committee shall
include, equally, the representatives of the
Bank and the representatives of the Client, as
well as representatives of the System
developer company, and if such is required,
independent experts. Composition of the
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ciryJae HEOOXOIMMOCTH, HE3aBHUCHMBIE
skcnepTbl. COCTaB KOMUCCHUHU COIJIACOBBIBACTCS
Croponamu B akte. HMx  momHomMouMs
MOATBEPKJIAIOTCS  JIOBEPEHHOCTSIMHU. Cpox
JIIEMCTBUASL KOMHUCCUU COCTaBisieT He Oosee 14
(4eThIpHAILIATH) KAJICHJAPHBIX JHEH.

9.4. PaGoTa KOMUCCUH MTPOXOAUT HA TEPPUTOPHUH
banka.

9.5. B ciyuae orcyrcTBUsa y oaHOoi n3 CTOpOH

KaKUX-THO00 MaTepualioB, TpeOyembIX st
YCTaHOBJICHUS IIPAaBOMEPHOCTH U
000CHOBaHHOCTH IIPETCH3UH (nepeueHb

MarepuasioB npuBeneH B Ilpunoxkenun Ned
CornaiieHuo), Crop pemaercs B oyb3y JIpyrou
CTOpOHBI.

9.6. Pesynmbrar paboThl KOMUCCHU OQOPMIISETCS
aKTOM, B KOTOPOM OTPEIEINAIOTCS MOCIEyIOIINe
neiicrBust CTOpPOH.

9.7. B cnyuae, ecny TeXHHUYECKass KOMHUCCHUSI HE
Oyzmer co3maHa B CpPOKH, IPEIyCMOTPEHHBIC
CornamenneM, aub0, ecad B TeuyeHue 14
(ueTplpHAALIATH) KaJEHAAPHBIX AHEW C MOMEHTA
CO3/IaHUS TEXHUYECKOW KOMHCCUHU, €€ paboTa He
nacT pesynbTaTta, Jmbo, ecau CTOpoHBI HE
MPUAYT K B3aUMOIIPUEMIIEMOMY PEILIEHUIO0, CIIOP
nepelaeTcsl Ha pacCMOTpeHHEe B ApOUTpakHbII
cyn T. MoOCKkBEI B COOTBETCTBHH €
3aKoHo aTesbecTBOM Poccuniickoit denepanum.

9.8. CTOpOHBI MPU3HAIOT, YTO OJICKTPOHHBIC
JOKYMEHTHI, HampaBlieHHble CTOpoHamMH IpyT
npyry no Cucreme win xpausiuecs B banke B
cootBeTcTBUM ¢ CornamenueM, a Takxke
COOTBETCTBYIOIIUE  MPOTOKOJBI  IOYTOBBIX
cepBepoB U(WIM) CBeACHHS M3 0a3 JaHHBIX,
MTPOTOKOJIMPYIONTUX OTIIPaBKY KaXKI0T0
YBEIOMIICHHS c ero COJIepKaHUEM,
chopMUpOBaHHBIE Ha OYMa)KHBIX HOCHUTENSX,
MOJANUCAHHBIE  YINOJHOMOYEHHBIM JIMIIOM H
CKpEIUJICHHBIC T€YaThl0, 3amucH Tele(OHHBIX

pasroBopoB Mexay CTopoHamH — SIBISIOTCS
JOCTaTOYHBIM JI0Ka3aTeIbCTBOM
COOTBETCTBYIOLIETO (hakTa ¥ MOTyT OBITh
NpPEACTaBICHBl B  KadeCTBE  HAJICIKAILETO

JI0Ka3aTeyibcTBa B Cy/l B CIIy4ae PacCMOTPEHUs
CIIOpa, BO3HUKIIETO B pe3yibTaTe MPUMEHEHUS
Cucremsl, a TakKe MPU PACCMOTPEHUU CIIOPOB B
OCYIeOHOM TIOpSAJIKE B COOTBETCTBUU  C
CornainieHueM.

Crarbs 10. Cpok aeiicteusa CorjialueHus.

10.1. Cornamienne BCTynaeT B CHIIy C MOMEHTa
noanucanusi JloroBopa 06 ucnonszoBanuu JIbO

committee is agreed by the Parties with an
Act. Their authorities are substantiated by
power of attorneys. Validity period of the
committee constitutes a maximum of 14
(fourteen) calendar days.

9.4. Work of the committee takes place on the
territory of the Bank.

9.5. In case one of the Parties lacks any
materials, required for the establishment of
legality and justification of the claim (list of
materials in presented in Annex No. 3 to the
Agreement), the dispute shall be resolved in
favor of the other Party.

9.6. The result of the work conducted by the
committee is documented by a report, which
defines the follow-up actions of the Parties.
9.7. If the technical committee will not
established within the terms, as defined by the
Agreement, or if during 14 (fourteen) calendar
days from the moment of the establishment of
the technical committee its operations will not
provide any results, or, if the Parties fail to
reach a mutually acceptable solution, the
dispute shall be transferred for consideration
by the Arbitration court of Moscow as in
compliance to the legislation of the Russian
Federation.

9.8. The Parties acknowledge that the
Electronic documents, directed by the Parties
to each other through the System or the ones
stored in the Bank in compliance to the
Agreement, as well as the corresponding
protocols of mail servers and (or) information
from the databases recording the sending of
each notification with its content on paper
signed by the authorized person and sealed,
records of telephone conversations between
the Parties shall be sufficient evidence of the
respective fact and may be presented as an
adequate evidence before the court, in case of
the consideration of the dispute, arising as a
result of the application of the System, as well
as during the consideration of disputes in a
pre-trial proceedings as in compliance with the
Agreement.

Article 10.
Agreement.

Validity period of the

10.1. The Agreement shall enter into force
from the moment of the Contract on the Use
of RBS signing by the authorized
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YIOJTHOMOYEHHBIMH NpeacTaBUTeNsIMU CTOPOH.

10.2. Cornamenue AeMCTBYeT 10 MOMEHTa
npekpaieHus oos3arenscTs o BceM JIBC.

10.3. bank BIpaBe OTKa3aThCs OT HUCHOJHEHUS
Hactosdwmero  CornameHuss  MOJHOCTBIO B
OJTHOCTOPOHHEM MOPSIKE, TUCbMEHHO YBEIOMUB
00 stom Kimenra, B citydae, eciiy 10 UCTCUCHUH
6 (mectu) MecsUeB C JaThl 3aKIIOYECHUS
Cornamenusa bankom ot Kimenra nocpeacrsom
CucreMpl B TE€YEHHME YKa3aHHOTO BPEMEHU HE
Oyzner moiydeH OIEKTPOHHBIA JTOKYMEHT B
coorBercTBUM ¢ 1.3.5 CornameHuss WIH B
T€YeHHE YyKa3aHHOro BpeMeHu KimeHT He
yCTaHaBNUBaJl 3allUIIEHHOE COEIUHEHUE C
bankom nns mpuema ©  OTHPABKU  JIFOOBIX
DNEKTPOHHBIX JTOKYMEHTOB.

10.4. CornamieHue MOXXeT ObITh PACTOPTHYTO 110
MUCbMEHHOMY 3asiBlieHHI0 oaHON u3 CTopoH
(OMHOCTOPOHHMM ~ OTKAa3  OT  MCIOJHEHHUS
CornanieHus MoJIHOCTHIO).

B cnydae pactopxenuss CornamieHus 1o
ununuatuBe banka, bank yBemomiser 06 sTom
KnuenTa He no3nHee, yeM 3a 14 (4eTblpHAILATH)
KaJIeHAAPHBIX JHEU 70 AaThl PACTOPIKEHHUS.

B cnydae pactopxenus CornamieHust 1o
ununmatuBe Knuenta, KimeHT B mHMCbMEHHOi
dbopme Ha OyMa)KHOM HOCHTEIIC YBEIOMISET 00
sToM bank He mo3nHee, yem 3a 3 (Tpu) Pabounx
nHs baHka 10 AaThl pacTOpKEHMUS.

Pacropxxenne CornameHus 10 UCTEYEHUS
Cpoka ero aecTBusi He ocBOOOXk1aeT CTOPOHBI
oT BBITIOJIHEHUS 00513aTEeNLCTB,
npenycmorpeHublx  CornameHueM U HE
WCIIOJIHEHHBIX JI0 JAThl €r0 pacTOPKEHHs, U HE
mumaer CtopoHy, ybM mpaBa 1o CornameHuro
HapylleHbl B  pe3yJbTaTe€  HEBBITOJIHEHUS
oOsi3arenscTB  Apyroil CropoHo#, TpeboBaTh
3allUTBl  CBOMX IHIpaB B COOTBETCTBUU C
3akoHoJaTenbcTBOM Poccuiickoit Denepanun u
CornaiieHueM.

Cratbs 11. O0CTOSITEILCTBA HENPEO10JIMMOH
CHJIBL.

11.1. CropoHnsl OCBOOOXKIAIOTCS oT
OTBETCTBEHHOCTH 32 HEHCIOJHEHUE W/WIH
HEHaJJIe)Kallee WUCIOJIHEHHE 005S3aTelbCTB 110
CornaimieHuio, €clidi Tako€ HEUCIOJHEHHE
SIBUIIOCH pe3yJIbTaTOM JNENUCTBUAN W
00CTOSITENTLCTB HEMPEOJOTUMON CHIIBI (Janee -
dopc-Maxop), TO €CTh UPE3BBIYANHBIX W
HEMPEeAOTBPATUMBIX TMPH JAHHBIX YCIOBHSX
00CTOSTEbCTB.

representatives of the Parties.

10.2. The Agreement shall remain valid until
the end of the obligations under all BAAs.
10.3. The Bank shall have the right to fully
repudiate this Agreement unilaterally upon a
written notice to the Client, if following six
(6) months after the date of signing of the
Agreement Dby the Bank no Electronic
Document has been received from the Client
in accordance with Paragraph 3.5 of the
Agreement or if the Client has failed to
establish, during said period, a secured
connection with the Bank for reception and
transmission of any Electronic Documents.

10.4. The Agreement may be terminated under
the written application of one of the Parties (a
unilateral repudiation of the Agreement in its
entirety).

In case of the Agreement termination at the
Bank’s initiative, the Bank shall notify the
Client thereof no later than 14 (fourteen)
calendar days prior to the date of termination.
In case of the Agreement termination at the
Client’s initiative, the Client shall notify the
Bank thereof no later than 3 (three) Bank’s
Business Days prior to the date of termination
in writing on paper.

Termination of the Agreement prior to the end
of its validity does not free the Parties from
the execution of the obligations, as under the
Agreement and which were left un-executed
before the date of its termination, and does not
deprive the Party, whose rights under the
Agreement have been violated as a result of
the non-execution of the obligations by the
other Party, of the right to demand protection
of its rights as in compliance to the legislation
of the Russian Federation and the Agreement.

Article 11. Force Majeure.

11.1. The Parties shall be freed from liability
for  non-performance and/or  improper
performance of the obligations under the
Agreement, if such non-performance was a
result of the actions or effect of force majeure
(hereinafter the Force Majeure), i.e.
extraordinary and unavoidable, in the given
conditions, circumstances.

11.2. Force Majeure is understood as a flood,
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11.2. TTox TepmunoM Dopc-Makop MOHUMAKOTCS
HABOJHEHME, TIOXKap, 3EeMIIETpACEHHe, yparas,
B3pbIB, OCElaHUE€ IOYBBI, SMUIEMUU U HHbIE
noJ0o0HBIC SIBICHUS, a TaKKe BOWHA WM
BOCHHBIE JICHCTBHS B MeCTe HaxoxkJeHus banka
win Knuenra, 3a0acTOBKM B OTpaciu WM
peruoHe, NPUHITHE OPraHOM 3aKOHOAATEIbHOM,
UCIIOJIHUTEJIBHON WM CyleOHOW BiacTH akKTa,
MoBJIeKIIMEe 32  co00il  HEBO3MOXKHOCTh
HaJJIeXkKaIlEero WCTIOJTHEHUS Cornamenus
Croponamu.

11.3. CropoHa, ani KOTOPOM  BO3HUKIM
00CTOSITENTLCTBA HEMIPEOJOIUMOM CUIIBI, 00s3aHa
B TeueHune 7 (cemm) Paboumx mHEW OT AaThl
BO3HUKHOBeHUs  Dopc-mMaxkopa  yBeIOMUTH
npyryto  CTOpOHY O HAacTYIUIEHHHM TaKHX
00CTOSITETLCTB, C MPUIIOKEHUEM
COOTBETCTBYIOLINX JI0Ka3aTeNbCTB.
JlokazaTenbCcTBOM dopc-maxopa MOXKET
CITY’KUTb ounMaNbHBIA JOKYMEHT
KOMITETEHTHON OpraHMU3aIliH, TOATBEPKIAI0IIUI
dakr HACTYTUICHUS 00CTOSITETTLCTB
HEMPEOAOTUMON CUIIBL.

11.4. B cnydae HacTymjieHUs OOCTOSITEIBCTB
HEMpPEOAOIMMON  CHUJIBI  CPOK  BBITIOJHEHHS
Croponamu o0s3arenbctB 1o CormiamieHuro
MIEPEHOCUTCSI COpa3MEepHO BPEMEHH, B TEUEHHUE
KOTOPOTO JIEHCTBYIOT TaKkue OOCTOSITEIhCTBA M
ux nocneacteus. [locne nmpekparienus aeicTBUs
dopc-maxopa 00s13aTehCTBA Cropon
BO300HOBIISIOTCS.

Crarbd 12. 3akJI10YHTEIbLHBIC MOJ0XKEHU.

12.1. Hacrosmee Cornamenue  sBisercs
tunoBeM. [l 3axmouenus  CornameHus
Knuent npenoctaBnsier B bank JloroBop 00
ucnonb3oBanuu  JIbO (mo ¢opme banka),
KOTOpBIM  3amlOJHSETCS, MOANMCHIBACTCS U
npenocrasisieTcss B baHk B ABYX 3K3eMILISApax.
CornamieHve COCTaBJIEHO Ha PYCCKOM U
aHIVIMMCKOM s3bIKax. B cilydae mpoTuBopeunii
Mexay Bepcusmu CoryameHusi Ha pycCKOM U
AHTJIMICKOM SI3BIKE, NMPEMMYLIECTBEHHYIO CHILY
umeeT Bepcusi CornamieHust Ha pyCCKOM SI3bIKE.
12.2. Ecin otnensHOe nosoxkeHne CornamieHus
TepsieT CUIy WJIM CTAaHOBUTCS HEUCIOIHUMBIM,
9TO HE NIPUBOJUT K HENEHCTBUTENBHOCTH APYrUX
€ro MOJIOKEHU.

12.3. C natel 3aximtoueHuss CornameHus: Bes
nepenucka M JIOTOBOPEHHOCTH  MEXIy
Croponamu, kacaromuecs: yciaosuil CormnamieHus
U TPEALIECTBYIOIUE €r0 3aKJII0YEHUI0, TEPSIIOT

fire, earthquake, hurricane, explosion, soil
shrinkage, epidemic and other similar
occurrences, as well as war or military actions
at the location of the Bank or the Client,
strikes in the industry or the region, adoption
of an act by the authority of legislative,
enforcement or judicial power entailing the
impossibility of execution of the Agreement
by the Parties.

11.3. The Party, who is faced with the Force
Majeure, shall within a period of 7 (seven)
Business Days from the date of occurrence of
the Force Majeure, inform the other Party
about the occurrence of such circumstances,
with an annex of the corresponding evidence.
Evidence of Force Majeure can be an official
document from a competent organization,
confirming the fact of occurrence of the Force
Majeure circumstances.

11.4. In case of occurrence of the Force
Majeure circumstances the term for the
execution of the obligations by the Parties as
under the Agreement shall be transferred
commensurate to the time, during which such
circumstances and their consequences take
effect. After the end of the Force Majeure the
obligations of the Parties resume.

Article 12. Final Provisions.

12.1. This Agreement is a standard agreement.
For the purposes of entering into the
Agreement, the Client shall submit to the
Bank the Contract on the Use of RBS (in the
format of the Bank), which shall be filled out,
signed, and submitted to the Bank in
duplicate. The Agreement is executed in
Russian and English. In the event of a conflict
between the Russian and English versions of
the Agreement, the Russian version of the
Agreement shall prevail.

12.2. If a separate provision of the Agreement
becomes invalid or unenforceable, this shall
not invalidate other provisions of the
Agreement.

12.3. From the date of the Agreement, all the
correspondence and arrangements between the
Parties concerning the terms and conditions of
the Agreement before the above date shall
become null and void.
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CHITY.
12.4. Bcs nepenucka B paMKax MCIIOJIHEHUS
Cornamenus ocyuiectBisercs CTopoHamMH Ha

PYCCKOM/aHTJIMACKOM/HUCTIAHCKOM ~ sI3BIKE U
MOXXET OBITh  OCYIIECTBJICHA IOCPEICTBOM
CucreMsl.

12.5. bank BmnpaBe B OJHOCTOPOHHEM IOPSIZIKE
BHOCUTH M3MeHeHus B CoraiieHue, yBeIOMUB
00 3TOM BCEeX JIHI, NPUCOCIUHUBIINXCA K
Cornamenuto, He mo3nHee yeM 3a 10 (mecsars)
KaJICHJIApHBIX JHEH 10 BCTYIUICHUS B CHUITY
YKa3aHHBIX H3MEHEHHH. VkazaHHBIN B
HACTOSIIIIEM ITYHKTE CPOK YBEIOMJICHUS MOXKET
ObITh yMeHbIIeH baHkoM B cilydae BHeCEHUs
n3meHenuii B CornaiieHue B CBASH  C
M3MEHEHHMEM 3aKOHOJaTelbCcTBa Poccuiickoit
denepanuu.

B cayyae wu3MeHEHHMs 3aKOHOAATENIbCTBA
Poccuiickoit  ®epepanuu  CornamneHue, 10
MOMEHTa €ro M3MeHeHHusi baHkOM NpuUMeHseTCs
B 4YacTH, HE MPOTUBOpEUAIIei TpeOoBaHUAM
3akoHojarenbcTBa Poccutickon deaepanum.
12.6. bank ¢ nenpo o3HakomiieHus KineHTOB ¢
CornamenueM nMyOJIMKyeT ero Ha o(UIMaIbHOM
caiite banka B cerm HHTEepHeT mo aapecy:
www.evrofinance.ru.

baunx YBEAOMIISIET BCEX JIUII,
npucoenunuBmmxcs Kk Cornamenuto, o
BHECEHHH B HEro W3MEHEHUN  IyTeM

nyonuKanuu WHGOPMALMOHHOTO MHChMa, a
TaKK€ TIOJHOIO0 TEKCTa M3MEHEHHM  Ha
ounmansHoM caiite banka B cetn MHTEepHeT 1O
anpecy: www.evrofinance.ru. JIomoiHUTEIBHO K
yKa3aHHOMY croco0y yBemomsieHuss bank 1o
CBOEMY YCMOTPEHHUIO MOXET HCIO0JIb30BaTh
uHbIE cr1ocoObl HH(popMupoBanus Kiuenra.
Mowmentom  myOnukanum — CormnarieHwus,
TapudoB u wuHbOpMaruu Isi O3HAKOMIICHUS
KnuenToB, a Takke MOMEHTOM O3HAaKOMJIEHMS
Knunenra ¢ onybnukoBaHHbIMH CorJialieHueM,
Tapudamu n napopManuen I 03HAKOMIICHUS
KnueHnToB cuuTtaercs MOMEHT MX IEpPBOro
pasMmerienusi Ha oduIHMaTbHOM caiiTe banka B
cetu MuTepHeT 1o aapecy: Www.evrofinance.ru.
12.7. JleficTBue W3MCEHEHHH, BHECECHHBIX B

Cornamienue, ¥  BCTYNMBIIMX B  CHILY,
pacnpocTpaHsieTcs Ha BCEX JIHII,
NMPpUCOCAUHUBIINXCS K COFJIaL[IeHI/IIO,
HE3aBUCHMO OT JaThl MPHCOCIUHECHUS K

Cornamenuto (natel 3akmoueHus JloroBopa o0
ucnions3zoBanun JbO). B crmydae Hecormacus c
W3MEHEHUs MU, BHOCHMbIMU B CorjaiieHue,

12.4. All the correspondence within the
framework of the execution of the Agreement
shall be carried out by the Parties in
Russian/English/Spanish and may be carried
out through the System.

12.5. The Bank may unilaterally amend the
Agreement upon notification of all the persons
who have joined the Agreement no later than
10 (ten) calendar days before the amendment
effective date. The notification period
specified herein may be reduced by the Bank
in the event of amendments to the Agreement
due to changes in the laws of the Russian
Federation.

In the event of changes in the laws of the
Russian Federation, the Agreement shall apply
to the extent it does not contradict the laws of
the Russian Federation until amended by the
Bank.

12.6. To make the Agreement available to the
Clients for review, the Bank shall publish it on
the Bank’s official website in the Internet at:
www.evrofinance.ru.

The Bank shall notify all the persons who
have joined the Agreement of any
amendments hereto by publishing an
information letter, as well as the full text of
the amendments on the official website of the
Bank in the Internet at: www.evrofinance.ru.
In addition to the above notification method,
the Bank may, at its own discretion, use other
ways to inform the Client.

The moment of publishing the Agreement,
Tariffs, and information for the Clients’
reference, as well as the moment of the
Client’s review of the Agreement, Tariffs, and
information for the Clients’ reference shall be
deemed the time when they are first posted on
the Bank’s official website in the Internet at:
www.evrofinance.ru.

12.7. Effective amendments to the Agreement
shall apply to all the persons who have joined
the Agreement, regardless of the date when
they joined the Agreement (date of the
Contract on the Use of RBS). In case the
Client disagrees with the amendments to the
Agreement, the Client may terminate the
Agreement unilaterally before such changes
take effect in the accordance with the
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Knuent BmpaBe pactopruyts CornaiieHue B
OJIHOCTOPOHHEM TMOPSJIKE /10 BCTYIUICHUS! TaKUX
M3MEHEHUH B CUJIY B MOPSJIKE, YCTAHOBICHHOM B
11.10.4 Cornamienus.

12.8. B cnydae, eciau 10 BCTYIUICHUSI B CHUIY
OImyOJTMKOBAaHHBIX bBaHKOM W3MEHEHUH W/Wiun

JONONHEHUH, BHeceHHbIX B  CorvamieHue,
Cornamenne He  pactopruyro, CTopoHbI
IPU3HAIOT, YTO YKa3aHHblE W3MEHEHMs W/WUIH
nononHenuss B CornameHue — NPHHSTHI
Kimmentom.

12.9. baHk He HeceT OTBETCTBEHHOCTH, €CJIU
nHpopMmalus 06 U3MEHEHUN W/WUJIU JTIOTOJIHCHUH
CornamieHus, onyOJIMKOBaHHASI B IMOPSJIKE U B
CpOKH, ycTaHOBIIeHHbIe CoranieHiueM, He Obuia
MOJIydeHa W/WIM W3Y4YCHA W/WIN TIPAaBUIBHO
uctonkoBana Kiuenrom.

12.10. Cnucox IlpwioxeHuil, SBISIOMIMXCS
HEOoTheMJIEMOI YacThio CorjameHus:

- [Ipunoxxenne Nel «TpebGoBaHus K arnmapaTHO-
MIPOTPaMMHBIM CPEJICTBAM.

- [Ipunoxenune Ne2 «Crioco0n1 JIOCTaBKH
uHpOpMALIHN.

- [Ipunoxenne  Ne3  «llopsmok  paszbopa
KOH(JIMKTHBIX CUTYaLHiD».

- Ilpunoxenune Ned  «TpeGoBanus 1o

MH(OPMALIMOHHON 6E€30MaCHOCTHY.
- IIpunoxenune Ne5 «/lannsie o Biagensue
cepru(ukara kiroya nposepku I».
- [Ipunoxenne Neb6 «AKT npU3HAHUSA OTKPBITOTO
KJItoua (cepTudukara) st oOMeHa
COOOIICHUSIMUY.

procedure established by p. 10.4 of the
Agreement.

12.8. If the Agreement is not terminated
before the effective date of the amendments
and/or supplements to the Agreement
published by the Bank, the Parties shall deem
such amendments and/or supplements to the
Agreement accepted by the Client.

12.9. The Bank shall not be liable if the
information on the amendments and/or
supplements to the Agreement published in
the manner and within the period established
by the Agreement has not been received
and/or studied and/or correctly interpreted by
the Client.

12.10. List of Annexes, constituting an
integral part of the Agreement:

- Annex No. | «Requirements to hardware and
softwarey.

- Annex No. 2 «Means for the delivery of
informationy.

- Annex No. 3 «Procedure for the resolution of
conflict situationsy.

- Annex No. 4 «Information safety
requirementsy.
- Annex No. 5 «Information on the ES

Verification Key Certificate Holder ».
- Annex No. 6 «Act of acknowledgement of the
public key (certificate) for message exchange».
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Hpunioxenne Nel

Kk CorJiameHunio 00 UCMOJIb30BAHUHU IJTEKTPOHHOM
CHCTEMbI JUCTAHIMOHHOI0 0AHKOBCKOI0
00CJIyKUBAHMS

No oT « » 20 1.

TPEBOBAHMUS K AIIITAPATHO-
MNPOI'PAMMHBIM CPEACTBAM

1. Onepanuonnas cucrema Windows 7 u
BBIILIC.

2. bpayzep Internet Explorer Bepcun 6.0
WJIN BBIIIE (TOJIBKO JUIS YCTAaHOBKH paboOdero
Mmecta Knuenra mnoacucrtembl  «HTEepHET
KieHT-6aHK»).

3. Hanuumne moJkIIF0O4€HHOTO CETEBOr0 WIIU
JIOKaJIbHOTO IIPUHTEPA.

4. Hannume noaxiroueHus kK cetu Internet.
5. Microsoft Word Bepcuu He Himke 97 wnu
OpenOffice Bepcuu e Hiwke 2.3.0.

6. ITepen YCTaHOBKOM CUCTEMBI
HEOOXOIMMO YCTAaHOBUTH MPOrPAMMHOE
obecrieueHue Cpencrna 3aLUTHI
uH(pOpMaLIUH.

7. Tlpu  oOmene  wuHpoOpMarmed ¢
Oyxranrepckumu cucreMamu (manee - bBC)
«1C», «Ilapyc», BOCT-4 u ¢ npyrumu bC, B
KOTOPBIX ~ €CTh ~ BO3MOYKHOCTH  OKCIIOPTa
JIOKYMEHTOB B TEKCTOBBIi dbopwmar,
HEOoO0XO0aMMO, 4YTOOBI (opMaT JaT M YHCel
UMIIOPTUPYEMBIX ITOKYMEHTOB COOTBETCTBOBAJI
dopmaraM JaT W YHCEN, 3aJaBaeMbIX B
PErHOHAJbHBIX ~ HACTPOMKAX  ONepaloOHHOM
CHCTEMBI KOMIIBIOTEPA.

8. B pEruoHaIbHbBIX HAaCTpPOMKax
OTIEPAIIMOHHONM  CHUCTEMBI  KOMIIBIOTEpA
dopMaT naT JIOJDKEH HCIIOJIB30BAaThCA
JAMMITIT.

9. B pEruoHaIbHbBIX HAaCTpOMKax
OTICPAIIMOHHONW CHUCTEMBbI KOMIIBIOTEpA B
KaueCTBE JCCATUYHOTO pa3JeiaUTeNsl YUCE
U CyMM JOJDKHA HCIIOJIb30BaThCA TOYKA
(«.»).

10. ODBC-npaiisep MS Access (TOIBKO st
ycTaHoBKH ~ pabouyero  mecra  Kimenra
noacuctemsl «KimeHT-0aHKy).

Annex No. 1
To the Agreement on the use of an electronic system
for remote banking services

No. dated 20

REQUIREMENTS FOR THE SOFTWARE
AND HARDWARE.

1. Operating system Windows 7 or higher.
2. Browser Internet Explorer v. 6.0 or
higher (only for installation of the Internet
Client-Bank subsystem on the Client’s
workstation).

3. Availability of connected network or
local printer.

4. Internet connection.

5. Microsoft Word 97 or higher, or
OpenOffice 2.3.0 or higher.

6. The Information Security Products
software must be installed before installing
the System.

7. When exchanging information with
accounting systems (ASs) "1C", "Parus",
BEST-4, and with other ASs, in which it is
possible to export documents in text format,
the format of dates and numbers of
imported documents must coincide with the
formats of dates and numbers set in the
regional settings of the computer operating
system.

8. The date format in the regional settings
of the computer operating system must be
DD.MM.YYYY.

9. In the regional settings of the computer
operating system, a dot (.) must be used as a
decimal separator in numbers and sums.

10. ODBC-driver MS Access (only for
installation of the Client-Bank subsystem
on the Client’s workstation).
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IIpniao:xenne Ne2

Kk CorJiameHuIo 06 HCMOJIb30BAHUM YJIeKTPOHHOMI
CHCTeMbl JHCTAHIHOHHOI0 0AHKOBCKOI'0
00CJIyKUBAHMS

Ne 20 1.

OT « »

CIIOCOBbBI JOCTABKH HHOOPMALIMHN

1. PaGora ocywmecrBiasieTcsi 4epe3
BbIICJICHHOe MOJAKJIIYEeHHe K  CBOeMYy
nposaiaepy ycayr ceru UHTepHer — cnocod
A0CTABKYU HH(OpPMAIIUM HA PYCCKOM SI3bIKeE.

[TapameTpsl MOAKIIOYEHUS B Cllydae
UCIIOJIb30BaHUs
MOJCUCTEMBI «Knuent-bank»:
otkpbiThie TCP mopter 1024, 1400 Ha
IP agpec 91.227.169.45
noacucremsl «MHtepHer Kinuent-
bank»: otkpeiTeie TCP moptel 80, 443
Ha caift https://online.efbank.ru wim 1P
anpec 91.227.169.146
[lapameTpsl MOAKIIOYEHUSI MOTYT OBITH W3MEHEHBI
5 COOOIIEHBI Knuenty B MMUCEMEHHOM
YBEAOMJICHUN 501041 HaIpaBJICHLI KJ'II/IGHTy
nocpeaACTBOM Cucremsl.

Hactpoiika KiaueHnToM IaHHOW TPaHCIOPTHOM

CXeMbl OCYHIECTBJISIETCS Ha padouyeM MecTe
CaMOCTOSATEJIbHO  COIJIACHO  TPeGoBAHUIM
nposaiijepa.

2. PaGora ocyumecTBisieTcsl  4depe3
BblIEJIECHHOE MOJAK/JIIYEHHEe K CBOeMY

nposaiiiepy ycayr cetu UHTepHer — crnocod
AOCTAaBKM HMH(POPMALMM HA AHIIMHCKOM
sI3bIKE.
[TapameTtps! noakmroueHus: otkpoitbie TCP
noptel 80, 443, 8443 wa caiiT
https://dbo.efbank.ru  wmm  IP anmpec
91.227.169.132
HapaMeTpLI MMOAKJIFOYCHHA MOI'YT OBITh M3MEHEHBI
n COO6H_ICHBI K.]'II/IGHTy B NHMCbMCHHOM
YBECAOMJICHUN nin HaIpaBJICHbI KJ'II/IGHTy
rocpenctBoM CHCTEMEL.

Hactpoiika KianeHToOM JaHHOW TPaHCIOPTHOM

CXeMbI _OCVIIECTBJIAETCH Ha padoyeM MecTe
CaMOCTOSITEJILHO COIJIACHO TpPe0OBAHUAM
nposaiigepa.

Annex No. 2

To the Agreement on the use of an electronic system
for remote banking services

No.

dated 20

MEANS OF DELIVERY OF
INFORMATION

1. Work is carried out through a dedicated
connection to your Internet service provider —
means of delivery of information in Russian.

Connection parameters when using

- Client-Bank subsystem: open TCP ports 1024,
1400 to IP address 91.227.169.45

- Internet Client-Bank subsystem: open TCP
ports 80, 443 to website https://online.efbank.ru or
IP address 91.227.169.146

Connection parameters may be changed and
communicated to the Client by a written
notification or sent to the Client via the System.

The Client shall set this delivery mechanism
independently at the workstation according to
the provider’s requirements.

2. Work is carried out through a dedicated
connection to your Internet service provider —
means of delivery of information in English.

Connection parameters: open TCP ports 80,
443, 8443 to website https://dbo.efbank.ru or IP
address 91.227.169.132

Connection parameters may be changed and
communicated to the Client by a written
notification or sent to the Client via the System.

The Client shall set this delivery mechanism
independently at the workstation according to
the provider’s requirements.
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Ipnioxenne Ne3
Kk CorJianeHuIo 06 UCNOJIb30BAHUH IJ1eKTPOHHOI
CHCTeMbl JHCTAHIHOHHOI0 0AHKOBCKOI'0

00CJIyKUBAHMS
Ne OT « » 20 1.
HOPANOK PASBOPA KOH®JIUKTHbIX

CUTYALIUN

1. O0mue 1MoJI0KEeHHU

1.1. Huxe IIPUBEJICH IIEPEYECHb
KOHQUIMKTHBIX ~ CUTyaUMd 1O  IOBOAY
UCIOJIHEHUSI DJIEKTPOHHBIX JOKYMEHTOB

(mamee - «/loxymeHTOBY),
paccMaTpuBaeMbIX TEXHUYECKON
KOMUCCHEH, JeHCTBYIONIEH B COOTBETCTBUU
C TIOPSITKOM, IPETyCMOTPCHHBIM
CornameHuem:

- JokymeHTt wucnonHeH, a KuueHr
yTBEpXKAAeT, 4To [JOKyMEHT He mochuIal U
HE ITOANNCBHIBAIL,

- KumeHT yrBepKAaeT, 4TO OH HalpaBUI
JokymeHT, a JIOKyMEHT HE HCIOJHEH,
mpu4deM, 10 yTBepxkaeHuto KimeHra, ot
banka [IOJIy4€Ha KBuranuus 00
UCIIOJIHEHUH;

- KimeHnt yrBepkaaer, 4To OH HalpaBUII
onvH JIOKYMEHT, a MUCIOJHEH JApYrou
JIOKyMeHT;

- JApyrue KOHQIUKTHbIE CUTYalUH.

1.2. Tlpu pa3pemnieHuu CHOPHBIX CHUTYaIHii
CropoHBI 00s13yl0TCS  PYKOBOJICTBOBATHCS
CJIEIYOIMMH NTPUHIIATIAMM:

- CropoHa-nosy4yaTelb o0s3yercs
MIPU3HATHh TOJJIMHHBIM M JCHCTBUTEIBHBIM
JIOKyMEHT, NEepelaHHbli €H I0CPEACTBOM
CucreMbl u MMEIOIIUIH OIl,
c(OPMHPOBAHHYIO Ha 3aKpbITHIX KIIIOYax
CTOpOHBI-OTIIpAaBUTENS, TOPU  YCIOBHH
MI0JIOKUTEIIBHOTO pe3yibpTaTa npoBepku 11
Ha COOTBETCTBYIOIIMX OTKPBITBIX KIIFOUaX;

- CTOpOoHa-oTIIpaBUTEIb o0s3yercs
MpU3HaTh TOJUIMHHBIM (TIE€PEIaHHBIM €10
nocpenctBoM CUCTEMBI) U AEHCTBUTEIbHBIM
JIoKyMeHT, WMEIOITHH OIl,
c(OPMHPOBAHHYIO Ha €€ 3aKPBITHIX KIII0YaX,
IIPY YCIIOBUH IIOJOKUTEIBHOTO PE3YNIbTATA
npoeepkn Ol  Ha  COOTBETCTBYIOIIHX
OTKPBITHIX KJIFOYaX;

- OTBETCTBEHHOCTb  BO3Jaraercs  Ha
Cropony-otnpaButens, Ipd  IOJYyYECHUH
CropoHoii-nosryyaTesnem JIO3KHOTO
JlokyMeHnTa ¢ ycnemHo noaaenaHHon OIl,

Annex No. 3
To the Agreement on the use of an electronic system
for remote banking services

No. dated 20
PROCEDURE FOR THE RESOLUTION OF
CONFLICT SITUATIONS

1. General Provisions

1.1. Below is the list of conflict situations
regarding the execution of Electronic
documents (hereinafter the «Documents),
considered by the technical committee,
acting in compliance to the procedure, as
under the Agreement:

- The document was performed, and the
Client insists that the Document was not
sent and was not signed by the latter;

- The Client asserts that he directed the
Document but the Document was not
performed, however, according to the
Client, Bank provide a confirmation receipt
for the above document;

- The Client asserts, that he sent one
Document, but a different Document was
performed,

- other conflict situations.

1.2. During the resolution of conflict
situations Parties undertake to be guided by
the following principles:

- Receiving party undertakes to
acknowledge, as authentic and valid, the
Document transferred thereto through the
System and which has a Electronic
Signature, formed on the closed keys of the
Sending party, subject to the positive result
of the Electronic Signature verification on
the corresponding open keys;

- Sending party undertakes to
acknowledge as authentic (transferred
thereto through the System) and valid the
Document which has an Electronic
Signature, formed under its private keys,
subject to the positive result of the
Electronic Signature verification on the
corresponding open keys;

- the responsibility is borne with the
Sending party in case the Receiving party
receives a false document with successfully
falsified Electronic signature, as in this case

39




40

Tak Kak B 93ToM ciydae CropoHa-
OTIIPaBUTENIb HE oOecmedniia COXPaHHOCTh
3akpbIThiX Kitoueit JI1.

1.3. Croponsl IIPU3HAIOT, 4TO
MaremMaTuuyeckue cBoiicTBa anroputma Ol
rapaHTUPYIOT HEBO3MOXKHOCTh  IMOJICIIKH
sHaueHus  OII  mroObIM  JIMIIOM,  HE
00J1a/1al01UM 3aKPBITHIM KJIFOYOM TOJIITUCH.

1.4. CTOpOoHBI JOJIKHBI MPEICTaBUTh
KOMUCCHH CIEAYIOIUE MaTepUaJIbL:

— Hocutenn uH(popmarmu ¢ Qaiinamu,
COJICpP)KAlllUMKU  BBITPY)KEHHBIE U3
CucreMbl IyTeM  HCIIOJI30BAHMUS
¢yHkuoHana «BbIrpy3ka JaHHBIX
JUIsL TIPOBEPKU IOJIIMUCH» CIOPHBII
JIOKyMeHT, a Takke pacriedaTaHHbII
n3 Cucrtemsl cliopHbIi JIOKyMEHT win
KBuranuuto Ha Hero. Omnucanue
IPOLEAYPBl BBITPY3KM JAHHBIX JUIA
IPOBEPKU TMOJINUCH TPUBEJICHO B
Jloxymenranuu;

— TMOANHUCaHHbIE COOCTBEHHOPYYHBIMU
MNOJAIUCSAMU  YIIOJTHOMOYEHHBIX  JIMIL
Kinenra u banka opuruHansl AKTOB

MpPU3HAHUS OTKPBITOTO KJII04a
(ceptudukara) TUTSt obmeHa
coobuienusamu  (IIpunoxenneNe6 «k
Cornamnienu);

— Hocutenb ¢ Kmowamum  Cpexacts

3aUThI HH(OPMAIIHH.
1.5. TIpoBepka NOUIMHHOCTH DJIEKTPOHHOIO
JOKYMEHTa OCYLIECTBIIIETCA TMOCPENCTBOM
nporpammbl  OpenSSL.exe.  Omucanue
IIPOrpaMMBbl IIPUBEJIEHO B JOKYMEHTAlMU Ha
ouIManbEHOM caiiTe pazpaboTuvKa B CETH
Wutepner: http://openssl.org/docs/.

2. Ilpoueaypa npoBepKH NOIAJIHMHHOCTH

the Sending party did not assure the security
of the Private Electronic signature keys.

1.3. Parties agree that the

mathematical features of the Electronic

signature algorithm, guarantee impossibility

of falsification of the Electronic Signature

value by any person, who does not possess
the private signature key.

1.4. Parties must  present

following materials to the committee:

— data carriers with the files, containing

the disputed Document downloaded

from the System through the use of

the function «Downloading of date for

the verification of the signature», as

well as the Disputed document printed

from the system or the Receipt

received for it. Description of the

procedures for the downloading of

the

date for the verification of the
signature is provided in the
Documentation;

— original copies of the Acts of

acknowledgement of the public key
(certificate) for message exchange
(Annex No. 6 to the Agreement)
signed  with  the  handwritten
signatures of the authorized persons
of the Client and the Bank;
— carrier with the Keys for
Information Security Products.
1.5. Verification of the authenticity of an
Electronic document is conducted through
the OpenSSL.exe application. Description of
the application is shown in the
documentation at the official website of the
developer, on the Internet:
http://openssl.org/docs/.

the

2. Procedure for the verification of the

JICKTPOHHBIX IOKYMEHTOB

2.1. lns pa3dopa KOH(PIUKTHBIX CHUTyaIui
TEXHUUYECKAs KOMUCCHS BBITIOJIHAET
CIeAyIoIMe NEUCTBUSA:

— 1npoBepseT NoMHHOCTH OIl mox
BBITPYKEHHBIM CIIOPHBIM
JIokyMEeHTOM C  HCHOJIb30BAaHUEM
Otkpeitoro ximoua OIII  CropoHsl-
OTIIpaBUTENSI JaHHOTO JIoKyMeHTa;

— TpoBepsieT COOTBETCTBHE

authenticity of the Electronic documents.
2.1. For the resolution of conflict situations

the technical committee performs the

following:

— verification of authenticity of the
Electronic  Signature  on  the

downloaded disputed Document with
the use of a Public Electronic
Signature Key of the Sending party of
the given Document;

— verification of conformity of the

40




41

9K3EMIUISIPOB  AKTOB  TIPU3HAHHS
OTKPBITOTO KItoua (cepTudukara) s
obmena coobmenusmu (ITpunoxenue

Ne6 K Cornanienuo)
npenoctaBieHHblx  CTopoHamMu B
coorBerctBUM ¢ 1.1.4. Ilopsnka

paz0opa KOH(PIMKTHBIX CUTYaIUi;

— CBEpseT COOTBETCTBUE  KIFOUEBBIX
HOoJIed OTKPBITOTO KIO4Ya M3 AKTOB
HPU3HAHUS OTKPBITOTO KJTFO4a
(cepTudukara) TUTS oOMeHa
COOOIECHUSIMHU c pacriedaTKoi
IIPOTOKOJIA IIPOBEPKHU Oll,
HOJTYYEHHOM pu TTOMOIITH

nporpammbl OpenSSL.exe.
2.2.  Pe3ynbTaThl pabOTHl TEXHUYECKOM
KOMHCCHH OTPAXKAIOTCS B aKTE, MOIMTHUCAHHOM
BCEMH WIEHAMH TEXHUYECKON KOMUCCHH.
YJreHBl TEXHUYECKOM KOMHCCHH, HE COTJIacHBIE
C BBIBOJIaMH OOJIBIIMHCTBA, OIUCHIBAIOT aKT
C BO3paKEHUSIMH, KOTOPBIH MpHIaraeTcs K
OCHOBHOMY aKTy.

copies of the Acts of
acknowledgement of the public key
(certificate) for message exchange
(Annex No. 6 to the Agreement)
provided by the Parties as per p. 1.4
of the Procedure for the Resolution of
Conflict Situations;

— reconciliation of the key fields of the
public key from the Acts of
acknowledgement of the public key
(certificate) for message exchange
with the printed out ES verification
protocol from OpenSSL.exe.

2.2. Results of the measures undertaken by
the technical committee are documented in
the report, signed by all the members of the
committee. Members of the technical
committee, who disagree with the
conclusions made by the majority, sign a
report of objection, which is annexed to the
main report.
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MMpuno:xenune Ned

Kk CorJianeHuIo 06 HCMOJIb30BAHUM YJIeKTPOHHOMT
CHCTeMbl JHCTAHIHOHHOI0 0AHKOBCKOI'0
00CJIy)KUBAHMS

Ne OT « » 20 .

TPEBOBAHUS IO UH®OPMAILMOHHOM
BE3OIIACHOCTH

Jns MHUHHUMU3aLUN PHUCKOB

HECaHKLMOHUpPOBaHHOro Joctyna K Cuerawm,

cuery mo Bkiaxy (memosuty) Kiumenrta co

CTOPOHBI 3JI0YMBIIIJIEHHUKOB u

KOMITPOMETAIlMM  KJII0YEBOM  HHQpOpMaINH,

bank  HacrodarenbHO mpocur  KimeHTOB

coOIroaaTh cienyruue Mepbl

MH(POPMAIIMOHHOMN 0€30MaCHOCTH:

e BrbienuTh KOMIBIOTEp, KOTOPBI He Oynmer
HCIIOJIb30BaThCS B MHBIX LIEJIAX, KPOME Kak
i pabotel B CucreMe; HEe OCYIIECTBISTD,
a pu HaJIUYUU TEXHUUYECKOMN
BO3MOYKHOCTH,  3alpPEeTUTh  BBIXOJ B
WHTepHeT ¢ 3TOro KOMIbIOTEpAa Ha HHBIE
azpeca, 3a UCKIIFOUEHHUEM aJIpECOB CEPBEPOB
banxka.

e OrpaHu4MTh WIH TOJHOCTBbIO 3aMPETUTH
yYAAJEHHBIH  JOCTYl K  BBIJIECJICHHOMY
KOMIIBIOTEPY € JPYIMX KOMIIBIOTEPOB
nokanpHOM  cetn. He  mcmonw3oBarth
CPEICTBa yNAJICHHOIO aJMUHUCTPUPOBAHHUS
Ha  BBIJEGIIEHHOM  KoMmmbtotrepe. Ilpu
HaJIMYUU TEXHUYECKUX CPEICTB, IOMECTHUTH
BBIICJICHHBIH KOMITBIOTEP B  OTIENbHYIO
CeTb,  KOHTPOJHMPYEMYKO  MEXKCETEBBIM
9KpPaHOM U CUCTeMaMU OOHapYXEHHs aTak.

e 3aMEHUTh BCE€ CTAHJAPTHBIE  IAPOJIH,
3aJlaHHble Tpu  ycraHoBke CucTeMbl, Ha
YHUKaJIbHbIE COOCTBEHHBIE, IPOU3BOAUTH
MEPUOJNYECKYI0 CMEHY Mapoiieil (He pexe
OJTHOT'O pa3a B TPU MECSALIA).

e lcnonp3oBaTh Ha TMOCTOSHHOM OCHOBE
aHTUBHUPYCHOE IpOrpaMMHOE obecreueHue
C MoceIHeN aKTyaabHOU Bepcueil 0as.

e PerynmsipHo (He pexe OIHOroO pasa B
HEJIEIII0) BBITOJIHSTD AHTUBUPYCHYIO

IIPOBEPKY JUTS CBOEBPEMEHHOT'O
oOHapyXeHHsI BpEJOHOCHBIX MPOTrpamMmM.
e Hcnons3oBars Ha KOMIIBIOTEPE

UCKITFOYUTEITEHO JMIIEH3UOHHOE
porpaMMHoOe obecrieueHue.

e PerynspHo (He peke OJHOTO pa3a B MECSII
uiy 1o (pakTy myOauKaIMu) yCTaHABIMBATh
OOHOBJICHUS OTIEPALIMOHHOMN CUCTEMBI.

Annex No. 4

To the Agreement on the use of an electronic system
for remote banking services

No. dated 20

INFORMATION SAFETY REQUIREMENTS

In order to minimize the risks of unauthorized
access to the Client’s Accounts by law
violators and the compromise of key data, the
Bank strongly recommends its Clients to
comply with the following information safety
measures:

e To choose a computer that shall be used
solely for the purpose of working with the
System; not to access the Internet from such
a computer and, if possible, to prevent all
Internet connection from such a computer,
except for the connection with the Bank
Services.

e To limit or prohibit remote access to such a
computer from all other computers of the
local network. Not to use remote
administration tools on such a computer.
Technical assets permitting, to create a
specified network controlled by a network
firewall and an intrusion detection system
for such a computer.

o To replace all default passwords set out at
the moment of System installation with
unique passwords; to change passwords
regularly (not less than once in three
months);

e To constantly use anti-virus software with
the latest versions of databases;

e To carry out anti-virus checks on a regular
basis (not less than once a week) in order to
timely detect malicious software;

e To use only licensed software on the
computer;

e To update the operating system regularly
(not later than once a month or upon
launching);
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[IpoBeputsh rpynny «AIMHUHUCTPATOPHD> HA
BBIJICJICHHOM  KOMIIBIOTEpPE,  HCKIIOYUTH
BCEX PSAOBBIX TIOJb30BaTelied M3 OITOM
rpymisl, He padoTtatoumx ¢ CHCTEMOH.

[Ipy HanMUUM TEXHUYECKOW BO3MOXKHOCTH,
Ui TIONIb30BaTeNiei, paloTarommx ¢
Cucremoii, co3aTh OTAEIBHYIO TPYMIIOBYIO
MOJIUTHUKY, Pa3pelIaloIIyi0 3alyCK TOJBKO
OTIpeICTICHHBIX MPUIOKEHHIH.

Jna  nmoctyma k- cepepam  banka
HCIIOJIb30BaTh TOJBKO 3aBEJJOMO M3BECTHBIC
Bawm anpeca unrepner cepBepoB banka.

B chnygae oTcyTCTBUSL  BO3MOKHOCTH
TIOJIKITFOYCHUS K cepBepy banka
HE3aMeUINTEIbHO  COOOIIATh TOM
banky.

XpaHuTh B Oe3omacHOM MecTe (B ceiide) u
HUKOMY HE TepelaBaTh HOCHTEIH C
KJIFOYeBOM HMH(pOpMaIeii, o0ecreuynB K
HUM JIOCTYII TOJBKO YIIOJIHOMOYEHHBIX JIUII.
Hukorna He ocCymecTBIATH KOMUPOBAHHE

00

3aKPBITHIX (CEeKpeTHBIX) KJIFO4EH
JIEKTPOHHOM TOJAMMCH Ha  JIOKAJbHBIN
JKECTKMA JUCK KOMIBIOTEpa, Jlaxke C

MOCTIEIYIOIUM €r0 yaJIeHUEM.
Perynsapuo (He pexxe 0HOTO pa3a B MeECSIT)
IIPOBEPSATH LIEJIOCTHOCTh KITFOYEBBIX
HOCHTENIEH, TPOBOS MPOBEPKY HATMYMSI Ha
HUX (hallyIOB 3JEKTPOHHON MOIHCH.
CBoeBpeMeHHO (B COOTBETCTBHH  C
ycaoBusmu  CornamieHus)  NPOBOAUTH
[1nanoByto cMeHy pabounx KIHOYeH.

He ocTaBnaTh HOCHUTENM C KIIOYEBOH
uHpopmanuei 6e3 mpucMoTpa, NOJKIYATh
WX K KOMIIBIOTEPY TOJBKO Ha BpeMs
UCMOJb30BaHUS M HE3aMEJUIMTENbHO HX
OTKJIIOYATh MOCIIE MPOBEAEHHS] OaHKOBCKHUX
ornepauuii. Ilpu octaBneHun paboyero
Mecta Cucrembl 0e3 mpucMoTpa Bcerjaa
OJOKMpOBAaTh JKpaH C  MOCIETYIOUINM
BBOJIOM MapoJIst IS €ro pa30I0KUPOBKH.
[Ipon3BoNTh HE3aMEUIUTENIBHYIO 3aMEHy
KJIFOUeH 3JIEKTPOHHOM MOJMHUCH B Cllydae X

KOMIIpOMCTalluu  WJIH  IMOJO3PpCHHUU  Ha
KOMITPpOMETAIIUIO.
CBOCBpeMCHHO YCTaHaBJIMBATb BCC

oonosieHust CUCTEMBL.

He ycranaBnuBaTh OOHOBICHHUS, a TAKXKE HE
OTKPBIBaTh CCBUIKH B ITOYTOBBIX
COOOIICHHUSX, MTOJYYCHHBIX OT UMeHH baHka
[0 D3JICKTPOHHOM TI0YTEe; TOJIYYHB TaKOE
cooOIIeHre, He3aMEIMTEILHO COO00IIaTh

To check the Administrator’s group on the
selected computer and to remove all users
that do not operate the System;

Technical assets permitting, develop a
separate group policy for the users working
with the System and allow the use of
specific applications only.

To use only known Internet addresses of
Bank servers to access them.

To inform the Bank immediately, in case
Bank servers are unavailable.

To store data carriers with key information
in a safe place (a vault), never to transfer
them to third parties, to limit access to them
only to authorized persons;

Never to copy private (secret) digital
signature keys on the local hard drive of the
computer, even in case the copies are
deleted immediately;

Timely (according to the terms and
conditions of the Agreement) perform the
Planned change of Operational Keys;

To check the integrity of key carriers and
the presence of digital signature files on
them on a regular basis (not later than once
a month);

Not to let the carriers of key information
unattended; to connect them to the computer
only for the time of use and immediately
disconnect after the completion of banking
operations. In case a work place with the
System is left unattended, to block the
screen and to use a password for its further
unlocking;

e To immediately replace digital signature

keys in case of their actual or alleged
compromise;

e Timely update the System;

Not to install updates and not to open links
received in the e-mail from the Bank; to
inform the Bank about receiving any such e-
mails;
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00 sTom banky.

ExenneBHo, B TeUeHUE ONEPALIMOHHOIO JTHS
banka u no oxonHuyanuu PabOouero mus,
OCYUIECTBJISATh JOMOJHUTEIBHBIA BXOJ B
Cucremy JUIST KOHTPOJIS MepevHs
UCXOJSIIUX JOKYMEHTOB 32 TEKYIIHM JI€Hb.
I[Ipu  oOHapyXeHHMHM  TOJO3PUTEIBHBIX
JIOKYMEHTOB, He3aMeIJTUTEIILHO
oOpamiaThcs B baHk.

B cinywae mnonospeHud Ha 3aMeliIeHUE
paboThl KOMIThIOTEPA OTKJIFOYHUTH
KOMITBIOTEP (PU3UYECCKU OT JIOKATHHOU CETH
W WUHTEPHET M OOpaTUThCA K CHCTEMHOMY
aAMUHUCTPATOPY c npocbOoi 0
HEOOXOJUMOCTH  IIPOBEJACHHS  ITOJTHOU
AQHTUBUPYCHOU TMPOBEPKU CKAaHUPOBAHHEM
Bcex (DaiiyIoB U TaMsATH KOMITbIOTEpa.

B ciy4ae, eciu 1503000201 (S50
nH(OPMALIMOHHONW OE€30MacHOCTH BCE IKE
IIpOM30LIeN, HU B KOEM Clly4ae He

BBIKJIFOYATh KOMIBIOTEP, @ OTKIKOYUThH €ro
(U3MYECKN TOJBKO OT JIOKAJIBHOH CEeTH W
MHTEPHET, He3aMeUIUTEIbHO 00paTUThCs K
CUCTEMHOMY aJIMUHUCTPATOPY M COOOIIUTH
o0 wunHmmMueHte B baHk 11 mpoBeneHus
ONEPATUBHOTO PACCIEAOBAHUS M TPUHATHS

HEOO0XOAUMBIX Mep JUISL cbopa
JI0Ka3aTeIbCTB.
B ciydyae  BbisiBIeHHs — KimeHToMm

MOJIO3PUTENLHEIX omepanuii B Cucreme
He3aMeUIMTEIbHO Ccoo0mars 00 H3TOM B
bank.

To access the System additionally in order
to check the list of the documents for the
current day in a daily basis during a banking
day and at its end. In case of detection of
any suspicious documents, to inform the
Bank immediately;

In case of suspicious delays in the
computer’s operations, to physically
disconnect the computer from the local
network and the Internet and to request
complete anti-virus scanning of all files and
computer memory from the system
administrator,;

In case of a breach of information security,
never to turn the computer off, but to
disconnect it physically from the local
network and the Internet, to address the
system administrator immediately and to
inform the Bank about the incident in order
to carry out on-the-spot investigation and
take measures to collect evidence.

In case the Client detects suspicious
operations with the System, he should
immediately inform the Bank about it.
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Hpniaoxenne Ne S
Kk CorJameHu10 00 UCMOJIb30BAHUM 3JI€KTPOHHOM CHCTEMBbI
JUCTAHIIUOHHOT0 0AHKOBCKOI0 00CIy:KMBAHUSA

Ne 0T « » 20 1.
Annex No. 5
To the Agreement on the use of an electronic system for remote banking
services
No. dated 20
DOPMA
FORM

JAHHBIE O BJIAJJEJIBIHE CEPTU®UKATA KJIIOYA ITPOBEPKH 311
INFORMATION ON THE ES VERIFICATION KEY CERTIFICATE HOLDER

HaumenoBanue OpraHusanvu — Bna]:[em,ua CepTPId)PIKaTOB KJIF0uei
Organization — Key Certificate Holder

YnonHomoueHHbli npeacraButens Kimenta - ®amunus Mvs OtuectBo
Authorized Representative of the Client - Full name

[NacnopT/ynocroBepeHue JTUIHOCTH No BbIJIaH
Passport/ identity card Cepus Homep issued on
series number

KEM BbIIaH HaCHOpT/yZ[OCTOBepCHPIe JINYHOCTHU

Issued by/ID
JaTa BbIIa4n MECTO U JaTa pOXKIACHUSA
Date of issue place and date of birth

aJipec MECTa KUTEIbCTBA (PErucTparyu)
Residence address (registration)

I'paxxnancTBO neHTHGHUKAINOHHBIH HoMep Haoromtarensmuka (MHH)
Citizenship (Tipu €ro HaJIKUYKH, IPH €r0 OTCYTCTBUH - YKA3aTh «OTCYTCTBYET»)
taxpayer's identification number (INN)
(if available, if not available - indicate «not available»)

JaHHbIC MI/IFpaL[PIOHHoﬁ KapTHI.
Migration card information

Jlorun (6-10 cuMBOIIOB):
Login (6-10 symbols)

HpaBo IMOAIMMUCH JOKYMCHTOB: CAMHCTBCHHAA, I€pBadA, BTOpal, oe3 IpaBa IoANMnuCHu
(HeHY)XHOE 3a4epKHYTb)
Right to sign the documents: single, first, second, without the right to sign documents
(delete as applicable)

IosHoMouns npu HaaM4YuM npasa noanucu: noanucanue Il Bcex DIeKTPOHHBIX TOKYMEHTOB,
npeaycMotTpeHHbix CoriamenneM, HanpaisieMbiX Kinenrom B bank nocpencrsom CucreMsl.
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Authorities, in case of availability of the right of signature: signing with the Electronic signature of
all the Electronic documents, as provided for by the Agreement, directed by the Client to the Bank
through the System.

IMotHOMOUYMS «0€3 mpaBa MOAMMCH»: BXO B CHCTeMy, co31aHue JIOObIX JJIeKTPOHHBIX JOKYMEHTOB,
NpeayCMOTPEHHbBIX CoramenueM, YCTaHOBJICHHE 3alIIUIIEHHOI0 coeqrHeHus ¢ bBankom 1y npuema
Hu OTIIPABKH JI00BIX 3JIeKTp0HHl>IX AOKYMEHTOB, MOANMUCAHHBIX Y101HOMOYEeHHBIMH
NpeacTaBUTEIAMHA Kiauenra.

Authorities «without right of signature»: log-in the System, creation of any Electronic documents,
provided by this Agreement, establishment of protected connection with the Bank for receiving and
sending of any Electronic documents signed by the Authorized Representatives of the Client.

(HOL[HHC]: V110JIHOMOYEHHOT'O
npezncrasurens Kinenra)
(signature of the Authorized
Representative of the Client)

PykoBoautens
Director:
/ /
(moamucsk) (®.1.0.)
(signature) (Full name)
M.II.
Stamp here
OtMerku banka
Bank mark

AnmunucTpaTop (3amectutens aamunucTparopa) C3U banka
IPF Administrator (deputy administrator) of the Bank

/ /
(roxmucs) (©.11.0.)
(signature) (Full name)

(nara nomy4enus JIaHHbBIX)
(date of receipt of the Information)
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Hpuioxenue Ne 6
Kk CoryameHuro 06 UCIOJb30BAHUM 3JIEKTPOHHOM CHCTEMBI
AUCTAHIMOHHOT0 0AHKOBCKOI0 00CIy:KMBAHUS

Ne 0T « » 20 1.
Annex No. 6
To the Agreement on the use of an electronic system for remote banking
services
No. dated 20
OOPMA
FORM
AKT
NPU3HAHUS OTKPBITOro KJIK04a (cepruduxara)
JJIS1 00MEeHa COO0IeHUIMHU
ACT
of acknowledgement of the public key (certificate)
for message exchange
« » 20 T.

Hacrosimum AKTOM NpU3HAETCS KIFOY MPOBEPKU 3JIEKTPOHHOW MOANUCH U OTKPBITHIN KIIIOY MIK(BPOBaHUS,
MpUHAATISKAIIUN YIOTHOMOYEHHOMY npecTaBuTento Kinnenra:

The electronic signature verification key and public encryption key of the authorized representative of the
Client is acknowledged by this Act.

Csenenns o Kinnenre:
Details of the Client:
1. HaumenoBanue:

Name

2. MecTo HaxX0XKIECHUS:
Location

3. Ten 4. dakc
Tel. Fax

CBeZ[eHHH 00 YII0JTHOMOYEHHOM IpeaACTaBUTEJIC Kiauenra:
Details of the Authorized Representative of the Client:
1. ®damunus, UMs, OTYECTBO:

Full name
2. VY@mocroBepeHHE THIHOCTH/TIACTIOPT: CEPUH Ne s
ID/passport: series
BbIJAH «_ » T
issued on

3. Mecro u fara poxIeHus;
Place and date of birth
4. Anpec MecTa KHUTEITbCTBA (PETHCTPALIHN):

Residence (registered) address

5. T'paxxmgaHCTBO:
Citizenship
WHH (nipu ero Hanu4uu, Mpy €ro OTCYTCTBHH — YKa3aTh «OTCYTCTBYET»)
Taxpayer Identification Number (INN) (if available, if not — specify “none”)
JIaHHbIE MUTPALIMOHHOMN KapThl
Migration card information

JInunas noanuce YnoiHoMo4deHHOTo nipeacTtaBuTels Kinuenra
Personal signature of the Authorized Representative of the Client

IlapaMeTpsl KJaK0YA:
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Parameter of the Key:

Auroput™: (YKa3bIBaeTCsI AJITOPHTM)

Algorithm (algorithm is specified)

Hauano cpoka neicTBus: « » 20
Valid from

OxoHYaHHE CPOKA JEHCTBHUS: « » 20
Valid till

TeKCT OTKPLITOI'O KJKYa:
Open Key text:

I[OHOJ'IHI/ITQJIBHLIe I10JIS1 OTKPbLITOI'O KJIIOYA (ceme]_mKaTa)
Additional lines of the Open Key (certificate):

Nwms Bramenpua kiroyva:

Name of the key owner:

Kon crpansr:

Country code:

Crpana:

Country:

Topon:

City:

HaumeHnoBaHue kiueHra:

Name of the Client:

Unentudukarop knuenta B cuctemel/identifier of the Client in the System
Nannbie 06 uzparene/Information about the issuer: EVROFINANCE MOSNARBANK DBO CA, RU,
MOSCOW

Ku1104 3aperucTpupoBaH U MOKeT HCIIOJIb30BATHCA 1J1s1 00MeHA COO0LeHuSIMH.
The Key is registered and may be used for message exchange.

AnMuHHCTpaTOp/3aMecTHTEND

anmunucrparopa CK311 BAHKA/ PykoBonutens KIMEHTA
Administrator/Deputy Director of the CLIENT
Administrator of the BANK’s

information cryptosecurity software

M.IL M.IL
Stamp here Stamp here
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