AKIIMOHEPHBI1 KOMMEPYECKUI
BAHK «<EBPO®UHAHC MOCHAPBAHK»
(aK1HOHepHOoe 00111eCTBO)

(AO AKBb «<EBPO®HUHAHC
MOCHAPBAHK»)

YTBEPKJAEHO
IIporokoJu 3acenanus [IpaBinenus banka
ot «17» nexadpsa 2020 r. Ne 64

YCJIOBUS JUCTAHIOUOHHOI'O
BAHKOBCKOI'O OBCIIY KUBAHUS
OUBNYECKHUX JIMII ITOCPEJICTBOM
CUCTEMBbI EUROLINK
B AO AKB «<EBPO®HUHAHC
MOCHAPBAHK)»

MockBa
2020 r.

Evrofinance Mosnarbank

APPROVED
Board Meeting Protocol
dated 17.12.2020 No.64

TERMS AND CONDITIONS OF
REMOTE BANKING SERVICES
RENDERED TO PHYSICAL ENTITIES
BY MEANS OF EUROLINK SYSTEM
IN EVROFINANCE MOSNARBANK

Moscow
2020




YCJIOBUA JMCTAHIIMOHHOT' O
BAHKOBCKOI'O OBCJIYKUBAHUA
OU3NYECKHUX JINI TIOCPEACTBOM
CUCTEMBbI EUROLINK
B AO AKBb «<EBPO®UHAHC
MOCHAPBAHK»

TEPMHWHBI U OITPEJEJIEHUSA

ACII KimenTta — aHanor coOCTBEHHOPYYHOH MOIIIHICH
Knmenra, ynocroBepsiommii  (akT COCTaBICHUS U
MOJINUCAaHUs DJIEKTPOHHOTO JIOKYMEHTa, TIepeaBaeMoro
B bank or wumenn KimeHra ¢ ucnonb3oBaHHEM
CucteMbl, YIOCTOBEPSIOUUI MOMJUHHOCTh TaKOIo
ONEeKTpOHHOTO  JOKYMEHTa, BKJIIOYas BCE  €ro
065133TCJ'H)HI)IC PCKBU3UTHI, HOSBOHHIOHII/II‘/II JOCTOBEPHO
YCTaHOBUTb, YTO 3HeKTpOHHLII>i JOKYMEHT UCXOOUT OT
Knuenta. B kausectBe ACII ucnons3yercst Pa3oBblit
CEKPETHBIN MapoJib.

AyTeHTH(UKATNSA - nporenypa TIPOBEPKHU
noanuHHoctu Kimenrta ¢ momometo Jloruna, Iaposs,
Bpemennoro mapoisi, KomoBoro cimoBa WM WHBIM
crocooom, PEAYCMOTPEHHBIM Y CnoBUsIMH.
ITonoxurensHbIN pe3yibTar AyrteHTuduKamu
MOJITBEPXKIACT, YTO (opMUPOBaHHE U Tepenava B bank
DNeKTPOHHBIX NOKyMeHTOB/oOpamienne B baHk yepes
Ciyx0y KIMCHTCKOHN MOAICPIKKH, MPOU3BOJAUTCS CAMUM
Knuentom.

bank — AKL[HOHEPHI:IVI KOMMEPYECKHI BAHK
«EBPOOMTHAHC MOCHAPBAHK» (akumonepHoe
obOmecTBo). Mecto Haxoxaenus: 121099, Poccus,
r. MockBa, yn. HoBerii ApbOar, n.29. I'eHepanphas
nunensusa banka Poccun Ne 2402.

BanoTHple omepamMum — OICpAlWH, SBISTIONIHECS
BAJIOTHBIMHU onepanuaMun B COOTBETCTBHUU C
JIEHCTBYIOIIUM 3aKOHO/ATEIbCTBOM Poccuiickoit
denepanuu.

Bpemennbiii napoJb - YHUKaIbHAasI
MOCJIEI0BATENBHOCTD CHMBOJIOB, HarpasJsieMas
Knuenty bBaHkOM TOCpeacTBOM CMC-COOOICHHS Ha
3aperucTpUpoBaHHBI ~ HOMEp, W  HCIOJB3yeMas
Knuentom B kauectBe Ilaposiss mpu mepBoM BXOje B
CucteMy, a Takxe B CIy4ae BOCCTaHOBIICHHS JIOCTYTA K
Cucreme mocne  Kommpomeramuu/yTpaTel — HIH
OJIOKMPOBKH Cucremoit [Mapons n/vnm
Jlornna/mprocranoBnenus nocryna k Cucreme.

JucraHnnonHoe 0aHKOBcKoe 00CHy:KHBaHHe —
npenoctaBienre bankom KnueHTy ¢ ucnosib3oBaHuEM
KananoB poctyna BO3MOXHOCTM mnepeaadun baHky
DJIEKTPOHHBIX JOKYMEHTOB B LEISIX MPOBEACHUS
Onepauuif, npeaocTaBiIeHUE BO3MOXKHOCTH Iepeadu
Mmexny bankom u KinmeHToM ¢ HUCHONb30BaHUEM
Kananos  gocryma  JIoOKymMeHTOB 1O  BKJany,
npenocraienne bankom KnueHTty ¢ ucmnosib3oBaHUEM
KananoB gocryma nHGopMaIuu o MoJydeHHbIX B baHke
KpeIOuTax, Ppa3MeLEHHBIX CPOYHBIX BKJIaJaX,
BEITyIIEHHBIX Ha uMs Kimenta OaHKOBCKMX KapTax,
octarkax u Omnepanusx no CueraM, HHBIX CBEICHUM,
MIpEeI0CTaBJICHNE BO3MOHOCTH OCYULIECTBJICHUS
nepenucku  Mexnay bamkom  u Kimentom ¢
ucnosp3oBanueM Kananos nocryna.

TERMS AND CONDITIONS OF
REMOTE BANKING SERVICES
RENDERED TO PHYSICAL ENTITIES
BY MEANS OF EUROLINK SYSTEM IN
EVROFINANCE MOSNARBANK

TERMS AND DEFINITIONS

EHS of the Client — an equivalent of handwritten
signature of the Client certifying the deed of drafting
and signing an Electronic document transferred to the
Bank on behalf of the Client using the System,
authenticating such Electronic document including all
its compulsory details, in order to reliably determine
that the Electronic document is coming from the
Client. A Session Key is used as the EHS.

Authentication — a procedure of the Client
authentication using Login, Password, Temporary
Password, Memorable Word or any other means set
out in the Terms and Conditions. The positive
outcome of Authentication verifies that the creation
and submittal of electronic documents to the Bank/the
application to the Bank’s customer support is carried
out by the Client.

Bank — Evrofinance Mosnarbank. Location: 29 Novy
Arbat, Moscow, Russia, 121099. General license No.
2402 of the Bank of Russia.

Currency transactions - transactions that are
currency transactions according to the legislation of
the Russian Federation in force.

Temporary Password — a unique sequence of
symbols sent to the Client by the Bank by means of
SMS to the Registered Number and used by the Client
as a Password at first login, as well as in case of the
System access recovery after a Compromise/loss or
blocking by the System of the Password and/or
Login/suspension of access to the System.

Remote Banking Services — rendering by the Bank to
the Client, using the Access Channels, possibility to
transfer to the Bank Electronic Documents for the
purposes of Transactions conduction and Deposit
management, the Bank's submittal of information to
the Client on the credits obtained in the Bank, opened
term deposits, bank cards issued out in the name of the
Client, balances and Transactions on the Accounts,
other information via the Access Channels, as well as
providing possibility to hold correspondence between
the Bank and Client using the Access Channels.
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JAUCTAHIIMOHHOTO 0aHKOBCKOI0
o0cayxuBanus  (Jorosop) — JOroBop Mexay
Knuentom u  baHkoM,  3aKIIOYeHHBIH — IyTeM
npucoequHenuss Kmuenta k  VYcinoBuaMm. Jlorosop
BKJIIOYaeT B ce0s TOANMHCAaHHOE 3asBICHHE O
MIPUCOETUHEHUN K YCIOBMSAM, HACTOSIIUE YCIOBUS U
Tapudst banka.

Jorosop

JIoKyMeHTbl MO0 BKJIaAy - 3asBICHHC Ha OTKPBITHE
CpPOYHOro OAHKOBCKOT'O BKI/Ia, 3asIBJICHUE HA 3aKPbITHE
cpouHoro  0OaHKOBCKOTO  BKJIaJa, W/WIM  HHBIE
JIOKYMEHTBI, HallpaBJsieMble C LEJBI0 3aKIIOUCHUs WIN
pacTOpKeHHUs JOr0BOpa CPOYHOro OAaHKOBCKOTO BKIIAAA,
nepenannble Kinuenrom B bank i bankom Kinenty B
BUE ONEKTPOHHBIX JOKYMEHTOB C HCIIOJIb30BaHUEM
KananoB nocryma.

3asiBjieHMe O NPUCOEIMHEHMH K YCJIOBUSM —
NMCHMEHHOE BOJIEM3bsABIcHHE KiueHTra 3aKiIFOYUTH
Horogop.

3aperucTpUPOBAHHBIIL HOMEpP — HOMEP MOOWIBHOTO
tenedona, ykasanuHeid KimeHtomM B 3asBicHHH O
MPUCOCANHECHUN K YcnoBusM WM 3agBIIEHUU O CMEHE
HOMEpa MOOWIBHOTO TenedoHa I Leed MOIy4deHHUsS

“H(pOPMAIIUU B COOTBETCTBUH ¢ JIOrOBOpPOM.

Hnentuduxarop mnosayyareass CpeAcTB — HOMEp
MoOmnpHOTO  TenmedoHa  KimeHTa,  mMO3BOINSIOIIHIA
0JIHO3HAYHO YCTaHOBHTH Knuenra cpenu

OTPENEICHHOTO0 MHOXeCTBa KIWEHTOB B baHke u
OTIPENICITUTh PEKBU3UTHI JJIS OCYIICCTBICHUS IEpPeBOa
neHexxHbix cpeacts Kimenry Ha ero Cuer B banke co
Cuera npyroro Knuenta, oTkpsiToro B banke.

Kanan nocryma — kaHan mepefadd OJIEKTPOHHBIX
JIOKYMEHTOB, o0CITy’)KHBaHHE o KOTOpOMY
MIPOU3BOIUTCA c UCTIONIb30BaHUEM
CHEMaTU3UPOBAHHBIX TEeXHUYECKHUX CpencTB
(UaTepuer) 6e3  yuactma  paboTtHukoB  baHka,
obecrieunBaronIui Knmenram BO3MOXKHOCTb

CaMoCTOATENLHO (OpMHUpPOBaTh W IepenaBaTh B baHk
DJEeKTpOHHBIE JIOKYMEHTBHl M Toyydath OT baHka
DJEeKTPOHHBIE IOKYMEHTHI.

Kauenrt — ¢usmdeckoe numo, nMeromiee cuera B banke,
OTKpPBIThIE Ha OCHOBAaHHUU JOTOBOpA OAHKOBCKOTO cUeTa
(me  Kkacaromerocs ~ CYETOB  JUII  PacyeToB  C
HCTIONIb30BaHUEM OaHKOBCKHUX KapT) W/WIW JO0TOBOpa
cyeTa BKJIaJa «I0 BOCTpEOOBaHMY.

Kon J0cTyna - YEeThIPEX3HAUHBIN KOJI,
ycraHaBiuBaeMbli KimeHTOM B MOOWJIBHOM BepcHH
Cucremsl EuroLink, muist OpicTpoii AyTeHTH(QHKAIIH.

KonoBoe ci1oBo — mocienoBaTenbHOCTh CHMBOJIOB,
n3BectHas Tosbko Kimenty u banky, ncnons3yemast aist
Aytentnduxanun KiveHTa mpu oOCIyKMBaHHM Yepes
Cnyx0y kiaueHTCKoW mnoxanepxku. KonoBoe cioBo
MOJKET MCIOJIb30BaThCSI MHOI'OKPATHO.

Komnpomerauusa — yrpara KimeHTOM KOHTpOJISI Han
3aperncTpupoBaHHEIM HOMEpPOM, a TaKkKe yTpara
bankom wunu KineHtoM yBEpeHHOCTH B TOM, YTO
koH(puaeHmansHas waGopmarms (Jlorun, BpemenHsrit
naponb, [lapoms, KomoBoe cioBo) He MOXeT OBITh

Remote Banking Services Agreement (the
Agreement) — an agreement between the Client and
the Bank concluded through affiliation of the Client to
the Terms and Conditions. The Agreement includes a
signed Application on affiliation to the Terms and
Condition, these Terms and Condition, and the Rates
of the Bank.

Deposit Documents — Application on opening Term
Deposit, Application on closing Term Deposit, and/or
other documents sent for the purposes to conclude or
terminate the Term Deposit agreement, transferred to
the Bank by the Client or by the Bank to Client in
form of Electronic documents wit use of Access
Channels.

Application on affiliation to the Terms and
Condition — a written expression of the Client’s will
to enter into an Agreement.

Registered Number — a mobile telephone number
specified by the Client in the Application on affiliation
to the Terms and Condition or an Application on
changing the mobile telephone number for the
purposes of receiving information under the
Agreement.

Recipient Identifier - a mobile telephone number of
the Client, which allows to unambiguously identify the
Client among a certain number of the Bank Clients
and determine the details for transferring funds to the
Client's account with the Bank from the account of
another Client opened with the Bank.

Access Channel - electronic documents transfer
channel, which is serviced by means of special
technical tools (Internet) without engagement of the
employees of the Bank, providing the Clients with an
opportunity to generate and transfer to the Bank
electronic documents on their own.

Client — a physical entity, holding accounts in the
Bank opened under the bank account agreement (that
is not related to any settlement accounts with bank
cards linked to them) and/or the "on-demand" deposit
account agreement.

Access Code — a four-digit code set by the Client in
the mobile version of the EuroLink System for fast
Authentication.

Memorable Word — a sequence of symbols, known
only by the Client and the Bank, used for
Authentication of the Client when dealing with the
Client Support Service. The Memorable word can be
multiply used.

Compromise — loss of control by the Client over the
Registered Number, as well as loss of confidence by
the Bank or the Client with regards to the fact that the
confidential information (Login, Temporary Password,
Password, Memorable Word) cannot be used by the




HCIOJIb30BaHa TPETbUMU JINIAMM.

Jlorun - YHUKaJIbHAS TI0CIIEI0BATEILHOCTh
OYKBEHHBIX/IIU(PPOBBIX CHUMBOJIOB, HCIOJb3yeMasi JIs
Ayrentudukanmn  Kmmenra B Cucreme. Ilpum

peructparyu Kimenra B Cucreme Jlorun gopmupyetcs
bankom B aBTOMaTHyeckoMm pexume. B mocnencteuum

Knuent BnpaBe wusmeHuts JloruH B HOpsake,
YCTaHOBJICHHOM Y CIIOBHSMH.
Onepanusi — He MNOpoTUBOpedalas AEHCTBYIOLIEMY

3aKOHOAATENbCTBY Poccuiickoii ®enepanuu onepanus
[0 pacTopsDKEHUI0 AEHEKHBIMU cpercTBamu Knunenra,
ucrionHAeMas baHKOM Ha OCHOBaHMM OJIEKTPOHHBIX

ZlOKyMeHTOB, nepeuaBaeme B COOTBCTCTBUH C
VYcnoBusamu.
IMapoJas - MOCJIEI0BATENHHOCTD CHMBOJIOB,

CaMOCTOATENBHO co3faHHass KimeHToMm, mcnosib3yemast
st Ayrenrudukanun KimenTta npu oOCITyXKHBaHHHA 110
Kanamam noctyma. Ilaponp MOXXET HCIOIBb30BAaTHCS
MHOTOKPATHO.

Pacnopsi:xeHue - DJIEKTPOHHBIHI JIOKYMEHT,
cojepkalliuii pacrnopsbkeHre Knuenra Ha coBeplucHue
ofHOW wiaM Heckoubkux Omnepanuif, mepeaaHHBIN
Knuenrom banky ¢ ucnons3oBanueM Kananos nocryma.

PerucTtpaumss —  aBTOMarMyeckoe BHECEHHE B
SJIEKTPOHHOU (opMe 3ammcu O monydeHun baHkom
OneKkTpoHHOrO JoKyMeHTa KimeHta B IIPOTOKOJIBI
paboTHl TpOrpaMMBI, XpaHANIHecs B 0a3e JaHHBIX
CHuCTEeMBI, KOTOphIE aBTOMATHYECKH (HOPMHUPYIOTCS U
Benytcss B Cucreme. Perucrtpamms 3aBepmaercs
MIPUCBOCHUEM OJIEKTPOHHOMY JIOKYMEHTY CTaTyca
«IIpuHsaT».

Pa3oBblii  cekpeTHBIi Napoib —  YHUKajJbHas
MOCJIEIOBATENBHOCTE  CHMBOJIOB, HCHONb3yemas  JUis
MOJITBEPXKAEHUS]  MOAIUHHOCTH, HEM3MEHHOCTH U
LEIOCTHOCTH DIJIEKTPOHHOTO JOKYMEHTa, a TaKke
aBropcTBa KiueHTa B oTHOLIEHUM NepeaBaeMbiXx banky
ONEeKTPOHHBIX JOKyMEHTOB. Ilocie HWCHonb30BaHUS

PasoBblit CEKpETHBIN 11apoJib CTaHOBHTCS
HeneiicrButenbHbIM.  Kaxknapiii  Pa3oBblil  cexpeTHbI
napoJjib TIPU3HAETCS CropoHamu aHAJIOrOM

COOCTBEHHOPYYHOW TIOANIMCH M IIPU  COBEPIICHUHU
Omnepanuii sBISETCS CPEICTBOM YJIOCTOBEPEHHUS IIpaB
pacropspKeHust JICHEe)KHBIMHU Cpe/ICTBaMH,
HaXOoOgAIIUMHUCS Ha quTe, B COOTBETCTBHHU CO CTaTheu
847 TI'paxmanckoro konaekca Poccuiickoit deneparnum.
Pa3oBBIli CEKpeTHBIM Mapoyib MOXET OBITh MOJy4eH
KnmentoM  mocpeacTBOM — CMC-COOOIICHHS — WIH
mocpenctBoM  PUSH-coobmienns  (mpu  HaJIW4HA
TEXHUYECKOH BO3MOXKHOCTH).

Cucrema  EuroLink  (Cucrema) —  cucrema
JIMCTaHIIHOHHOTO 6aHKOBCKOTO 00CITy)KUBaHHS
Gbu3MYeCKUX JHI, HCIOJb3yeMas, B TOM WYHCIEC, B
KauecTBEe DIICKTPOHHOTO CPE/ICTBA MIATEXA.

Chnyxba KJIMEHTCKOH NOaJep:KKM — IOApa3ieicHue
banka, ocymectBisitoniee  obciyxuBanue KireHToB
pu obpamieHnd B bank mo  Temedony,
onyOJIMKOBaHHOMY Ha KopmopatuBHoM MHTepHeT-

third parties.

Login — a unique sequence of alphanumeric characters
used for the Client Authentication in the System.
When the Client is first registered in the System the
Login is generated by the Bank automatically. The
Client has the right to later on change the Login
following the procedure stipulated in the Terms and
Conditions.

Transaction — the Client’s cash assets disposition
operations not contradicting the applicable legislation
of the Russian Federation, implemented by the Bank
based on the Client’s Order transferred according to
the Terms and Conditions.

Password — a sequence of symbols created by the
Client and used to authenticate the Client for servicing
through the Access Channels. The Password can be
multiply used.

Order — an Electronic Document containing the
Client’s instruction for conducting one or several
Transactions, transferred by the Client to the Bank by
means of Access Channels.

Registration — an automatic process of making an
electronic entry on the Bank’s receipt of the Client’s
Electronic Document in the program protocols stored
in System database, which are automatically generated
and maintained within the System. The Registration is
deemed complete when the Electronic Document is
assigned "Accepted " status.

Session Key — a unique sequence of symbols used for
identification of the authenticity, immutability, and
coherency, as well as the Client’s authorship of the
Electronic Documents transferred to the Bank. A
Session Key becomes invalid after it is used. Every
Session Key is acknowledged by the Parties as an
equivalent of handwritten signature. When making
any Transactions, the Session Key certifies the rights
to dispose of the funds on the Account under Article
847 of the Russian Federation Civil Code. The Session
Key can be received by the Client via SMS or a PUSH
message (subject to technical capability).

EuroLink System (System) — a system of Remote
Banking Services rendered to physical entities, used,
without limitation, as an Electronic Means of
Payment.

Clients Support Service — a Bank unit servicing
Clients upon referring to the Bank by the telephone
published on the Bank’s corporate website.



http://context.reverso.net/translation/english-russian/alphanumeric+characters+and

calite banka.

CoequHeHHe —  IIOCIENOBATEILHOCTE  JIEWCTBHUHA
Knuenra, HEOOXOMUMBIX JUIs TIOJNYYCHHUS JOCTyHa K
Cucreme mo Kanamy poctyma B mpeaenax OIHOTO
HETMpPephIBHOIO HWHTEpBaja BpeMeHu. J[[ns kaxmoro
CoenuHeHuss AyTeHTH(DHUKALKS TPOU3BOIUTCS OMH pa3
M CUMTAeTCs JEHCTBUTENHLHOM B TEYEHHE BCETO
CoeanHeHus.

Cropons! — bank u Kimenr.

Cyer — cuer Kimenra, otkpeiTelii B banke Ha
OCHOBaHHMH JIOTOBOpa OaHKOBCKOTO cdYeTa W/WIN
JOTOBOpa cUYeTa BKJIAZa «I0 BOCTPEOOBAHUSA» W/WIH
JIOTOBOPA CPOYHOTO OAHKOBCKOTO BKJIA/A.

Tapudbl banka — pazmep Bo3HarpaxkaeHusi banka 3a
npenoctapieHne KIHEeHTy ycioyr 1O MCHOJIb30BAHUIO
CucrtemMbl, B TOM 4YHCIE€ 3a TPEJOCTaBICHHE
BO3MOXKHOCTH mpoBeneHuss Omneparuii mo Cuetry ¢
ncnonb3oBaHueM CHCTEMBI.

YciaoBuss — HacTosAIMe YCIOBHSA JUCTAHIIMOHHOIO
0aHKOBCKOI'O o0cITy)XKUBaHUS (U3MYecKuX  JIHI
nocpeactBom  Cucremsr  EuroLink B  AO AKB

«EBPOOMMTHAHC MOCHAPBAHK».

JuekTpoHHOe cpeacTBo miarexa (ICII) — cpenctso
u (wm) crmocod, mno3pomsromme Kimenty banka
COCTaBJIATH, YIOCTOBEPSTH U IepeIaBaTh PACIIOPSIKCHUS
B IIEJISIX OCYILECTBJICHUS MIEPEBO/IA ICHEKHBIX CPEJICTB B
paMKax NmpuUMeHseMbIX (OpM OE3HAIMYHBIX PacyeTOB C
HCTIOIb30BAHUEM MH(POPMAITMOHHO-
KOMMYHUKAIIMOHHBIX ~ TEXHOJIOTHH, AJIEKTPOHHBIX
HocHuTenell MHQOpMaluu, B TOM YHCIE IUIATEKHBIX
KapT, a TAK)KE UHBIX TEXHUYECKHX YCTPOUCTB.

DJIeKTPOHHBbIN JOKYMEHT — JJOKYMEHT, [TOANUCAHHBIN
ACII Kmmenra, uH(bOpMays B KOTOPOM IpeCTaBICHA
B DJIEKTPOHHOM (hopMe, BKIIIOUAsl, HO HE OTPaHUYNBAsICh,

3asABJICHUC Ha OTKpLITI/IG/ 3aKPBITHUC CPOYHBIX
0aHKOBCKHUX BKJIaJI0B, PacHopsiKeHHUsd O [OepeBOAC
JCHCXKHBIX CpCACTB, YBEAOMIICHHUC 00
I/I3MeH6HI/II/I/OTCyTCTBI/II/I W3MEHEHUM paHee

MIPEJCTAaBICHHBIX HWACHTU()HUKAIIMOHHBIX CBEICHUU B
paMKax NIPOBEICHUSA bankom MEpPOIIPUATHI,
HaTpaBJICHHBIX HAa WACHTH(PHUKANNIO W €XKEeroxHoe
OOHOBIICHWE CBENEHHH O CBOMX KIHEHTaX, WHX
NPEACTaBUTEISIX, OeHeUIMapHBIX BiIAAENbLAX U
BBITOZIOTIpHOOpETaTeNsAX, WHBIE 3asBieHUs. KimeHt
NIPU3HAET, YTO DJIEKTPOHHBIA JOKyMEHT (B TOM dHCIE
NIPWIOKEHU K JJIEKTPOHHOMY JOKYMEHTY, €CJIH
TaKOBbIE UMEIOTCS), CPOPMUPOBAHHBIN U NIEpEelaHHBIN B

Hnopsiike, MNPeAyCMOTpEeHHOM  JloroBopoMm, uMeer
PaBHYIO OPHIMYECKYI0 CHIIly C JOKYMEHTOM Ha
OyMakHOM HOCHTEIIE, TIOIIFICAaHHBIM

COOCTBEHHOPYYHOH TIOTHUCHIO.

PUSH — coobrieHne — coo0IeHne, UCI0Ib3yeMOe IS
nepenadn WHGOPMAUA Ha MOOHMIbHBIC Telle()OHBI TIO
yIpaBiieHHeM orepanuoHHbix cucteM i0S, Android OS
(mo rtexuosorusiMm Apple Push Notification Service u
Google Cloud Messaging).

1. OBLYME MNOJIOXKEHUA

1.1. Hactosmme VYCIOBHS YCTaHaBIMBAIOT IOPSIOK

Connection — a sequence of Client’s actions required
for getting access to the System via the Access
Channel within the frameworks of one continuous
interval of time. For each Connection the
Authentication is performed once and considered valid
for the entire period of Connection.

Parties — the Bank and the Client.

Account — the Client’s account, opened in the Bank
under the bank account agreement and/or under the
"on-demand" deposit account and/or term deposit
agreement .

Bank Rates — the size of Bank fees for the System
usage services rendered to the Client, including for
providing with an opportunity to conduct Account
transactions by means of the System.

Terms and conditions — the present terms and
conditions on remote banking services rendered to
physical entities via EuroLink system in Evrofinance
Mosnarbank.

Electronic Means of Payment (EMP) — a tool and
(or) method which enable the Bank’s Client to draft,
certify, and transfer orders for the purposes of
transferring monetary funds within the framework of
applicable forms of cashless settlements using
information and communication  technologies,
electronic information carriers, including payment
cards, as well as other technical devices.

Electronic Document — a document signed with the
Client’s EHS containing information in electronic
form, including but not limited to, Application on
opening/termination of term deposits, instruction to
transfer funds, a notice of change/no change in the
identifying information previously submitted in the
framework of the Bank activities aimed at the
identification and annual update of information about
its Clients, their representatives, beneficial owners and
beneficiaries, other applications. The Client
acknowledges that an electronic document (including
attachments to the electronic document, if any)
generated and transferred in the manner provided for
in by Agreement, has equal legal force with the
document on paper signed with the handwritten
signature.

PUSH message - a message used to send information
to mobile phones running iOS, Android OS (via Apple
Push Notification Service and Google Cloud
Messaging technologies).

1. GENERAL PROVISIONS

1.1. The present terms and conditions stipulate hereby




o0cmy)kuBaHUs (U3NYECKUX JIUI] C HCTOIh30BAaHHUEM
CucteMbl U ONPEICISIOT BO3HHUKAIOIINE B 3TOH CBSI3H
MpaBa, 00s13aHHOCTU U OTBETCTBEHHOCTH CTOPOH.

1.2. YcnoBus sBISAIOTCS TUIOBBIM (opMyJsipoM banka u
MOTYT OBbITh NMpUHATH KiMeHTOM He MHaye Kak IyTeM
NPUCOEIMHEHNsT K YCJIOBUSIM B LEJIOM B IOPSJKE,
YCTaHOBJICHHOM Y CJIOBHSIMH.

1.3. 3axmouenne JloroBopa ocymectBisieTcs Kimenrom
B COOTBETCTBHH €O cTaTbeil 428 I'paxxmaHcKoro
KOJIeKca Poccwuiickoii denepanuun yTeM
npexactaBieHus B bauk 3asenenun o npucoedunenuu k
Ycnoeuam nHa  OymaxHOM HOCHMTENE B JABYX
9K3EMIIIApax, cocraBiaeHHOro mo ¢opme Ipumoxenns
Nel x YcnoBusm.

1.4. Tnst noarBepkaeHus (akTa 3akioueHus JforoBopa
n peructpanuu B Cucreme bank mepenmaer Knmenty
IK3EMIUIAP 3aA61€eHUA 0 npucoeOuHeHuu K Ycnosuam
¢ ommemkou o noayuenuu bankom u npuceoennvim
Jozunom ona éxooa ¢ Cucmemy.

15, bask c¢ menpo o3HakomueHuns Kimenra c
nHpOpManuel, mpexycMoTpeHHo [loroBopoM, B TOM
qucie ¢ YCIIOBHSAMH, Pa3MEINaeT BCIO HEOOXOIUMYIO
nHpopmanmio Ha KOpHopaTHBHOM IIHTepHeT-caiite

Banka www.evrofinance.ru A/ pa3meriaer
00BSIBIECHUS Ha CTEHIax B CTPYKTYPHBIX
MOJIpa3 e e HHsX banka, OCYIIECTBIISIOIIUX

ob6cnyxkuBanve KineHTos.

1.6. MowmenToM myOnukaiuu YcinoBuid 1 nHdopmanuu,
a Takke MOMEHTOM oO3HakoMjeHus Kimenra c
onyOJIMKOBaHHBIMM ~ YCIIOBHSIMH M HH(OpMaiuei
CYMTAeTCd MOMEHT HX IEpPBOrO pa3MEIleHus Ha
kopnopatuBHoM WHTepHeT-caiite banka.

1.7. OnoBemenne KimeHTa mo BompocaM, CBS3aHHBIM C
HCTONHEHHeM JloroBopa, B TOM YHCIE OITOBEUICHUE
Kiuenra 06 orpaHM4YeHUH/TIPUOCTAHOBICHUH JIOCTYIA K
Cucreme mo wHHMnuatuBe banka, 00 Omnepamnusx,
COOTBETCTBYIOIINX TpU3HAKaM OCYIIECTBIICHUS
TepeBoJia JIEHEKHBIX cpelncTB 0e3 cormacust Kimenra,
ocymectisercss bankom 1o CucreMe wuW/Wim 1O
3aperucTpupoBaHHOMY HOMEPY 13707011 yTeM
HalpaBJIeHUsl NMHUCbMEHHOTO YBEIOMIIEHHs IO aJipecy,
ykazaHHOMY KUIHEHTOM B KOHTAaKTHOH WH(pOpMAIHU
3asBieHUs] O NPUCOECIUHEHUM K YcioBusM. baHk He
HECeT OTBETCTBEHHOCTHU 3a HETaTUBHBIEC IOCIIEICTBUS,
KOTOpble MOTYT BO3HUKHYTh y KimeHra BciencTBue
HETOJNyYeHUs YBEAOMJICHHS OT baHka yKa3aHHBIMH
BBILIE criocobamu B CBsI3U c
HEJIOCTOBEPHOCTHIO/HEAKTYaIbHOCThIO  WH(pOpMAIINH,
ykazaHHolW KimeHTOM B KOHTAaKTHOW WH(pOpMAaInu, a
TaKkKe B CBSA3M C HeAOCTymHOCTBIO it Kimenta
YKa3aHHBIX CIIOCOOOB CBSI3H.

1.8. JlucraHimponHoe OaHKOBCKOE  OOCIYXKHBaHUC
Kiuenra ¢ ucnosnp3oBanuem CHCTEMBI IPOU3BOIAUTCS B
COOTBETCTBUH C 3aKOHOJATEIILCTBOM Poccuiickoi
Deneparnyn, Vcenosusmu u JIOTOBOpaMH,
3aKIIIOYCHHBIMU Mexny bankom wu KimenTtom, wim
WHBIMH  JIOKyMEHTamMH  baHKa,  OIpeeNsoNnMu
TIOPSITOK MTPOBENIEHUS OTIEpaIliii IT0 COOTBETCTBYIOIEMY

the physical entities service procedure in connection
with the System and identify the rights, obligations
and responsibilities of the Parties arisen in this regard.

1.2. The Terms and Conditions are considered to be a
typical form of the Bank and shall be accepted by the
Client only by means of affiliation to the Terms and
Conditions in general according to the procedure
stipulated by the Terms and Conditions.

1.3. The Agreement conclusion is carried out by the
Client in line with the Article 428 of the Civil Code of
the Russian Federation by presentation to the Bank an
Application on affiliation to the Terms and
Conditions in hard copy according to the form
presented in Appendix No. 1 to the present Terms and
Conditions.

1.4. To confirm the Agreement conclusion and
registration in the System the Bank provides the Client
with a copy of the Application on affiliation to the
Terms and Conditions with the Bank’s receipt mark
and the assigned Login to enter the System.

1.5. The Bank posts all the necessary information on
the  corporate  website of the Bank -
www.evrofinance.ru and/or posts announcement on
information boards in the structural units of the Bank
servicing the Clients, for the purposes of information
provision to the Client as set out by the Agreement,
including the Terms and Conditions.

1.6. The time of publication of the Terms and
Conditions and information, as well as the time of
presentation of the published Terms and Conditions
and information to the Client shall be deemed to be the
time when they are first posted on the corporate
website of the Bank.

1.7. The Client shall be notified by the Bank of the
issues related to the performance of the Agreement,
including notification of the Client of any
restriction/suspension of access to the System on the
Bank’s initiative and Transactions with the signs of
money transfer performed without the Client’s
consent, via the System and/or the Registered Number
and/or by written notification to the address specified
by the Client in the contact information of the
Application on affiliation to the Terms and
Conditions. The Bank shall not be liable for any
adverse effects that may occur due to the Client’s non-
receipt of a notification from the Bank via the above
communication means due to wrong/outdated
information specified by the Client in the contact
information, as well as due to the inaccessibility of
such communication means for the Client.

1.8. The Remote Banking Services shall be rendered
to the Client using the System in accordance with the
legislation of the Russian Federation, the Termsand
Conditions, and the agreements concluded between
the Bank and the Client, or any other documents
setting out the procedure of performing transitions on
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19. bamk B coorBercTBUHM ¢ JloroBopoM U Ha
OCHOBaHHH COOTBETCTBYIOIINX DNeKTPOHHBIX
JOKyMEHTOB ~ OKaspiBaeT KimeHTam  yciyrm 1o
NIPEJOCTABJICHUIO ~ BO3MOXKHOCTM  TIPOBEJICHHS  C
ucnosnb3oBaHreM CHCTEMBI CIIETYIONINX ONepaIvii:

— TMEepeBOJ  JCHEXHBIX CpEACTB B
POCCHIICKHX PYOJSIX MEXIY CBOMMU
Cueramu B banke m Ha cBoW cueTa B
JIPYTUX KPEIUTHBIX OPTaHU3aIHsIX;

— TepeBOJ  ICHEXHBIX CPEICTB B
poccHiickux pyONsX Ha CYeTa HHBIX
ToJTyJaTesneit (ropuamyecKmx u
(hM3MIECKUX JIHI);

— TepeBOJ  JICHEXHBIX  CpPEACTB B
poccuiickux pyossix Ha cuet banka;

— TEepeBOJ  JICHEXHBIX  CpPEACTB B
poCCHUIiCKHX PYOJISX U B MHOCTPAHHOU
BAIIOTC HAa  OpPOKEPCKHE  CUeTa,
oTkpbIThIEe B banke mist Knnenra;

— TepeBOJ  ICHEXKHBIX  CPEICTB B
WHOCTPAaHHOH BallIOTE HA CBOW CUETA,
Ha  cyera  WHBIX  MOJydYaTeiel
(fopuamyecknx u (U3UYCCKUX IUI) B
Banke, a Takke Ha CBOM cueTa, cyera
WHBIX ToJdyd4arenedl (FOpUIUYeCKUX M
(busnUecKux JIHIT) B JIPYTUX
KPEIUTHBIX OPraHU3alHsIX;

— MOKYNKHU-TIPOJAXKHU UHOCTPaHHOMU
BaJIIOTHI 33 pyOIIH;

— 3aKIIOYCHHE W PAaCTOPXKEHUE JTOTOBOPA
0aHKOBCKOTO BKiaaal;

— JIOCTym K COXPaHEHHBIM  KOIHSIM
DNEeKTPOHHBIX TOKYMEHTOB;

— TIONyY4eHHE >KypHala oOIepanuid 1o
Cueram (B pyOmsIX M WHOCTpaHHOU

BaJIIOTe);

— ToNlydyeHue WHEPOPMAIUd O CPOUYHBIX
BKJIa/1aX;

— mojydeHne HHOPMAIMH O KPEAUTax;

— IOJIyY€HHUe HHpOpMaUN 0
0aHKOBCKUX KapTax;

— MOJIyuyeHue nHpOpMaIUU 0

OpOKEepCKUX cUeTax;

— nmoiydeHue wHHpopManuu 00 s3rTamax
ob6paboTrkn B banke ormpaBneHHOrO
KnreHToM DIeKTpOHHOTO TOKYMEHTa;

— TMOJy4YeHHe YBEIIOMJIEHUH o
HEOIUTaYeHHBIX MmTpadax u Hamorax (B
ciydae odopmieHns

COOTBETCTBYIOIIEH MOIHUCKH);
— camocTosTenpHas ~ cMeHa  [laposs,

Jloruna;

— (opmupoBaHUE CBOCH 0a3bl MaOIOHOB
IJIaTeXeH;

— obmeH c¢ bankoMm cooOmeHHusIMU
CBOOOJIHOTO ¢dopmara (c
BO3MOXKHOCTBIO MIPUCOCAMHCHUS
(aiimoB), B TOM umcie 00 OT3BIBE
ONeKTPOHHOTO JIOKYMEHTa bi(s)

MOMEHTA €Tr0 HCIoIHeHUsT baHkoM.

the respective Account.

1.9. The Bank, according to the Agreement and based
on the applicable Electronic Documents, renders
services to the Clients, providing the opportunity to
conduct the following transactions by means of the
System:

— money transfer in Russian Rubles
between own Accounts opened with
the Bank and to own accounts with
other credit organizations;

— money transfer in Russian Rubles to
other recipients’ accounts (legal and
physical entities);

— money transfers in Russian Rubles to
the Bank account;

— money transfers in Russian Rubles
and foreign currency to brokerage
accounts opened for the Client with
the Bank;

— money transfer in foreign currency
to own accounts, to other recipients’
accounts (legal and physical entities)
opened in the Bank, as well as to
own accounts and to accounts of
other recipients (legal and physical
entities) in other credit
organizations*;

— foreign currency exchange for
Rubles;

— concluding and termination of Term
Deposit agreement?

— access to stored copies of the
Electronic Documents;

— retrieval of a transactions statement
(in RF Rubles or foreign currency);

— retrieval of information on term
deposits;

— retrieval of information on credits*;

— retrieval of information on bank
cards™;

— retrieval of information on brokerage
accounts;

— retrieval of information on the
Electronic  document  processing
phases in the Bank;

— receiving notifications about unpaid
fines and taxes (if there is a
corresponding  subscription in
place)*;

— independent change of Password
and/or Login;

— creation of own base of payments
templates;

— exchange of free format messages
with the Bank (that provides for
the possibility of file attachment),
including on the revocation of the
Electronic  document until its
execution by the Bank.

! TIpu nanuuuyn TexHudecKoii BosmMoxkHocTH y banka / Subject to technical capability of the Bank
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1.10. Yeayru B pamkax MoOmmsHOU Bepcuu CHCTEMBI
EuroLink? JOCTYITHBI Knuenram banka,
3aperucTpupoBaHHbiM B CHCTeME W UMEIOIIUM
TEXHHYECKYI0  BO3MOXHOCTh  JUI  WCIIOJIb30BaHMS
MoOmibHOM Bepcun Cuctemsl EuroLink.

1.11. TIIpencraBurens  KimeHta mpu  HaIuuuu
COOTBETCTBYIOILICH JOBEPEHHOCTH BIIPaBE B paMKax
Jorosopa ot uMeHH KireHTa moanuchIBaTh U NOAABaTh
3asBIICHUSA O:

- moxupoBaHur CHUCTEMBI,

- cMmeHe JloruHa;

- HarpaBJieHHud BpemeHHoro naposs;

- pactopxxenuu Jlorosopa.

Bce ocranbHble OeHCTBUS B paMKax HacCTOALIETO
Jorosopa KnreHT 00s13aH COBEpIIIaTh JIUYHO, €CIIH HHOE
MIPSIMO HE TPEyCMOTPEHO Y CTIOBHUSIMH.

1.12. Ha otHomenus Mmexny bankom u Kimentom

PpacIpoCTpaHsIIOTCs (Kiment CUUTaeTCs
MPUCOCIUHMUBIINMCA K) YCIOBHS IIPENOCTABICHUS
cepBHCca MO TEPEBOAY  JICHEXKHBIX  CPEICTB  C

UCIIONIb30BaHMEM HOMepa MOOWIbHOrO TenedoHa B
KayecTBe HACHTH(UKATOpA PEKBU3UTOB IOJIYyYaTels
JICHEeXKHBIX CPEACTB B paMKaX CHCTEMBI OBICTPBIX
mjaTexel, yTBEep)KIeHHble baHKOM, TEKCT KOTOPBIX
OMyOJIMKOBaH B MOPSIKE, MPETyCMOTPEHHOM 1. 1.5 1 1.
1.6 HacToAMX Y CIOBHIL.

1.13. [Jna wenmeit VYcnoBudd HepaOOYNMH  THIMH
CUHTAIOTCSI CYOOOTBI U BOCKPECCHBS (BBIXOIHBIC ITHH),
32 HCKIIOYECHHEM OOBSBICHHBIX pabOYMMHU JHIMH B
YCTaHOBJIEHHOM 3aKOHOJIaTEIECTBOM Poccuiickon
Odeneparyn MopsIKe, a TakKe Hepabodne Npa3THIYHBIE
JIHHU, ycTaHOBJIeHHBIe TpynoBbIM KoaekcoM Poccuiickoit
Oenepani, U T€ JHHU, Ha KOTOpPhIE B CHIy HOPM
JIEMCTBYIOIIETO 3aKOHOJATENbCTBA Poccuiickoit
Odenepalil  MEPEHOCATCS BBIXOJHBIE THU. Paboumvu
JHAMH IS [ejed  YCIOBHMI CUMTArOTCsS JHH, HE
SIBJISTFOIIIECS HepabounMu IHIMHA COrJIaCHO
HACTOSIILEMY MYHKTY Y CIIOBHIA.

1.14. OTHoO1ICHUS banka u Knuenra,
HEeyperyJiIupoBaHHbIE HACTOSIIUMH YcnoBusamu,
PEryIUpYIOTCSl  JEUCTBYIOIIMM  3aKOHOJATEILCTBOM
Poccuiickoit  denepanuy, HOPMATUBHBIMH  aKTaMU
banka Poccum, a Takke IOroBOpaMu, 3aKIHOUEHHBIMHU
mexy bankom n KimeHTOM, Ha OCHOBaHHUU KOTOPBIX
Knuenty otkpbiTel CueTa.

1.10. The services provided via the mobile version of
the EuroLink System? are available to the Bank's
Clients who are registered in the System and have the
technical capability to use the mobile version of the
EuroLink System.

1.11. Where there is a corresponding power of
attorney in place, the Client's Representative shall
have the right to sign and submit the following
applications on behalf of the Client as provided for
under the Agreement:

- for System blocking;

- for Login change;

- for receiving the Temporary Password;

- for the Agreement termination.

All the other actions and measures hereunder shall be
taken by the Client personally, unless provided
otherwise by these Terms and Conditions.

1.12. Relations between the Bank and the Client shall
be subject to (the Client is considered to have joined)
the Terms and Conditions for providing a money
transfer service using a mobile phone number as an
identifier of the Recipient's details within the fast
payment system approved by the Bank, the text of
which is published in accordance with the procedure
stipulated in points 1.5 and 1.6 hereof.

1.13. For the purposes of these Terms and Conditions,
Saturdays and Sundays (weekends) shall be deemed
non-business days, except those declared business
days in accordance with the procedure established by
the laws of the Russian Federation, as well as non-
working holidays specified in the Labor Code of the
Russian Federation and the days which weekend days
are carried over to by virtue of the applicable laws of
the Russian Federation. Business days for the purposes
of these Terms and Conditions shall be deemed days
that are not non-business days hereunder.

1.14 Relations between the Bank and the Client not
governed by these Terms and Conditions shall be are
governed by the Russian legislation, regulations of the
Bank of Russia, as well as the agreements concluded
between the Bank and the Client, on the basis of
which Accounts are opened for the Client.

2. UCI10JIb3OBAHUE CUCTEMBbI

2.1.4OCTYIN K CACTEME

2.1.1. Jocryn x Cucreme npenocrasisercs Kimnenrawm,
3aKJIIOYMBIIMM J[OrOBOP JMCTaHIIMOHHOTO OAaHKOBCKOTO
00CITy)KMBaHHs IIyTE€M IPUCOEAWHEHUsI K YCIOBHSM, U

2. UTILIZATION OF THE SYSTEM

2.1.ACCESS TO THE SYSTEM

2.1.1. The access to the System is provided to the
Clients who have signed Agreements on remote
banking services by means of affiliation to the Terms

2 [Ipu Hanuuuy TeXHUYECKOi Bo3MoxkHOCTH y banka / Subject to technical capability of the Bank




3apeructpupoBanHeM bankom B Cucteme.

2.1.2. Joctyn Kmuenta x CucTeMe OCYIIECTBISCTCS
TOJILKO TIPU YCJIOBUHU 00s3aTEIbHON AyTeHTU(UKAIMH
Knuenra.

2.1.3. Opunumnanbueiii agpec CUCTEMBI B CETH HHTEPHET:
https://dbo.efbank.ru.

2.1.4. JloruH mis BXOIAa B CHUCTEMY IIPHUCBAMBACTCS
Bankom B MmomeHT peructpannu Kimmnenra B Cucreme. B
cirydae yrpatsl/KommpomMeTannn/0JI0KHPOBKH
Cuctemoii Jlormna, a Takke B MHBIX ciydasx KimeHT
(mpencrasurens Kinmenrta) BmpaBe 0OpaTHTHCS JIMYHO B
opuc bamka mis mpucBoeHms HOBoro JlormHa C
COOTBETCTBYIOIIMM NHCHMEHHBIM 3asBiIeHHEM. KimeHT
BIIpaB€ CaMOCTOATCIIbLHO USMCHUTDH Jlorun MOCPEACTBOM
CucteMsl.

2.1.5. BpemenHblii maposs HampaBisiercs KimeHty
bankom MIOCPEJICTBOM CMC-COOOIIEHHS Ha
3aperucTpupoBaHHbIi HOMEp Mpu Tojade KimeHTom
3aaenenus o0 npucoeduneHuu K Ycaoeuam, TpU
B0O300HOBJICHUN paboThI CucreMbl nocine
NIPUOCTAHOBIIEHUsI JIOCTyna K Hedl 1mpu mnojade
Knuentom COOTBETCTBYIOLIETO MIUCBMEHHOTO
3asBIICHUSA/TI0O MHUIHATHBEe baHka. BpeMmeHHbIH mapois
JEHCTByeT B  TEYEHHE CpOKa, YKa3aHHOIO B
HATPAaBICHHOM CMc-cooOmieHnu. [lpu HampaBieHUU
Knmuenty Bpemennoro mapons bank aHHymIHpyer
neiicrByromuii [lapons Knnenra.

2.1.6. KineHt 00s13aH M3MEHUTh BpeMeHHbI Mapojb B
TEUEHUE CPOKa €ro NeHCTBUS Ha NOCTOssHHBIN Ilapous,
npu 31oM Bpemennslii naponbs aHHyaupyetcs. Jus
npojobKeHust padborel B Cucreme, B TOM 4YHCIE B
cirydae yrpatsl/KommpoMeTannn/0JI0KHPOBKH
Cuctemoit Bpemennoro mapomnst/Ilapons  KimeHt
(nmpencrasuress KineHra) 10/DKeH 00paTUTHCS JIMYHO B
opuc banka a1 modydeHus HoBoro BpemeHnHoro
IapoJIst C COOTBETCTBYOIMM IIHCHbMEHHBIM 3asIBIICHHEM.

217.B caysae  Kommpomeranuun  BpemenHoro
napoutst/[Taposns/Jlornaa/3aperucTpupoBaHHOTO
Homepa/KogoBoro cnoBa KimeHT BmpaBe cooONIUTH
banky o ¢dakre Kommpomeramuu uyepe3s Cyx0Oy
KJIMEHTCKOM MOAJEPKKU ¢ Y4eTOM IOJ0XKEHUH MyHKTa
2.3.7 wHacrosmmx YCIOBHUH Uil HOCIeAyrouei
6nokupoBku bankom nocryna Kimenra B Cucremy.

2.1.8. bank 6mokupyer pocryn Kimenra B Cucremy Ha
ocHoBaHMHU TpeboBaHus KimeHra, nepejaHHOTO UM IpU
nngHOW sBKe B BaHK (mepegaHHOrO mpencTaBUTEIEM
Knuenta npu nmuuHoi siBke B bank) nnm gepe3 Ciryx0y
KJIMEHTCKOM MOANEPIKKH.

2.1.9. JInst npomoimkenust pabotel B CucTeMe B Cirydae
yrpartsl KireHToM KOHTpOUIst Hall 3aperucTpupoOBaHHBIM
HOoMepoM KIMeHT J0mKeH OOpaTUThCS JIMYHO B OQUC
banka [uis yka3aHuss HOBOTO 3aperucTpUPOBAHHOIO
HOMEpa.

2.1.10. Hcnonb3oBanue Bpemennoro
napodst/[Tapons/Jlornna/Konosoro  cioBa,  gelicTBue
KoTOoporo ObuIO mpekpanieHo bankom (1o TpedoBanuro
Kimenra, mo coOCTBEeHHOHW WHMIMATHBE B ciydae

and Conditions and registered in the System by the
Bank.

2.1.2. The access to the System is granted to the Client
only after the Authentication.

2.1.3. The official address of the System in the
Internet network: https://dbo.efbank.ru.

2.1.4. The Login to enter the System is assigned by the
Bank at the moment of registration in the System. In
case of loss/Compromise/blocking by the System of
the Client’s Login and in other cases the Client (the
Client's Representative) may personally apply to a
Bank Office in writing to obtain a new Login. The
Client shall have the right to independently change the
Login via the System.

2.1.5. A Temporary Password shall be sent to the
Client by the Bank by means of SMS to the Registered
Number upon the Client submitting the Application
on affiliation to the Terms and Conditions upon
resumption of the System’s operation after suspending
access thereto upon submission of a respective written
application by the Client/at the initiative of the Bank.
The Temporary Password shall be valid for the period
specified in the SMS. When sending a Temporary
password to the Client, the Bank cancels the current
Client Password.

2.1.6. The Client must replace the Temporary
Password within its validity with a permanent
Password. Then, the Temporary Password will
become null and void. To continue working in the
System, including in case of
loss/Compromise/blocking by the System of the
Client’s Temporary Password/Password, the Client
(the Client's Representative) shall personally apply to
a Bank Office in writing to obtain a new Temporary
Password.

2.1.7.In case of Compromise of the Temporary
Password/Password/Login/Registered
Number/Memorable Word, the Client may inform the
Bank of the Compromise through the Client Support
Service taking into account the provisions of point
2.3.7 of these Terms and Conditions, for subsequent
blocking by the Bank of the Client's access to the
System.

2.1.8. The Bank shall block the Client’s access to the
System based on the Client’s personal request
submitted in the Bank personally (submitted by the
Client's Representative personally) or through the
Client Support Service.

2.1.9. To continue working in the System in case the
Client lost control over the Registered Number, the
Client shall personally apply to a Bank Office to
specify a new Registered Number.

2.1.10. It is not allowed to use the Temporary
Password/Password/Login/Memorable Word
terminated by the Bank (upon the Client’s request on
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Komnpomeranmu u T.4.), HE JOITyCKaeTCs.

2.1.11. Cwmena KomoBoro cioBa NPOU3BOJUTCS
Knuentom npu nuaaoM obpaiennu B oduc banka.

2.1.12. TloaxmoyeHue K MOOWIbHON Bepcuu CHCTEMBI
EuroLink ocymectBisiercst KimmeHTOM caMOCTOSTEIHHO
MOCPEACTBOM CKAaYMBaHWA M YCTAHOBKHM MOOWIBHOTO
npwioxenuss Evrolink (mmt iOS B App Store, mms
Android B Google Play), ee 3amycka Ha cBOoeM
MoOmmpHOM ycTpoiictBe. s paGoTel B MOOMIBHON
Bepcun  Cucrembl  ucnoiedyiorcs  JlormH — m
[MTapons/BpeMeHHBIN Mapoiib, UCTIONIb3YEMbIE ISl BXOa
B Cucremy. KilneHT MOXeT Takke yCTaHOBUTH ITPABUIIO
JUT BXoJia B MOOMIIbHOE mpuiioxkenue mo Koay mocrymna
(mpennaraercs NPUIIOKECHUEM IIPU MIEPBOM BXOJ€) JTHO0
¢ nmomoieio Touch ID, Face ID u mpyrux cmoco6os,
MIPEAYCMOTPEHHBIX B MOOWMIBHOM HPWJIOKECHUH (IpU
HAJIMYUH ~ TEXHHYECKOH BO3MOXHOCTH MOOWIIBHOTO
YCTpPOCTBA).

2.1.13. Undopmamust 0 TMOCTaBIIUKE MOOMIHLHOTO
npwioxenuss Evrolink u ycnoBus ero wcmoip30BaHUS
pa3MEILIAlOTCs Ha KOpHOpaTuBHOM IHTepHeT-caiite
banka www.evrofinance.ru u Ha cTeHmax B
CTPYKTYPHBIX noJipa3ieieHUsIX banka,
OCYIIECTBIISIOLIIX o0ciTy)XKUBaHHUe KnuenTos.
Pasmerienne  ykasaHHOW — uHGpOpPMAIMKd  O3HAYaeT
TIOATBEPIKICHUE BO3MOYXHOCTH WCIIOJIb30BaHUS
Kmuentom  moOwnbHO#W  Bepcum — CucrteMsl B
COOTBETCTBHUH C Y CIIOBHSAMHU.

2.2.NNPUOCTAHOBKA U
OrPAHNYEHWNE
OBCIIYXXUBAHWUA

2.21. bBask BmpaBe 0e3  IpPEABAPUTEIHHOIO
yBenomieHus Kimenta, B TOM dwWcie, HO He
OTpPaHMYMBAsACh, B cCllydyae HapymeHus KimeHTom
Horosopa, Komnpomerauuu, BbisiBIeHus Onepanui,
COOTBETCTBYIOLIUX MIpU3HAKaM OCYILIECTBIICHUS
nepeBojia JIEHEXKHBIX cpelcTB Oe3 cormacusi Kimenra,
BPEMEHHO INPUOCTAHOBUTH MU OrPAHUYUTH JOCTYI
Knunenra x Cucreme. B atom cnyuae bank B cpok He
Mo3gHee  cieAyromiero  pabodero  AHA  IOCie
MIPUOCTAHOBKH/OTPAaHWYCHNS JOCTyIla YBEAOMIISIET O
(axre MIPHOCTAaHOBJICHNS/OT pAHUIECHUS Jocryna
Kmmenrta B Cucreme B TOpAKe, NPEeAyCMOTPEHHOM
NyHKTOM 1.7 HacToAmuX Y CIOBUI.

2.2.2. baHk BmpaBe BBOAWTH OrPAaHUYCHUS] HA
ucnons3oBanue Kimentom Kananos pgocryma, B TOM
ylyclI€ OrPAaHUYUTh IEPEueHb BUAOB OIEKTPOHHBIX
JokymeHToB, Onepanuii u Pacnopsbxenuil, nposeneHue
U Teperadya KOTOpbIX Bo3MoxHa Kimentom 1o
onpeneneHHoMy Kanamy moctyma, a Takke M3MEHATh
nepeueHb Omepanuii ¥ (QyHKUME, KOTOpBIE MOTYT
ocymecTBIsAIThCs  KIMEHTOM ¢ HCIIOIBb30BaHHEM
CucteMbl 1 OTPaHUYUBATE BPEMsI IPHEMa U UCTIOTHEHHS
Pacnopsoxenuid.

2.2.3. dakr MIPHOCTAHOBJICHHS/OTPAHUICHIUS
obcnyxxuBanus B CUCTeMe HE OTMEHSET 0053aTelbCTB

their own initiative in the event of Compromise, etc.).

2.1.11. The Memorable Word may be changed on the
Client’s personal request submitted in the Bank
personally.

2.1.12. Connection to the mobile version of the
EuroLink System is carried out by the Client himself
by downloading the Evrolink mobile application (from
App Store for i0S, from Google Play for Android),
installing and launching it on his mobile device. The
Login and Password/Temporary Password used to
enter the System are used to work in the mobile
version of the System. The Client may also set a rule
to login to the mobile application via the Access Code
(offered by the application at the first login) or via
Touch ID, Face ID and other methods supported by
the mobile application (subject to technical capability
of the mobile device).

2.1.13. Information on the provider of the Evrolink
mobile application and terms of its use are placed on
the Bank's corporate website www.evrofinance.ru and
on information boards in the structural units of the
Bank servicing the Clients. The placement of the said
information shall mean the confirmation of the Client's
ability to use the mobile version of the System in
accordance with the Terms and Conditions.

2.2.SERVICE SUSPENSION AND
RESTRICTION

2.2.1. The Bank reserves the right to suspend or
restrict the Client’s access to the System without
preliminary notification, including, but not limited to,
in case of violation of the Agreement by the Client or
a Compromise, identification of Transactions that
qualify for a case of fund transfer without the Client’s
consent. In this case the Bank, not later than the next
working day after suspension / limitation of access,
should notify on the fact of suspension/ limitation of
the Client’s access to the system according to the
procedure mentioned in point 1.7 of the present Terms
and Conditions.

2.2.2. The Bank reserves the right to impose
limitations on the usage of Access Channels by the
Client, including the list of types of Electronic
Documents, Transactions, and Orders, which can be
conducted and transferred by the Client using a
specific Access Channels, as well as to change the list
of types of Transactions and functions that may be
carried out by the Client using the System and to limit
the time of acceptance and performance of Orders.

2.2.3. The fact of suspension / restriction of services in
the System does not cancel the obligations of the
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Knwmenra, BbITeKaromux n3 DJIEKTPOHHBIX JTOKYMEHTOB,
MOATBEPKICHHBIX Pa30BBIM  CEKPETHBIM  MapoJeM,
MOJMy4eHHBIX bBaHKOM M 3aperucTpUpOBaHHBIX B
CucteMe 10 NPUOCTaHOBIIEHUS JeHcTBUS CHUCTEMBI.

2.2.4. Cucrema aBTOoMaruuecku Oiokupyer Jlorun
Knmnenra Ha 60 cexyHn mnocie Tpex HENpaBHIbHBIX

MIOTIBITOK BBOJA [Tapomns. IMocne Tpex
nocnenoBateNibHbIX  OnokupoBok Ilapons  Kimenra
Cucrema aBTOMATHYECKH MPUOCTAHABIUBACT

obcyxuBanue Kimenta. st mpomommkeHuss paboTl B
Cucteme KimeHnrt BmpaBe oOpaTuThcsl JTUYHO B O(HC
banka.

2.25. bamk BmpaBe 0e3  TIpeABAPUTEIHHOTO
yBenomsienuss  KiimeHTa  BBOOWTH  OTrpaHUYCHHS,
IIPUOCTAHABINBATh U (WJIM) MpeKpaiiaTh BO3MOXKHOCTh
pUMEHeHHs1 MoOMIIbHOTO nprioxkerus: Evrolink.

Client arisen from the Electronic Documents verified
by the Session Key, received by the Bank and
registered in the System before suspension of the
System operation.

2.2.4. The system automatically blocks the Client’s
Login for 60 seconds after three incorrect password
attempts. After three consecutive cases of the Client’s
Password blocking the System automatically suspends
service rendering to the Client. To continue working
in the System the Client may personally apply to a
Bank Office.

2.2.5. The Bank may introduce restrictions, suspend
and/or terminate the usability of the Evrolink mobile
application without prior notification of the Client.

2.3.MOPSIOK B3AUMOLEUCTBUSA
BAHKA U KITUEHTA

2.3.1. baux ocymectBisier Omnepanuu 1o Cuety
Knuenta Ha ocHoBanum Pacnopsokenuit  Knuenra.
Vkazannsle Pacnopspkenus nepenatorcs KimeHToMm
BaHKy ¢ HMCHOJIB30BAaHHEM OIPENENEeHHBIX Y CIOBUAMU
Kananos mocryma.

2.3.2. TloaTBepkaeHue aBTOpcTBA PacmopsokeHHH U
MHBIX ~ ODJIEKTPOHHBIX  JIOKYMEHTOB  HPOW3BOAUTCS
Kinentom npu omonin PazoBoro cexpeTHOro napouis.

2.3.3. Omepanuu, nepeduciieHHble B 11.1.9 HacTosAmMX
VYcnoBui, ocylecTBIsAIOTCS baHKOM B COOTBETCTBUU C
JIEHCTBYIOIIUM 3aKOHO/ATEIbCTBOM Poccuiickoit
®enepanuu, HopMmaTuBHbIMU akTamu banka Poccun,
HACTOSIIIUMU YCJIOBUSIMA U YCJIOBUSMU JIOTOBOPOB
0aHKOBCKOTO CYeTa, JOTOBOPOB OAHKOBCKOTO BKIAja,
JIOTOBOPOB BBIMYCKa ¥ OOCTYXHBaHUS OaHKOBCKUX
KapT, JOTOBOPOB OPOKEPCKOTO OOCITY)KMBAHHMSI, © UHBIX
JIOTOBOPOB, 3aKiI0uaeMbIX Mexay bankom u Kinentom.

2.3.4. HUcnoms3zoBanme CHCTeMBI s Iepegadyu
ONEeKTPOHHBIX JOKYMEHTOB HE OrpaHM4YMBaeT IpaBa
Knuenra 1o IIPEIOCTABIICHUIO B bank
COOTBETCTBYIOIIMX PacnopspkeHuii Ha IpOBEJEHHUE
Omnepanuii, W/WIN COOTBETCTBYIOIINX JOKYMEHTOB Ha
OoCylIeCcTBIeHHE DBaHKOM oOnpeleneHHbIX IEHCTBUN Ha
OyMa)XHOM HOCHTENIE, COCTaBICHHBIX 10 Qopme,
MIPEIYCMOTPEHHOW  COOTBETCTBYIOIIMM  JOTOBOPOM,
3aKIIIOYEHHBIM Mex1y CTOpoHaMH, W/WIH C y4eTOM
TpeOoBaHU 3aKOHOAATENbCTBA Poccuiickoii
Ddenepanyu.

IIpu sTrom CTOPOHBI COTAIIAIOTCS ¢ TEM, YTO B Cilydae
nocryrieHus B baHk DJEeKTpOHHOrO JOKyMEHTa IO
Kananam pocTyma u COOTBETCTBYIOLIETO JOKYMEHTa
WIM pachopsbkeHUst Ha npoBeaeHue Omnepauuu Ha
OyMa)XHOM HOCHTEJe, COICpXKAIINX HICHTHIHBIE
YCIIOBHSL, OO TIOCTYIUIeHHS B bBaHK MISHTHYHBIX
OJIEeKTPOHHBIX TOKyMeHTOB, baHk OyneT paccMaTpuBaTh
KaXKIbIH u3 yKa3aHHBIX JOKYMEHTOB KaK
CaMOCTOSATENFHBIA  TOKYMEHT, OCYIIECTBHT BCE

)4

2.3.PROCEDURE OF INTERACTION
BETWEEN THE BANK AND THE
CLIENT

2.3.1. The Bank conducts Transactions on the Account
of the Client based on the Clients’ orders. These
Orders are transferred by the Client to the Bank using
the Access Channels established by the Terms and
Conditions.

2.3.2. Confirmation of the authorship of Orders and
other Electronic Documents is carried out by the
Client by using Session Keys.

2.3.3. Transactions listed above in point 1.9 of the
present Terms and Conditions are conducted by the
Bank in accordance with the effective legislation of
the Russian Federation, regulatory acts of the Bank of
Russia, the present Terms and Conditions and terms
and conditions of the agreements on bank account,
bank deposits, issuing out and maintenance of bank
cards as well as brokerage service agreements, and
othex agreements signed between the Bank and the
Client.

2.3.4. The applied systems for transferring Orders
and/or free format messages to the Bank do not limit
the rights of the Client on submitting to the Bank
corresponding orders on conduction of Transactions,
and/or corresponding documents on conduction of
specified actions by the Bank in hard copy, made in
the form provided for by the relevant agreement
between the Parties and/or considering the legal
requirements of the Russian Federation .

Thereat, the Parties agree that in case the Bank
receives an Electronic document via the Access
Channels and corresponding document or order on
transaction conduction in hard copy, containing
identical conditions on Transaction conduction, either
in case the Bank receives identical Electronic
documents, the Bank will process each of the
mentioned documents as independent document and
will execute all actions required for the conduction of
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JEeHUCTBHUS, HEOOXOAUMBIE [UIsl TpoBeneHus: Oneparuy 1mo
KaXXJOMY M3 TIpEJCTaBICHHBIX/IepenanHbx Kimentom
JIOKYMEHTOB.

2.3.5. Ecnu B Tekcte YciI0oBuUii SIBHO HE OTOBOPEHO UHOE,
MOMEHTOM  TIONYYCHHUS DJICKTPOHHOTO JOKYMCHTa
Bankowm siBnsieTcs ero Peructpanus B Cucreme.

2.3.6. CTOpOoHBI NMPHU3HAIOT B KAYECTBE €IUHOM ILIKAJBI
BpeMeHH TpH pabote ¢ Cucremoit MOCKOBCKOE TIOSICHOE
BpeMs. KOHTpOJNBHBIM sBISETCS BpeMs CHCTEMHBIX
YacoB aNInapaTHbIX cpeacTs banka.

2.3.7. CropoHBI TpPHU3HAIOT, YTO CBs3b KimeHta co
Cayx0oii KITMEHTCKOM TTOIACPIKKH Banka
ycTraHaBiIHMBaeTCs Mo pabounMm mHsAM banka ¢ 09.30 mo
18.30u., B marauiy — ¢ 09.30 mo 17.15u., mo
MOCKOBCKOMY BpEMEHHM B INpEANpa3fIHUYHbIE AHHU B
COOTBETCTBHUHM C IPHUKA30M 10 baHKy, omyOIMKOBaHHBIM
B MOPsI/IKE, IPEAYCMOTPEHHOM IIYHKTOM 1.5 YcioBwuid.

2.3.8. IlpmeM DneKTpOHHBIX HOKYMEHTOB CHCTeMOit
OCYIIECTBIISICTCS KPYTJIOCYTOYHO.

2.3.9. UcnonHenme  DJCKTPOHHBIX  JOKYMCHTOB
KnneHToB oCyIIecTBIsieTcsl B CPOKH, YCTaHOBJICHHBIC
3aKoHOAaTensCcTBOM  Poccmiickoir  ®Denepauun U
JIOTOBOPOM Mexay — bankom u KnunenTom,
OIPEICTSIIONIMM TMOPSIIOK TIPOBEACHHS ONEpaLil 110
cooTBeTcTRyOIEMY CUery.

2.3.10. Bamrornbie onepaunu no Cueram KiueHTOB c
ncronb30BaHueM CHCTEMBI OCYIIECTBISIIOTCA C YUETOM
TpebOBaHU BAIIOTHOTO 3aKOHOJATeNbCcTBa Poccuiickoit
denepanuu.

2.3.11. CropoHB TpPH3HAIT, 9YTO IEepeIaHHBIC
KiueHToM,  mpolremmiiM B K&XIOM  Cilydae
HaJUIeKaluM 00pa3oM mpoueaypy AyTeHTH()UKALUH,
DNIeKTPOHHBIE TOKYMEHTBI, ITONTBEPKICHHBIE Pa3oBbIM
CEKPETHBIM MapoJIeM, COOTBETCTBEHHO:

- YAOBJIETBOPSIOT TpeOOBaHMIO
3aKJIIOUYEHUsT CHCIKM B IIPOCTOH
IMUCBMEHHOW  ¢opMe H  BIEKYT
IOPUANYICCKUEC IOCJICACTBHA,
AHAJIOTHYHBIC OCJIICACTBUAM,
TIOPOKAACMBIM CACIIKaMHu,
3aKJIFOYECHHBIMM IIYyTEM IIOJIUCAHMS
JIOKYMEHTOB npu ¢du3ryeckoM
(B3aMMHOM) HIPUCYTCTBUU JIMLL,
COBEPLIAIOIIUX CACIIKY;

- PaBHO3HAYHBI, B TOM YHCJIE HUMEIOT
PaBHYIO FOPUIUYECKYIO u
JI0Ka3aTeNbCTBEHHYIO CUILy

AHAJIOTUYHBIM 1o cozlepx(aHmo nu
CMBICITy JIOKYMEHTaM Ha OyMa’kKHOM
HOCHUTEJIE, COCTaBJICHHBIM B
COOTBETCTBUH €  TpeOOBaHUSAMU,
MPENBABISAEMBIMH K  JIOKYMEHTaM
TakOro  poja, W  IOJIIMUCAHHBIM
COOCTBCHHOPYYHOM MOJIITUCHIO
Knuenra, U SBISIOTCS OCHOBaHHEM
s nposeneHus: bankom Omnepanuit
or mMeHH KimeHTa, OCYIIECTBICHUS
bankoM COOTBETCTBYIOIIUX ACHCTBUI;
HE MOTYT OBITh OCHOPEHBI WU

Transaction for each document submitted / transferred
by the Client.

2.3.5. Unless otherwise explicitly stipulated in the
Terms and Conditions, the time of receipt of an
Electronic Document by the Bank shall be the time of
its Registration in the System.

2.3.6. The Parties acknowledge the Moscow local
standard time as unified time-scale when working in
the System. Check time is considered to be the RTC of
the Bank hardware.

2.3.7. The connection between the Client and the
Client Support Center of the Bank is established on
working days of the Bank from 9:30am. till
6.30 p.m., on Friday from 9.30 am. till 5.15p.m.
(Moscow time)on days before holidays according to
the order of the Bank published in compliance with
the procedure, stipulated by paragraph 1.5 of the
present Terms and Conditions.

2.3.8. Electronic Documents are accepted by the
System 24 hours a day.

2.3.9. The Client’s Electronic Documents are
performed within the timing established in accordance
with the legislation of the Russian Federation and the
agreement between the Bank and the Client setting out
the procedure of performing transitions on the
respective Account.

2.3.10. Foreign currency transactions on the Clients’
Accounts using the System are performed in
compliance with the foreign currency legislation of the
Russian Federation.

2.3.11. The Parties acknowledge that Electronic
Documents transferred by the Client, every time
properly passing the procedure of Authentication,
confirmed by means of a Session Key,
correspondingly:

meet the transaction conclusion
requirements in a simple written
form and bring to legal implications,
originated by the transactions,
concluded by means of ratification
of documents in physical (mutual)
presence of individuals concluding
the transaction;

are equivalent, including having
equal legal and evidential force, to
identical documents in hard copies
in terms of content and meaning,
created in line with requirements to
such type of documents with
handwritten signature of the Client,
and are considered as foundation for
transactions conduction by the Bank
on behalf of the Client, for making
corresponding actions by the Bank;

cannot be contested or denied by the
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orpunarscsi CTOpOHAMH U TPETBUMHU
JUaMd WM OBITh  TPWU3HAHBI
HEJCHCTBUTENBHBIMA TOJBKO Ha TOM
OCHOBaHHUH, YTO OHU NepeaHbl B bank
¢ wucnonb3oBaHueM CucTeMbl U
Kananos nocryna;

- MOTyT  OBITh  TNPEACTABICHBI B
KauecTBe JI0Ka3aTENIbCTB,
PaBHOCHIIBHBIX MMMUCHMEHHBIM
JIOKa3aTeNbCTBaM, B TopsiKe,
MIPEeIyCMOTPEHHOM
3aKOHOIaTEILCTBOM Poccuiickoit
denepanuu.

[Ipu sTtoM coobmeHuss cBobogHOTO  (hopMarTa,

nepenanHele  Knuentom mno Cucteme, B dYacTu
pacnopsbkeHus KnneHTa neHe)XHBIMH CpelcTBaMHM Ha
Cuere (BKJIaZE), a TaKke B YacCTH pacloOpsHKEHUS 00
OTKPBITUM M 3aKpbITMM cueTa (BKiIajga) baHkoM K
HCTIOJTHEHUIO HE IPUHUMAIOTCS.

2.3.12. CTopoHBI TPU3HAIOT, YTO TepenaHHble baHkom
co00MIeHNsT CBOOOTHOTO hopmara:

- PaBHO3HAYHBI, B TOM YHUCIE HMEIOT
PaBHYIO IOPUANYECKYIO u
J0Ka3aTeNbCTBEHHYIO CUILy
AQHAJIOTUYHBIM IO COJEPXKAHUIO U
CMBICITy JIOKYMEHTaM Ha OyMa)KHOM

HOCHTCIIC, COCTAaBJICHHBIM B
COOTBETCTBUM  C  TpeOOBaHHIMH,
IpEAbABIACMBIMU K JOKYMCHTaM
TakKkoro pona, u IOAIIMCaAaHHBIM
CcOOCTBEHHOPYYHOUH MIO/IMUCKIO
YIIOJIHOMOYEHHOTO TIPE/ICTaBUTENS

banka, 3aBepenHoil neyathio banka;

- HE MOTryT OBITh OCIOPEHBI WU
orpunatecsi CTOpOHAMH U TPETHUMHU
JUIaMH WX OBITh  TPHU3HAHBI
HEIEHCTBUTEILHBIMU TOJBKO HA TOM
OCHOBaHMU, 4YTO OHHM TEPEIaHbI
Bankom ¢ ucnonb3oBanueM CUCTEMBI
u Kananos noctymna;

- MOTYT  OBITh  TPEACTaBIEHBI B
Ka4yecTBe JI0KA3aTenbCTB,
PaBHOCHIIBHBIX MMUCbMEHHBIM
JIOKa3aTeNIbCTBaM, B MOPAJIKE,
MIPEe1yCMOTPEHHOM
3aKOHO/IaTEJILCTBOM Poccuiickoi

®denepanyy, Mpu 3TOM JOMYCTUMOCTh
TaKUX JIOKa3aTe€IbCTB HE  MOXET
OTPULATECSI  TOJIBKO HA  TOM
OCHOBAaHWH, YTO OHM IPEICTABICHBI B
BHZIE DJEKTPOHHBIX TOKYMEHTOB.
2.3.13. B COOTBETCTBUU c TpeOOBaHUSAMHU
3akoHOmarenscTBa  Poccmiickoit  ®enepammm 00
HHQOPMHUPOBAHUN KIHMEHTa O COBEPLICHUH KaXKIOH
omepaluu C HUCHOJb30BAHUEM JIIEKTPOHHOTO CPEACTBA
miatexxa bank ¢ nomomslo CHCTEMBI yBEJOMIISIET
Knuenta o cosepmenuu kaxjaod Omnepanuu ¢
HCTONb30BaHuEM Pa3oBoro cexpeTHoro maposs.

ITo mepe coBepmenuss Onepauuil ¢ HUCHOIL30BAaHHUEM
PazoBoro cekpernoro maposs, baHk He mo031HEE
CIIEIYIOIIETO pabodero TTHS dhopmupyer B
aBTOMAaTHYECKOM peXHME OKypHaJd oOmepanuid B
Cucreme, k koTopoMmy y KitneHTa nMeeTcsl MOCTOSTHHBIHN

Parties and third entities or be
acknowledged void only based on
the fact that they have been
transferred to the Bank by means of
the System and Access Channels;

can bhe presented as testimonies,
equal to  written  evidences,
according to the  procedure
stipulated by the legislation of the
Russian Federation.

In this case the free format messages that contain the
Client's instructions as to how to dispose of the funds
on the Account and to open/close an account (deposit)
with the Bank transferred by the Client via the System
are not accepted and given effect to.

2.3.12. The Parties hereby acknowledge that the free
format messages, transferred by the Bank:

are equivalent, including having
equal legal and evidential force, to
identical documents in hard copies
in terms of content and meaning,
created in line with requirements to

such type of documents with
holographic  signature  of the
authorized representative of the

Bank and verified by the stamp of
the Bank;

cannot be contested or denied by the
Parties and third entities or be
acknowledged void only based on
the fact that they have been
transferred by the Bank by means of
the System and Access Channels;

can be presented as testimonies,
equal to  written  evidences,
according to the procedure, foreseen
by the legislation of the Russian
Federation, thereat the admissibility
of such testimonies cannot be denied
only due to the fact that they have
been presented in the form of
Electronic documents.

2.3.13. In accordance with the legislation of the
Russian Federation on informing clients of transaction
performance with the use of electronic means of
payment, the Bank shall notify the Client of each
Transaction performance using the System confirmed
with a Session Key.

Upon conduction of Transaction by means of Session
Key, the Bank, not later than the next working day,
automatically generates transactions statement in the
System, to which the Client has permanent access
(daily, round-the-clock) via the Access Channels. The
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(e)xeTHEBHBINM, KPYTJIOCYTOUHBIN) mocTyn mo Kanamam
Joctyna. B ykasaHHBIX — KypHaJax  oIlepaunuil
cofepxutcss uHpoOpManus O JBIKCHUH JICHEKHBIX
cpexncts o Cuety u o coctosiunu Cyera.

Taxke BaHk He3aMeaIUTENIFHO NO Mepe 00padOTKH
Pacniopsbxenuit Knuenra ¢dopmupyer B
aBTOMAaTH4YEeCKOM pexxkume u mnepenaer B Cucremy
nHdopmanuio o craryce PacnopspkeHuid.

®opmupoBanue baHKOM BBIILIEYKa3aHHOTO KypHaua
onepanuii B Cructeme, a Taxke MpHcBoeHHEe baHkOM B
CuctemMe COOTBETCTBYIOLIETO CTaTyca PacropspkeHnto,
SIBIIIETCA HaJJekaluM yBenomiieHneM Knnenra, B Tom
yyclae O pe3yibTaTaxX NMpUEMa K HMCIOIHEHHIO, OT3bIBA,
OTKa3a B MCIOJIHEHNUU PacnopsskeHus B COOTBETCTBUU C
HOpMATHBHBIMU akTaMHu banka Poccuu, u He Tpebyer
JIONIOJTHUTENNBHOTO  HampaBieHuss bankom Knwmenty
KaKuX-JIM0O0 yBEJOMIICHHH.

Juem nonyuenusi Knuentom ot banka yBegomieHus o
COBEpUICHHOM Onepanuu, SIBJISIETCS JICHb
¢dopmupoBaHnss baHKOM BBIIEyKa3aHHOTO >KypHaja
onepauuid B CucreMe - 1O MeEpe COBEPLICHHS
Omnepanuii, HO HE MO3/HEe pabodvero AHS, CICAYIOIIETO
3a IHEM COBEpIIEHUS COOTBETCTBYIOIIENH Onepanny.

2.3.14. KnmeHt 00s13yeTcs He pesKe 0JHOTO0 pa3a B 1eHb
ocymecTBIATh AocTyn k Cucteme mo Kanamam moctyna
JUId TOTy4eHus HH(OpMaIy O 3aperuCTPUpPOBAHHBIX
Pacnopﬂmeﬂymx, u o cocrosHuu Cuera B neJsx
MIPOBEPKH NpoBeneHHbIX bankoMm Omepanmii, a Taxxke
JUIsL TIOJIy4YEeHHUs] JKypHaja OIepalyii O COBEpIIECHHBIX
Omepanusax ¢ HCHONb30BaHWEM Pa30BOro CeKpeTHOro
TIapoJst.

2.3.15. Henocrymuieane B TedeHue 10 (mecsTn)
KaJICHOApHBIX HeR C JIaThl Perucrpanuu
Pacnopsoxkenuss nuceMeHHOM mnpertensuu  Kinenra,

COCTaBJIICHHOH B CBOOOAHOW (hopMme, HAmpaBiIsieMOi B
Bark ¢ momompio Cucrtemsl o Kanamam mocryma/Ha
OymMa)kHOM HocuTene, 0 Hecornacuu c Omneparuen,
MPOBEJIEHHON Ha OCHOBaHUM JaHHOro PacnopsixeHus
W/WM CIIUCAaHHBIM KOMHMCCHOHHBIM BO3HArpaKIECHUEM,

cunTaeTCs NpU3HAHUEM Kinenrom TaKOro
PacnopsbkeHuss W HOATBEPKICHUEM  IPOBEACHHOM
Oneparyn/cucaHHoro KOMHCCHOHHOTO
BO3HArpakACHUS.

2.3.16. TIlocne momyuenus bankom ot Kimenra

MMCBMEHHOW MpeTeH3uu O Hecornacuu ¢ Omnepanueid,
MIPOBEJIEHHOW HAa  OCHOBAaHUU  COOTBETCTBYIOIIETO
PacniopsixeHvist/criucaHHbIM KOMMCCHOHHBIM
BO3HarpaxkaeHueM, baHk mpuocTaHaBiIMBaeT AeiCTBUE
Cucremsl B oTHoleHnr KimeHTa M BO30OHOBIIIET €T0
TOJBKO Tociie  mepeaaud  Kinuentom B BaHk
COOTBETCTBYIOIIETO 3asBJICHHUS HA OYMa)XHOM HOCHTEJE
npu tuaHoM Bu3ute Kimenra B baHk.

2.3.17. TIlpu BeuBiacHHd  bankom  Oneparuid,
COOTBETCTBYIOIINX MIpU3HAKaM OCYLIECTBIICHHS
nepeBojia JICHEXHBIX cpelacTB Oe3 cormacusi Kimenra,
bank BpemeHHO mpuocTaHaBiIMBaeT jaoctyn KimeHTa K
CucreMe M HE3aMEIUIMTENBHO YBEIOMIIIET 00 3TOM
Knuenta B mopsake, mOpegycMOTpeHHoOM — m.1.7
HACTOSIIUX Y CJIOBHIA.

above mentioned statements contain information on
the cash flows on the Account, as well as on the
balance of the Account.

Also, the Bank, upon processing the Orders of the
Client, automatically generates and transfers to the
System information on the status of the Orders.

The creation of the mentioned statement in the System
as well as assigning corresponding status of the Order
by the Bank is considered to be proper notification
given to the Client, including related to the results on
accepting for execution, revocation, refusal from
execution of the Order according to the regulatory acts
of the Bank of Russia, and do not require additional
submittal of any notification to the Client by the Bank.

The day of receiving notification on conducted
Transaction from the Bank by the Client is considered
to be the day of generating the above mentioned
statement in the System by the Bank - upon
conduction of Transaction, but the day succeeding the
corresponding Transaction conduction day at the
latest.

2.3.14. The Client is obliged to enter into the System
at least once a day via the Access Channels for
obtaining information on registered Orders, and on the
account balance for the purposes of checking the
Transactions conducted by the Bank, as well as
obtaining statement on Transactions by using Session
Key.

2.3.15. In case the Client does not submit a claim on
disagreement with Transactions, conducted based on
the mentioned Order and/or deducted commission fee,
formed in free format and submitted to the Bank by
means of the System via Access Channels / in hard
copy within 10 (ten) working days as of the date of
Order registration, such Order is considered
acknowledged by the Client of such Order, and such
Transaction/deducted commission fee - confirmed by
the Client.

2.3.16. After receiving by the Bank a written claim
from the Client on disagreement on the Transaction
conducted based on corresponding Order/deducted
commission fee the Bank suspends the System service
for the Client and renews it only after submittal of
corresponding written application in hard copy by the
Client upon in-person visit of the Client to the Bank.

2.3.17. Should the Bank identify any Transactions
qualifying for a case of fund transfer without the
Client’s consent, the former shall temporarily suspend
the Client's access to the System and immediately
notify the latter in the manner prescribed by para. 1.7
hereof.
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Knnent MOATBEPXKIACT/HE MOATBEPKIACT
BO300HOBIICHHUE HCTIOJTHEHUS Pacniopsoxenns
obOpatuBich B bank uepe3 Ciyx0y KIHMEHTCKOMN
MOJAEPIKKH.

B cayuae, ecniu Knmenr mocne mnposeneHus bankom
npoueaypsl  AyTeHTH(UKanWd HE  IOATBEPXKIAET
BO300OHOBIICHMSI  WMCTIOJNHEHHS  PacmopsbkeHHs, TO
COOTBETCTBYIOLIEE Pacnopsokenue cUHUTaeTcs
OTO3BaHHBIM KIIMEHTOM, NpU 3TOM BO30OHOBIECHHUE
pabotel  CHCTEMBI OCYILIECTBISICTCS TOJBKO IOCIHE
nepeqaun  KnmentoMm B baHK  cOOTBETCTBYIOILETro
3asBJIeHHs Ha OyMa)KHOM HOCHTEJIE TIPH JINYHOM BH3HTE
Knuenta B bank.

B cayuae, ecniu Knmenr mocne mnposeneHus bankom
TIPOLEAYPHI AyTeHTHUKAIH MOATBEPXKAAET
BO300HOBIEHNE HCTONHEHUs Pacmopspkenus, To bank
BO300HOBISIET paboTy CHCTEMBI M COOTBETCTBYIOILEE
Pacniopspkenne uncmonasiercst bankom B ciemyromem
TIOPSIIIKE:

- npu MOCTYIJICHUN B bank TMOATBEPIKIACHU A
HCIOJIHCHHUSA B TCYCHUE OINCPALMOHHOTO AHA, JCHEKHBIC
cpeacTBa crnuchiBatoTcesl co Cuera B TeKyLUil pabouunit
JieHb banka;

- Opy  TOCTYIUNICHHH  TOATBEPXKICHUS  ITIOCTE
OIICPAIMOHHOTO JHA, JCHCXKHBIC CpCacCTBa
cnuceiBatoTcss co Cuera He mO3[QHEE CIEIYIOIIETO
pabouero nus banka.

BaHK caMOCTOATENBHO ONpeaenseT NPOI0IKUTENBHOCT
omeparonHoro JHs. OO omneparuonHoM nHe KimeHnt
YBEJIOMJISIETCS TOCPECTBOM HaINpaBlIeHHUS HH(POpMAIUN
06 asrom mo  CucremMe  HWIM  pa3MELICHHA
COOTBETCTBYOIICH MH(OPMAIMU HA JTOCKE OOBSBICHUN
B OTIEPALMOHHOM 3aje OOCITyKHBaHUS (PU3UUECKUX JIUI]
WJIM Ha KoprnopatusHoM MHTepHeT- calite baHka.

[pu wnHemomyuenmn ot Kimenra BeImeyka3aHHOTO
MTOITBEP K ICHISI/HE IO ITBEPIK ICHHS Bbaunk
Bo3oOHOBNsieT  pabory CucreMbl W HCIONHSCT
PacnopskeHHsI IO HCTEUEHHH CPOKOB, YCTaHOBIICHHBIX
3akoHoAarenscTBoM Poccuiickoit @enepanuu.

2.3.18. bank He paccbulaeT COOOIIEHHS IOCPEIICTBOM
cMc-co00meHni Ha 3aperucTPUPOBAHHBI HOMEP W/WIN
HOMEpP MOOWJIBHOTO Tene]oHa, YKa3aHHbIN B 3asBICHUN
0 TIPUCOEIVHEHNHN K Y CIIOBUSM HIIH a/Ipec INEKTPOHHON
mouTsl Kimenra, a Taxke HE NMPOU3BOAUT Telle(OHHBIE
3BOHKH C IIETIbIO TOJyYeHHsS yKa3aHHBIMH CII0COOaMHU
Kakoi-mnbo wmHpopMmaiuu o KnmeHTe WM NaHHBIX O
Cucreme.

2.4. NEPEBOA AEHEXXHbLIX CPELACTB

BHYTPU BAHKA Cc
UCrioJib30OBAHUEM HOMEPA
MOBUJIBHOIO TEJIE®@OHA/HOMEPA
BAHKOBCKOU KAPTbI/HOMEPA
CYETA?

2.4.1. bank B pamkax Cucremsl EuroLink, B Tom umcine
ee MOOWIBHOH BepcuM, mpenocrasiser KimeHry
BO3MOKHOCTB!

The Client confirms/does not confirm that the
execution of the Order has been resumed by
contacting the Bank’s Customer Support.

If the Client, identified by the Bank through the
Autentification procedure, does not confirm that the
Order is executable again, the corresponding Order
shall be considered to have been withdrawn by the
Client, and the System’s operation shall be resumed
only after the Client files the relevant application to
the Bank in hard copy during the Client's personal
visit to the Bank.

If the Client, identified by the Bank through the
Autentification procedure, confirms that the Order is
executable again, the Bank shall resume the System’s
operation, and the respective Order shall be executed
by the Bank in the order as follows:

- if the Bank receives confirmation of execution within
the banking day, the funds shall be debited from the
Account on the current business day of the Bank;

- if the Bank receives confirmation outside the
business hours, the funds shall be debited from the
Account no later than the next business day of the
Bank.

The Bank shall independently determine the length of
the banking day. The Client shall be notified of the
banking day through the System or by placing the
relevant information on the Bulletin Board in the
customer area or on the Bank’s corporate website.

No such a confirmation/non-confirmation received
from the Client, the Bank shall resume the System’s
functioning and execute the Orders upon expiry of the
terms established by the laws of the Russian
Federation.

2.3.18. The Bank shall neither send SMS to the
Registered Number and/or mobile phone number
specified in the Application for Accession to the
Terms and Conditions nor messages to the Client’s e-
mail address, and shall not make phone calls for the
purpose of obtaining any information about the Client
or the System.

TRANSFER OF FUNDS WITHIN THE
BANK USING MOBILE PHONE
NUMBER / BANK CARD NUMBER /
ACCOUNT NUMBER?

2.4.1. The Bank via EuroLink System, including its
mobile version, provides the Client with the following
opportunities:

3 [Ipu manuuuy TexHUYeCKoi Bo3MoxkHOCTH y banka / Subject to technical capability of the Bank
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- coBepmiath  ONEpamMd IO  IEPEBOLY
JIEHEXHBIX cpencTB co cBoero Cuera B banke Ha Cuer
npyroro Kimenra, otkpeiTeii B baHke, ¢ ykasaHueM

Wnentnduxaropa HOJTy4aTess CpelcTB/HOMEpa
0GaHKOBCKOU KapThl/HOMepa Cuera Knuenra—
Mojy4yaTenst JEHEXKHBIX CpPEACTB — MOJIb30BaTeNs

Cuctembr EuroLink (mamee — «KimeHT-momydartenby).
IlepeBon neHexnbix cpeacts co Cuera ognoro Kimenra
B banke Ha Cuer npyroro Knmenra, otkpsiThiii B banke,
Jajee TakxKe UMEHYeTCsl — «BHYTPECHHUH MEPeBOa»;

- mony4ath Ha cBoii Cuer B banke neHexHbIe
CpeAcTBa  BHYTPEHHHM  II€PEBOJOM  IOCPEACTBOM
ykazanus KiumerroMm-mmarensmmkoM Mnentnpukatopa
TTOJTy9IaTeIst cpencTs/HOMEpa 0aHKOBCKOM
kaptel/HOMepa Cuera Knuenra — nmomyyaress.

2.4.2. KnueHT HacTrosdIMM JaeT CBOE COIVIaCUEe Ha
HCTOJIb30BaHUE €r0 3aperHCTPUPOBAHHOTO HOMEpa B
kauecTBe lpeHnTudukaropa mnomydarens CpeACTB NpHU
BHYTPCHHEM MEPEBOJIC B €T0 MOJIB3Y.

KnueHT yBemoMieH M COTJaceH, YTO B CIydae, €CiH
3apeructpupoBaHHbli Homep KimeHnTta coBmagaer c
3aperucTpupoBaHHBIM HOMEpoM apyroro Kimenra,
BHYTPEHHHII TIEpEBOX C  HCIIOJB30BAHMEM  TaKHX

3aperucTpupoBaHHbBIX HOMEpOB B Ka4yecTBe
Wnentnduxaropa TIOTyqaTest CpeACTB HE
OCYIIECTBIISIETCS.

243. Tlpu yxazanun KireHTOM-IUIATEIBIIMKOM
3apeructpupoBaHHOro Homepa KimeHra-mosryuaTtens B
KadecTBe VneHTudukaropa moiydyatens  CpEACTB
JCHeXKHBIe cpenacTBa 3aducisiorcs Ha Cuer Kimenra,
ONPEJENICHHbII DBaHKOM CcaMOCTOSTENIbHO U3 4HCIa
CueroB  Knwmenra. Ilpu  ykazanuu  Kiumenrowm-
IUTATENBIINKOM HOMepa O0aHKOBCKOW KapTel KimenTta —
MOJTy4aTensi, JEHEeKHBIE CpEeICTBA 3a4YMCILIIOTCA Ha
Cder, COOTBETCTBYIONIIMI JaHHOW OaHKOBCKOM Kapre.
Ipu yxazanum Kimenrom-minatensumkoM — Cuera
Knmenta —  mosrywaTens,  JCHEXHbBIE  CPEICTBa
3auncisitotest Ha Takoi Cuer KimeHTa-momydarens.
[Ipu 3TOM HEHEKHBIE CPENCTBA MO COOTBETCTBYIOIICH
orepali MOTYT OBITh 3auyHcieHbl Tojbko Ha Cuer,
peXHM  KOTOPOTO TpPEAyCMAaTPUBAaeT BO3MOXKHOCTb
TaKOT0 3aUUCICHHUS.

24.4. Jlna coepuieHus KiIMeHTOM—IUIATEIBIIUKOM
omepanMd O  BHYTPEHHEMY  IepeBoay  baHk
npenocTaBisieT KIMEHTY-IDIaTeNbIINKY BO3MOYKHOCTH
HCIIOJIb30BATh Wnentupukatop MOJTyYaTeIist
cpencTs/HoMep OaHKOBCKOHM KapTel/Homep Cuera s
neneit  ¢gopmupoanus B Cucreme  EuroLink
Pacniopstxenust. Wnentuduxarop [IOJTyYaTes
cpeacTs/HoMep  OaHKOBCKOW — KapTel/HOomMep Cuera
BBoauTCcsa KiMEeHTOM-IIaTenbIIUKOM B HWHTEpdeiice
“TlepeBon knueHTy 6anka” Cucremsl EuroLink.

KnueHT yBemomlieH ¥ COINIACEH, 4YTO B  LENSX
COBEpIICHUS OIepalMii MO BHYTPEHHEMY IIEPEBOIY
HCTOJB3YIOTCS CBEACHUS B 00BbEME, MPEAyCMOTPEHHOM
JENCTBYIOIIUM 3aKOHOJATEIBCTBOM Poccuiickoit
denepanyu.

Ilpu YKa3aHUU KnnentoM-mnareasmkom
Wnentudukaropa TIOJTy9aTesst cpencTB/HOMEpa
OaHKOBCKOW  KapTel/HOMepa Cuera Ui 1Hemlei
cocTaBleHUs  PacmopspkeHHss — [UIi  BHYTPEHHETO

- to conduct transfers of funds from his/her own
account with the Bank to the account of another Client
opened with the Bank, indicating Recipient Identifier/
Bank Card Number/ Account Number of the
Receiving Client — user of the EuroLink System
(hereinafter referred to as the Receiving Client).
Transfer of funds from the account of the Client with
the Bank to the account of another Client opened with
the Bank is hereinafter referred to as Internal Transfer;

- to receive funds by means of internal transfers to
his/her own account with the Bank by indicating the
Receiving Client’s Recipient Identifier / Bank Card
Number / Account Number by the Paying Client.

2.4.2. The Client hereby gives his/her consent to use
his/her Registered Number as the Recipient Identifier
for internal transfers in his/her favour.

The Client is notified and agrees that in case the
Registered Number of the Client is the same as the
Registered Number of another Client, an internal
transfer using such Registered Numbers as the
Recipient Identifier of the funds will not be
performed.

2.4.3. If the Paying Client specifies the Registered
Number of the Receiving Client as the Recipient
Identifier, the funds shall be credited to the Client's
account determined by the Bank from the list of the
Client's accounts. If the Paying Client specifies the
Receiving Client's bank card number, the funds shall
be credited to the Account of this bank card. If the
Paying Client specifies the Receiving Client's
Account, the funds shall be credited to such Account
of the Receiving Client. In this case, the funds under
the respective transaction can be transferred only to an
Account, the mode of which provides for the
possibility of such transfer.

2.4.4. In order for the Paying Client to execute an
internal transfer, the Bank shall provide the Paying
Client with the possibility to use the Recipient
Identifier / Bank Card Number / Account Number for
the purposes of forming an Order in the EuroLink
System. The Recipient Identifier /Bank Card
Number/Account Number is entered by the Paying
Client in the interface "Transfer to Bank Client" of the
EuroLink System.

The Client is notified and agrees that for the purposes
of internal transfers the information is used to the
extent provided by the current legislation of the
Russian Federation.

The data provided by the Bank shall be used for
internal transfers for the purposes of drafting the
Order, when the Paying Client specifies the Recipient
Identifier / Bank Card Number / Account Number.
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MEPEeBOAA HCIIONB3YIOTCA JaHHBIC,
bankoMm.

Ipu yKa3aHUH KineHtroM-miaTensmukom
Unentudukaropa  momydartens/HomMep — OaHKOBCKON
KapTel/HOMep Cyera CpeACTB ISl LEJed COCTaBIICHUS
Paciopsoxennss  bank  mpenocraBmser  Kimenry-
TUIATEIBLIUKY COOTBETCTBYIOLINE yKa3aHHOMY
Wnentuduxaropy MOJTy4daTesst CpeICcTB/HOMEPY
O0aHKOBCKOW KapTel/HoMepy Cuera CBemeHUS s
MpoBepku: (aMUINs, UM, OTYICCTBO (TIPH HATHIIH)
Kimenra — momygaTens (paMmianst IMperocTaBisieTCs B
MacKHpOBaHHOM BHJE). KiIMeHT yBenomieH U coriaceH
Ha TMepenady YyKa3aHHBIX CBEIOCHUH M1 TIPOBEPKH

IPEAOCTABIICHHBIC

apyromy  Knwmenty,  ykaszaBmemy Uil Lenei
BHYTPEHHEI0 IepeBoja COooTBeTCTByrommi KiueHTy
Wnentuduxarop HOJTy4aTesis CpeICTB/HOMED
OaHKOBCKOW KapTh/HOMep Cuyera.

B cmyuae ycmemHo#f mpoBepku Kimentom -
IUTaTeNIBIIUKOM  MPEIOCTABJICHHBIX  CBEJCHHUH, OH

noAnuceBaeT M repenaer B bank Pacmopsbkenne B
TOPSIIKE, OINPEAETICHHOM HACTOSIIIMMHU Y CIIOBUSIMH.
Knment - momydaTens yBEIOMJIEH M COTJIACEH, 4YTO
nocie  ucrnoiHeHus —Pacmopspkermst  Kimenra
IUIATEIbIINKA, YKa3aHHOTO B HACTOSIIEM ITyHKTE,
Knmenty IUIATEBIINKY CTaHOBATCS  IOCTYIIHBI
mocpenctBoM  Cucrembl  (M3BECTHBI)  PEKBU3UTHI
COOTBETCTBYIOIIETO TIEPEBOZA, B TOM 4HUcIe (haMHIIus,
uMs, oTdecTBO (Ipu Hanuuuu) Kimenra — nomydarens u
HOMEp cueTa, Ha KOTOPBIM 3a4MCIIEHBI JIEHE)KHBIE
cpezcTBa.

2.45. bank BhopaBe ompenensats Buibl Cueros, ¢
KOTOPBIX/Ha KOTOpBIE MOYKET OCYIIIECTBIIATHCS
BHYTPCHHUH TEpPEBOJ B TOPSAKE, MPEIyCMOTPEHHOM
pazzenom 2.4 HacTosIUX Y CJIOBHM.

25. XPAHEHHE PACIIOPAKEHHH O
IIPOBEJIEHHUH OIIEPAIIHH, 3AITHCEH
TEJJE®OHHBIX PA3IOBOPOB

2.5.1. baHk 00s13aH 00eCIIeYNTh XpaHEHHE MOIYyYEHHBIX
ot Knuenra Pacnopsokenuid, JJokyMeHTOB 110 BKJIaAy B

TCUCHHUC peaAyCMOTPEHHBIX 3aKOHOJAaTCIbCTBOM
Poccuiickoit  ®enepauuu  CpoOKOB  [UIsl  XPaHEHUs
AHAJIOTHYHBIX JOKYMEHTOB, COCTAaBJICHHBIX Ha

OoymaxkHoMm Hocutene. Crocod um dopmar XpaHEHHs
ompeneIroTcss baHKkoM caMOCTOSATENHHO.

2.5.2. Bce omepamuu, npousBogumbie CTOpoHAMH B
Cucreme, (QUKCUpPYIOTCS B HPOTOKOJIAX  PabOTHI
MIPOrpaMMBbl, XpaHsmuxcss B 0aze maHHbIX CHCTEMBI B
banke. B cnyuae pasHormacus Mmexay baHkoM u
KiueHToM B OTHOIIGHMM MNEpeaHHbIX OJIEKTPOHHBIX
nokymeHToB  CTOpOHBI ~ NPH3HAIOT B KauyecTBe
JIOKA3aTeNNbCTB YKa3aHHbIE 3aIliCH, a TaKXKe 3aliCH B
poToKoJie pabotel CucTemsl, Xpausimuecs B banke.

Cucrema BemeT Yy4YeT JCUCTBUH, MPOM3BOJAUMBIX
Croponamun B Hed. CdopmupoBanHsle bankom
COOTBETCTBYIOIIIME  OTYETHI 10  IPOU3BEACHHBIM
onepanusaMm (merictBusaM) B CucreMe Ha OyMaKHBIX
HocuTensix 1o  ¢opme  banka, moamucaHHBIC
YIIOJIHOMOYEHHBIM JIMIIOM baHka W CKpeIUICHHBIC
MIEYATHIO Banka SIBJISTFOTCSI JIOCTATOYHBIMU

JIOKa3aTenbcTBaMu  (pakToB coBeprieHus CTopoHaMu
onepaunii u gedictBuid (B ToM uymcie CucreMon

If the Paying Client specifies the Recipient Identifier /
Bank Card Number / Account Number for the
purposes of drafting an Order, the Bank shall provide
the Paying Client with the following information
corresponding to the specified Recipient Identifier /
Bank Card Number / Account Number to verify:
name, surname, patronymic (if any) of the Recipient
Client (surname provided in disguise). The Client is
notified and agrees to convey this information for
verification to another Client who specified the
respective Client's Fund Recipient Identifier / Bank
Card Number / account number for internal transfer
purposes.

In case of successful verification of the submitted
information by the Paying Client, he shall sign and
submit the Order to the Bank in the manner
determined by these Conditions. The Recipient is
notified and agrees that, since the Payer’s order
specified in the present point is executed, the Payer
receives access through the System to the Recipient’s
payment data, including his name and surname and the
number of credited account.

2.4.5. The Bank is entitled to determine the types of
Accounts from which/to which an internal transfer can
be conducted in accordance with the procedure
stipulated in Section 2.4 of these Conditions.

25. STORAGE OF ORDERS ON
TRANSACTIONS, TELEPHONE
CONVERSATION RECORDS

2.5.1. The Bank shall ensure that Orders, Deposit
documents received from the Client are stored within
the term stipulated by legislation of the Russian
Federation for storing similar documents drawn up on
paper. The method and format of storing are
determined by the Bank independently.

2.5.2. All the operations carried out by the Parties in
the System are fixed in the protocols of the System
operations, which are kept in the database of the Bank
System. In case of disagreement between the Bank
and the Client related to the transferred Electronic
Documents, the Parties acknowledge the mentioned
notes, as well as the notes fixed in the System
operations protocol stored in the Bank, as evidences.

The System tracks the actions carried out by the
Parties therein. The corresponding reports on
conducted operations (actions) in the System,
generated by the Bank, made in hard copies according
to the Bank’s form, signed by the authorized signatory
of the Bank, and sealed by the Bank , are considered
to be sufficient evidences of facts of operations and
actions made by the Parties (including automatically
by the System), foreseen by the present Terms and
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aBTOMAaTHYECKN), IMPEIYCMOTPCHHBIX  HACTOSIIUMHU
VYcnoBusiMA, W MOTYT OBITh HCIIOJIB30BAaHBI IPH
pa3peleHnH JII0ObIX CIIOPOB, a TAKXKE MPEAOCTABICHBI B
cya.

2.5.3. KimeHT yBeJIOMIIEH O TOM, 4TO Bce Tele(OHHbIE
pasroBOpHl  3aNUCHIBAIOTCS M XpaHsarcss B banke B
TEYEHHE CpPOKa, YCTAHOBJIEHHOTO 3aKOHOAATEIHCTBOM
Poccuiickoit Denepanuu. 3anucu YKa3aHHBIX
Tene()OHHBIX Pa3rOBOPOB MOTYT OBITh HCHOIB30BaHBI
IpU  pa3pelieHHH  JIO0BIX  CHOPOB, a  TaKkke
MIPEIOCTaBIICHEI B CYI.

3. KOHOULOEHLUNATIBHOCTbD

3.1. baHk 00s3yeTcsi IPUHATH BCE AOCTYIHBIE MEPHI JIIs
MIPEJOTBPALICHUS  HECAaHKIIMOHHPOBAHHOTO  JIOCTYTa
TPEThMX JHUI K  WHQOpPMAamuy,  COCTABILIOLICH
O0aHkoBCKyro TaiiHy Kimenra. JlroOas wnH(poOpMarus
TAaKOrO poJa MOXET OBITh NPENOCTaBICHA TPETHHM
JUIaM HE WHade Kak B IIOpPAAKE, YCTAaHOBJICHHOM
3aKoHoAaTenscTBOM Poccuiickoit ®enepanuu.

3.2. Hacrosimmm KimmeHT npu3Haer, 4To MCIoJIb30BaHUEe
B COOTBETCTBUHM C HACTOSIIMMHU YcClOBUSAMU Pa3zoBbIx
CEKPETHBIX napoJiei, a TaKXe MOPSIOK
Ayrentudukamuun u jocryna Kimenta k Cucreme
JIOCTaTOYHBI ISl OOECTeYeHUs! 3aluThl NepenaBaeMoi
1o Kananam Jloctyna nHbOpMaIUn oT
HECAaHKIIMOHUPOBAHHOTO JOCTYINAa K HEH TPEeThUX IIHIIL.
[pu >ToM KimeHT moATBEpI>KAAET, YTO €My HU3BECTHO O
TOM, 49TO B mporecce [MCTaHIIMOHHOTO OaHKOBCKOTO
00CITy)KUBaHUS BO3MOKEH pUCK
HECaHKIIMOHUPOBAHHOTO JIOCTYIA TPETHUX JIAI K TaKOH
WHPOPMALIUU U HACTOSIINM BEIPAYKaET CBOE COTJIACHE C
TeM, uTo baHK He HeceT OTBETCTBEHHOCTH 3a
pasriamenue nHpopmanuu o Knrenre B ciydae Takoro
HECaHKI[MOHUPOBAHHOTO JIOCTYIIA.

3.3. Ilepenaua Knuentom Jloruna, BpemenHoro napouis,
ITapons, KonoBoro cinoBa, Pa3oBbix cekpeTHBIX mapoeit
TPETHUM JIMLIAM HE JOMYyCKaeTCs, TaK KakK BJEUeT PUCK
HECAaHKIIMOHMPOBAHHOTO JOCTyNa TPeThUX JHI K
nepenaBaemoid o Kanamam nocryna mHdpopmaunu. B
cnyyae mnepenaun Knumentom Jloruna, BpemenHoro
napouis, [laposns, Kogosoro crnoBa, Pa3oBbIx cekpeTHbIX
napojeit  Tperbum  JunaM  bank < He  HeceT
OTBETCTBEHHOCTH 32 HECAHKIIMOHHUPOBAHHBIM IOCTYI K
nepegaBaeMoil MHGOPMAIWMK ¥ yIIepO, MPUIHHEHHBIN
Knmenty BcmenacTBue Takoro HECAHKIIMOHHPOBAHHOTO
JOCTyTIA.

3.4. Hacrosumum KimeHT npu3sHaer, 4ro B IpoIecce
nepegaynd  MHGOPMAIMM ITyTeM HAIpaBICHHS CMC-
co00IIeHNsT Ha 3apernuCTPUPOBAHHBII HOMEP BO3MOXKEH
PHCK HECAHKIIMOHMPOBAHHOI'O JOCTyNa TPETbUX JIUI[ K
Takoil WH(OpPMAIMK M HACTOSAIIMM BBIPAXKAET CBOC
corjacue ¢ TeM, yTo baHk He HECeT OTBETCTBEHHOCTH 3a
pasrnamenue uHopmamuu o Kimenrte, Omepanusx B
cilydyae TaKoro HECaHKLIMOHUPOBAHHOI'O JOCTYTIA.

4. BO3HATIPAXXLOEHWE BAHKA

4.1. Pasmep W MNOpSNOK ylepKaHUS KOMHCCHOHHOTO
BO3HATrpaXACHUs 3a mpefocTaBieHne bankom ycioyr B

Conditions, and can be applied for settlement of and
disputes, as well as submitted to the court.

2.5.3. The Client is notified that all telephone
conversations are recorded and stored in the Bank
within the time period established by the laws of the
Russian Federation. Records of these telephone
conversations can be used when resolving any
disputes, as well as submitted to the court.

3. CONFIDENTIALITY

3.1. The Bank is obliged to take all available measures
for preventing the unauthorized access of third parties
to the information considered bank confidentiality of
the Client. Any type of such information can be
provided to the third parties only according to the
procedure stipulated by the legislation of the Russian
Federation.

3.2. Hereby the Client acknowledges that the
application of Session keys according to the present
Terms and Conditions, as well as the Authentication
procedure and the procedure regulating the Client’s
access to the System by using Identifiers are sufficient
for protection of the information transferred via the
Access Channels from unauthorized access of third
parties. Thereat, the Client confirms that he/she is
informed about the possibility of a risk of
unauthorized access of third parties to such
information in the process of remote banking services
and hereby agrees with the fact that the Bank does not
bear responsibility for disclosure of information on the
Client in case of such unauthorized access.

3.3. Transferring of information on the Login,
Temporary Password, Password, Memorable Word,
Session Keys by the Client to third parties is
prohibited, as it generates risk of unauthorized access
of third entities to the information transferred via the
Channel of Access. In case of transferring of
information on Login, Temporary Password,
Password, Memorable Word, Session Keys by the
Client to third parties, the bank does not bear
responsibility for unauthorized access to transferred
information and the loss caused to the Client in the
result of such unauthorized access.

3.4. The Client hereby acknowledges that when
sending information by SMS to the Registered
Number the risk of third-party unauthorized access to
such information arises and hereby agrees that the
Bank shall not be held liable for the disclosure of
information about the Client and Transactions in the
case of such unauthorized access.

4. BANK FEE

4.1. The size and procedure on collecting the fee for
the services rendered by the Bank according to the
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COOTBETCTBHH  C  YCIIOBUSMH
cormacHo Tapudam banka.

YCTaHABJIIMBAKOTCA

4.2. KiMeHT HACTOSIIMM MpPEJOCTaBlsieT baHKy mpaBo
CIUCHIBATh 03  JOMOJHHUTEIBHOTO  PACIOPSKCHUS
Kinventa cyMMbl KOMHCCHOHHOTO BO3HarpakJIeHUs
banka 3a ycnyru B coorBerctBuu ¢ Tapudamu banka, a
TaKXe JIpyrue pacxojbl, IOHECEHHbIE baHKOM B CBA3U C
ucnoinHeHueM PacnopsokeHudt, JIOKyMEHTOB IO BKJIAIy
W/WNA UHBIX DJEKTPOHHBIX JTOKYMEHTOB, B TOM YHCIIE
KOMHCCHOHHEIS BO3HArpaKACHUs 0aHKOB-
KOHTpareHToB, ¢ moOsix CuetoB Kimmenra B banke, xak
OTKPBITBIX HAa MOMEHT IpucoequHeHus Kiumenta k
HACTOSIIAM YCIOBHsAM, TaKk M co CYeToB, KOTOpHIE
MoryT ObITh OTKpHITEI Kimenty Bankom B Oynmymiem,
COTJIaCHO COOTBETCTBYIOLLIUM JIOrOBOpaM,
3aKJII0YEHHBIM MeX Iy CTOpOoHaMHU.

HecmoTpsa Ha ykasaHHbele nonoxeHus KnueHt Bmpase
OCYILECTBIIATh oryaty KOMHCCHOHHOTO
BO3HArpakaeHus baHka 3a yciayrm B COOTBETCTBHM C
Tapudpamu banka, a TakKe JpyrHe pacxonsl,
noHeceHHble bBaHKOM B CBA3M C  HCIOJIHEHHEM
Pacnopsoxenwii, JJOKyMEHTOB O BKJIAMy W/WIHA HHBIX
ONeKTPOHHBIX NOKyMEHTOB KimeHTa JTr00BIMH MHBIMH
cnocobamy, MpPeAyCMOTPEHHBIMH 3aKOHOJATEIbCTBOM
Poccuiickoit ®enepanum.

4.3. KinieHT HacTOSAINM JaeT COTache Ha MCIOJHEHNE
(B ToM umucne yactuuHoe) bankoM, B monHOHM cymme,
JOKYMEHTOB, yCTaHOBIEHHbIX bankom Poccum, mms
OCYIIECTBJIICHHUSI ~ 1IpaB, HNPEAYCMOTPEHHBIX 1I. 4.2
HACTOSIUX YCJIOBUM, B TEUYEHUE CpOKAa JECUCTBUS
JloroBopa 0e3 orpaHHYEHHs 110 KOJIUYECTBY PaCUETHBIX
JOKYMEHTOB, 10 CymMMe H  TpeOOBaHUSIM U3
00513aTeNbCTB, BRITEKAOMKX U3 JloroBopa.

4.4. bank uMeeT MpPaBO B OJHOCTOPOHHEM TMOPSIIKE
mMeHaTh Tapudbr banka ¢ u3Bemenuem Kimenra nHe
mo3nHee, deM 3a 10 (mecsTh) KaleHOapHBIX ITHEW IO
BeTyuieHusT TapudoB B CHIIy, ITyTeM OIyOJIUKOBAHUS
HHPOPMALIUU B TIOPAIKE, MPETyCMOTPCHHOM B ITYHKTE
1.5 pacrosmmx YcioBuid.

5. YPErY/IMPOBAHUE
PA3HOrI'TIACUN

5.1. Cropsl, BO3HHUKAIONIME B CBSI3W C HCIOJHEHHEM
HoroBopa, CTOpoHBI 00s3yIOTCS pa3pemarb MIyTeM
MIEPErOBOPOB C Y4ETOM MPUHIUIIOB JOOPOCOBECTHOCTH
U B3aMMHOTO YyBaXXeHWA. B cilydae HEBO3MOXXHOCTH
YpEeryJupoBaHHs BO3HMKIIMX  pa3HOIJAcHil  IyTeM
neperoBopoB, CTOPOHBEI OyAyT paccMaTpHUBaTh CIIOPHI B
cyle B  COOTBETCTBUHM C  3aKOHOJATEIbCTBOM
Poccuiickoii @enepanuu.

5.2. B cnyuae Hecornacus KimeHta ¢ JeificTBUSAMU
banka, CcBsA3aHHBIMH C  MCIOJHCHHEM  baHKoOM
Pacniopspkennii, JlokyMeHTOB 1O BKJIaJy W/MIM WHBIX
DIIeKTPOHHBIX TOKYMEHTOB, KitneHt nanpanisieT B bank
¢ momompbto Cucremsr mo Kanamam mocryna/Ha
OyMaXHOM HOCHTEJIe 3asBJIICHHE C HW3JI0)KEHHWEM CYTH
TIPETEH3UH.

5.3. Bank B Teuenue 14 (uersipHamuaT) pabounx mHEH
OT  JaThl HOJIyYeHHs MPETeH3UH Kinenra

Terms and Conditions, is identified according to the
Rates of the Bank.

4.2. The Client hereby provides the Bank with a right
to write-off without additional instructions of the
Client the sum of Bank fee for rendered services
according to the Rates of the Bank, as well as other
expenses covered by the Bank for the purposes of
execution of the Orders, Deposit documents and/or
other Electronic Documents including the fees of
banks-contractors, from any Accounts of the Client
opened in the Bank, both opened at the moment of
affiliation of the Client to the present Terms and
Conditions and from the accounts that the Client may
open in future, according to corresponding agreements
signed between the Parties.

Notwithstanding the mentioned provisions, the Client
reserves the right to pay the Bank fee for the rendered
services according to the Rates of the Bank, as well as
other expenses covered by the Bank in relation to
execution of the Orders, Deposit documents and/or
other Electronic Documents of the Client by any other
means, stipulated by the legislation of the Russian
Federation.

4.3. The Client hereby agrees (including partially) on
implementation by the Bank, in full sum, of the
documents, established by the Bank of Russia, for
execution of rights, stipulated in point 4.2 hereof,
within the period of validity of the Remote Banking
Services Agreement without limitations in terms of the

quantity of settlement documents, sum and
requirements from obligations, arisen from the
Agreement.

4.4. The Bank reserves the right to change the Rates of
the Bank unilaterally by notifying the Client on it not
later than 10 (ten) calendar days prior to entry of the
Rates into force by means of publishing the
information according to the procedure stipulated in
point 1.5 of these Terms and Conditions.

5. SETTLEMENT OF DISPUTES

5.1. The Parties are obliged to settle the disputes
arisen in relation to the implementation of the
Agreement by means of negotiations considering the
principles of fidelity and mutual respect. Provided that
it is not possible to settle the arisen disputes by
negotiations, the Parties will address the disputes in
the court according to the legislation of the Russian
Federation.

5.2. In case the Client disagrees with the actions of the
Bank with regards to the implementation of the
Orders, Deposit documents and/or other Electronic
Documents by the Bank, the Client transfers to the
Bank an application, mentioning the subject of
complaint, by means of the System via the Access
Channel / in hard copy.

5.3. Within 14 (fourteen) working days as of the date
of receiving the claim of the Client the Bank processes
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paccmarpuBaeT 3asBieHHEe KimeHTa U, B 3aBHCHMOCTH
OT TMPUHATOTO  PEHICHHUs, MO0  yIOBIETBOPSET
nperensuto  Knmenra, mmbo mnepemaer Kiuenty
3aK/II0Y€HHE O HEOOOCHOBAaHHOCTU €r0 IPETeH3HUH.
3akroueHHne 0  HEOOOCHOBAaHHOCTH  INPETEH3UHU
Hanpasisgercs Kinuenty nmo Cucreme, a TakkKe MOXKET
ObITh BBIJAHO B MHCBMEHHOM BHAE C IOJIHCHIO
YIOJIHOMOYEHHOT0 paboTHHKa banka
Kimenrty/mpencrasurento KnreHTa npu ITM9HON SIBKE B
bank.

6. OTBETCTBEHHOCTb CTOPOH

6.1. [IPABA, OB5I3AHHOCTH n
OTBETCTBEHHOCTbB BAHKA

6.1.1. bank o0s3yercs mpenoctaBiATh KimeHTy
BO3MOXHOCTb IOJIY4YEHMsI aKTyaJbHOHM M JOCTOBEPHOI
nHpopmanuu 0 HepeIaHHbIX Knuenrom
PacnopspxeHusix, oneparusx mno ero Cyeram, COCTOSTHUN
ero CueroB W wuHyl0 wuHpOpManuio B TOpSIKE,
IIPEeJYyCMOTPEHHOM Y CIIOBHSMU.

6.1.2. bank BmpaBe oTKa3arh KIMEHTY B WMCHOIHEHUH
3aperuCTpUpOBaHHOTO  PacmopsbkeHus, ecawm  Ipu
Mocyeayroned TpoBepke OyJeT YCTaHOBJIEHO, YTO
HCTIONIHEHHE  TpeaycMOoTpeHHoH  uM  Omepanun
NIPOTUBOPEUUT 3aKOHOAATEIbCTBY Poccuiickoit
®enepanuu, HopMmaTuBHbIM akTtam banka Poccun,
YcnoBusiM nnu foroopy Mexnay bankom n Kimenrtowm,
OTIpeNIeIAIONIEMY TOPAIOK TNPOBEICHHUS OIEepaIuii 1o
cooTBeTcTRyOIEMy CUery.

6.1.3. Bamk BmpaBe B 000 MOMEHT IO CBOEMY
YCMOTPEHHUIO, B TOM YHCIe, HO HE OIPaHUYHMBAsCh, B

ciry4ae HapyLICHUs Knuenrom [Horosopa
JMCTAHIIHOHHOTO 06aHKOBCKOTO 00CITyKUBaHUS,
Kommpomeranum, BBISIBIICHUS Omneparyu,
COOTBETCTBYIOLIECH TIpU3HaKaM OCYIIECTBIICHHS

MepeBoJia JICHEXKHBIX CpelcTB 0e3 cormacus Kiuenra,
oTka3atb  KimeHTy B HCIONHEHHWH  JIIOOOTO
3apEeTUCTPUPOBAHHOTO OIEeKTPOHHOTO
JOKYMEHTa/IIPUOCTAaHOBUTH €T0 HCIIOIHEHHE, PU 3TOM
Knuent Bmnpase mnepenats B baHK COOTBETCTBYIOLIUN
JOKyMEHT Ha OyMa)KHOM HOCHTENE, COCTaBJICHHBIH 110
dopwme, NIPeyCMOTPEHHOU COOTBETCTBYIOLIUM
JIOTOBOPOM, 3aKJIFOUEHHBIM Mekay CTOpOHaMH, W/MITH C
ydeToM TpeOoBaHMH 3aKoHOJaTeNbcTBa Poccuiickoit
Ddenepanyu.

6.1.4. bamk BmnpaBe mnorpeboBath oT Kimenra
Npe/ACTaBUTh, B TOM 4HCIEe, ¢ mNoMmoliplo Cucremsl,
MOJTBEPKIAIOIINE JOKYMEHThI, HEOOXOIUMbIE ISt
ocymecTBieHuss baHkoM (QYHKIMHM areHTta BaJlOTHOTO
KOHTpPOJI, B Cilydae OCYIIeCTBICHUs KimeHToMm
BantotHoit onepanuu.

bank BnpaBe otkasate KimeHTy B HCHOJHEHUHU
3aperucTpupoBaHHoro  Pacnopsbkenus, B ciyyae
HECOOTBETCTBUSI NPOBOAMMON BantoTHoW omepanuun
JEHCTBYIOIIEMY BaJIIOTHOMY 3aKOHOAATENbCTBY
Poccuiickoii  ®enepaunu  w/MiaM  HENpeACTaBICHUS
Knuentom noareepxkaaomumx 10KyMEHTOB.

the application of the client and, depending on the
decision, either satisfies the Client’s claim, or transfers
the Client a conclusion on groundlessness of the
claim. The conclusion on groundlessness of the claim
is transferred to the Client via the System, as well as
can be issued to the Client / Representative of the
Client upon in-person visit to the bank, in written for
with the signature of an authorized employee of the
Bank.

6. LIABILITIES OF THE PARTIES

6.1. RIGHTS, OBLIGATIONS, AND
LIABILITIES OF THE BANK

6.1.1. The Bank shall provide the Client with an
opportunity to obtain relevant and reliable information
on the Orders transferred by the Client, Transactions
on their Accounts, the state of their Accounts, and
other information in accordance with the procedure set
out by the Terms and Conditions.

6.1.2. The Bank is entitled to refuse from the
execution of the registered Order of the Client in case
the subsequent checking will identify that execution of
such Transaction does not meet the requirements of
the legislation of the Russian Federation, regulatory
acts of the Bank of Russia, the present Terms and
Conditions or the Agreement between the Bank and
the Client, identifying the transactions conduction
procedure on the corresponding Account.

6.1.3. The Bank is entitled to refuse from/suspend the
execution of any registered Electronic Document of
the Client at any time, at its own discretion, including,
but not limited to, in case of violation of the Remote
Banking Services Agreement, a Compromise, a
Transaction with the signs of money transfer
performed without the Client’s consent, thereat the
Client reserves the right to submit to the bank the
corresponding document in hard copy, made in the
form of the Bank and according to the agreement
signed between the Parties and/or considering the
legal requirements of the Russian Federation.

6.1.4. The Bank is entitled to request from the Client
submittal of justifying documents, including by means
of the System, required for carrying out the function of
currency control agent by the Bank in case the Client
conducts Currency transactions.

The Bank is entitled to refuse from the execution of
the registered Order of the Client in case of the
mentioned Currency Transaction does not meet the
requirements of the effective currency legislation of
the Russian Federation and / or failure of the Client to
present confirming documents.
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6.1.5. Bank BmpaBe HE BO3BpallaTh KOMHCCHOHHOE
BO3HAarpaxxaeHue, mnomydeHHoe ot Kimenra 3a
ucroiiHeHue PacropspkeHus, 3aperucTpUPOBaHHOTO B
Cucreme, ecnu JaHHoe PacnopspkeHue HE MOXKET OBITH
BBIIIOJTHEHO T10 HE3aBHUCAIINM OT baHka npuuuHam.

6.1.6. bamk He HeceT OTBETCTBCHHOCTH  3a
HEUCTIOJTHEHUE Pacnopsixenus u/vunu HUHOTO
DNeKTpOHHOTO JokyMeHTa KiueHTa B ciydae oTkasa
Banka ot wmcnomHeHus PacmopsokeHHMs WHIM WHOTO
OnextpoHHOTO NOKyMeHTa KineHTa, a Takke B CiIydasx
HEWCTIOTHEHHS Pacnopspxenns 13707013 HWHOTO
OnexkTpoHHOTO MokyMeHTa KimeHTa, eciii MCIOJTHEHHe
MpuBeJO0 OBl K HAPYIICHUIO TPEOOBAHMHA JIEHCTBYIOMIETO
3aKOHOIAaTEJILCTBA Poccuiickoit ®denepanuy,
HOpPMaTUBHBIX akToB banka Poccum, HacTosmux
VYcoBuii, 70roBopoB OaHKOBCKOro cuera (BKiIaaa), a
TaKXeE yCHOBI/Iﬁ HHBIX 3aKJIIOYCHHBIX MCKIY KHI/ICHTOM
u bankowm cornamenuit (10roBopoB), B TOM YHUCIIE, €CIH
PacniopsikeHre w/uian WHON DIIEKTPOHHBIH JOKYMEHT He
oputo monTBepkIeHO KimmeHTOM Pa3oBEIM cekpeTHBIM
mapoiieM, 100 TmpoBepka Pa3oBoro cekpeTHoro mapois
Jana OTPHUIATENBHBIN pe3ynbTaT, JHOO JCHEXKHBIX
cpencte Ha Cuerax KimmeHta He nOoCTaTtodHo IS
HCTIOTHEHUS Pacnopsoxenus (w/mmm WHOTO
DIEeKTPOHHOTO JIOKYMEHTa) n/unu YIUTIATHI
KOMHCCHOHHOTO  BO3HarpaxkaeHusi baHky  w/unm
BO3MCIICHNUA HHBIX Pacxoa0B banka B cBsA3uM ¢
MIPOBEJICHUEM Oneparuu, OCYIIECTBIICHUS
COOTBETCTBYIOILIUX JIEUCTBUI, a TaKKe B MHBIX ClIydasX,
MPENYCMOTPEHHBIX  YCIOBUSIMH, COOTBETCTBYIOLIUM
JoroBopoM  OaHKOBCkoro  cyera  (BKmama) u
3akoHoAarenscTBoM Poccuiickoit ®enepanuu.

6.1.7. bBamk He HeceT OTBETCTBEHHOCTH  3a
HEBBITIOJIHCHHE, HECBOEBPEMEHHOE WJIM HEMPaBUIIbHOE
BBINOJHEHHE PacropspkeHn it v/Witn MHBIX DIEKTPOHHBIX

JokyMeHTOB KimeHTa, eciu 3TO ObLIO  BBI3BAHO
npepocraBieHneM KIHMEHTOM HEIOCTOBEpHON W/Win
HETOYHOW wWHGpOpPMAIIMKH TIPU  3AKIIOUCHUH  W/WIN

ucnionHeHun Jlorosopa, BBojoM KiMeHTOM HEBEpHBIX
JaHHBIX, a TaKXe 3a HapymeHue paboTel CHUCTEMBI B
pe3ynapTaTe OMMOOK W HETOYHOCTEH, OMyIIEeHHBIX
Kinentom.

6.1.8. bank He HeceT OTBETCTBEHHOCTH 3a yImiepo,

TIPUYMHEHHBIH Knuenty BCJIEJCTBHE
HECAaHKIIMOHUPOBAHHOTO  MCIOJIb30BAHUS  TPETHBHMHU
JunaMu  3aperucTpupoBaHHOro  Homepa, Ilapons,

Konosoro cinoBa, a Taxxe Jlornna, Bpemennoro naposs
u Pa3oBoro cexperHoro mapons, nepeaanHsix Kinuenry.
Bank HeceT OTBETCTBEHHOCTh 3a  TIOCJIEACTBHUSA
HECAHKIIMOHUPOBAHHOTO  JOCTyHa TPETbUX JIMI[ K
CucteMe HCKIIOUMTENFHO B CIy4asX, KOTJa TaKon
HGC&HKHHOHHpOBaHHBIﬁ J0CTyn BBI3BAH
HecoOmozieHneM baHkoM  TpeGoBaHWIT  HACTOSAIINX
VYcnosuid.

6.1.9. bank He HeceT OTBETCTBEHHOCTH 3a IOJIHOE WU
YAaCTUYHOE  HCHUCIIOJIHEHHE  CBOUX  O0OSI3aTEILCTB,
BBITCKAIOIINX M3 YCIOBUM, €CIIM TaKOE€ HEHUCIOJIHCHUE
BBI3BAHO OOCTOSITEILCTBAMU HEMPEOMOIMMON CHIIBI, B
TOM YHCJE€ PEIICHUSMU OPraHoB 3aKOHOJATEIbHOMH,
CcyneOHOWM W/WIN UCIOJIHUTEIBHOW BiacTu Poccuiickoi
Oenepannn, a takke banka Poccun, koTopsie aenaroT
HEBO3MOXXHBIM 11 baHKa  BBIOJIHEHHE  CBOHX
00513aTENILCTB; 3aJlep)KKaMU TulaTexeil mo BuHe banka

6.1.5. The Bank is entitled to refuse from refunding
the fee received from the Client for execution of the
Order registered in the System, if the mentioned Order
cannot be executed due to reasons beyond the Bank’s
control and competence.

6.1.6. The Bank does not bear responsibility for
execution of Orders and/or other Electronic
Documents of the Client in case of refusal of the Bank
from execution of the Order and/or other Electronic
Document of the Client, as well as in cases of not
executing the Order and/or other Electronic Document
of the Client if such execution could have brought to
violations of requirements of the effective legislation
of the Russian Federation, regulatory acts of the Bank
of Russia, present Terms and Conditions, bank
account (deposit) agreements, as well as conditions of
other agreements (contracts) signed between the Client
and the Bank, including if the Order and/or other
Electronic Document was not verified by the Client by
means of Session Key, either the Session Key
identification gave negative result, either there are not
enough funds on the Accounts of the Client for
execution of the Order (and/or other Electronic
Document) and/or payment of the bank fee and/or
compensation of other expenses of the Bank related to
the Transaction conduction, taking corresponding
measures, as well as in other cases, foreseen by the
Terms and Conditions, corresponding bank account
(deposit) agreement and legislation of the Russian
Federation.

6.1.7. The Bank does not bear responsibility for non-
execution, untimely or improper execution of Orders
and/or other Electronic Documents of the Client, if it
was arisen from the fact of providing inaccurate and/or
invalid information by the Client upon conclusion
and/or fulfillment of the Agreement, entering of
incorrect data by the Client, as well as for System
operations faults due to mistakes and inaccuracies
made by the Client;

6.1.8. The Bank does not bear responsibility for the
loss caused to the Client as a result of unauthorized
usage by the third parties of the Registered Number,
Password, Memorable Word, as well as Login,
Temporary Password, and Session Key transferred to
the Client. The Bank bears responsibility for the
consequences of unauthorized access of third parties
to the System, exceptionally in those cases when such
unauthorized access is obtained due to failure of the
Bank to comply with the requirements of the present
Terms and Conditions;

6.1.9. The Bank does not bear responsibility for full or
partial non-execution of its obligations, arisen from
the present Terms and Conditions, if such non-
execution is conditioned by circumstances of the acts
of God, as well as by decisions of legislative, judiciary
and/or executive authorities of the Russian Federation,
as well as the Bank of Russia, which make it
impossible for the Bank to perform those obligations;
payments delays due to the fault of the Bank of
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Poccun; BOCHHBIMM ACHCTBUSAMH, CTHXUMHBIMH WA
WHBIMH OC/ICTBUSAMH, TPOHCXONANINMH B paiioHax,
OpUIMANTEHO  TPU3HAHHBIMH ~ HAXOMSIIUMHUCSA  IIOJ
BIIMSIHACM BBIIICYKa3aHHBIX 00CTOSTEIBCTB.

6.1.10. bauk He HeceT OTBETCTBEHHOCTH 3a ITOCIIEICTBUS
HapymeHust Kiuentom TpeGoBaHUII M MOJOXKEHUH
HACTOSIIUX Y CIOBHIA.

6.1.11. bank He HECET OTBETCTBEHHOCTH 3@ ITOCIEACTBHS
HapymeHus paborocrocobroctr Kananos nocryma.

6.1.12. bank He HeceT OTBETCTBEHHOCTH 3a HapyIICHUE
pabotel CHCTEMEBI, a TAK)KE CPEICTB CBA3H, C IMOMOIIBIO
KoTopeIx KimeHTy HampaBniseTcss cMc-cooOIIeHHe Ha
3aperucTpupoBaHHBI HOMEp, B pe3yibTare JeicTBUI
TPETHUX JIULL.

BaHk He HeceT OTBETCTBEHHOCTH 3a KaKue-TH00 aBapHH,
cbou B OOCIyKHBaHUHU, CBSI3aHHBIE C OOOPYIOBaHUEM,
CcUCTEeMaMH Iepefadyd dIJICKTPOIHEPTUH W/WIU JTUHUHN
CBSI3M, CETH WHTEPHET, KOTOpHIE O00ecIeYnBaroTCs,
MOJAIOTCS, IKCIUIYaTHPYIOTCS W/HIH 00CITYKHUBAIOTCS
TPETHHMH JIMIIAMH B CBS3M C HampasieHueM KimeHry
CcMC-co00IIeHM Ha 3aperucTprupoBaHHbII HOMEP.

6.1.13. Bank He HeceT OTBETCTBEHHOCTH 3a YOBITKH
KineHTa, BO3HUKIIME BCIEICTBHE HECBOCBPEMEHHOTO
coobuienus banky o Komnpomeraruu.

6.1.14. bank He HeCeT OTBETCTBEHHOCTH 3a YOBITKH
Knuenrta, BO3HUKIIME B pe3yibTare yTpaThl (MOpYH,
nepeayd, yrepw, pasriamenun) Kimentom Jlorusa,
Bpemennoro maposnsa, Ilaponms, KomoBoro croga,
PazoBoro cexpeTHOro maposs.

6.1.15. bank He rapaHTHPYET COBMECTUMOCTh CHCTEMBI
C  ONCPAlMOHHOW  CHUCTEMOW M CTOPOHHHM
NPOrPaMMHBIM ~ O0ECIIEYCHHEM, YCTAHOBJICHHBIM Ha
koMnbloTepe Kinenra.

6.1.16. Pemenne 00 OTMEHE HMCIIOJIHEHUS
Pacriopsokenuss o npoBesenun Onepanuu jmbo 00
OTK/IOHGHHHM 3ampoca Ha OT3BIB  DJIIEKTPOHHOIO

JIOKyMeHTa baHK TpHHUMAaeT ¢ y4eToM TpeOOBaHHMs
3aKOHOJIaTeJILCTBA Poccuiickoit denepanuu 0
0e30T3BIBHOCTH TIEPEBO/IA JIEHEXKHBIX CPEACTB. B cirydae
otMeHbl Pacnopsixenuss bank BIpaBe HE BO3BpalaTh
KOMHMCCUOHHOE  BO3HArpaJ€Hue, IOJIyYEHHOE OT
Kmuenra, ecmu oTMeHeHHOe PacmopsbkeHne OBUIO
3aperucTpupoBaHo B Cucrteme.

6.1.17. baHk He HeCET OTBETCTBEHHOCTH 3a ITOCIEACTBHS
HECAaHKIIMOHHPOBAHHOTO  HCIOJIB30BAaHUS ~ TPETHHMU
muramMu Konma moctyna, MCHoiap3yeMoro B MOOWMIIBHOM
MPUJIOKEHUH, B TOM YHCIIC 3a MPHYUHEHHbIE KiMeHTy
BCJIEJICTBHE ITOTO YOBITKH.

6.1.18. bamk He HeceT OTBETCTBEHHOCTH 34
HETIOJy4YeHHE Knuentom CMC-COOOIIIEHU Ha
3aperucTpupoBaHHbIM HOMEp Mo BuHe KimeHta wiun
MOOWIJILHOTO OIleparopa, a Takxke 3a yObiTku KimeHTa,
BO3HHUKILIKE BCleACTBUE Hemodydenus KioueHtom cmc-
cooOmennii mo BuHEe KioumeHta wWiId MOOHIBLHOIO
omneparopa.

Russia; military actions; natural disasters and other
disasters taking place in the regions, officially
announced as impacted by the above mentioned
circumstances;

6.1.10. The Bank does not bear responsibilities for the
circumstances of violation of requirements and
provisions of the present Terms and Conditions by the
Client;

6.1.11. The Bank does not bear responsibilities for the
circumstances of performance faults of the Channels
of Access;

6.1.12. The Bank does not bear responsibilities for any
disruption in the operation of the System and the
communication means employed by the Client to send
SMS to the Registered Number through the fault of
any third parties;

The Bank shall not be held liable for any accidents,
service failures related to the equipment, power
transmission systems and/or communication lines, the
Internet, which are secured, served, operated and/or
serviced by third parties in connection with sending
SMS to the Client’s Registered Number.

6.1.13. The Bank does not bear responsibilities for the
losses of the Client caused due to late notification to
the Bank on Compromise;

6.1.14. The Bank does not bear responsibilities for the
losses of the Client caused due to loss (damage,
transfer, loss, disclosure) by the Client of the Login,
Temporary Password, Password, Memorable Word,
Session Key.

6.1.15. The Bank does not guarantee compatibility of
the System with the operating system and third-party
software installed on the Client’s computer.

6.1.16. The decision to cancel a Transaction Order or
to reject a request on Electronic Document
withdrawal shall be taken by the Bank based on the
requirements of the legislation of the Russian
Federation on irrevocability of money transfers. In
case of cancellation of an Order, the Bank is entitled
to refuse from refunding the fee received from the
Client if the canceled Order was registered in the
System.

6.1.17. The Bank shall not be held liable for the
consequences of unauthorised use by third parties of
the Access Code used in the mobile application,
including losses incurred by the Client as a result
thereof.

6.1.18. The Bank shall not be liable for the Client's
failure to receive SMS sent to the Registered Number,
where such failure is due to the Client's own fault or
the fault of the mobile network provider. The Bank
shall also not be liable for any losses the Client suffers
as a result of such failure to receive SMS, where such
failure is due to the Client's own fault or the fault of
the mobile network provider.
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6.1.19. bank He HeceT OTBETCTBEHHOCTH  3a
HECAaHKLMOHUPOBAaHHBIA JOCTYyN K IepeAaBacMoOd Ha
3aperucTpupoBaHHbIH HOMEp HMH(pOpManuu U yuepo,
TIPUYMHEHHBIH Knuenty BCJIEJICTBHE TaKoro
HECAHKIIMOHMPOBAHHOTO JOCTyNa, B TOM YHCIE, B
ciydae yTpaThl Knuenrom KOHTPOJIS Haj
3aperucTpupoBaHHBIM ~ HOMEpPOM, JO  MOMEHTa
noxyuenuss ot KimeHra yBemomieHus o0 yrpare
3aperucTpupOBaHHOTO HOMEpA.

6.1.20. banx BmopaBe moTpeboBare ot Kimenra
MPEACTaBUTh, B TOM YHCIE, C MoMOmpI0 CHCTEMBI,
MOATBEPKAAIOIINE TOKYMEHTBI, HEOOXOIUMBIE IS
BemonHeHNss bankom  TpebGoBanmii  PemepampHOTO
3akoHa oT 07.08.2001 Nell15-®3 «O mpotuBoneiicTBuU
jeranu3anuy  (OTMBIBAHUIO) TOXOJOB, IOJyYEHHBIX
MIPECTYIHBIM MyTeM, ¥ (PUHAHCHPOBAHHUIO TEPPOPU3MAY.

bank BmpaBe oTkazatb KiueHTy B HCHOJHEHUH
3apeTUCTPUPOBAHHOTO  PacmopspkeHHsT B CIlydasX,
MIPEIYCMOTPEHHBIX ACUCTBYIOUINM 3aKOHOJATEIECTBOM
Poccuiickont ®denepanuun 0 MPOTUBOAECHCTBUN
meranu3anud  (OTMBIBAHUIO) TOXOIOB, ITONyYSHHBIX
MIPECTYITHBIM IIyTeM, ¥ (PHHAHCHPOBAHHUIO TEPPOPU3MA.

6.2.lIPABA, OBA3AHHOCTHU u
OTBETCTBEHHOCTb KITMEHTA

6.2.1. KimmeHT 00s3yeTcs coOmoaaTh peKOMEHIAIHA 110
nHdopmanmoHHOil  Oe3omacHOCTH TIpH  paboTe ¢
Cuctemoii, yxasanssle B IIpunoxenun Ne2 k YV cnoBusiM,
a TaKKe TMEePUOAMYECKH pacchuiaeMbie bBaHkKOM 10

CucteMme u myOnuMKyeMmble Ha  KOPIOPAaTHBHOM
Wntepner-caiite  banka.  Kmment  Hecer  puck
BO3MOXHBIX yOBITKOB B pesyabTare

HECAaHKIIMOHHPOBAaHHOTO JOCTYIIA TPETBPUX JHI K
CuctemMe, B TOM 4YHCJIE€ B pe3ylbTaTe HCIIOTHECHUSL
BaHkoM ONEKTPOHHBIX JTOKYMEHTOB, MEpPEIaHHBIX B
bauk or wumenn Kiwmenra u mnoammcanHeix ACII
Kiuenra.

6.2.2. B cmyuae otkaza bamka 0T wucHoNHEHUS
3apeructpupoBaHHoro Pacnopsbxkenus, KinueHT BrpaBe
obparuthcst B baHK 3a mosrydeHHEM COOTBETCTBYIOIICH
nHGOPMALNH, B TOM YHCIIE O IPUIMHAX HEUCTIOTHEHHS.

6.2.3. KiineHT HeceT OTBETCTBEHHOCTD 3a MPaBUIbHOCTD
U aKTyaJbHOCTH BCEX CBEIEHHH, COOOIIAaeMBIX UM
banky, mpu 3akilOUY€HUM U HUCIOJHEHHHM HACTOSIIETO
Horosopa. Ilpy u3MeHeHUH yka3aHHOW B 3asBICHUU O
NIPUCOEIMHEHNH K YCloBUAM wuHpopManuu, KimeHnt
00s3aH HEMEIJIEHHO YBeIOMHTb 00 5ToM bank B
MMCBMEHHOM BHUJIE NpU JUYHOH sBKe B bank. B ciyuae,
eciu  Kiment Hapymaer NOpPSJIOK HCHONb30BaHUS
CucreMbl B Y4aCTH HCIIOJHEHHUSI CBOSH OO0S3aHHOCTH TIO
MIpeJoCTaBIeHNI0 baHKy HocTOBepHOW wWHpOpManun
(oOHOBIIEHHOW WH(MOPMAIIMK B CIydae €¢ M3MEHEHUS),
bank BnpaBe nmprocTaHOBUTH UCTIONB30BaHKEe Kiinenrom
Cucrembl. Jlo MomeHTa  modydeHHs  baHkoM
yBenomiieHus: KnmeHTa 00 W3MEHEHHMM KOHTAKTHON
nHdopmanny, baHk He HeceT OTBETCTBEHHOCTH 3a
HEMONIy4YE€HHE WM  HECBOEBPEMEHHOE  MOIYy4YEeHUE
HanpaBieHHoi Knuenry xoppecnonaeniuu, a Kmuenr
HECET BCE PHUCKM BO3MOXKHBIX YOBITKOB, BBI3BAaHHBIX
HEMOIy4YE€HUEM WM HECBOEBPEMEHHBIM MOJIYyYEHHEM

6.1.19. Where the Client loses control over the
Registered Number, the Bank shall not be liable for
any unauthorized access to information sent or
transferred to such Registered Number and for
resulting losses the Client may suffer till the notice of
the Registered Number loss has been received from
the Client.

6.1.20. The Bank shall have the right to demand that
the Client submit the supporting documents (including
the submission of such documents via the System)
necessary for the Bank to meet the requirements of
Federal Law No. 115-FZ dated 07.08.2001 "On the
Counteraction of the Legitimization of Proceeds of
Crime and the Financing of Terrorism".

The Bank shall have the right to deny the Client the
execution of the registered Order in cases provided for
under the effective laws of the Russian Federation on
the counteraction of the legitimization of proceeds of
crime and the financing of terrorism.

6.2.RIGHTS, OBLIGATIONS, AND
LIABILITIES OF THE CLIENT

6.2.1. When working in the System the Client is
obliged to follow the information safety
recommendations mentioned in Appendix No. 2 to the
present Terms and Conditions, as well periodically
sent by the Bank via the System and published in the
corporate web-site of the Bank. The Client bears the
risk of possible losses in the result of unauthorized
access of third parties to the System, including in the
result of execution of Electronic Documents by the
Bank transferred to the Bank on behalf of the Client
and signed with the EHS of the Client.

6.2.2. In case of refusal of the Bank from execution of
a registered Order the Client may apply to the Bank
for respective information, including that of the
reasons for such execution failure.

6.2.3. The Client bears responsibility for the accuracy
and relevance of all data transferred to the Bank upon

conclusion and implementation of the present
Agreement. In case of changes related to the
information mentioned in the Application on

affiliation to the Terms and Conditions, the Client is
obliged to notify the bank on those changes
immediately in a written form and in-person visit to
the Bank. Provided that the Client violates the
procedure on using the System related to
implementation of own obligations with regards to
providing the Bank with accurate information
(updated information in case of its change), the Bank
reserves the right to suspend the use of System by the
Client. Till the moment of receiving by the Bank a
notification from the Client on changing contact
information, the Bank does not bear responsibility for
non-receipt or delayed receipt of correspondence
directed to the address of the Client, and the Client
bears all the risks of possible losses, related to non-
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HamnpaBiieHHOW KiineHTy KoppecroHIeHIIUH.

6.2.4. Kiment o0s3yercs oOecrneunTh XpaHEHUE
nHdopmannu 0 MOJIY4EHHOM Bpemennom
naposie/usMeHeHHoM Ilapone crmocoOoM, Aenaroumum
Bpemennsiii naposb/Ilapons HeZOCTYNHBIM TpETbUM
JMnaM, B TOM 4YHcie, He cooOmars BpemeHHBIN
napoib/[lapons  pabGorHukam  banka, a  Taxke
He3aMeUTUTENBHO yBeAoMIATh bank o Kommpomerarmmn
Bpemennoro nmapomns/Ilapoms.

6.2.5. Kimment o0s3yercs He mpoBomute mo Cueram

olepanyy, CBsI3aHHBIC c OCYIIIECTBICHUEM
HpeNIPHUHIMATEIILCKOH ISSATSIIBHOCTH.
6.26. B  cmywae  yTpaTel = KOHTpPOJS  HaJ

3aperucTpupoBaHHbIM HOMepoM KieHT o00s3yercs
HE3aMEJIUTEIBHO COOOIUTh 00 3TOM B baHK.

6.2.7. KmueHt o0s3yeTcs o0ecneduTs MOJ/epIKaHue
mpueMa CMC-COOOIICHUH Ha 3aperucTPUPOBAHHOM

HOMepe.

6.2.8. Kimentr o0s3yercs mpenocTaButh baHKy B

Ka4yecTBe 3aperucTpupOBaHHOTO HOMepa
JNCUCTBUTENBHBIH HOMEpP MOOMIBHOTO TenedoHa U
o0OecreunTh  MOCTOSIHHYIO — JOCTYIIHOCTH ~ HOMeEpa

MOOWJIBHOTO TenedoHa sl NpueMa COOOLIeHWH B
¢dbopmare SMS-coobmIcHHI.

6.2.9. Knuent HeceT OTBETCTBEHHOCTh 3a
JIOCTOBEPHOCTh HOMEpa MOOWJIBHOTO TenedoHa, 00s3aH
HE JOIyCKaTh CO3JaHHE MyONMKaToB (KJIOHOB) Sim-
KapThl, a TaKke He JIONyCKaTh  IONyYeHHe,
HCTIONB30BaHUE ¥ 3aMEHY SiM-KapThl W/WIK HOMepa

MOOHIIBHOTO tenedoHa, Konosoro CIIOBa
HEYIOJTHOMOYECHHBIMH JIUIIAMH.
6.2.10. Kiment o0s3yercs oOecleYnTs XpaHEHUE

undpopmanuu 0 KogoBom ciioBe criocoOoM, JeIaroium
KomoBoe ci10BO HEOCTYITHBIM TPETHUM JIMIAM

7. WU3MEHEHMWE YCJ1I0BUN

7.1. YciaoBus MOTYT OBITh U3MEHEHBI 10 WHUIIMATHBE
BaHka myTeM BHECEHUS M3MCHEHWH W/WIHM JOMOTHCHUN
B YCJOBHUS, B TOM YHUCIIC ITyTEM YTBEPKICHUS HOBOU
penakuuu  YCIOBMH, B IOpAJKE, YCTaHOBJICHHOM
HACTOSLIMM pa3JieJioM Y CIIOBUM.

7.2. V3meHeHWs W/WIX [IONOJHEHWS B YCJIOBHS,
BHECEHHBbIE baHKOM, BCTYIAIOT B CrUTy IO HcTedeHun 10
(mecsaTH) KaNEeHAAPHBIX MHEW C NAThl OMyOJIMKOBAaHUS
Bankom wuHpOpManmuu 00 ITUX HU3MCHCHUAX W/WIN
JIOTIOJTHEHUAX JIUOO C JaThl BCTYIUICHUS W3MCHCHUUN
W/WY JAOTIOJHEHUH B CHITy, €CJIM Takas JaTa yka3aHa B
oryOinkoBaHHOM wMHpoOpManuu, HO He panee 10
(mecsaTH) KaNeHAAPHBIX IHEW C NAThl OMyOJIMKOBAaHUS
nH(pOpPMAIINH.

B ciyuae usmMeHeHusi 3akoHOaTesnbCcTBAa Poccuiickoi

receipt or delayed receipt of correspondence directed
to the address of the Client.

6.2.4. The Client shall store the information about the
received Temporary Password / changed Password in
a way that makes the Temporary Password / Password
inaccessible to any third party, including not provide
the Temporary Password / Password to the Bank
employees, as well as immediately notify the Bank if
the Temporary Password / Password is compromised.

6.2.5. The Client shall not carry out any transactions
on the Accounts related to entrepreneurial activities.

6.2.6. In case the Client lost control over the
Registered Number, the Client must immediately
notify the Bank thereof.

6.2.7. The Client will secure continuous and
uninterrupted receiving of SMS at the Registered
Number.

6.2.8. The Client undertakes to provide the Bank with
a valid mobile phone number as a Registered Number
and to ensure that the mobile phone number is always
available for receiving SMS.

6.2.9 The Client shall be held liable for the accuracy
of the mobile phone number and shall prevent the
creation of duplicates (clones) of the sim card, as well
as the receipt, use, and replacement of the sim card
and/or mobile phone number, Memorable Word by
unauthorized persons.

6.2.10. The Client undertakes to ensure the storage of
information about the Memorable Word in a way that
makes the Memorable Word inaccessible to any third
parties.

7. CHANGE IN THE TERMS AND
CONDITIONS

7.1. The present Terms and Conditions may be
changed by the initiative of the Bank via making
adjustments and/or amendments in the Terms and
Conditions, including via verification of the new
edition of the Terms and Conditions, according to the
procedure stipulated by the present section of the
Terms and Conditions.

7.2. Adjustments and/or amendments in the present
Terms and Conditions, made by the Bank, enter into
force after 10 (ten) calendar days as of the date of
publication of information by the Bank on such
adjustments and/or amendments, either as of the date
of entering into force of adjustments and/or
amendments, if such date is mentioned in the
published information, but not earlier than 10 (ten)
calendar days as of the day of publication of
information.

In case of changes in the legislation of the Russian
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Oenepanyu, YCIOBUSA, 10 MOMEHTAa HMX HW3MEHEHUS
bankoM npuMEHSIOTCA B 4YacTH, HE MNPOTUBOpEYaLIEi
TpeOOBaHUAM 3aKOHOIaTE€IbCTBA Poccuiickoit
denepanuu.

7.3. Knuenr o0s13aH He pexxe omHoro pasza B 10 (mecsth)
KaJCH/JApHBIX JHEH 3HAKOMHTbCA C HH(pOpMaIKeH,
nyonmukyemoit baHkoM B cooTBeTCTBUU ¢ mynkmom 1.5
VYcnosuid.

7.4. B ciygae Hecormacus KimeHTa ¢ M3MEHEHUSMHU
W/WIN TOTIOJHEHHWSMH, BHECEHHBIMH B YCJIOBHS, WIH
YCIOBUSAMH HOBOM pepakuuu Yciosuil, KnueHrt Brnpase
pacToprayTh JIoroBOp B MOpSIKE, YCTaHOBIEHHOM B
pa3zoene 8 YcioBuil.

75. B cnyyae, ecnum J0 BCTYIUIGHHUS B CUIY
OnyOIMKOBaHHBIX bankom HU3MEHEHU! u/unu
JIOTIOJIHEHUW, BHECEHHBIX B Y ClIOBUs, baHK He MOy4m
yBenomiuieHus Kimenta o pactopkenun Jlorosopa,
CTOpOHBI MIPHU3HAIOT, YTO YKa3aHHBIC M3MECHEHUS W/TITH
JIOTIONIHEHHUS B Y ci10BUA NpUHATH KireHToMm.

7.6. bBaumk He HeceT OTBETCTBEHHOCTH, €CIHU
nHpOpManus OO0 W3MCHCHHWH W/WIH JOIMOIHCHUU
VYcnoBuii, omyOnMKOBaHHAas B MOPSAKE U B CPOKH,
YCTAHOBJICHHBIC Y CIIOBUSIMH, HE ObLIA MOJYYCHA W/WIIN
M3yuYeHa W/WJIK MPABUIIBHO UCTOJIKOBaHaA KineHTOM.

7.7. JIroOble U3BMEHEHUS W/ WU JONOJIHEHUS B Y CIIOBUS C
MOMEHTA HX BCTYIUICHHUS B cuIy paBHO
PacIpOCTPaHSIOTCS Ha BCEX JIMI, IPUCOSAMHUBIIHXCS K
VYcimoBusiM, B TOM YHCIIE MPUCOCHMHUBIIMXCS K
VYcioBusiM paHee IaThl BCTYIUICHHS M3MEHCHHWH W/WIA
JOTIOTHEHUH B CHITY.

8. CPOK QEWACTBUS M MOPSIQOK
PACTOPX>XEHUA [JOIOBOPA

8.1. loroBop BCTymaeT B CHIIy C MOMEHTa IOJYYCHHUS
Kiuentom 3asiBieHus o0 NpUCOEAUHEHUU K Y CIIOBUSIM C
oTMeTKon banka.

8.2. JloroBop JmeicTBYeT 1O MOMEHTa MpeKpalleHuUs
BCEX JIOrOBOPOB OAHKOBCKOTO cueTa (HE KacaroIuXcs
CYETOB JUISi PACUYETOB C KCIOJIb30BAHUEM OAHKOBCKHX
KapT) W JIOTOBOPOB CYETA BKIIAJA «I0 BOCTPEOOBAHHUSNY,
3akiroueHHbIX Kiuentom ¢ bankom.

8.3. [ToroBop MOXeT ObITh PACTOPTHYT IO TPEOOBAHUIO
on1HO# 13 CTOPOH B CIIEAYIOIIEM MOPSIIKE:

8.3.1. B ciryuae pactopskeHus [JoroBopa 1mo HHUIIHATHBE
banka, bank yBegomisier 00 atom Kimenra He mosnuee,
yem 3a 14 (4eThIpHAIUATh) KaJCHIAPHBIX JHEW IO JAaThI
pactropxenuss JloroBopa MOCPEJICTBOM HAIIPABICHHS
coo0meHnss 1o  moyToBoMy  azapecy — Kimenra,
COOOIIICHHOMY UM TIpu 3akitoueHuu Jlorosopa, Jmbo ¢
momomipto  Cuctembl, 700  HMHBIM  CHOCOOOM,
ycTaHoBIIeHHBIM Y cioBusiMu. O0s3atenpcTBa baHka mo

Federation, the Terms and Conditions, till the moment
of their adjustment by the Bank, are applied insofar as
they do not conflict with the requirements of the
legislation of the Russian Federation.

7.3. The Client is obliged to get familiarized with the
information, published by the Bank according to point
1.5 of the present Terms and Conditions at least once
in 10 (ten) calendar days.

7.4. Provided that the Client disagrees with the
adjustments and/or amendments, made in the Terms
and Conditions or with the conditions of the new
edition of the Terms and Conditions the Client
reserves the right to cancel the Agreement according
to the procedure mentioned in Section 8 of the present
Terms and Conditions.

7.5. In case the Bank receives no notification from the
Client on cancellation of the Agreement prior to
entering into force of the adjustments and/or
amendments of the Terms and Conditions published
by the Bank, the Parties acknowledge that the
mentioned adjustments and/or amendments of the
Terms and Conditions are accepted by the Client.

7.6. The Bank bears no responsibility if the
information on adjustments and/or amendments of the
Terms and Conditions published according to the
procedure and within the deadlines, established by the
present Terms and Conditions, was not received
and/or studied and/or properly interpreted by the
Client.

7.7. Any adjustments and/or amendments in the Terms
and Conditions, as of the day of entering into force,
equally refer to all parties affiliated to the Terms and
Conditions, including parties affiliated to the Terms
and Conditions earlier dates of entering into force of
adjustments and/or amendments.

8. PERIODS OF VALIDITY AND
PROCEDURE ON AGREEMENT
CANCELLATION

8.1. The Agreement enters into force as soon as the
Client receives the Application on affiliation to the
Terms and Conditions with the Bank’s mark.

8.2. The Agreement is effective till the moment of
cancellation of all agreements on bank accounts (that
have no attitude to the accounts for settlements by
using bank cards) and "on-demand" deposit
agreements signed between the Client and the Bank.
8.3. The Agreement can be canceled upon request of
one of the Parties according to the procedure as
follows:

8.3.1. In case of Agreement cancellation by the
initiative of the Bank, the Bank notifies the Client on
it not later than 14 (fourteen) calendar days prior to the
date of Agreement cancellation by means of sending a
message to the post address of the Client, mentioned
by the latter upon conclusion of the Agreement either
by means of the System, or by any other means
established by the Terms and Conditions. The
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npueMy u ucnojHeHuro Pacnopsbkenuid, JlokyMeHTOB
[0 BKJAXy W/WIN WHBIX OJEKTPOHHBIX JOKYMEHTOB C
HCTOJIb30BaHUEM Cucrembl CUUTAIOTCS
MpPEeKpalleHHbIMU C JaThl U BpPEMEHHU, YKa3aHHBIX B
YBEAOMJICHHUH.

8.3.2. B ciryuae pactopxenust /loroBopa o HHHULIMATHBE
Knuenra, Kiment yBemomisier 00 3toM bank myrem
HaTpaBJIeHUs YBEJIOMIIECHUS O pacTopaKeHuHu Jloroeopa
mo Cucreme mmbOO TyTeM TIpeAcTaBleHHs B baHk
MMMCBMEHHOTO YBEJOMIIEHUSI O pacTopxkeHHu Jlorosopa
npu nuaHOM sBKe Kimenra (mpencrasutens Kimenra) B
bauk. JloroBop cuuTaercs pacTOpPrHyTBIM C JaThl
peructpann baHKOM yKa3aHHOTO YBEZOMIIEHHs, IIPH
ycnoBun oTcyTcTBus 'y KimeHTta o00s3aTenscTB 1O
morameHuo  nepex baHKOM — 3a0JDKEHHOCTH IO
HoroBopy. Ilpu Hamuuuu ykazaHHBIX O0S3aTENbCTB IO
MOTallleHUI0 3a70JKeHHOCTH nepen bankom Jlorosop
CUUTACTCA PACTOPTHYTBIM C MOMCHTA MCIOJJHCHUSA
00513aHHOCTH 10 OIUIaTe YKa3aHHOW 3a/10JDKEHHOCTH.

Bce Pacniopspxenns, JJokyMEeHTHI 110 BKJIAAY W/VITH HHBIC
DNeKTpOHHBIE JOKYMEHTEI Knnenra,
3aperUCTPUPOBaHHBIC baHKOM MO MOMEHTa TMONYYCHHS
yBenomnieHust Knmenta o pacropxenun JloroBopa,
MOJUIE)KAT HCIOJHEHUIO BaHKOM B COOTBETCTBHH C
YcnoBusamu.

C momMmeHTa nonydeHus bankoMm yBenomienus KineHnra
o pacropxenun JloroBopa bank mpekpamaer mpueMm u
3aBEpIIAeT UCIIOTHEHHE paHee MIPUHATBIX
Pacnopsoxennit  Knnenta, JIokyMeHTOB 1o BKJIafy,
HHBIX DJIEKTPOHHBIX TOKYMEHTOB.

B Cjly4ac IMOJYy4YCHU bankxoMm YBEAOMIICHHUA O
PACTOPIKCHUHN Z[OFOBOpa, otkimoueHne Kimenra ot
CucreMsl OCYIICCTBJIACTCA:

- TeKymuM pabouynM [HEM - €ClIu 3asBICHHE OT
Kimenra noxydeno mo 17.30 mo MOCKOBCKOMY BpEeMEHHU
(B maTHUIY — 1o 16.15, B npeanpa3THUYHBIC THA — HE
MeHee ueM 3a | (oxmH) yac 10 OKOHYaHHA pabouero
JIHs,  YCTaHOBJEHHOTO  INpUKa3oM 1o  baHky,
onyOJIMKOBaHHOM B TIOpSIKE,  MPEAYCMOTPEHHOM
nyHkToM 1.5 YcnoBuit) Tekymiero pabouero gHs;

- cleylomuM pabodnMM JHEM - €Clld 3asBJIEHHE OT
Knuenta nomyueno mnociae 17.30 mo MOCKOBCKOMY
BpeMeHH (B mATHMLY - ¢ 1ocae 16.15, B
TIpeATpa3JHUYHBIC JTHU — MeHee 4eM 3a 1 (oauH) vac 10
OKOHYaHMSI pabodero AHsS, YCTaHOBJIEHHOI'O NPHKa30M
1o banky, 01Ty OJINKOBaHHOM B HopsKe,
MIPEeIyCMOTPEHHOM TyHKTOM 1.5 VYcmoBwmii) Tekymiero
pabouero nHSA WM B N000€ BpeMs BBIXOJHOTO WIH
MPa3THAYHOTO JTHS.

8.4. Tlpekpamienue o0s3aTenbctB 1o JloroBopy He
BJICUET TPEKpAaIIeHUs  00s3aTeNBCTB IO  HHBIM
JoroBopaM  (COTJIAIIEHUSIM), 3aKIFOUYEHHBIM  MEXIY
Knuentom u bankom.

obligations of the Bank on acceptance and execution
of Orders, Deposit documents and/or free format
messages by using the System are considered
terminated as of the date and time, mentioned in the
notification.

8.3.2. In case of Agreement cancellation by the
initiative of the Client, the Client notifies the Bank on
it via transferring a notification on Agreement
cancellation by means of the System either by
submitting a written notification on Agreement
cancellation to the Bank for which purpose the Client
(the Client's representative) shall visit the Bank
personally. The Agreement is considered canceled as
of the date of registration of the mentioned notification
by the Bank provided that the Client has no debt
service obligations to the Bank under the Agreement.
In case of presence of such debt service obligations to
the Bank, the Agreement is considered canceled as of
the moment of performance of obligations on payment
of the mentioned debt.

All Orders, Deposit documents and/or other Electronic
Documents of the Client, registered in the Bank till the
moment of receiving the notification of the Client on
Agreement cancellation are subject to execution by the
Bank according to the mentioned Terms and
Conditions.

As of the moment of receiving the notification of the
Client by the Bank on Agreement Cancellation, the
Bank stops accepting and finalizes the execution of
early Orders, Deposit documents and other Electronic
Documents of the Client.

In case the Bank receives notification on Agreement
cancellation, the Client is removed from the System as
follows:

- on the current working day - if the Application from
the Client is received before 5:30 p.m. Moscow Time
(on Friday — till 4.15 p.m., on days before holidays -
1 (one) hour before the end of the working day,
stipulated by the order for the Bank, published
according to the procedure, stipulated by point 1.5 of
the present Terms and Conditions) of the current
working day;

- on the next working day - if the Application from
the Client was received after 5:30 p.m. Moscow
Time (on Friday — after 4.15 p.m., on days before
holidays - less than 1 (one) hour before the end of the
working day, stipulated by the order of the Bank,
published according to the procedure, stipulated by the
point 1.5 of the present Terms and Conditions) of the
current working day or at any time on weekends
and holidays.

8.4. Cancellation of obligations under the Agreement
does not bring to cancellation of obligation under
other agreements (contracts) signed between the Client
and the Bank.
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MHPUJIOKEHHUE Nel
3ASIBJIEHUE O IPUCOEJUHEHUU K YCJIOBUSM

[/ APPENDIX NO. 1. APPLICATION ON AFFILIATION TO THE TERMS AND
CONDITIONS

3ASIBJIEHUE
O ITIPUCOEJUHEHHWU K YCJIIOBUSM JJUCTAHIHUOHHOI'O BAHKOBCKOI'O
OBCIYXUBAHUSA ®U3UYECKUX JIUL ITIOCPEACTBOM CUCTEMBI EUROLINK B AO AKB
«EBPO®UHAHC MOCHAPBAHK»
APPLICATION
on affiliation to the Terms and Conditions on remote banking services rendered to physical entities via
EuroLink system in Evrofinance Mosnarbank

damuius Umsa Oruectso / Full name

Hara poxnenus / Date of birth

I'paxxnancto / Citizenship

JIOKyMEHT, yIOCTOBEpPSAIOIIUN JIMYHOCTD

(HaMMeHOBaHMe, cepHsi, HOMEp, Korua M
keM BblmaH) / Personal identification
document (name, series, number, date of
issue, issued by)

Anpec peructpanuu /
Address of registration

Anpec haKTHUECKOTO MPOKUBAHUSA /
Residential address

Jomanrauii TenedoH /
Home telephone number

MoOGubHbIi TenedoH /
mobile telephone number

Komosoe cioBo: / Code word:

HaCTOS[H_II/IM 3a4BJISIIO O NPUCOCAUHCHUU K Z[eﬁCTBy}OH_Ieﬁ peaakuu YcnoBuit JUCTAHIIMOHHOT'O 0aHKOBCKOT'O
obciryxuBanus pusmdeckux nui mocpeacrsoM Cucremsl EuroLink B AO AKB «kEBPOOUHAHC MOCHAPBAHKY (nanee —
VYcnoBusi) B MopsAKe, MpexycMOTpeHHOM cratbedt 428 ['paxkmanckoro koxaekca Poccuiickoit Dexepamnu. Bee momoxeHus
VYcnoBuii pa3bsACHEHBI MHE B TOJHOM 00BEeMe, BKIIOYAs OTBETCTBEHHOCTh CTOpoH, Tapupsl AO AKB «EBPOOUHAHC
MOCHAPBAHK», cnydan u TOpSIOK YBEOOMIICHHH OO0 OIepanusX, COBEPIIAEMBIX IO MOHMM OaHKOBCKHM CYETaM C
MCITIOJIb30BaHUEM DJIEKTPOHHOTO CPEACTBA IUIATEKA U MOPSIOK BHECEHUs B Y CIIOBUS M3MEHEHHH U nomnoyHenuii. / Hereby |
apply for affiliation to the effective edition to the Terms and Conditions of the Remote Banking Services rendered to physical
entities by means of Euro Link System in Evrofinance Mosnarbank (hereinafter referred to as Terms and Conditions)
according to the procedure stipulated by Article 428 of the Civil Code of the Russian Federation. All provisions of the Terms
and Conditions are explained to me in full, including the responsibility of parties, rates of Evrofinance Mosnarbank, cases and
the procedure for the notification of transactions on my bank accounts using electronic means of payment and the procedure of
changing and amendment of the Terms and Conditions.

Ha ocHoBanuu Hacrosiiiero 3asinenust npoury: / Therefore, please:

No

1 | npenocraBute MHe noctyn k CucTeMe IMCTaHIMOHHOTO OaHKOBCKOro obOciyxkuBanus EuroLink u oGecneuntsb
BO3MOJKHOCTh €€ HUCIIOJIBb30BaHUA IJI1 JUCTAHIIMOHHOT'O 0aHKOBCKOTO 06CJIy)KI/IBaHI/ISI B COOTBETCTBUU C Y CJIOBHUSIMH U
Tapudamu / provide me with access to the Euro Link Remote Banking System of Evrofinance Mosnarbank and ensure
possibility of its use for remote banking services according to the Terms and Conditions and the Rates.

2 | mpenmoctaBniaTh BpemeHHbIH maponb goctyna Kk CucTeMe AMCTaHIMOHHOTO OaHKOBCKoro obGciyxkuBanus EuroLink,
Pa3oBble cekpeTHbIC Mapoid, a TakkKe JOMOJHUTENBHO (MOMHUMO yBenomieHus mo Cucreme) HHGOPMUPOBATH MEHS C
MIOMOIIBIO CPE/ICTB MOOMIIBHOI CBSI3M O COBEPIICHUH KaX/0i OMepaIyu o MoeMy cueTy (cuetam), OTKPHITOMY(-bIM) B
AO AKB «kEBPOOMTHAHC MOCHAPBAHKY, a Take 06 oneparusx, COOTBETCTBYIOIIMX MTPU3HAKAM OCYIIECTBICHHS
HepeBoia JACHEKHBIX CPEACTB 0e3 MOero coriacus, o (akTe BXOIa/MOMBITKA BXOJIa B CucrteMy ¢ HCIOJIb30BaHUEM
AIIEKTPOHHOTO CPENCTBA IUIaTeXa 1Mo CleayiomeMy Homepy Tenedona: / provide me with a Temporary Password to
access the Euro Link System of remotebanking services, Session Keys, and inform me additionally (besides the
notification in the System) via mobile communications of each transaction performed on my account (accounts) with
Evrofinance Mosnarbank, of Transactions with the signs of money transfer performed without my consent, and of any
System sign-in or attempted sign-in using electronic means of payment to the following telephone number:

51 BbIpakal0 KOHKpETHOE, MH(OPMHPOBAaHHOE H I hereby give my express and informed consent to
cosnatenbHoe corimacue AO  AKB «EBPO®UHAHC | Evrofinance Mosnarbank (address: 29 Novy Arbat Street,
MOCHAPBAHK» (mecto Haxoxmenus: r1.121099, r. | Moscow, 121099, OGRN (Primary State Registration
Mocksa, yia. Hoseiit Ap6ar, a. 29, OTPH 1027700565970, | Number) 1027700565970, general license for banking
reHepalibHasi JIMICH3Ms Ha ocyliecTBieHueM OaHkoBckux | operations No. 2402, dated 07.23.2015) (hereinafter referred
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omepanmii Ne2402 ot 23.07.2015) (manee — bank) Ha
00paboTKy  (BKIIOYas  MONydeHHE OT  MEHsS) ¢
UCIIONB30BAaHUEM  CPEACTB  aBTOMATH3allMM WM 0e3
TaKOBBIX, BCEX MOUX NEPCOHAJBHBIX JAHHBIX, YKA3aHHBIX B
HacTosIeM 3asBICHUM U OKYMEHTaX, HpPEeIOoCTaBIEHHBIX
MHOU B baHK, U moaTBepkaato, 4To, JaBas TaKOE COTJacue,
JIEHCTBYIO CBOOOIHO, CBOCH BOJIEH U B CBOUX MHTEpEcax.
Cornacue maeTcst MHOH B IIEJIAX OCYIIECTBICHHUS
Bankom  QyHKOWHA, BO3JMIOXKEHHBIX HAa  KpEIUTHEIC
OpraHM3aluy 3aKoHoAaTeNbcTBOM Poccuiickoit denepanum,
a TaKKe U1 meneil mpuHATHS baHkoM pemeHus o
BO3MOXXHOCTH OTKPBITHSI OaHKOBCKOTO cdeTa, cdera IO
BKJIay (OETO3UTY), B TOM YHUCIIE MPOBEPKU JOCTOBEPHOCTH
CBEJICHHMH, YKa3aHHbIX MHOH Ipu oOpamieHnd B baHk u B
MPEIOCTAaBIEHHBIX ~ JOKYMEHTAX, 3aKIOYEHUs JIIOOBIX
CZIETIOK, CBA3AHHBIX C OTKPHITHEM OaHKOBCKOI'O CUETa, CUeTa
o BKJIaAy (AEMO3UTy), U UX JaJbHEWUIIero UCIOJIHEHUS, B
TOM 4YHCIIE, PACIOPSDKEHUs JEHEKHBIMH CpEJICTBAMHU IO
YKa3aHHBIM cyYeTaM Kak Ha OyMa)KHBIX HOCHTEISX, TaK H C
MOMOIIBIO  JJIEKTPOHHOW  CHCTEeMBI  JAWCTAaHIMOHHOTO
0aHKOBCKOTO obcIiTyKUBaHUS, COBEpPILICHUS HHBIX
0aHKOBCKHX OIEpalid, B LEIAX NPUHATUS PELICHUH HIIH
COBEpLICHHUS HHBIX JIeNCTBUH, TIOPOXKIAIOLTUX
IOPUIMYECKHE TIOCIEACTBHS B OTHOIICHWH MEHS W/WIH
OpYIMX JIML, B LeJIIX peanu3aiuy  (UCIIOJIHCHUS)
NpPEeTyCMOTPEHHBIX ~ 3aKOHOAATENbCTBOM  Poccuiickoit
Oenepanuu npaB  (o0s3aHHOCTEH) baHka Tpu BeneHHH
0aHKOBCKMX CYETOB, CYETOB II0 BKJIany (IEmo3uTy),
OCYIIECTBICHUS] XPAaHCHHUS, B TOM YHCIE B 3JIEKTPOHHOM
BHIE, B IeIIx obecmedyeHus OesomacHocTdH KimeHtra u
Banka, mepeBO3KM W 3amIUTHI TEPCOHATBHBIX JAHHBIX,

MOTyIEeHHBIX B BBIIIEYKAa3aHHBIX eNsX, "
pacmpocTpaHseTcs Ha MOM IIepCOHalbHbIE JaHHbIE,
yKa3aHHble MHOH B  AHKeTe (u3MUecKoro Jmna,

nojiay4aeMoil bBaHKkoM B COOTBETCTBUM € 3aKOHOAATEIHCTBOM
0 NPOTHBOJCHCTBUY Jeranu3anuy (OTMBIBAHHIO) JOXOOB,
MONYyYEeHHBIX NPECTYNHBIM MyTeM, W (PUHAHCHPOBAHHIO
TeppopH3Ma, a TakKe yKa3aHHBIX (COACPIKAIIUXCS) B HHBIX
JOKyMEHTaX, IIPEeJJOCTaBIIsIeMBbIX MHOH B BbaHK, a Takke Bcex
MOMX  TIEPCOHANBHBIX  JAHHBIX,  HAXOMIINIUXCS B
paclopsKeHHH TPEThUX JIML, KOTOpbIe COCTOST ¢ baHkoM B
JIOTOBOPHBIX OTHOIICHHUSX.

Bank nMmeer mpaBO OCYIIECTBIATH CIELYyOLIME
nedctBus  (Omepanuu) WIM  COBOKYNHOCTb  JICUCTBUI
(onepanuii) B OTHOLUIEHMH MOWX IEPCOHAJBHBIX JaHHBIX,
KOTOpBIE HEOOXOAWMBI WM JKETAaeMbl IS JOCTHKEHHS
BBIICYKA3aHHBIX IeNed, ¢ coOmoneHneM TpeboBaHMI
0aHKOBCKOIl TalHHBI: cOOp, 3amuch, CHCTEMaTH3aLHIo,
HaKoOIUIEHWe,  XpaHeHHe, yToyHeHHe  (oOHOBIeHHE,
U3MEHEHMs), U3BJIEUEHHE, HCIOJb30BaHUE, Iepeaavy
(npenocraBneHue, 10CTym) aULy (-am), ¢ KOTOpbIM (1) bank
COCTOUT B JOTOBOPHBIX OTHOLUCHUAX, 0663J'IPI'-IHBaHl/Ie,
OnokupOBaHME, ynaaleHwe, yHH4YTOxkeHHe. (OOpaboTka
MNEepPCOHANBHBIX ~ JAHHBIX ~ OCYyIIecTBIsieTcss baHkoM ¢
NpUMEHEHHEM CIEIYIONIUX OCHOBHBIX CHOCOOOB (HO, He
OTPaHMYUBASCH WMH): XpaHEHHE, 3aMHCh Ha OyMakHBIE U
SNIEKTPOHHBIE HOCHUTENIM W WX XpaHEHHE, COCTABJICHHE
nepeyHel, MapKUpPOBKa.

Hacrosuee cornacue NEHCTBUTENbHO B TEUEHHUE
10 (mecatu) user. Ilo wucTedyeHMM yKa3aHHOTO CpoOKa
JIeicTBHE COrJlacusi CUYMTAeTCs MNPOJJICHHBIM Ha KaXKable
ClleAyloIUe IMATh JET NPHU OTCYICTBHUM CBEICHUIl O €ro
OT3bIBE.

51 yBemomieH (a) O CBOeM IIpaBe OTO3BAaTh
corjacHe IyTeM Io/iady B BaHk MMCEMEHHOTO 3asiBIICHUSL.

51 yBemomieH (a), 4TO MNPENOCTAaBIEHHE MHOIO
HETOYHOW ¥ HEJOCTOBEPHOH HHGPOpPMAnMu U OT3BIB
HACTOSIILIETO COTJIACHs MOTYT IIOBJI€Yh HEBO3MOXKHOCTH
okazaHus yciyr bankowm.

Vka3piBass B JIOOBIX MpPENOCTaBIsIEMBIX baHKy
JOKyMEHTaX CBEACHMS O TPETHHX JIMIAX, 51 mopydaro banky
OCYIIIECTBISITh B COOTBETCTBHU C BBIIICYKa3aHHBIMH LEISIMU

to as the Bank) for the processing (including receipt from me),
with or without automation means, of all my personal data
contained in this Application and the documents submitted by
me to the Bank and confirm that by giving such consent, | act
freely, on my own accord, and in my own interests.

I hereby give my consent for the purpose of the
Bank performing the functions assigned to credit institutions
by the laws of the Russian Federation, and also for the purpose
of decision-making by the Bank on the possibility of opening
a bank account, a deposit account, including verification of the
reliability of information specified by me when contacting the
Bank and in the documents provided, the conclusion of any
transactions related to the opening of a bank account, a deposit
account, and their further performance, including the disposal
of funds on the above accounts, both on paper and via the
electronic remote banking system, the performance of other
banking operations, for the purpose of decision-making or
committing other actions generating legal consequences for
me and/or others, for implementing (exercising) the Bank’s
rights (obligations) provided for by the laws of the Russian
Federation in the framework of keeping bank accounts,
deposit accounts, safekeeping, including in electronic form,
for the purpose of ensuring the security of the Client and the
Bank, transportation and protection of personal data received
for the above purposes, and my consent shall apply to my
personal data specified by me in the Individual’s
Questionnaire received by the Bank in accordance with the
laws on countering the legalization (laundering) of criminal
proceeds and terrorism funding, as well as those specified
(contained) in other documents provided by me to the Bank,
as well as all my personal data held by third parties that are in
the contractual relationship with the Bank.

The Bank may perform the following actions
(operations) or set of actions (operations) with respect to my
personal data as necessary or desired to achieve the above
objectives subject to the compliance with the banking secrecy
requirements: collection, recording, systematization,
accumulation, safekeeping, clarification (updating, changing),
extraction, use, transfer (provision, access) to person(s) the
Bank has contracts with,, , depersonalization, blocking,
deletion and destruction. The Bank shall process personal data
using the following main methods (but not limited to): storage,
recording in soft and hard versions, and their safekeeping,
listing and marking.

This consent shall be valid for ten (10) years. After
the expiry of this period, the consent shall be deemed
extended for every five years thereafter in the absence of
information on its revocation.

I am notified of my right to revoke my consent by
submitting a written application to the Bank.

I am notified that inaccurate or unreliable
information provided by me and the revocation of this consent
may result in the impossibility of service rendering by the
Bank.

By providing information about third parties in any
documents submitted to the Bank, | instruct the Bank to

process (the list of actions (operations) and the description of
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obpabotky (mepedeHp neiictBuil (omepauuii) u omucanue | methods are specified above) the personal data of such parties
crmocobOB  yKa3zaHO BBINIC) IEPCOHANBHBIX  TaHHBIX | in accordance with the above-mentioned purposes.
yKa3aHHBIX JIHII.

IpenocraBieHHble MHOH bBaHKy TMepcoHaIbHBIC I received the personal data of third parties provided
JAaHHBIC TPETHHX JIMII MOJYYeHbl MHO# B cooTBercTBHH ¢ | by me to the Bank in accordance with the requirements and
TpeboBaHMsAMH W B  Topsake, ycranosieHHeiMu | the procedure established by the personal data laws of the
3aKOHO/JATEILCTBOM Poccuiickoit denepaun o | Russian Federation. There are no restrictions on such personal
HNEePCOHANBHBIX ~ JaHHBIX, OpH  3TOM  Kakux-mmbo | data processing set out by the subject thereof. The third parties
orpaHHYCHHUI Ha MX 00paboTKy cyObekToM nepcoHanbHbX | are notified of their personal data processing that is performed
JaHHBIX HE YCTaHOBJICHO, YyKa3aHHble Tperhbu Jiuma | Dy the Bank in compliance with the requirements for the
yBemoMIIeHBI 00 00paboTke WX TepcoHalbHBIX JMaHHBIX | personal data confidentiality and safety of personal data in the
Bankom, kotopast ocyiecTsisercst bankom ¢ cobmonenuem | course of their processing, and agree therewith.
KOHOHICHIMANBHOCTH  I[EePCOHAIBHBIX  JAHHBIX U
obecreueHns 6€30MaCHOCTH MEPCOHATBHBIX JAHHBIX MIPH UX
00paboTKe U C Hel COTJIaCHBI.

Hacrosiium 5= yBemomyieH (a) O TOM, dYTO I am hereby informed that the requirements for the
TpeGoBaHus K 3ammTe oOpabaThiBacMbIx IepcoHaibHBIX | protection of personal data being processed, the legal,
JIaHHBIX HeOOXOAWMBbIE MpPaBOBBIE, OpraHM3alMoOHHBIE u | Organizational and technical measures required to protect
TEXHHYECKHE MEpBI M0 3all[UTe MepCOHANBHBIX JaHHBIX oT | personal data from unauthorized or accidental access,
HEMpaBOMEPHOr0 WM ClydaiiHoro joctyma k Huwm, | destruction, modification, blocking, copying, provision, and
YHUYTOXEHHUS, M3MEHEHUs, OJOKMpoBaHuWs, komupoBanus, | other unlawful actions in relation to personal data shall be
NpEIOCTaBICHUS M HMHBIX HempaBoMepHbiXx neiicteuii B | determined by the Bank based on the requirements of Federal
OTHOILICHUH MEPCOHANBHBIX JaHHBIX onpexaemnsiiorcss bankom | Law No. 152-FZ, dated 07.27.2006 “On Personal Data” and
¢ yuetoM TpeboBanuii PenepanpHoro 3akona ot 27.07.2006 | other regulations of the Russian Federation.

Nel52-®3 «O mnepcoHalpHBIX  JAaHHBIX» M MHBIX
HOPMAaTHBHO-IIPaBOBBIX akTOB Poccuiickoiit denepanuu.

IMoamucas Hacrosiiiee 3asBIEHHE, TTOITBEPXKIALO, By signing this Application, I certify that | have read
yro g0 3akmodveHuss JloroBopa  os3makomuen ¢ | the Recommendations for information security prior to
PexoMeHIausIMu 110 HHHOPMAIMOHHON 6E301aCHOCTH. entering into the Agreement.

CornacHo TpeGoBaHusaM CcT.9  DezepaibHOTO In accordance with the requirements of Article 9 of

3akoHa ot 27.06.2011 r. Ne 161-®3 «O naumonansnoii | Federal Law No. 161-FZ, dated 06.27.2011, On the national
IaTé&XHOM cucTeMe» s yBeJOMIEH O ToM, 4ro bank | payment system, | am informed that the Bank shall inform the
uapopmupyer Kitrienra o cosepuiennu kaxaoi omnepanuu ¢ | Client of performing each transaction with the EuroLink
ucnosb3oBanreM CucTeMbl quCTaHIMOHHOrO OankoBckoro | System of remote banking services by generating and
obcnyxuanus  EuroLink myrem  dopmupoanus u | submitting to the System of a transactions statement on the
HampaBiieHnst B Cucremy jxypHama omepaunii mo cyery | Client’s account.
Kunnenra.
HacrosmuM MOATBEPXKIAI0, YTO YKAa3aHHBIA B Hereby I confirm the phone number provided in this
JIAHHOM 3asBIEHUH HoMep TeeoHa mopaepxusaeT npuem | application supports incoming SMS™.
cMc-coo0mmenuii L,
Bcee PUCKH, CBA3aHHBIE C HEMNOJYYCHUEM CMC-
COOOIIEHNI MO MOEH BHHE WIA BHHE MOOWIBHOTO
oreparopa, IpUHUMAI0 Ha cedsl.

I accept all the risks resulting from failure to receive
SMS due to my own fault or the fault of the mobile network
provider.

Toonucys / Signature @amunua M.0. | Surname and Initials

Sanosansercs bankom / To be filled in by the Bank

[lpu perucrpamun B CucTeMe MUCTaHIIMOHHOTO OaHKOBCKOTo oOcmyxwuBanus EuroLink
kiuenty npucoeH Jlorun/The following Login was assigned to the Client upon registration in
the EuroLink Remote Banking System:

Pabornuk banka: / « » 20
Employee of the Bank: _
noonuce / signature Damunusn U.0. | Surname and
Initials

B cllydyae HEMoJy4eH sl CMC-COO0LICHUH Heo0X0auMo o0paTuThes B baHk, a Takke k cBoeMy MobuiibHOMY oreparopy. / If you do not receive
SMS, you need to contact the Bank, as well as your mobile operator
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IMPUJIIOKEHHUE Ne2
PEKOMEHJALINH 1O
UH®OPMAIIMOHHOM BE3OIIACHOCTH,
B TOM 4YHUCJIE, IO CHHUXEHHIO
PUCKOB IHOBTOPHOTI'O
OCYWECTBJIEHHUA IHEPEBOJA
JAEHEKHBIX CPEJACTB BE3 COI'JIACUSA
K/IMEHTA

B cBa3u ¢ y4yacTUBHIMMUCS CiIydasiMH HpPOBEIEHUS
MOIICHHUYECKHUX OMNepanyil Mo HepeBoy IEHEKHBIX
CPEICTB C MCIOJB30BAHUEM CHCTEM AMCTaHIIMOHHOTO
0aHKOBCKOT0 00CITy>KUBaHUs 4epe3 ceTh MIHTepHeT u B
HeNsX  NPEeNOTBpAIlCHHS  HECaHKIHOHHPOBAHHOTO
goctyma kK Cueram  Kmmenta co  cTOpOHBI
3JI0yMBIIIJICHHUKOB BaHK HACTOATENBHO PEKOMEHIyeT
(usHyecKUM  JTHIAM nonp3oBarensaM  Cuctemsl

coOmoaTh  CleAyolMe Mepbl HH()OpMALMOHHOM
0€30IaCHOCTH:
e Hcnonp3oBaTh Ha  IIOCTOSHHOM  OCHOBE

AHTHUBUPYCHOE MPOrpaMMHOE OOecIeYeHHe ¢
MOCJIe/IHEH aKTyaJbHOW Bepcueil 06a3 (Ha Bcex
YCTpOMCTBAaX, C KOTOPBIX OCYILECTBIIIECTCA
poctyn B CHcTeMy W/WIM Ha KOTOPBIC
npuxoaut Sms/push yBenomierue).

Pery/isipHo  BBINOJNHSTH  AHTHBHUPYCHYIO
HPOBEPKY ISl CBOCBPEMEHHOT0 0GHAPYKCHHS
BPEIOHOCHBIX IpoOrpamMm (na BCEX
YCTPOWCTBAX, € KOTOPBIX OCYIIECTBISCTCS
gocryn B Cucremy Wwnium Ha KOTOpBIE
npuxoaut Sms/push yBegomienue).

e Perymapuo yCTaHaBIIMBAThH OOHOBJICHHS
ONEpallMOHHOM  cucTeMbl M Opaysepa
WuTepuer (mocpexncTBoM KOTOpOro

ocymecTBisieTcs noctyn k Cucreme) (Ha Beex
YCTpOMCTBAaX, C KOTOPBIX OCYILIECTBIIIETCA
goctyn B CucreMy W/WIM Ha KOTOpBIC
npuxoaut SMs/push yBenomienue).

e biokupoBaTh  IOCTYI K  YCTPOHCTBaM,
MOCPENICTBOM  KOTOPBIX  OCYIIECTBIISCTCS
noctyn kK  Cucreme. He OCTaBJISATh
pa30I0KUPOBAHHBIE yCTpoiicTBa 0e3
MPUCMOTpA.

OcymiectBisTh BX0J B CrcTeMy HOCPEICTBOM
npsimoro Habopa cceutku https://dbo.efbank.ru
B CcTpoke Opay3epa WIM II0 CChUIKE Ha
koprnoparusHoM MHuTepHer-caiire banka. Ilpu
3TOM BcerJa MpOBEpsTh, 4YTO COEIUHEHHE
OCYIIECTBIISIETCS. TI0 0E30MaCHOMY IIPOTOKOIY
https wa agpec *.efbank.ru (mampumep,
dbo.efbank.ru). B agpecHo#l cTpoke HOIDKEH
MOSIBUTHCS 3HAYOK 3aKPBITOTO 3aMKa.

He monb3oBatbecs CuCTEMOH C  TOCTEBBIX
pabounx MecT (MHTEpHET-Kade u 1p.).

He ycranaBimuBaTh OOHOBJICHHS CHUCTEMHOTO
MPOrpaMMHOTO o0ecTieueHus win Opaysepa
Hutepuer, nonydennsie oT uMeHu baHka 1o
3JIEKTPOHHON IOYTE WM JAPYTHM CIIOCOO0M,
HE OTKPBIBATh CCBUIKM B TaKHX ITIOYTOBBIX
coobmenusx. IlomydumB Takoe cooOIieHue,
He3aMeUITMTENbHO coo0muTh 00 3TOM banky.
Hcnonp30BaTh MPUIOKEHUS Ha CMapTHOHAX
TOJIBKO M3 O(HIMATBHBIX HCTOYHUKOB (Apple

APPENDIX NO. 2
RECOMMENDATIONS ON INFORMATION
SECURITY, IN PARTICULAR, ON
REDUCING THE RISKS OF RE-TRANSFER
OF FUNDS WITHOUT THE CLIENT'S
CONSENT

With a view to the increasing number of fraud
transactions of funds by means of remote banking
systems via Internet and for the purposes of prevention
of unauthorized access of hackers to the Accounts of
the Clients, the Bank strongly recommends to physical
entities - System users to meet the following measures
of information security:

To use on permanent basis anti-virus software
with the last updated version of databases (on
all devices used to access the System and/or
that receive SMS/push notifications).

To perform anti-virus screening on regular
basis for timely disclosure of hazardous
programs (on all devices used to access the
System and/or that receive SMS/push
notifications).

To install regularly the updates of the
operational system and the Internet Browser
(which is used for accessing the System) (on
all devices used to access the System and/or
that receive SMS/push notifications).

To block access to the devices used to access
the System. Not to leave unlocked devices
unattended.

It is recommended to access the System via
direct link https://dbo.efbank.ru or the link on
the corporate web-site of the Bank. One
should always make sure that connection with
* efbank.ru (e.g., dbo.efbank.ru) is established
via the secure protocol (https). A closed lock
icon will appear in the address bar.

Do not access the System using the guest
workplaces (cyber cafe, etc.).

Do not install updates of system software or
Internet browser received from the Bank via
electronic mail or otherwise, do not open links
in such mail messages. Inform the Bank on the
above mentioned upon receiving such
messages.

Use only those smartphone apps that are
downloaded from trusted official sources
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Store, Google Play/ Play Market).

Perymsapao, He pexe OIHOTO pa3a B [ICHb
MoJIy4yaThb nHdopmanuro 0
3apEerHCTPUPOBAHHBIX PacropspkeHHsAX H O
cocrostHuu CUeToB.

bank pexomenngyer KimeHTy y4uTHIBaTH
pucku npu pabore ¢ Cucremoii uepes3 cets MHTEpHET U
MOHUMAaTh, YTO HCIIOJIb30BaHHE TOJIBKO aHTUBUPYCHOTO
nporpamMMmHoro obecrieuernst He maet 100% rapantun

3aMTBl  OT  MPOBEICHHSA  3JOYMBINIJICHHUKOM
MOIIEHHNYeCKUX onepanuii B Cucreme.
Cnenyer YUUTBIBAT caMble

pacnpocTpaHEHHbIE Ha CETONHAIIHUHA J€Hb CXEMBbI
MOIIEHHNYeCTBa B ceTn MHTEpHeT:

o «CouuanpHbIi  HHKHUHHUPHHD» -
3JIOYMBINUICHHUKH pacchlIaroT
coob1eHus MIOCPEICTBOM
SMS/3neKTpOHHOW ~ TOYTHI WA

3BOHAT OT WMMEHM baHka u moj
Pa3THYHBIME TPEAJIOTAMH TBITAIOTCS
nonyuuts oT Kumenra Jlorunsl,
[Mapomu, ®.M.0, HOMepa CHYETOB,
KapT, THH-KOJIOB H T.1I.

«DumuHr» — KireHTy mpuchLiaeTcs
[0 II0YTE€ WIH HHBIM CII0OCOOOM

CChUIKA Ha  MOANENBHBIM  callT,
KOTOPBI MOXET BHU3yaJlbHO HeE
OTIMYaThCsl  OT  IOJUIMHHOIO, C

mpocsboif Beectu Jlorun, Ilapons Ha
noctyn k Cucteme U qpyrue JaHHbIE
MOJT JIIOOBIM TPEIOTOM (UCTEK CPOK

JNEWCTBUS TApoyisd, HEOOXOAMMOCTH
poiTH JIOTIOJTHUTEIHHYIO
ABTOPH3ALIHIO, pa30JIOKIPOBKA

3a0JIOKUPOBAHHOTO JJOCTYIIA U T.II.).
3apakeHHEe BPEIOHOCHBIM KOJOM -
MIPOUCXOTUT Yepe3 pacipoCTpaHEHHE
BPEIOHOCHBIX  IIpOrpaMM  4epe3
WHTepHeT-pecypcesl, HaIIpuMep,
CaliThl  COLMAJbHBIX CETeH  WiIH
MIOCPEJICTBOM CIIaM-PAacChUIKU 4epes
3JIEKTPOHHYIO MOYTY. Tlocne
3apaKeHUsI CucreMbl Kiuenra
BHPYCOM W «TPOSTHOM»
3JIOYMBIIIJIEHHUK TI0Jy4aeT MOJIHbIN
KOHTpOJb HaJl CUCTEMOH.

[pu wucnomp3zoBanun CHCTEMBI HEOOXOAUMO
MIOMHHUTb, YTO:

B cayuae BoisiBiieHust KilueHTOM Mo103pUTEIbHBIX
onepauuii B Cucreme He00X0AMMO
He3aMeIUTeJbHO cB3aThes co Ciy:xooii
KJIMEeHTCcKoil moaaepxxku Banka no Homepy
TeaedoHa, ONyOJHMKOBAHHOMY Ha KOPIOPATHBHOM
HnTepHer-caiite banka.

(Apple Store, Google Play/ Play Market).
Receive information about the registered
Orders and the status of the Accounts at least
once a day.

The Bank recommends the Client to consider
the risks upon working in the System via Internet and
understand that only use of anti-virus software provides
with 100% protection guarantee from fraud transactions
by hackers in the System of the Client.

It is necessary to consider the most widely

spread schemes of fraudulent activities in the Internet
for today:
“Social engineering” — hackers send
SMS /email or call you on behalf of
the Bank and under various pretexts
try to get the Client’s Login,
Password, Print Name, numbers of
accounts, cards, pin codes, etc.

“Fishing” — The Client receives by
mail or otherwise a link to fake web-
site, which can be visually identical
to the official one, with a request to
enter the Login and Password for any
reasons (Password is out-of-date,
additional authorization is required,
unlocking of the blocked access, etc.).

Infection by a malicious code — by
means of spreading malicious
programs via Internet resources, for
example, social networks web-sites,
or by spamming via electronic mail.
After infecting the Client’s System
with a virus or a “Troyan” program
the hacker gets full control over the
System.

When using the System it is required to
remember that:

In case the Client discloses suspicious transactions
in the System, it is required to refer to the Bank’s
Customer Support immediately via telephone
number published on the corporate website of the
Bank.




