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YCJOBUA JMCTAHIIMOHHOTI'O
BAHKOBCKOI'O OBCJIIY) KUBAHUSA
OU3NYECKHUX JINI TIOCPEACTBOM
CUCTEMBbI EUROLINK
B AO AKBb «<EBPO®UHAHC
MOCHAPBAHK»

TEPMHUHBI U OITPEJAEJIEHUA

ACII Knmenrta — aHanor coOCTBEHHOPYYHOH ITOITHCH
Knuenrta, ynocToBepstonuii (GakT COCTaBICHHUS H

MOIMTUCAHUS DNIEKTPOHHOTO JIOKyMEHTA,
nepenaBaemMoro B bank ot wumennm Kiwmenta c
HCIIOJIE30BaHUEM Cucremsl, YIOCTOBEPSIOIIHN

MO/UIMHHOCTh  TaKOTO  OJEKTPOHHOTO JIOKYMEHTA,
BKIIIOYass BCE €ro 0Os3aTeNbHBIE  PEKBH3UTHL,
IT03BOJISTFOIIU I JIOCTOBEPHO YCTaHOBHTS, 4TO
ONEeKTPOHHBIM JTOKyMEHT ucxoguT ot Kiuenra. B
kagectBe ACII ucnons3yercss Pa3oBbIif CeKpeTHBIH
napoJb.

AyTeHTH(UKAN U - npoieaypa MIPOBEPKHU
noanuHHOCcTH Kiuenta ¢ momompto Jloruna, Ilaposs,
Bpemennoro mapons unum KomoBoro  ciosa.
ITonoxurenbHbIN pe3yibTar Ayrentudukau
MOJTBEPIKIIACT, 9TO POPMHUPOBaHNE U Nepenada B baHk
DNEeKTPOHHBIX JTOKYMEHTOB/oOpamieHne B bank uepes
Cnyx0y KIHSHTCKOM TOAICPKKH, IPOUIBOIUTCS
camuM KimeHTOoM.

Bank — AKIMOHEPHBII KOMMEPYECKHUIA
BAHK «EBPO®UHAHC MOCHAPBAHK»
(akumonepHoe  0OMmIECTBO). MecTO  HaXOXICHHUS:
121099, Poccus, r. Mocksa, yi1. HoBsiit Apbar, a. 29.
I'enepanbnas aunen3us banka Poccun Ne 2402,

BanwTHble omepanMu — ONEpaluy, SBISIOLIAECS
BAJIOTHBIMH OHepaHI/IHMI/I B COOTBECTCTBUH C
JIEUCTBYIOIINM 3aKOHOJIATEJILCTBOM Poccuiickoi
Denepanui.

Bpemennblii napoJib - YHUKAQJIbHAS
[IOCJIE0BATEIBHOCTh CHMBOJIOB, HampasisieMas
Kinnenty BankoM mocpeAcTBOM CMC-COOOIIEHUsT Ha
3aperucTpUpOBaHHBIA ~ HOMEp, W  HCIOJb3yeMas
Knuentom B kauectBe Ilaponst mpu mepBoM BXoJe B
CucreMy, a TakXke B ClIydae BOCCTAHOBJIEHUS JOCTyIa K
Cucreme mocine  Kommpomeraumw/ytpatel — Win
OJIOKHPOBKH Cucremoit Maposns W/unm
Jlornna/mprocranoBnenus gocryna k Cucreme.

JucTaHnMoHHOe 0aHKOBCKOe O0CIy:KHBaHHE —
npenoctasinenne bankom KinueHTy ¢ ucmonb3oBaHHEM
KananoB goctyma BO3MOXHOCTH Tiepefaun baHky
ONEeKTPOHHBIX JOKYMEHTOB B IENAX IPOBEACHHS
Onepanmii, mnpenocraBinenne bankom Kiuenty c
ucrnonb3oBanueM KanamoB poctynma wmHbOpMammu o
MONMY4YeHHBIX B baHke Kpeawrax, pa3MemeHHBIX
CpPOYHBIX BKJIaJaX, BbINYLUIEHHbIX Ha uMs Kimenta
0aHKOBCKUX KapTax, ocTtarkax wu Omnepanusx o
Cuerawm, UHBIX CBeZIeHUll, IpeJOoCTaBlICHHE
BO3MOXKHOCTH OCYILECTBIICHHMSI HEPEHMUCKH MEXIy

TERMS AND CONDITIONS OF
REMOTE BANKING SERVICES
RENDERED TO PHYSICAL ENTITIES
BY MEANS OF EUROLINK SYSTEM
IN EVROFINANCE MOSNARBANK

TERMS AND DEFINITIONS

EHS of the Client — an equivalent of handwritten
signature of the Client certifying the deed of drafting
and signing an Electronic document transferred to the
Bank on behalf of the Client using the System,
authenticating such Electronic document including all
its compulsory details, in order to reliably determine
that the Electronic document is coming from the
Client. A Session Key is used as the EHS.

Authentication — a procedure of the Client
authentication using Login, Password, Temporary
Password or Memorable Word. The positive outcome
of Authentication verifies that the creation and
submittal of electronic documents to the Bank/the
application to the Bank’s customer support is carried
out by the Client.

Bank — Evrofinance Mosnarbank. Location: 29 Novy
Arbat, Moscow, Russia, 121099. General license No.
2402 of the Bank of Russia.

Currency transactions — transactions that are
currency transactions according to the legislation of
the Russian Federation in force.

Temporary Password — a unique sequence of
symbols sent to the Client by the Bank by means of
SMS to the Registered Number and used by the Client
as a Password at first login, as well as in case of the
System access recovery after a Compromise/loss or
blocking by the System of the Password and/or
Login/suspension of access to the System.

Remote Banking Services — rendering by the Bank
to the Client, using the Access Channels, possibility
to transfer to the Bank Electronic Documents for the
purposes of Transactions conduction, and the Bank's
submittal of information to the Client on the credits
obtained in the Bank, opened term deposits, bank
cards issued out in the name of the Client, balances
and Transactions on the Accounts, other information
via the Access Channels, as well as providing
possibility to hold correspondence between the Bank
and Client using the Access Channels.
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barxom m Kimentom c¢ wucnonbp3oBanueM Kanamos
JIOCTYyTIA.

Horosop AUCTAHLMOHHOIO 0aHKOBCKOI0
oocayxuBanusa (Jorosop) — pmoroBop Mexay
Kinentom u  bankom, 3aKiIO4eHHBII  IyTeM
npucoeannenus Knmenra k VYcnoBusM. Jlorosop
BKIIFOYaeT B ce0d IMOAMNHCAHHOE 3asABIECHHE O
MPUCOEANHEHNN K Y CIOBHSM, HACTOALIUE YCIOBUSA U
Tapudsr banka.

3asiBjleHHe O TMPHCOEIUHEHHM K YCJIOBHAM —
MUCBbMEHHOE BoJeu3bsiBieHue KimeHTa 3aKIOYUTh
Horosop.

3aperncTpupoBaHHbIii HOMEpP — HOMEP MOOHMJIBHOTO
teneona, ykazaHHBIH Kiuerrom B 3asgBiIeHHH O
MPUCOETMHEHUN K Y CIIOBHSAM WM 3asBJICHHU O CMEHE
HOMepa MOOMIBHOTO Tene(oHa A Lesed MOoTydeHHs
nH(OpMAaLK B COOTBETCTBHU ¢ JJoroBopom.

Kanan gocryma — kaHan mnepemadd ONEKTPOHHBIX
JIOKYMEHTOB, o0cIyKHBaHHE o KOTOPOMY
MPOU3BOJUTCS c UCIIOJIB30BaHUEM
CHeNHaTU3UPOBAHHBIX TEXHUYECKUX CpeIcTB
(UnTepuer) 06e3  yuactusi paboTHuKOB — baHka,
obecrieunBaroUui Knuenram BO3MOXHOCTb
CaMOCTOATENBHO (DOPMHPOBATh M IiepenaBaTh B baHk
OJeKTpOHHBIE JOKYMEHTHl W TOiy4aThb OT banka
DJeKTPOHHBIE TOKYMEHTBHI.

Kauent — ¢pusndeckoe o, nmeromee Cuera B banke,
OTKPBITHIC HA OCHOBAHHH JOTOBOpa OaHKOBCKOTO CUETa
(He  Kacaromierocss CYeToB  JUIi  PacyeToB  C
HCIIOJIb30BAaHUEM OaHKOBCKHX KapT) W/WIHM JOTOBOpa
cyeTa BKJIaJia «J0 BOCTPEOOBAHMSI.

KomoBoe ci10BO — moOCI€I0BaTENbHOCTh CHMBOJIOB,
n3BecTHasg Tonbko Kmmenty u banky, mcnons3zyemas
st Ayrentudukanny KiveHTa npu o0cimy:KUBaHUH
gepe3 Cnyx0y kiameHTCKoH mnomuepxku. Komosoe
CJIOBO MOJKET HCIIOIb30BaThCSI MHOTOKPATHO.

Komnpomeranusi — yrpata KimmeHtoM KoHTpoust Hax
3aperucTpupoBaHHEIM HOMEPOM, a TaKXe yTpara
bankoM wmim KilmeHTOM yBepeHHOCTH B TOM, 4TO
KoH(uAeHunansHas nHpopmanus (Jlorun, BpemeHHb1i
napoib, [lapoms, KomoBoe cinoBo) HE MoOXkeT OBITH
UCIIONIb30BaHa TPEThUMH JIUI[AMH.

Jlorun - YHHUKaJIbHAS MOCJIEIOBATEIEHOCTh
OYKBEHHBIX/TIM()POBBIX CHMBOJIOB, HCIIOJIB3yeMas IS
Aytenrudukarmun  Kmmenta B Cucreme. Ilpum
peructpanuu Knuenra B Cucreme Jlornn ¢popmupyercst
bankom B aBTOMaTmueckoMm pexume. B mocneactumn
Knuent BmpaBe wu3MmeHuts JlormH B mopsike,
YCTaHOBJICHHOM Y CIIOBUSIMH.

Onepauusi — He MNpPOTUBOpevalias JEHCTBYIOIIEMY
3aKOHOAATENbCTBY Poccuiickoit @enepaiuu onepaus
0 PacTopsHKEHUIO ICHEeKHBIME cpencTBaMu KineHra,
ucnonHsieMass baHkOM Ha OCHOBaHWH ODJEKTPOHHBIX
JIOKyMEHTOB, TIepellaBaéMblX B COOTBETCTBHUH C
YcaoBusamu.

Hapom; - IOCJIICA0OBATCIIBHOCTD CHMBOJIOB,
CaMOCTOATCIIPHO CO3aaHHasA KJII/ICHTOM, NCIoJIb3yEMas

Remote Banking Services Agreement (the
Agreement) — an agreement between the Client and
the Bank concluded through affiliation of the Client to
the Terms and Conditions. The Agreement includes a
signed Application on affiliation to the Terms and
Condition, these Terms and Condition, and the Rates
of the Bank.

Application on affiliation to the Terms and
Condition — a written expression of the Client’s will
to enter into an Agreement.

Registered Number — a mobile telephone number
specified by the Client in the Application on
affiliation to the Terms and Condition or an
Application on changing the mobile telephone
number for the purposes of receiving information
under the Agreement.

Access Channel — electronic documents transfer
channel, which is serviced by means of special
technical tools (Internet) without engagement of the
employees of the Bank, providing the Clients with an
opportunity to generate and transfer to the Bank
electronic documents on their own.

Client — a physical entity, holding Accounts in the
Bank opened under the bank account agreement (that
is not related to any settlement accounts with bank
cards linked to them) and/or the "on-demand" deposit
account agreement.

Memorable Word — a sequence of symbols, known
only by the Client and the Bank, used for
Authentication of the Client when dealing with the
Client Support Service. The Memorable word can be
multiply used.

Compromise — loss of control by the Client over the
Registered Number, as well as loss of confidence by
the Bank or the Client with regards to the fact that the
confidential  information  (Login, = Temporary
Password, Password, Memorable Word) cannot be
used by the third parties.

Login-a unique sequence of alphanumeric characters
used for the Client Authentication in the System.
When the Client is first registered in the System the
Login is generated by the Bank automatically. The
Client has the right to later on change the Login
following the procedure stipulated in the Terms and
Conditions.

Transaction — the Client’s cash assets disposition
operations not contradicting the applicable legislation
of the Russian Federation, implemented by the Bank
based on the Client’s Order transferred according to
the Terms and Conditions.

Password — a sequence of symbols created by the
Client and used to authenticate the Client for servicing



http://context.reverso.net/translation/english-russian/alphanumeric+characters+and

4

it Ayreatudukanun Kitnenra npu o6cyXUBaHUH 10
Kananam nocryna. Ilaponb MOMKET HCIOJB30BaThCS
MHOT'OKPaTHO.

Pacnopszkenme  —  DIEKTPOHHBIH  JTOKYMEHT,
cojepxanuil pacnopsbkenne Knuenrta Ha coBepleHue
onHOH wim Heckonbkux Omnepauuii, mnepegaHHBIN
Knunentom banky ¢ ucnonszoBanuem Kananos gocrymna.

PerucTtpanmsa — aBTOMarMueckoe BHECEHHE B
JJIEKTPOHHON QopMe 3amich O THoidydeHun bankom
OneKkTpoHHOTO JOKyMeHTa KimeHTa B IPOTOKOIBI
paboTBl TporpamMMBbl, XpaHsmuecs B 0a3ze HTaHHBIX
CucTteMbl, KOTOpBIE aBTOMAaTHYECKH (HOPMHUPYIOTCS U
Benyrcsi B Cucreme. Perucrpamms 3aBepriaercs
NPUCBOCHNWEM OJEKTPOHHOMY JOKYMEHTY cTaryca
«IpunsaT».

Pas3oBblii  cekpeTHbI MNAapoJb —  YHUKalbHas
MOCJIEIOBATEIEHOCTE CHMBOJIOB, HCIOJb3yeMas JUIsd
MOATBEPKJCHUS MOMJIMHHOCTH, HEU3MEHHOCTH H
L[EJIOCTHOCTH OJEKTPOHHOTO JOKYMEHTa, a TaKxke
aBTopcTBa KiMeHTa B OTHOLIEHMH TIEpPENaBaEMbIX
Banky DJIEKTPOHHBIX JIOKYMEHTOB. [ocne
WCIONB30BaHUsl  Pa3oBBIi  CEKpEeTHBIM  mapoib
CTAaHOBUTCS HeIEHCTBUTEIbHBIM. Kaxkaeli Pa3oBbiit
CEKpEeTHBIN Maponb npusHaercss CTOPOHAMH aHAJIOTOM
COOCTBCHHOPYYHOH IOANMHCH M TPH COBEPIICHUH
Omnepanuii ABISIETCS CPEACTBOM YJIOCTOBEPEHMS IPaB
pacnopsKeHus JICHEKHBIMH CpeICcTBaMH,
HaxonamuMmucs: Ha Cdere, B COOTBETCTBHHU CO CTaTheH
847 I'paxxmanckoro konekca Poccuiickoit @eneparum.
PazoBeIif CEKpeTHBIM Mapoib MOXET OBITh MOIYYCH
KnuenToM mocpeacTBoM cMc-COOOIIEHUS.

Cucrema EuroLink (Cucrema) -  cucrema
JIACTaHITHOHHOTO 0GaHKOBCKOTO 00CITyKMBAHUS
(M3HYECKUX NI, WCIONB3yeMas, B TOM 4YHCIE, B
KauecTBe DIIEKTPOHHOTO CPECTBA TUIATEka.

Cayxda KJIMEHTCKON NMOJepPKKH — MOoJpa3eiieHue
Banka, ocymectrisiromee obOciayxuBanne KimeHTOB

npu  obpamenun B bamk 1o  Tenmedony,
ONyOJMKOBaHHOMY Ha KOpHopaTuBHOM MHTepHeT-
caiite banka.

CoeauHenue — IIOCIIENOBATEILHOCTE  JIEMCTBUMA

KHI/ICHTa, HCO6X0)II/IMI)IX JJIA nonyquI/m )IOCTyHa K
Cucreme mo Kamanmy noctyma B mpeienax OJIHOTO
HENPEPHIBHOTO HMHTEpBaja BpeMeHH. [l KaxIoro
CoenuHeHnss AyTEHTH(UKAIWS TMPOU3BOJUTCS OJMH
pa3 W cuMTaeTcs ICHCTBUTEIFHOW B TEYEHHUE BCETO
CoenHeHHS.

Croponsl — bank u Knuenr.

Cuyer — cuer Kimenra, orkpeiTeiii B banke Ha
OCHOBaHWW JIOTOBOpa OAHKOBCKOTO cyeTa W/HUIH
JIOTOBOpA CUeTa BKIIA/Ia «JI0 BOCTPEOOBaAHUS.

Tapudsl banka — pasmep BozHarpaxaenus banka 3a
npenocrapiienie KIMEHTy ycIyr 1Mo HCIOJIb30BAHHIO
CucteMbl, B TOM 4YHCIIE 3a TIPEIOCTaBICHUE
BO3MOXHOCTH TmpoBeneHusi Omnepanuit nmo Cuery c
ucnob3oBanueM CHCTEMEL.

YcaoBusa — HaCcToAIMe Vcnopus JUCTAHIITUOHHOT' O
0aHKOBCKOT'O 06CHy)KI/IBaHI/I$I (1)I/I3I/I‘I€CKI/IX JIMIY

through the Access Channels. The Password can be
multiply used.

Order — an Electronic Document containing the
Client’s instruction for conducting one or several
Transactions, transferred by the Client to the Bank by
means of Access Channels.

Registration — an automatic process of making an
electronic entry on the Bank’s receipt of the Client’s
Electronic Document in the program protocols stored
in System database, which are automatically
generated and maintained within the System. The
Registration is deemed complete when the Electronic
Document is assigned "Accepted " status.

Session Key — a unique sequence of symbols used for
identification of the authenticity, immutability, and
coherency, as well as the Client’s authorship of the
Electronic Documents transferred to the Bank. A
Session Key becomes invalid after it is used. Every
Session Key is acknowledged by the Parties as an
equivalent of handwritten signature. When making
any Transactions, the Session Key certifies the rights
to dispose of the funds on the Account under Article
847 of the Russian Federation Civil Code. The
Session Key can be received by the Client via SMS.

EuroLink System (System) — a system of Remote
Banking Services rendered to physical entities, used,
without limitation, as an Electronic Means of
Payment.

Clients Support Service — a Bank unit servicing
Clients upon referring to the Bank by the telephone
published on the Bank’s corporate website.

Connection — a sequence of Client’s actions required
for getting access to the System via the Access
Channel within the frameworks of one continuous
interval of time. For each Connection the
Authentication is performed once and considered
valid for the entire period of Connection.

Parties — the Bank and the Client.

Account — the Client’s account, opened in the Bank
under the bank account agreement.

Bank Rates — the size of Bank fees for the System
usage services rendered to the Client, including for
providing with an opportunity to conduct Account
transactions by means of the System.

Terms and conditions — the present terms and
conditions on remote banking services rendered to
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nocpeactBom  Cucremsr  EuroLink B AO AKB

«EBPO®MTHAHC MOCHAPBAHK».

DuiekTponHoe cpenctBo miarexa (ACII) — cpencrso
u (umm) cnoco6, mno3Bossitomme Knmenty banka
COCTaBJIATH, yIOCTOBEPSITH u nepeiaBaThb
pactopspKeHUsl B LIENSX OCYIIECTBJICHHUS IepeBoja
JICHE)KHBIX CPEJICTB B paMKax HpUMEHSIEMBIX (opM
OE3HAIMYHBIX ~ PAacyeToOB c UCIIOJIb30BaHUEM
MH(POPMAIMOHHO-KOMMYHHUKALIMOHHBIX ~ TEXHOJIOTHI,
JIEKTPOHHBIX HOCHUTENeH MH(GOpPMalUH, B TOM YHCIC
IJIATSKHBIX KapT, a TakkKe MHBIX TEXHUYECKHX
YCTpPOICTB.

DJ1eKTPOHHBIH AOKYMEHT JIOKYMEHT,
nognucanHbiit ACIT Kimnenra, napopManus B KOTOpoM
Npe/ICTaBIeHa B JIEKTPOHHOH (hopme, BKIrOUasi, HO He
OTPAaHUYNBASCH, PACTIOPSKEHUS O TMEPEBOE ITCHEKHBIX
CPEICTB, YBEJIOMJICHHE 00 W3MEHEHHUU/OTCYTCTBUH
U3MEHEHU paHee HpeCTaBICHHBIX
UIeHTU(UKALUOHHBIX CBEACHUI B paMKax IPOBEICHHS
bankom MEPONPUATHH, HaIpaBIICHHBIX Ha
UICHTU(HUKALIUIO U €XETOAHOE 0OHOBIICHHE CBEICHUH O
CBOMX KJIMCHTAX, UX MPEICTaBUTEIISX, OCHe(UINapHBIX
BIaAeiIbllaX M  BBITOAONpHOOpETaTeNnsix,  HHbIC
3asBieHUs. KIMEHT mNpHu3HAaeT, YTO 3JIEKTPOHHBIN
JOKYMEHT (B TOM YHCIIE IPHIOXKEHHUS K SJIEKTPOHHOMY
JIOKYMEHTY, eciu TaKOBBIE HMEI0TCA),
cOPMHUPOBAaHHBI M  TEpPEeJaHHBII B  MOpSIKE,
MpeayCMOTpeHHOM  J[oroBOpoM, HMeEET  PpaBHYIO
IOPUIMYECKYI0 CHIIy C JOKYMEHTOM Ha OyMa)kKHOM
HOCHUTETIE, MO CAaHHBIM COOCTBEHHOPYYHOI
MOJIITHCHIO.

1. OBLUYME TNOJTIOXXEHUA

1.1. Hacrosmue YcaoBHS YCTaHABIMBAIOT MOPSIOK
00CITy)KUBaHUsI (PU3HUUECKUX JIMI[ C HCIOJIb30BAaHHEM
CucteMbl U OTIPEJIENIAIOT BO3HUKAIONIUE B 3TOU CBSA3HU
mpaBa, 00s13aHHOCTH U OTBETCTBEHHOCTH CTOPOH.

1.2. YcnoBust SIBISIIOTCSL TUTIIOBBIM (opmyiisipoM banka
¥ MOT'YT OBbITh IPUHATHI KIIMEHTOM He MHAYe Kak MyTeM
NpUCOEIMHEHUS K YCJIOBUSM B II€JIOM B HOpSJIKE,
YCTaHOBJICHHOM Y CIIOBHSIMH.

1.3. 3akiIroueHue
Kimnentom B

Joroesopa  ocymiecTBiseTcs
COOTBETCTBUU CO cTaTbed 428
I'paxxpanckoro konexkca Poccuiickoit ®enepauuun
MyTeM TpeacTaBieHuss B bauk 3asenenus o
npucoedunenuu K Ycnoeuam Ha OyMa)KkHOM HOCHUTEIE
B JIBYX OK3eMIUIIpax, COCTAaBICHHOTO I0 ¢opme
Ipunoxenns Nel x YcinoBusam.

1.4. Ins moaTBepxaeHus (akra 3aximoueHns JJorosopa
u peructpanuu B Cucreme bank nepemaer Knuenry
SK3EMIUIAP 3aAA6AEHUA 0 NPUCOCOUHEHUU K Y C108UAM
¢ ommemkoil 0 noayuenuu banxom u npuceoennvim
Jozunom ona éxooa ¢ Cucmemy.

1.5. bank c wnemslo o3HakomieHus Kiumenra c
nHdopmanmeid, npeaycMoTpeHHoit JloroBopom, B TOM
qycie ¢ YCIOBHSAMH, Pa3MEIIacT BCIO HEOOXOIUMYIO
nHpOpMaNMi0O Ha KopropaTUBHOM HMHTepHeT-caiiTe
banka  www.evrofinance.ru  w/mim  pasmemiaer
OOBSABIEGHMSI HAa  CTEHJaX B CTPYKTYPHBIX

physical entities via EuroLink system in Evrofinance
Mosnarbank.

Electronic Means of Payment (EMP) — a tool and
(or) method which enable the Bank’s Client to draft,
certify, and transfer orders for the purposes of
transferring monetary funds within the framework of
applicable forms of cashless settlements using
information and communication technologies,
electronic information carriers, including payment
cards, as well as other technical devices.

Electronic Document — a document signed with the
Client’s EHS containing information in electronic
form, including but not limited to, instruction to
transfer funds, a notice of change/no change in the
identifying information previously submitted in the
framework of the Bank activities aimed at the
identification and annual update of information about
its Clients, their representatives, beneficial owners
and beneficiaries, other applications. The Client
acknowledges that an electronic document (including
attachments to the electronic document, if any)
generated and transferred in the manner provided for
in by Agreement, has equal legal force with the
document on paper signed with the handwritten
signature.

1. GENERAL PROVISIONS

1.1. The present terms and conditions stipulate hereby
the physical entities service procedure in connection
with the System and identify the rights, obligations
and responsibilities of the Parties arisen in this regard.

1.2. The Terms and Conditions are considered to be a
typical form of the Bank and shall be accepted by the
Client only by means of affiliation to the Terms and
Conditions in general according to the procedure
stipulated by the Terms and Conditions.

1.3. The Agreement conclusion is carried out by the
Client in line with the Article 428 of the Civil Code
of the Russian Federation by presentation to the Bank
an Application on affiliation to the Terms and
Conditions in hard copy according to the form
presented in Appendix No. 1 to the present Terms and
Conditions.

1.4. To confirm the Agreement conclusion and
registration in the System the Bank provides the
Client with a copy of the Application on affiliation to
the Terms and Conditions with the Bank’s receipt
mark and the assigned Login to enter the System.

1.5. The Bank posts all the necessary information on
the corporate  website of the Bank -
www.evrofinance.ru and/or posts announcement on
information boards in the structural units of the Bank
servicing the Clients, for the purposes of information
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MoApa3AeIICHUsIX banka,
obciyxuBanue KimeHTos.

OCYHMECCTBIIAIOIINX

1.6. MomenToM nybOnukarmu Y cinoBuid 1 HHGOpMaLUH,
a TakkKe MOMEHTOM o3HakomuieHusi Kimenra c
ONyOJIMKOBaHHBIMU ~ YCIOBUSIMH ¥ MH(pOpMaLuen
CUMTAaeTCS] MOMEHT HX IIepBOro pa3MeUleHHs Ha
KopriopatuBHOM MHTepHeT-caiite banka.

1.7. OnoBemenne Knmenra mo Bompocam, CBI3aHHBIM C
ucrnonaeHneM JloroBopa, B TOM YHCIE OIIOBEICHHE
Knuenta 00 orpaHHYeHNN/IPUOCTAHOBICHUH JAOCTyIa
k Cucreme mo mHmImatuBe bamka, 006 Omepanmsx,
COOTBETCTBYIOIIUX MIpU3HAKAM OCYIIECTBIICHUS
nepeBojia JEHEeXKHbBIX cpeAcTB O0e3 cornmacusi Kiuenra,
ocymecTBisieTcs bankom mo CuctemMe WWIH 1O
3aperucTpUPOBAaHHOMY  HOMEpPY  W/WIH  IyTeM
HAMpaBJICHUS MUCHMEHHOTO YBEIOMJICHHS IO alpecy,
yka3aHHOMY KiHMeHTOM B KOHTAaKTHOM WH(pOpMaluu
3asBieHNA O NMPUCOECIUHEHHH K YcIoBHUsAM. baHk He
HECET OTBETCTBEHHOCTH 32 HETaTUBHBIC ITOCIICICTBHS,
KOTOpBIE MOTYT BO3HHKHYTh y KimeHTa BciemcTBue
HETIOyYeHUs yBEOOMJICHHS OT baHKa yKa3aHHBIMH
BEIIIIE cocobamu B CBSI3U c
HEIOCTOBEPHOCTHIO/HEAKTYAIEHOCTRIO  MH(POPMALIUH,
ykazaHHOH KiMeHTOM B KOHTaKkTHOH HH(OpMAIUH, a
TaKK€ B CBA3M C HEIAOCTYINHOCTBIO JJId KHI/IGHTa
YKa3aHHBIX CITIOCOOOB CBSI3H.

1.8. JluctaHiiuoHHOEe OAaHKOBCKOE OOCIYXKHBaHHE
KnuenTa ¢ ucnonszoBanueM CucTeMBbl IPOU3BOIUTCS B
COOTBETCTBHHU C 3aKOHOJATEILCTBOM Poccuiickoi
®denepanuy, VYcaoBusimu H JIOTOBOpaMH,
3aKJIIOYeHHBIMU Mexny bankom u Kiumentom, wnum
WHBIMM  JIOKyMeHTamH baHka, omnpenensoumu
MOPSAJIOK [IPOBEJICHUS onepanuit §(0)
cooTBeTcTByoEMY CyeTy.

1.9. bank B coorBercTBMM C JloroBopomM U Ha

OCHOBaHHUU COOTBETCTBYIOIIUX ONEeKTPOHHBIX
JIOKYMEHTOB  OKas3blBaeT KimeHTam yciyru 1o
MPEOCTABICHUIO  BO3MOXHOCTH  TIPOBEICHUS  C

ucnonb3oBaHueM CHCTEMBI CIeIyIONUX OTIepaInii:

— TEpeBOJ] JIEHEXHBIX CPEACTB B
POCCHICKHIX PYOISIX MEXIy CBOUMHU
Cueramu B banke u Ha cBOM cueTa B
JPYTUX KPEITUTHBIX OPTaHU3AIHIX;

— TEepeBOJ] JIEHEXHBIX CPEACTB B
poccuiickux pyONsX Ha cYeTa MHBIX
monyJyarened  (FOPUAMIECKHX |
(U3NIeCKUX JIHI);

— TIEpeBOJ] JIEHEXHBIX CPEACTB B
poccuiickux py0isix Ha cueT banka,

— TepeBOJ  JCHEXKHBIX CpPEACTB B
POCCHICKHX PYOJISIX U B ”THOCTPAHHOK
BaJIOTe Ha OpOKEpCKHE CueTa,
oTKpbIThIEe B banke mist Knnenra;

— TEepeBOJ] JIEHEXHBIX CPEACTB B
MHOCTPAaHHOW BaJIIOTE HAa CBOM CYUETA,
HA CyYeTa UHBIX [OJydYaTeleH
(ropuaryeckuX ¥ pU3NYECKUX JIMI) B
Banke, a Takke Ha CBOM cUeTa, CUeTa
WHBIX TONTydaTenel (FOpUANIECKUX H
(u3MYecKUx  JIMI) B JAPYTUX

provision to the Client as set out by the Agreement,
including the Terms and Conditions.

1.6. The time of publication of the Terms and
Conditions and information, as well as the time of
presentation of the published Terms and Conditions
and information to the Client shall be deemed to be
the time when they are first posted on the corporate
website of the Bank.

1.7. The Client shall be notified by the Bank of the
issues related to the performance of the Agreement,
including notification of the Client of any
restriction/suspension of access to the System on the
Bank’s initiative and Transactions with the signs of
money transfer performed without the Client’s
consent, via the System and/or the Registered Number
and/or by written notification to the address specified
by the Client in the contact information of the
Application on affiliation to the Terms and
Conditions. The Bank shall not be liable for any
adverse effects that may occur due to the Client’s non-
receipt of a notification from the Bank via the above
communication means due to wrong/outdated
information specified by the Client in the contact
information, as well as due to the inaccessibility of
such communication means for the Client.

1.8. The Remote Banking Services shall be rendered
to the Client using the System in accordance with the
legislation of the Russian Federation, the Termsand
Conditions, and the agreements concluded between
the Bank and the Client, or any other documents
setting out the procedure of performing transitions on
the respective Account.

1.9. The Bank, according to the Agreement and based
on the applicable Electronic Documents, renders
services to the Clients, providing the opportunity to
conduct the following transactions by means of the
System:

— money transfer in Russian Rubles
between own Accounts opened with
the Bank and to own accounts with
other credit organizations;

— money transfer in Russian Rubles to
other recipients’ accounts (legal and
physical entities);

— money transfers in Russian Rubles
to the Bank account;

— money transfers in Russian Rubles
and foreign currency to brokerage
accounts opened for the Client with
the Bank;

— money transfer in foreign currency
to own accounts, to other recipients’
accounts (legal and physical
entities) opened in the Bank, as well
as to own accounts and to accounts
of other recipients (legal and
physical entities) in other credit



http://context.reverso.net/translation/english-russian/brokerage+accounts
http://context.reverso.net/translation/english-russian/brokerage+accounts

KPEOUTHBIX OPraHN3alusiX;

— IOKYNKH-TIPOJAXKH WHOCTPaHHOH
BaJIIOTHI 32 PYOIIH;

— JIOCTyl K COXPaHEHHBIM KOIUSIM
DNEeKTPOHHBIX TOKYMEHTOB;

— TIOJIyuyeHHE S>KypHajla oOIepalnuil Io
Cueram (B pyOnisiXx M WHOCTPaHHOMH

BAJIIOTE);

— TOJIy4eHHe MH(POPMALMK O CPOYHBIX
BKJIAJIAX;

— nony4yeHHe HHYOPMALUH O KPEAUTaX;

— TIONy4YeHHE “HpOpMAHN 0
0aHKOBCKHX KapTax;

— IOJy4YeHHe nHdopManuu 0

OpOKEpCKHUX CUueTax;

— nojdydeHue uvHpopManuu o0 3Tamax
o0OpaboTku B baHke OTHpaBieHHOTO
Knuentom DNEKTPOHHOTO
JOKYMEHTa;

— TOJy4eHHE YBEIOMIICHUI 0
HEOIUTAUCHHBIX IITpadax W Hamorax
(B cirydae odopmIeHHS
COOTBETCTBYIOILICH ITOIHUCKH);

— caMmocrosaTenbHas cMeHa I[lapoins,
Jloruna,;

— (opmupoBaHHe cBoeit 6a3sbl
a0JIOHOB TJIATEXKEH;

— obmeH c baHkOoM CcOOOIIEHHAMH
cBOOOIHOTO dbopmara (c
BO3MOXXHOCTBIO MIPUCOEANHEHHUS
¢aitioB), B TOM Yucie 00 OT3BIBE
DJIEKTPOHHOIO  JIOKYMEHTa  JI0
MOMEHTA ero UCHONHEeHUsI baHKoM.

1.10. [IIpeacraButenr Knuenta npu  Haauyuu
COOTBETCTBYIOIIECH JOBEPEHHOCTH BIpaBe B paMKax
JoroBopa ot umeHun KineHTa noAnuceBaTh ¥ 01aBaTh
3asIBJICHUS O:

- 6nokupoBaHuM CUCTEMBI;

- cmene JloruHa;

- HampaBJIeHUU BpeMeHHOTro mapos;

- pactopxenun Jlorosopa.

Bce ocranpHBIE ACWCTBUS B paMKaX HACTOSIICTO
JoroBopa KimeHT 00s3aH coBeplIaTh JUYHO, CSCIU
WHOE MPSIMO HE MPEYCMOTPEHO Y CIIOBHSIMH.

1.11. Jdns wueneit YcnoBudk HepaOOYMMHU  JTHIMH
CUNTAIOTCS CyOOOTHI M BOCKpECEHbBsI (BBIXOJIHBIE JTHH),
32 UCKJIFOUCHHEM OOBSIBICHHBIX PaOOYNUMH THSIMH B
YCTaHOBJIEHHOM  3aKOHOJATeNbCTBOM  Poccuiickoit
Oenepauyl MOPSIKE, a  Takxke Hepaboure
Npa3OHUYHBIC  [THH, YCTAHOBJCHHBIC TpPYIOBBIM
kojekcom Poccuiickoit denepannu, W TE AHH, Ha
KOTOpBIC B cuIy HOpM JIEHCTBYIOIIETO
3aKOHO/IaTEILCTBA Poccuiickon Oenepanun
MIEPEHOCSTCS BBIXOJHBIC THH. PaboumMu THIME ISt
mene YCIIOBHIT CUMTAIOTCA JHH, HE SBISIOIIHCCS
HEpaObOYMMHU JHSMHU COTJIACHO HACTOSIMIEMY IYHKTY
VYcnoBuii.

organizations*;

— foreign currency exchange for
Rubles;

— access to stored copies of the
Electronic Documents;

— retrieval of a transactions statement
(in RF Rubles or foreign currency);

— retrieval of information on term
deposits;

— retrieval of information on credits*;

— retrieval of information on bank
cards*;

— retrieval of information on
brokerage accounts;

— retrieval of information on the
Electronic document processing
phases in the Bank;

— receiving notifications about unpaid
fines and taxes (if there is a
corresponding  subscription in
place)*;

— independent change of Password
and/or Login;

— creation of own base of payments
templates;

— exchange of free format messages
with the Bank (that provides for
the possibility of file
attachment), including on the
revocation of the Electronic
document until its execution by the
Bank.

1.10. Where there is a corresponding power of
attorney in place, the Client's Representative shall
have the right to sign and submit the following
applications on behalf of the Client as provided for
under the Agreement:

- for System blocking;

- for Login change;

- for receiving the Temporary Password;

- for the Agreement termination.

All the other actions and measures hereunder shall be
taken by the Client personally, unless provided
otherwise by these Terms and Conditions.

1.11. For the purposes of these Terms and Conditions,
Saturdays and Sundays (weekends) shall be deemed
non-business days, except those declared business
days in accordance with the procedure established by
the laws of the Russian Federation, as well as non-
working holidays specified in the Labor Code of the
Russian Federation and the days which weekend days
are carried over to by virtue of the applicable laws of
the Russian Federation. Business days for the
purposes of these Terms and Conditions shall be
deemed days that are not non-business days
hereunder.
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1.12. OTHoOWmEeHUs Banka u Knuenra,
HeyperyarupoOBaHHbIC HACTOSIIAMHU VeaoBusimu,
PETYIUPYIOTCS  JACUCTBYIONIUM  3aKOHOJATEIHCTBOM

Poccuiickoii ®epepanuu, HOPMATUBHBIMU AaKTaMH
banka Poccun, a Takxke J0oropopamu, 3aKIOYCHHBIMU
Mexay bankom u KnueHTom, Ha OCHOBaHMM KOTOPBIX
Knuenty otkpeiTel Cyera.

1.12 Relations between the Bank and the Client not
governed by these Terms and Conditions shall be are
governed by the Russian legislation, regulations of the
Bank of Russia, as well as the agreements concluded
between the Bank and the Client, on the basis of which
Accounts are opened for the Client.

2. UCIIOJIb3OBAHUE CUCTEMbI

2.1. JOCTYIN K CUCTEME

2.1.1. Toctym x Cucreme mnpenocrasisiercss Kimmenram,
3aKITIOYMBIINM J[OrOBOD JUCTAaHIMOHHOTO OAaHKOBCKOTO
00CITy)KMBaHHMs IIyTE€M MPHUCOEANHEHUS K Y CIOBUSIM, U
3aperucTpupoBaHHbIM bankom B Cucreme.

2.1.2. Joctyn Knmenta k CucTeMe OCYIIECTBIIACTCS
TOJIBKO TP YCJIOBUM 00s3aTeNbHON AyTEeHTU(UKALUH
Kiuenra.

2.1.3. O¢unmansabril agpec CHCTEMEI B CETH HHTEPHET:
https://dbo.efbank.ru.

2.1.4. JloruH 11 BXOIAa B CHCTEMY IIPHCBaWBACTCS
bankom B MoMmeHT peructpauuu Knuenra B Cucreme. B
ciydae yrpatel/KoMrpomMeTanun/0I0KHpOBKH
Cuctemoit JlornHa, a Takke B MHBIX ciydasx KnueHT
(npencraBurens Knnenta) BipaBe 00paTUTHCS JIMYHO B
opuc banka s npucBoeHus HoBoro JlormHa C
COOTBETCTBYIOITUM ITHUCHMEHHBIM 3asiBieHHeM. KnueHT
BIIPaBE CAMOCTOSATENIEHO H3MEHUTH JIOTHH TOCpecTBOM
Cucremsl.

2.1.5. BpeMmeHHbIii maponp HampaBiseTcs KimeHty
bankom MOCPEICTBOM CMC-COOOIIEHUS Ha
3aperucTpupoBaHHbld HOMEp mpu noaaye Kiumentom
3aaenenus o0 npucoeduneHuu K Ycnoeuam, 1pu
BO300OHOBJICHUH paboTsl CucrteMsl nocie
NPUOCTAHOBIEHUS JOCTya K HeH TMpu mopjaye
Knuenrom COOTBETCTBYIOIIETO MHUCBMEHHOTO
3asiBIICHUS/TI0O MHUNIMATHBE banka. BpeMeHHsIil nmapois
JIEHCTBYyeT B TEYCHHWE CpOKa, YyKAa3aHHOTO B
HaIpaBIeHHOM cMc-cooOmennn. [lpu HampaBieHUN
Kimenty Bpemennoro mnaposis baHk aHHynupyer
neicrByromuii [Tapons Knuenra.

2.1.6. KnueHt 00s3aH n3MeHnTh BpemeHHbIH nmapois B
TEUEHHE CpOKa ero AEeHCTBUS Ha MOCTOSHHBIN [lapois,
npu 3ToM BpemeHHbIl maponbs aHHynupyetcsa. s
npoJoIDKeHus pabotel B CHcTeMe, B TOM YHCIIE B Cllydae
yrparsl/KoMnpomeTanun/610KUpOBKI Cucremoit
Bpemennoro mapomnst/ITapons Knuent (nmpenctaButens
KimenTa) nomkeH o0patuThes THaHO B oduc banka s
MONy4eHHs  HOBOro  BpemeHHoro  mapoirs ¢
COOTBETCTBYIOIINM ITUCHMEHHBIM 3asIBICHUEM.

217.B canyusae Kommnpomeranmu  Bpemennoro
naposs/ITapons/Jlornna/3aperucTpupoBaHHOTO

Homepa/KonoBoro cnoBa KimeHt BnpaBe cooOIIUTH
banky o ¢akre Kommpomeramum uepes CiyxOy
KJIMEHTCKOW IOJIEPIKKHU C YYETOM IOJIOKECHUI MyHKTa

2. UTILIZATION OF THE SYSTEM

2.1.ACCESS TO THE SYSTEM

2.1.1. The access to the System is provided to the
Clients who have signed Agreements on remote
banking services by means of affiliation to the Terms
and Conditions and registered in the System by the
Bank.

2.1.2. The access to the System is granted to the Client
only after the Authentication.

2.1.3. The official address of the System in the
Internet network: https://dbo.efbank.ru.

2.1.4. The Login to enter the System is assigned by
the Bank at the moment of registration in the System.
In case of loss/Compromise/blocking by the System
ofthe Client’s Login and in other cases the Client (the
Client's Representative) may personally apply to a
Bank Office in writing to obtain a new Login. The
Client shall have the right to independently change
the Login via the System.

2.1.5. A Temporary Password shall be sent to the
Client by the Bank by means of SMS to the
Registered Number upon the Client submitting the
Application on affiliation to the Terms and
Conditions upon resumption of the System’s
operation after suspending access thereto upon
submission of a respective written application by the
Client/at the initiative of the Bank. The Temporary
Password shall be valid for the period specified in the
SMS. When sending a Temporary password to the
Client, the Bank cancels the current Client Password.

2.1.6. The Client must replace the Temporary
Password within its validity with a permanent
Password. Then, the Temporary Password will
become null and void. To continue working in the
System, including in case of
loss/Compromise/blocking by the System of the
Client’s Temporary Password/Password, the Client
(the Client's Representative) shall personally apply to
a Bank Office in writing to obtain a new Temporary
Password.

2.1.7.In case of Compromise of the Temporary
Password/Password/Login/Registered

Number/Memorable Word, the Client may inform the
Bank of the Compromise through the Client Support
Service taking into account the provisions of point
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2.3.7 Hacrosmux YCIOBHH s TOCIEAyIomeH
omoxmposku bankom mocryna Knmenra B Cructemy.

2.1.8. bank 6nokupyer noctyn Knuenrta B Cucremy Ha
OCHOBaHMH TpeboBaHus KineHTa, nepefaHHoro UM IpH
JUYHOH siBKe B baHK (mepenaHHOrO IpecTaBUTENEM
Knuenra npu nudnoit siBke B bank) wim yepe3 Ciyx0y
KJIMEHTCKOW TOAJIEPIKKH.

2.1.9. Ina npomomkenus pabotsl B Cucteme B cirydae
YTpaTHI Kinentom KOHTPOJIS Haj
3aperucTpupoOBaHHBIM  HOMEpOM KIMEHT IoJDKeH
obOparuThes argHO B opuc banka A yka3aHusS HOBOTO
3aperucTpHpoOBaHHOTO HOMEPA.

2.1.10. Hcnonp3oBanue BpemenHnoro
napoisi/[laposnsi/Jloruna/KomoBoro cioBa, JeiicTBUE
KOTOpOro ObUTO TIpekpaieHo bankom (1o TpeGoBaHHIO
Knuenta, mo COOCTBEHHOH WHUIIMATHBE B Clydae
Kommpomerarnuu u T.1.), HE JOMYCKaeTCsl.

2.1.11. Cwmena KomoBoro ciioBa MpOU3BOIUTCS
Kiuentom nipu nmmaaoM obpamennn B opuc banka.

2.2.[IPUOCTAHOBKA U
OIrPAHUYEHWE
OBCIIYXXUBAHUA

2.21. bamk BmpaBe 0e3  MPeABAPHUTEIBHOTO
yBemomieHus KimeHta, B TOM 4Hcle, HO He
OTpaHMYMBAsACh, B ciy4ae HapymeHus Kiuerrom
HoroBopa, Kommnpomeraruu, BbissBIeHUS Oneparmid,
COOTBETCTBYIOIINX MIpU3HaKaM OCYIIECTBIICHUS
nepeBosia JICHEeXKHBIX CpencTB 0e3 cornacus Kimenra,
BPEMEHHO IPHUOCTAHOBUTh WM OTPAHUYUTH JOCTYII
Kinenrta k Cucreme. B sTom ciiydyae bank B cpok He
MOo3JHee  ciexyiomero  pabodero  JTHS  Tocie
MPUOCTAHOBKN/OTPAaHWYEHHS JIOCTYIa YBEIOMIIIET O
(hakre MIPUOCTAaHOBJICHNSA/OT pAHUYEHUS Jocryna
Knnenta B Cucteme B mOpsiaKe, NMPeIyCMOTPEHHOM
IMyHKTOM 1.7 HacToAIMX Y ClIOBHil.

2.2.2. baHk BOpaBe BBOJUTh OrPaHUYEHHsS Ha
ucnone3oBanne Kmmenrtom KanamoB nmocryma, B TOM
4yHiCI€ OrPAaHUYUTh IEepPeueHb BUAOB OJIEKTPOHHBIX
JoKyMeHTOB, Onepanuii u Pacnopsxenuil, nposeaeHue
U Teperada KOTOpbIX Bo3MoxHa Kiuentom 1o
omnpeneneHHoMy Kanamy mocTyna, a Taxke HU3MEHSTb
nepedens Omepanuii W (QYHKIHUH, KOTOpHIE MOTYT
oCyllecTBIATbCS  KiMeHToM ¢ HMCHOJBb30BaHUEM
CucteMbl W OTpaHMYMBATH BpeMs TMpueMa H
UCHOJHEHUS PacniopskeHui.

2.2.3. dakr MIPUOCTAHOBIICHHS/OT PAHUICHNUS
obcmyxuBanusi B CuCTeMe HE OTMEHSIET 0053aTeIbCTB
Krnuenta, BeITEKaIOMuUX U3 DICKTPOHHBIX TOKYMEHTOB,
MOATBEPIKIICHHBIX Pa30BBIM  CEKpPETHBIM MapoOJIeM,
NOJYYeHHBIX bBaHKOM H  3aperucTpupoBaHHBIX B
CucteMe 10 NPUOCTaHOBIIEHUS AeiicTBUs CUCTEMBL.

2.2.4. Cucrema aBTOMaruuecku Onokupyer Jlorun
Knuenta na 180 cexkyHn mocne Tpex HEMpaBUIIBHBIX
HOIBITOK BBOJA [Mapomns. Iocne Tpex
nocyieioBatenbHbIX  OjokupoBok Ilapons Kimenta
Cucrema aBTOMATHYECKH MIPUOCTAHABJINBACT
obcmyxuBanue Kmmenra. [{inst mponomkennst paboTsl B

2.3.7 of these Terms and Conditions, for subsequent
blocking by the Bank of the Client's access to the
System.

2.1.8. The Bank shall block the Client’s access to the
System based on the Client’s personal request
submitted in the Bank personally (submitted by the
Client's Representative personally) or through the
Client Support Service.

2.1.9. To continue working in the System in case the
Client lost control over the Registered Number, the
Client shall personally apply to a Bank Office to
specify a new Registered Number.

2.1.10. It is not allowed to use the Temporary
Password/Password/Login/Memorable Word
terminated by the Bank (upon the Client’s request on
their own initiative in the event of Compromise, etc.).

2.1.11. The Memorable Word may be changed on the
Client’s personal request submitted in the Bank
personally.

2.2.SERVICE SUSPENSION AND
RESTRICTION

2.2.1. The Bank reserves the right to suspend or
restrict the Client’s access to the System without
preliminary notification, including, but not limited to,
in case of violation of the Agreement by the Client or
a Compromise, identification of Transactions that
qualify for a case of fund transfer without the Client’s
consent. In this case the Bank, not later than the next
working day after suspension / limitation of access,
should notify on the fact of suspension/ limitation of
the Client’s access to the system according to the
procedure mentioned in point 1.7 of the present
Terms and Conditions.

2.2.2. The Bank reserves the right to impose
limitations on the usage of Access Channels by the
Client, including the list of types of Electronic
Documents, Transactions, and Orders, which can be
conducted and transferred by the Client using a
specific Access Channels, as well as to change the list
of types of Transactions and functions that may be
carried out by the Client using the System and to limit
the time of acceptance and performance of Orders.

2.2.3. The fact of suspension / restriction of services
in the System does not cancel the obligations of the
Client arisen from the Electronic Documents verified
by the Session Key, received by the Bank and
registered in the System before suspension of the
System operation.

2.2.4. The system automatically blocks the Client’s
Login for 180 seconds after three incorrect password
attempts. After three consecutive cases of the Client’s
Password blocking the System automatically
suspends service rendering to the Client. To continue
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2.3.MOPSIQOK B3AUMOLEUCTBUSA
BAHKA U KITUEHTA

2.3.1. baumk ocymectBiaser Omnepanuu mo Cuery
Knnenta Ha ocHoBanuu Pacnopspkenuit Kimenra.
VYkazannsle Pacnopsokenust nepeparorcs Kimentom
BaHky ¢ ucnonb30BaHUEM OIPEAEIEHHBIX Y CIOBUSAMU
Kananos nocryna.

2.3.2. TloxTBepxneHue aBTOpPCTBa PacmopspkeHWHd U
WHBIX OJEKTPOHHBIX JIOKYMEHTOB IIPOU3BOIMTCS
Kinentom npu nomomu Pa3oBoro cekpeTHoro napoJis.

2.3.3. Onepauyu, nepeyrcieHHble B 11.1.9 HacTosmux
YcnoBuid, ocylecTBIsAOTCS baHKOM B COOTBETCTBUU C
JIEUCTBYIOIIMM  3aKOHOJaTenbcTBOM  Poccuiickoit
®enepanuu, HopMaTUBHbIMU akTamu banka Poccun,
HACTOSIIIUMH YCIIOBHSAMH M YCJIOBHUSAMH JOTOBOPOB
0aHKOBCKOTO  cyeTa, JOTOBOPOB  BBINyCKa U
oOcimyxuBaHUsI ~ OaHKOBCKHX  KapT,  JOTOBOpPOB
OpoKepcKoro OOCTYy)KMBaHUS, W HWHBIX JIOTOBOPOB,
3aKiIo4aeMbIx Mexay bankom u Kinentom.

2.3.4. Ucmomp3oBanne CuCTeMBl i1 Iepenadn
DONEeKTPOHHBIX JOKYMEHTOB HE OTpaHHYHBAeT IIpaBa
Knuenta 1o MPEIOCTABICHUIO B Bbank
COOTBETCTBYIOIIMX PacmopspkeHuii Ha INpoBeneHUE
Onepaiyii, U/WIN COOTBETCTBYIOIIUX JOKYMEHTOB Ha
OCylIeCTBJIEHUE BaHKOM OIpelleNeHHbIX ACCTBUM Ha
OyMa)XHOM HOCHUTEJE, COCTaBJICHHBIX TI0 (Qopme,
MPEeIyCMOTPEHHOH  COOTBETCTBYIOIIMM  JIOTOBOPOM,
3aKIIIOYCHHBIM MeXTy CTOpoHaMH, W/HMIH C y4eTOM
TpeOoBaHMit 3aKOHO/IaTEILCTBA Poccuiickoit
denepanuu.

ITpn 3romM CTOPOHBI COrIAIIAIOTCS C TEM, YTO B CIIydae
MOCTYIUIEHNs] B baHK OIEKTPOHHOTO [IOKyMEHTa 0
KananmaMm 1ocTyma M COOTBETCTBYIOLIETO IOKyMEHTa
WIH pacmopsDkeHHs: Ha TmpoBeneHue Omepanuu Ha
OyMa)XHOM HOCHTENIe, COACPXKAIIUX HJICHTUJIHbIC
yCIoBHA, JMOO TOCTYIUICHUs B bBaHK MIEHTHYHBIX
ONEeKTPOHHBIX JIOKyMEHTOB, bank Oyzmer
paccMaTpuBaTh KaXIbIH M3 yKa3aHHBIX TOKYMEHTOB
KaK CaMOCTOSITENBbHBIH JOKYMEHT, U OCYLIECTBUT BCE
JIeWCTBHS, HEOOXOUMBIE sl mpoBeneHust Onepanyn
MO0 KaXIOMY W3  NPeICTaBICHHBIX/NEpEelaHHBIX
Knuenrom 1okymMeHTOB.

2.3.5. Ecnu B TekcTe Y CIIOBHIA SBHO HE OTOBOPEHO HHOE,
MOMEHTOM  TIOJIydEeHUs] JEKTPOHHOTO JIOKYMEHTa
Bankowm sBnsercs ero Perucrpanus B Cucreme.

2.3.6. CTOpOHBI NPU3HAIOT B KAYECTBE CUHOMN IIKAJIbI
BpeMeHH pu pabote ¢ CucremMoit MOCKOBCKOE MTOsICHOE
BpeMs. KOHTPOJIbHBIM SIBJISIETCS BpEMsS CHCTEMHBIX
YacoB alIapaTHbIX cpeacTs banka.

2.3.7. CropoHBI NpH3HAIOT, 4TO CBs3b KimeHra co
Cuayx060it KIIMEHTCKOM MOJAEPIKKH Bbankxa
ycraHaBiMBaercs 1o padounm assMm banka ¢ 09.30 no
18.30u., B marauny — c¢ 09.30 go 17.154., mo
MOCKOBCKOMY BPEMEHM B IIpeINpasfAHUYHBIE JHU B
COOTBETCTBHH C IIPUKa30M 1o banky, ommy0nnkoBaHHbIM
B MOPSKE, TPEAYCMOTPEHHOM ITyHKTOM 1.5 YcnoBuit.

2.3.PROCEDURE OF INTERACTION
BETWEEN THE BANK AND
THE CLIENT

2.3.1. The Bank conducts Transactions on the
Account of the Client based on the Clients’ orders.
These Orders are transferred by the Client to the Bank
using the Access Channels established by the Terms
and Conditions.

2.3.2. Confirmation of the authorship of Orders and
other Electronic Documents is carried out by the
Client by using Session Keys.

2.3.3. Transactions listed above in point 1.9 of the
present Terms and Conditions are conducted by the
Bank in accordance with the effective legislation of
the Russian Federation, regulatory acts of the Bank of
Russia, the present Terms and Conditions and terms
and conditions of the agreements on bank account,
issuing out and maintenance of bank cards as well as
brokerage service agreements, and othex agreements
signed between the Bank and the Client.

2.3.4. The applied systems for transferring Orders
and/or free format messages to the Bank do not limit
the rights of the Client on submitting to the Bank
corresponding orders on conduction of Transactions,
and/or corresponding documents on conduction of
specified actions by the Bank in hard copy, made in
the form provided for by the relevant agreement
between the Parties and/or considering the legal
requirements of the Russian Federation .

Thereat, the Parties agree that in case the Bank
receives an Electronic document via the Access
Channels and corresponding document or order on
transaction conduction in hard copy, containing
identical conditions on Transaction conduction, either
in case the Bank receives identical Electronic
documents, the Bank will process each of the
mentioned documents as independent document and
will execute all actions required for the conduction of
Transaction for each document submitted / transferred
by the Client.

2.3.5. Unless otherwise explicitly stipulated in the
Terms and Conditions, the time of receipt of an
Electronic Document by the Bank shall be the time of
its Registration in the System.

2.3.6. The Parties acknowledge the Moscow local
standard time as unified time-scale when working in
the System. Check time is considered to be the RTC
of the Bank hardware.

2.3.7. The connection between the Client and the
Client Support Center of the Bank is established on
working days of the Bank from 9:30 a.m. till
6.30 p.m., on Friday from 9.30 a.m. till 5.15 p.m.
(Moscow time)on days before holidays according to
the order of the Bank published in compliance with
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2.3.8. Ilpuem DneKkTpoHHBIX IOKyMeHTOB CucTeMoii
OCYIIECTBIISIETCS] KPYTIIOCYTOYHO.

2.3.9. Hcnonnenme DIEKTPOHHBIX  JTOKYMEHTOB
KineHTOB ocyIiecTBiIsIeTCS B CPOKH, YCTaHOBJICHHBIE
3aKoHoJareabcTBoM  Poccuiickoin  ®Pepepanuu U
jJoroBopoM  Mexay — bamkom u Kimenrowm,
OTIPEACIAIONIMM HOPAAOK MPOBEIACHUS OIEPALU IO
cooTBeTcTByOmEMY CUery.

2.3.10. Bamotasie omepanuu mo Cueram KimeHTOB
ucronb3oBaHueM CHCTEMBI OCYIIECTBISIOTCS C yIETOM
TpeGoBaHMit BAJIFOTHOTO 3aKOHO/IATelIbCTBA
Poccuiickoit ®enepanuu.

2.3.11. CropoHbl TpHU3HAIOT, 4YTO IEpeJaHHbIE
KnmentoM, mpomemmuMm B KaXIOM  ciydae
HaJUIeKaIluM 00pa3oM Mpoleaypy AyTeHTH(HKALnH,
DJIeKTPOHHBIE JOKYMEHTBI, TIOATBEPKICHHbIE Pa30BbIM
CEKPETHBIM I1apoJIeM, COOTBETCTBEHHO:

- YIIOBIIETBOPSIIOT TpeOOBaHMIO
3aKIIOYCHNSI CAEIKH B  IPOCTOH
MUCBMEHHOH  QopmMe H  BIEKYT

HOPpUANICCKUC OoCJICACTBUAA,
AHAJIOTHYHBIC HOCIICACTBUAM,
MOPOKAACMbIM CACIIKaMu,

3aKJIIOYEHHBIMU TYyTeM TOANHCAHUS
JIOKyMEHTOB  IIpH ¢buzngecKkoMm
(B3auMHOM)  IPHUCYTCTBUH  JIHII,
COBEPIIAIOIINX CACIKY;

- PaBHO3HAYHBI, B TOM YHCJIE HMEIOT
paBHYIO IOPUANYECKYIO u
JTOKa3aTeNbCTBEHHYIO CUITY
AHAJIOTUYHBIM TI0 COJCPKAHHIO W
CMBICITy JTOKyMEHTaM Ha OyMa)KHOM
HOCHUTETIE, COCTaBJICHHBIM B
COOTBETCTBHM C  TpeOOBAaHUAMH,
MPEenbsIBIIEMBIMA K  JOKyMEHTaM
Takoro poja, H  MOJANHUCAHHBIM
c0oOCTBEHHOPYUHOI MIO/IMUCKIO
Kimenrta, u SIBISIFOTCST OCHOBaHHEM
Uil mpoBeneHnss bankom Omnepanmii
oT umeHn KimeHTa, oCyIiecTBIESHUS
Bbanxom COOTBETCTBYIOIIHNX
JIeHCTBHH;

- HE MOTyT OBITh OCHOPEHBI HJIH
otpunatbcsi CTOpoHaMH M TPETbUMU
JUIIaMA  WIA  OBITh  TPU3HAHEI
HEeJEUCTBUTEIBLHBIMU TOJIBKO Ha TOM
OCHOBaHWHW, YTO OHHU TIepeJaHbl B
bank ¢ ncnonszoBanneM CHCTEMBI U
Kananos nocryna;

- MOTYT OBITh  TIPEACTABIEHBI B

Ka4yecTBE JI0KA3aTEeIbCTB,
PaBHOCHJIBHBIX MMHUCbMEHHBIM
JI0Ka3aTeIbCTBaM, B MOPSLIKE,
MPeyCMOTPEHHOM

3aKOHOJIaT€ILCTBOM Poccuiickoi

denepanuu.

the procedure, stipulated by paragraph 1.5 of the
present Terms and Conditions.

2.3.8. Electronic Documents are accepted by the
System 24 hours a day.

2.3.9. The Client’s Electronic Documents are
performed within the timing established in
accordance with the legislation of the Russian
Federation and the agreement between the Bank and
the Client setting out the procedure of performing
transitions on the respective Account.

2.3.10. Foreign currency transactions on the Clients’
Accounts using the System are performed in
compliance with the foreign currency legislation of
the Russian Federation.

2.3.11. The Parties acknowledge that Electronic
Documents transferred by the Client, every time
properly passing the procedure of Authentication,
confirmed by means of a Session Key,
correspondingly:

- meet the transaction conclusion
requirements in a simple written
form and bring to legal
implications, originated by the
transactions, concluded by means
of ratification of documents in
physical (mutual) presence of
individuals concluding the
transaction;

- are equivalent, including having
equal legal and evidential force, to
identical documents in hard copies
in terms of content and meaning,
created in line with requirements to
such type of documents with
handwritten signature of the Client,
and are considered as foundation
for transactions conduction by the
Bank on behalf of the Client, for
making corresponding actions by
the Bank;

- cannot be contested or denied by
the Parties and third entities or be
acknowledged void only based on
the fact that they have been
transferred to the Bank by means of
the System and Access Channels;

- can be presented as testimonies,
equal to written evidences,
according to the procedure
stipulated by the legislation of the
Russian Federation.
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IIpu »>TOoM coobmeHuss cBoObomgHOTO  (PopmarTa,
nepenanasle  Kimmenrom mno Cucreme, B 9acTd
pacniopsbxeHust KimeHTa AeHeXXHBIMH CpPeACTBAMU Ha
Cuere (BKJIaJe), a TaKKe B YacTH PACIOPSDKEHUS 00
OTKPBITUM U 3aKpBITHM cdyeTa (BkiIaga) bankom k
UCIIOJIHEHHIO HE IPUHUMAIOTCSI.

2.3.12. CTopoHbI IIPU3HAIOT, YTO NepeiaHHble bankom
co00IIeHNs CBOOOHOTO popmarTa:

- pPaBHO3HAYHBI, B TOM YHCJIE HMEIOT
paBHYIO IOPHANIECKYTO u
JIOKa3aTEIbCTBEHHYIO CHILY
AQHAJTOTUYHBIM 110 COJCPXKAHHIO U
CMBICITy JIOKYMEHTaM Ha OyMa)kKHOM

HOCHTEJIE, COCTaBJICHHBIM B
COOTBETCTBMM C  TpeOOBaHUSAMH,
MpCaABABIIACMbIMU K JOKYMEHTaM
TaKoro pona, u oA CaHHbIM
COOCTBEHHOPYYHOI MOIITHCHIO
YIIOJIHOMOYEHHOT'O0  IPEJCTaBUTEIS

banka, 3aBepeHHoi neyaTthio baHka;

- HE MOTyT OBITh OCHOPEHBI WJIH
orpunatbcsi CTOPOHAMH U TPETHUMH
JUIaMd WA OBITh  TIPU3HAHEI
HEJICHCTBUTEIILHBIMH TOJBKO HA TOM
OCHOBAaHWHW, 9YTO OHH NEpPEHAHBI
Bankom ¢ ncnonp3oBanueM CHCTEMEI
n Kananos nocryna;

- MOTYT OBITh  TpEACTABIEHHI B
KadyecTBE JI0Ka3aTeIbCTB,
PaBHOCHIIBHBIX MMHUCbMEHHBIM
JI0Ka3aTeIbCTBaM, B MOPSJIKE,
MPEIyCMOTPEHHOM
3aKOHOJATEILCTBOM Poccuiickoit

denepanu, Ipu TOM J0ITyCTUMOCTh
TaKUX JIOKAa3aTeNbCTB HE MOJXKET
OTPUIATBCSI  TONBKO  Ha  TOM
OCHOBAHHWH, YTO OHH IIPEICTABIICHHI B
BU7I€ DJIEKTPOHHBIX TOKYMEHTOB.
23.13. B  coorBercTBMM C  TpPeOOBaHHSMHU
3aKoHoJaTenbcTBa  Poccmiickoit  Pemepanmu 00
MHGOPMHUPOBAHUH KJIMEHTa O COBEPIICHHH KaXIOi
OTIepanyy C MCIIOIB30BAHUEM AIIEKTPOHHOTO CPEICTBA
mwiatexxa bank ¢ momompro CHCTEMBI YBEAOMIISET
Knuenta o cosepmenun kaxjaod Omnepanuu ¢
UCTOJIb30BaHNEM Pa30BOro cexpeTHoro napois.

ITo mepe cosepmienus Omepanuil ¢ UCNOIB30BaHUEM
PasoBoro cexperHoro mnapons, bank He mno3aHee
crenyroniero  pabodero  mHS  (dopMmHpyeT B
ABTOMATHYECKOM pEeXHME JKypHaJlI oOmepamuid B
Cucreme, k koTopomy y Kirenta umeeTcst HOCTOSTHHBIN
(e>xemHEBHBIN, KPYTIOCYTOUHBINH) moctyn mo Kanamam
jocryna. B ykazaHHBIX  KypHajJax — onepaunuu
COZIEPXKUTCA HWHPOPMALUS O IBIDKEHUH JIEHEXKHBIX
cpencts no Cuery u o cocrosiuuu Cuera.

Taxxe baHk He3aMeMIUTEIHLHO MO Mepe O00pabOTKU
Pacniopspxenuit KinuenTa ¢dbopmupyer B
aBTOMAaTHMYECKOM pexume u nepenaer B Cucremy
HHPOPMALUIO O cTaTyce PacopsnkeHUH.

®opmupoBanre baHKOM BbILIEYKa3aHHOIO JKypHala
oneparuii B Cructeme, a Takke nmpucBoeHne bankom B
CucremMe COOTBETCTBYIOIIETO cTaTyca PacmopspkeHuto,

ABJIACTCA HAUIC)KAIUM YBEJOMIICHUEM KHI/ICHTEI, B TOM

In this case the free format messages that contain the
Client's instructions as to how to dispose of the funds
on the Account and to open/close an account (deposit)
with the Bank transferred by the Client via the System
are not accepted and given effect to.

2.3.12. The Parties hereby acknowledge that the free
format messages, transferred by the Bank:

are equivalent, including having
equal legal and evidential force, to
identical documents in hard copies
in terms of content and meaning,
created in line with requirements to
such type of documents with
holographic  signature of the
authorized representative of the
Bank and verified by the stamp of
the Bank;

cannot be contested or denied by
the Parties and third entities or be
acknowledged void only based on
the fact that they have been
transferred by the Bank by means
of the System and Access
Channels;

can be presented as testimonies,
equal to written evidences,
according to the procedure,
foreseen by the legislation of the
Russian Federation, thereat the
admissibility of such testimonies
cannot be denied only due to the
fact that they have been presented
in the form of Electronic
documents.

2.3.13. In accordance with the legislation of the

Russian

Federation on

informing clients of

transaction performance with the use of electronic
means of payment, the Bank shall notify the Client of
each Transaction performance using the System
confirmed with a Session Key.

Upon conduction of Transaction by means of Session
Key, the Bank, not later than the next working day,
automatically generates transactions statement in the
System, to which the Client has permanent access
(daily, round-the-clock) via the Access Channels. The
above mentioned statements contain information on
the cash flows on the Account, as well as on the
balance of the Account.

Also, the Bank, upon processing the Orders of the
Client, automatically generates and transfers to the
System information on the status of the Orders.

The creation of the mentioned statement in the System
as well as assigning corresponding status of the Order
by the Bank is considered to be proper notification
given to the Client, including related to the results on
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yuclie O pe3yibTarax IpHeMa K HCIIOJNHEHHUIO0, OT3bIBa, | accepting for execution, revocation, refusal from
OTKa3a B McnoyHeHnn Pacmopspkerus B cootBercTBum ¢ | execution of the Order according to the regulatory
HopMmaTiBHbIMU akTamu Banka Poccum, u He TpeOyet | acts of the Bank of Russia, and do not require
JOTIONTHUTENBPHOTO HampaeieHus bankom Kuimenty | additional submittal of any notification to the Client
KaKuX-JIM0O yBEJIOMIICHHUH. by the Bank.
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Juem nmonyuenust Knuentom ot banka yBemomieHus o
COBEPILECHHOM Omneparin, SIBIISICTCS JICHb
dbopMupoBanus baHKOM BBINIEYKa3aHHOTO JKypHaja
omepanuii B Cucreme - 1O Mepe COBEpPUICHUS
Onepanyii, HO He O3/1Hee paboyero AHs, CIEIYIOIIETo
3a JIHEM COBEPIIEHUS COOTBETCTBYIOMIEH Onepamum.

2.3.14. KineHt 00s3yeTcs He peske OTHOTO pa3a B IeHb
ocymiecTBIsATh goctyn kK Cucreme no Kananam ngocrymna
JUISL TIONy4eHHsT MHGOPMAIMH O 3aperHCTPUPOBAHHBIX
Pacrniopsbkenusx, u o coctosauu Cuera B UeIsX
MPOBEPKH TpoBeneHHBIX bankom Omepanwmii, a Taxxke
JUISl TIOJTyYeHHsl XKypHala omepanuii 0 COBEPLICHHBIX
Omnepaiusix ¢ UCMONIb30BaHHEM Pa30BOro CeKpeTHOro
napoJs.

2.3.15. Henocrymienne B Teuenue 10 (mecsiTn)
KaJIeHIAPHBIX noHen c JaThl Perucrpanuu
Pacnopspxkenuss mucbMeHHOM mpereHsun  Kinenra,
COCTaBJIEHHOI B CBOOOIHOH (hopme, HampaBisieMoil B
Bank ¢ momompro Cucremsl mo Kanamam moctyma/na
OyMa)kHOM HocuTelle, 0 Hecoridacuu c Ormeparuei,
MPOBEICHHONH Ha OCHOBAaHWH TAHHOTO PacmopspkeHus
W/WIIA CIIUCAaHHBIM KOMICCHOHHBIM BO3HArpaXkICHUEM,
CUNTAETCS pU3HAaHUEM Knauenrom TaKoro
PacriopspkeHHsT W TONTBEpXKICHHEM MPOBEACHHOU
Onepariiu/CrucanHOro KOMHCCHOHHOT'O
BO3HArPaXJICHUS.

2.3.16. TIlocne mnony4yenust bankom ot Kinenra
MUCbMEHHOW TMpeTeH3nH 0 Hecornacuu ¢ Omeparuei,
MPOBEJICHHOW Ha OCHOBAHMHM COOTBETCTBYIOIIETO
PacriopsbkeHust/ClIuCaHHBIM KOMMCCHOHHBIM
BO3HarpaxjaeHueMm, baHk mpHocTaHaBIMBaeT NeHCTBHE
Cucrtemsl B otHomeHnd KimmeHnra ¥ BO30OHOBIISIET €r0
TOmpKO mocne mepemaun  Kmmentom B BaHk
COOTBETCTBYIOIIETO 3asBJICHUS Ha OyMa)KHOM HOCHUTEIIE
npu au4HOoM Buzute Kinenra B bank.

2.3.17. Tpm sBouBueHun bamkom  Omneparwid,
COOTBETCTBYIOLIUX MIpU3HAKaM OCYIIECTBIICHUS
nepeBojia JIEHEXKHBIX cpeacTB 0e3 cornacus Kiuenra,
bank BpeMeHHO npuocTaHaBiMBaeT fAocTyn KinueHnra k
CucremMe M HeE3aMEUIMTENBHO YBEAOMISIET 00 3TOM

Kmmenta B mopsake, mnpeaycMoTpeHHOM 1.1.7
HACTOSAIIUX Y CIOBHIA.

Kinent MTOJITBEPXKIaCT/HE MOJTBEPKIAET
BO300HOBJICHHE HCITOJIHEHHUS Pacnopsoxenus

obpatuBmnch B bank uepe3 Cuiyx0y KIMEHTCKON
HOJAEPIKKH.

B cnyuae, eciu Knuent mocne nposeneHust bankom
npouenypsl  AYTEHTH(QUKAIMA HE IOATBEPIKAACT
BO300HOBJICHHSI HCIIONHEHUs  PacropspkeHus, TO
COOTBETCTBYIOIIEE Pacnopsixenue CUMTAETCS
0TO3BaHHBEIM KIMEHTOM, TpH 3TOM BO300HOBICHHE
pabotel CHCTEMBI OCYHICCTBISICTCS TOJBKO TIOCIIE
nepegaun  Kinmentom B bBaHK COOTBETCTBYIONIETO
3asBJICHHUS Ha OyMa)KHOM HOCHTEJE TIPY INTHOM BU3UTE
Kimenra B bank.

B cnyuae, eciu Knnent nocne mposenenust bankom
MPOTICTyPHI AyTteHTH()HUKATIT MOTBEPIKIACT
BO300OHOBJICHHE WCIOJMHEHUsT Pacmopspkenus, 1o baHk
B0300HOBIsIET padory CHCTEMBl M COOTBETCTBYIOIIEE

The day of receiving notification on conducted
Transaction from the Bank by the Client is considered
to be the day of generating the above mentioned
statement in the System by the Bank - upon
conduction of Transaction, but the day succeeding the
corresponding Transaction conduction day at the
latest.

2.3.14. The Client is obliged to enter into the System
at least once a day via the Access Channels for
obtaining information on registered Orders, and on
the account balance for the purposes of checking the
Transactions conducted by the Bank, as well as
obtaining statement on Transactions by using Session
Key.

2.3.15. In case the Client does not submit a claim on
disagreement with Transactions, conducted based on
the mentioned Order and/or deducted commission
fee, formed in free format and submitted to the Bank
by means of the System via Access Channels / in hard
copy within 10 (ten) working days as of the date of
Order registration, such Order is considered
acknowledged by the Client of such Order, and such
Transaction/deducted commission fee - confirmed by
the Client.

2.3.16. After receiving by the Bank a written claim
from the Client on disagreement on the Transaction
conducted based on corresponding Order/deducted
commission fee the Bank suspends the System service
for the Client and renews it only after submittal of
corresponding written application in hard copy by the
Client upon in-person visit of the Client to the Bank.

2.3.17. Should the Bank identify any Transactions
qualifying for a case of fund transfer without the
Client’s consent, the former shall temporarily suspend
the Client's access to the System and immediately
notify the latter in the manner prescribed by para. 1.7
hereof.

The Client confirms/does not confirm that the
execution of the Order has been resumed by
contacting the Bank’s Customer Support.

If the Client, identified by the Bank through the
Autentification procedure, does not confirm that the
Order is executable again, the corresponding Order
shall be considered to have been withdrawn by the
Client, and the System’s operation shall be resumed
only after the Client files the relevant application to
the Bank in hard copy during the Client's personal
visit to the Bank.

If the Client, identified by the Bank through the
Autentification procedure, confirms that the Order is
executable again, the Bank shall resume the System’s
operation, and the respective Order shall be executed
by the Bank in the order as follows:
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Pacnopsixkenne ucnonHsiercs bankom B ciemyroiem
TOPSI/IKE:

- IpUd IOCTYIUICHMM B baHK IOATBEpXKACHUA
HCIIOJIHEHUS B TCUCHUE OIEPALMOHHOTO JHS, JCHEKHBIC
cpeacTBa crnuchiBaloTcst co Cuera B TeKyIIMH pabounit
nenb banka;

- TOpH  TOCTYIUICHHH  TIOATBEPKICHHSA  IOCIE
OTEPAIIMOHHOTO JTHS, JICHE)KHBIE cpencTaa
cnuceiBarorcsi co Cuera He MO3AHEE CIEAYIOLIETO
pabouero nus banka.

Banxk CaMOCTOSITEILHO orpezesnsier
MPOJOIDKUTENBHOCTh  omepanuoHHoro  nmHA. OO0
OTepanvOHHOM IHE Kaunenr YBEIOMIISCTCS

MOCPE/ICTBOM HarpasjieHus: UHGOopMauu 00 3TOM IO
CucreMe Wi pasMEUIEHHs  COOTBETCTBYOIIEH
nHpopMauK Ha JOCKEe OOBSBICHUN B ONEpPALMOHHOM
3ajJe oOCHyXMBaHUS (U3MYECKUX JIMI WM Ha
koprnoparusHoM HMHTepHeT- caiite baHka.

IIpn nemomyuernmn ot KoimeHTa BhIIIEyKa3aHHOTO
TIOTBEP K ICHISI/HE TIOITBEPIKICHHS Bank
BO300HOBIAeT pabory CHCTEeMBI ¥  HCHOJHSACT
PacniopspkeHHs 10 UCTEYCHUN CPOKOB, YCTaHOBIICHHBIX
3aKoHOAaTeascTBOM Poccutickoit denepanuu.

2.3.18. baHk He pacchUIaeT COOOIIEHHS MOCPEICTBOM
CMC-COOOIIeHNIT Ha 3aperuCTPUPOBAHHbI HOMEP H/WITN
HOMEp MOOMIBHOTO Tesie()OHA, YKa3aHHBIH B 3asBICHUN
0 IPUCOEAUHEHHUH K Y CIIOBHSIM HJIH aJIpEC SJICKTPOHHON
nouThl KitneHTa, a Takke He MPOU3BOIUT TeIePOHHBIC
3BOHKU C IEJIBIO MOJIydeHHs YKa3aHHBIMH CIIOCOOaMuU
Kakoii-mubo mHMopMaru o KimeHTe WM HaHHBIX O
Cucreme.

2.4. XPAHEHHE PACIIOPAKEHHH O
IIPOBEJIEHHUH OITEPAITHH, 3AITHCEH
TEJIE®OHHBIX PA3IOBOPOB

2.4.1. bask 00s13aH 00€CIIEYNTH XPAaHEHUE MTOTyYCHHBIX
oT Knue\nra Pacnopstxenuit B TE€YECHHE
HIpPeJyCMOTPEHHBIX 3aKOHOAATENbcTBOM Poccuiickoit
denepanuy CPOKOB JUISL  XpAaHEHUs] aHAJIOTHMYHBIX
JIOKYMEHTOB, COCTaBJIEHHBIX Ha OyMa)KHOM HOCHUTEIE.
Croco06 u ¢opMaT XpaHEHHUS ONpeneNnsioTcs baHkom
CaMOCTOSITENTBHO.

2.4.2. Bce onepauun, npousBomumbie CTOpOHaMHU B
Cucreme, QUKCHPYIOTCS B TPOTOKOJAaX pabOThI
MPOTPaMMBI, XpaHAMKXCS B 0a3e maHHBIX CHCTEMBI B
banke. B caywae pasHormacus Mexny bankom n
Knuentom B OTHOLIEHMM NepeNaHHBIX DIEKTPOHHBIX
JokyMeHTOB ~ CTOpPOHBI  NpU3HAIOT B KadecTBE
JIOKa3aTeNbCTB YKa3aHHBIE 3allMCH, a TAKXKe 3allUCH B
npotokouie pabotsl CucreMsl, XpaHsuecs: B banke.
CuctemMa BemeT YydYeT JACWCTBHA, MPOU3BOJAUMBIX
Croponamu B Heil. CdopmupoBannsie bankom
COOTBETCTBYIOITHE  OTYETH IO  MPOM3BEACHHBIM
omneparusaMm (merictBusiM) B CucrtemMe Ha OyMasKHBIX
HocuTensx 1o  (Gopme  baHka, mOXMMCAaHHBIC
YIOJTHOMOYEHHBIM JIMIIOM baHKka ® CKperjIeHHBIe
1eyaTbio Banka SIBIISIFOTCS JOCTaTOYHBIMHU
Jl0KazaTenbcTBaMu  (akToB cosepmieHus: CropoHamu
omepauuil u aeiictBuii (B ToM umcie Cucremoi
ABTOMATHYECKH), MPEIYCMOTPEHHBIX  HACTOSIIUMH

yCHOBI/IHMI/I, n  MOTYyT OBITH  HCIIOJIb30BaHbI Ipu

- if the Bank receives confirmation of execution
within the banking day, the funds shall be debited
from the Account on the current business day of the
Bank;

- if the Bank receives confirmation outside the
business hours, the funds shall be debited from the
Account no later than the next business day of the
Bank.

The Bank shall independently determine the length of
the banking day. The Client shall be notified of the
banking day through the System or by placing the
relevant information on the Bulletin Board in the
customer area or on the Bank’s corporate website.

No such a confirmation/non-confirmation received
from the Client, the Bank shall resume the System’s
functioning and execute the Orders upon expiry of the
terms established by the laws of the Russian
Federation.

2.3.18. The Bank shall neither send SMS to the
Registered Number and/or mobile phone number
specified in the Application for Accession to the
Terms and Conditions nor messages to the Client’s e-
mail address, and shall not make phone calls for the
purpose of obtaining any information about the Client
or the System.

24. STORAGE OF ORDERS ON
TRANSACTIONS, TELEPHONE
CONVERSATION RECORDS

2.4.1. The Bank shall ensure that Orders received
from the Client are stored within the term stipulated
by legislation of the Russian Federation for storing
similar documents drawn up on paper. The method
and format of storing are determined by the Bank
independently.

2.4.2. All the operations carried out by the Parties in
the System are fixed in the protocols of the System
operations, which are kept in the database of the Bank
System. In case of disagreement between the Bank
and the Client related to the transferred Electronic
Documents, the Parties acknowledge the mentioned
notes, as well as the notes fixed in the System
operations protocol stored in the Bank, as evidences.
The System tracks the actions carried out by the
Parties therein. The corresponding reports on
conducted operations (actions) in the System,
generated by the Bank, made in hard copies according
to the Bank’s form, signed by the authorized signatory
of the Bank, and sealed by the Bank , are considered
to be sufficient evidences of facts of operations and
actions made by the Parties (including automatically
by the System), foreseen by the present Terms and
Conditions, and can be applied for settlement of and
disputes, as well as submitted to the court.
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pa3pemeHnH JIIOObIX CIIOPOB, a TAKXKE IPEIOCTABICHBI B
Cya.

2.4.3. KnueHT yBeIOMJIEH O TOM, YTO Bce Tele(OHHbIE
pa3roBOpHl 3aNUCHIBAIOTCS W XpaHsATcs B baHke B
TEUCHHE CPOKA, YCTAHOBJIICHHOTO 3aKOHOAATEIbCTBOM
Poccuiickoit ~ denepanuu.  3amucd  yKa3aHHBIX
TeNeOHHBIX Pa3rOBOPOB MOT'YT OBITH HCIOJIb30BAaHBI
OpU  paspelieHud JII00BIX  CHOpOB, a  TaKkke
MPEIOCTaBIICHEI B CYA.

3. KOHOULOEHLUNATIbBHOCTb

3.1. bank 00s13yeTCs NPUHATH BCE JJOCTYITHBIC MEPHI [T
MPEeIOTBPALICHUs] HECAHKIIMOHUPOBAHHOTO  JIOCTYIa
TpeTbuX Juil K HHOOPMAIMU, COCTABIIOIICH
OankoBckyro TaiiHy Kimenra. Jlio0as wHpopmanus
TAKOTO poJa MOXKET OBITH IpPENOCTaBICHA TPETHUM
JIUIaM He WHaYe KaK B TMOPSAKE, YCTaHOBICHHOM
3aKoHOAaTeascTBOM Poccuiickoit denepanuu.

3.2. Hacrosiuum KineHT npH3HAaeT, YTO HCTIOIb30BaHHE
B COOTBETCTBUHM C HACTOSIIMMH YCIOBUAMH Pa3oBbIX
CEKPETHBIX napoJew, a TaKXe HOPSIOK
Ayrentudukamuu u jgocryna Kimenra k Cucreme
JIOCTAaTOYHBI JJIsl 0OecTieueHHs 3allUThl NepeiaBaeMon
o Kananam Joctyna uHpOpMAIUU oT
HECAaHKIIMOHUPOBAHHOTO JIOCTYIA K HEeH TPEThUX JIHII.
[Tpu sTom KiMeHT moaTBEpIKAaeT, 4YTO eMy U3BECTHO O
TOM, 4TO B mpolecce J[MCTaHIIMOHHOTO (GaHKOBCKOTO
00CITy)KUBaHHUS BO3MOKEH pHCK
HECaHKIIMOHUPOBAHHOTO AOCTYIIa TPETHUX JIUI K TAKOH
UHGOPMALUH ¥ HACTOSIIMM BEIP2XKAET CBOE COTJIACHE C
TeM, 4to baHK He HeceT OTBETCTBEHHOCTH 3a
pasrnanreHre nHpopmauuu o KineHre B cirydae Takoro
HECaHKIIMOHUPOBAHHOTO JIOCTYTIA.

3.3. Ilepemaua Kiuentom Jloruna, BpemenHoro
napos, [Taposst, KogoBoro cioBa, Pa30BBIX CeKpeTHBIX
maposieil TpeThUM JIMIIAaM HE JOMyCKaeTcs, Tak Kak
BJIEYET PUCK HECAHKIIMOHUPOBAHHOTO AOCTYIA TPETHUX
o K mepemaBaemoi  mo  Kawamam  jmocrtyma
nHdopmanun. B ciyuae nepenaun Knuenrom Jloruna,
Bpemennoro maposns, Ilapons, KomoBoro cnosa,
Pa3oBeIX cexpeTHbIX Maponeil TpeTbuM nuuam bank He
HECET OTBETCTBEHHOCTU 3a HECaHKIIMOHHPOBAHHBIN
JOCTyI K mepenaBaeMoll HMHGpOpPMauu U ymepo,
[IPUYMHEHHBIN Kinenty BCJIEJICTBHE TaKoro
HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.

3.4. Hacrosiuium KiMeHT mpu3HAET, 4To B MPOIEcce
nepeaayn HWHGOpPMAIMKM IIyTEeM HANpPaBICHHS CMC-
coo0mieHns Ha 3apeTUCTPUPOBAHHBIN HOMEP BO3MOXKEH
PUCK HECAHKITUOHUPOBAHHOTO AOCTYIIA TPETHUX JIMI] K
TakoH WH(OPMALMM W HACTOSIINM BBIPAXKAET CBOE
corjiacue ¢ TeM, 4to baHk He HeceT OTBETCTBEHHOCTH 32
pasriamenne nHpopmanmu o Knuenre, Onepanusx B
cily4ae Takoro HECAaHKIIMOHUPOBAHHOTO AOCTYTIA.

4. BO3HAIPAXOEHWE BAHKA

4.1. Pazmep W TOPANOK YAEp)KaHUS KOMHCCHOHHOTO
BO3HATpaXACHUS 3a MpenocTaBieHne bankoM ycioyr B
COOTBETCTBMM C  YCIOBUSIMH  yCTaHaBJIMBAIOTCS
cornacHo Tapucdam banka.

2.4.3. The Client is notified that all telephone
conversations are recorded and stored in the Bank
within the time period established by the laws of the
Russian Federation. Records of these telephone
conversations can be used when resolving any
disputes, as well as submitted to the court.

3. CONFIDENTIALITY

3.1. The Bank is obliged to take all available measures
for preventing the unauthorized access of third parties
to the information considered bank confidentiality of
the Client. Any type of such information can be
provided to the third parties only according to the
procedure stipulated by the legislation of the Russian
Federation.

3.2. Hereby the Client acknowledges that the
application of Session keys according to the present
Terms and Conditions, as well as the Authentication
procedure and the procedure regulating the Client’s
access to the System by using Identifiers are sufficient
for protection of the information transferred via the
Access Channels from unauthorized access of third
parties. Thereat, the Client confirms that he/she is
informed about the possibility of a risk of
unauthorized access of third parties to such
information in the process of remote banking services
and hereby agrees with the fact that the Bank does not
bear responsibility for disclosure of information on
the Client in case of such unauthorized access.

3.3. Transferring of information on the Login,
Temporary Password, Password, Memorable Word,
Session Keys by the Client to third parties is
prohibited, as it generates risk of unauthorized access
of third entities to the information transferred via the
Channel of Access. In case of transferring of
information on Login, Temporary Password,
Password, Memorable Word, Session Keys by the
Client to third parties, the bank does not bear
responsibility for unauthorized access to transferred
information and the loss caused to the Client in the
result of such unauthorized access.

3.4. The Client hereby acknowledges that when
sending information by SMS to the Registered
Number the risk of third-party unauthorized access to
such information arises and hereby agrees that the
Bank shall not be held liable for the disclosure of
information about the Client and Transactions in the
case of such unauthorized access.

4. BANK FEE

4.1. The size and procedure on collecting the fee for
the services rendered by the Bank according to the
Terms and Conditions, is identified according to the
Rates of the Bank.
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4.2. KnreHT HACTOSAIIMM IMPEeI0CTaBIsIeT baHKy mpaBo
CIHCHIBATh 0€3 JIOMOJHHUTEIBHOTO  PACHOPSIKCHUS
Knmenta cyMMBI KOMHCCHOHHOTO BO3HATpaKICHUS
Bbanka 3a ycnyru B coorBeTcTBuH ¢ Tapudamu banka, a
TaK:Ke APYTue pacxo/bl, IOHECEHHbIE baHKOM B CBSI3U C

HUCIIOJTHCHUCM PacnomeeHMﬁ W/Anu HUHBIX
SHGKTPOHHHX JOKYMCHTOB, B TOM YUCJIC
KOMHCCHOHHBIC BO3HArpaxacHus 0OaHKOB-

KOHTpareHToB, ¢ mo0ex CueroB Kimenrta B banke, kax
OTKPBITBIX HAa MOMEHT mpucoenuHeHus Kiuenra x
HACTOSIIUM YCIIOBHSAM, Tak U co CYeroB, KOTOpBIE
MOTyT ObITh OTKPBITHI Kinenty bankoMm B Oymyiiewm,
COTJIaCHO COOTBETCTBYIOIIUM JIOTOBOPaM,
3aKJIFOUYEHHBIM MeX1y CTOpOHAMH.

HecMmoTtpst Ha ykaszanHble monoxenus KimeHT BmpaBe
OCYIIECTBIISATh oruiaTy KOMHMCCHUOHHOTO
BO3HarpaxxJieHus baHka 3a yciIyru B COOTBETCTBHH C
Tapudamu bBanka, a Takke JApPYrde Pacxo.bl,
MMOHECEHHbIE baHKOM B CBS3W C HUCIIOJHCHHEM
PacniopspkeHmit 1/ HHBIX DIEKTPOHHBIX TOKYMEHTOB
Knuenra JIFOOBIMU HHBIMU crocobamu,
MPeIyCMOTPEHHBIMU 3aKOHOJATENECTBOM Poccuiickoit
denepanuu.

4.3. KnreHT HACTOSAIIMM JaceT COorjache Ha MCIOJHEHHE
(B ToM umcne yactuaHoe) baHkoMm, B mONHOI cymMe,
JIOKYMEHTOB, YCTaHOBJICHHBIX bankom Poccwmm, mis
OCYIIECTBIICHUS TIpaB, MPEIyCMOTPEHHBIX 1I. 4.2
HACTOALIMX YCIIOBUH, B TEUEHUE CpPOKa JAEUCTBUA
JoroBopa 0e3 orpaHUYeHUs IO KOJIHIECTBY PACUSTHBIX
JIOKyMEHTOB, IO CyMMe€ U TpeboBaHUSIM W3
00s13aTeNBCTB, BRITEKAOIUX U3 JloroBopa.

4.4, Bank uvMeeT MpaBO B OJHOCTOPOHHEM TMOPSIIKE
n3MmensnTh Tapudsl banka ¢ u3Beumienuem KineHra He
no3aHee, yeM 3a 10 (decaTh) KaleHAApHBIX THEH 10
BCTyIUIeHUsT Tapu(oB B CHIy, ITyTeM OIyOJIUKOBAHUS
WHPOPMALIMHU B MOPSIKE, MPETYCMOTPCHHOM B IIYHKTE
1.5 gactosammx YcioBui.

5. YPEI'YIINPOBAHUE
PA3HOITIACUHN

5.1. Cropsl, BO3HHKAIONIME B CBSI3H C HCIOJIHEHHEM
HoroBopa, CTopoHBI 00s3yIOTCSI paspemarb IyTeM
MEPEroBOPOB C YUETOM IPHHIUIIOB 100POCOBECTHOCTH
M B3aUMHOTO YBa)KCHHUs. B cilydae HEBO3MOMKHOCTH
yperyJaupoBaHusi BO3ZHHUKIIMX pa3sHOIJIACHH IyTeM
neperoBopoB, CTOpOHBI OyIyT paccMaTpuBarh CIOphI B
CyAe B COOTBETCTBHHM C  3aKOHO/ATEIbCTBOM
Poccuiickoit ®enepannu.

5.2. B ciyyae Hecormacus KimeHTta ¢ aedcTBHAMU
banka, cBsi3aHHBIMM ¢  HCHOJHEHWEM  baHkoOM
Pacnopsxenuit n/unu HHBIX ONEeKTPOHHBIX
JIOKyMeHTOB, KineHnt HanpasiiseT B bank ¢ momoipto
Cuctempr mo Kanamam pmocryma/Ha  OyMasKHOM
HOCHTEJIE 3asiBJICHHE C U3JI0KEHUEM CYTH MPETEH3UU.

5.3. Bauk B Teuenue 14 (4eTsIpHAAIATH) paOOYUX AHEH
OT  fJaTel  TONy4YeHHWs  npeTeHsmm  KimeHTa
paccMaTpuBaet 3asBieHne KimeHnTa u, B 3aBUCHMOCTH
OT TPHHATOTO peIIeHWs, JUO0  YyIOBIECTBOPSET
nperensuio  Knmenra, mm6o mepemaer KimeHty
3aKJIIOYCHHE O HEOOOCHOBAaHHOCTH €ro MPETEH3HH.

4.2. The Client hereby provides the Bank with a right
to write-off without additional instructions of the
Client the sum of Bank fee for rendered services
according to the Rates of the Bank, as well as other
expenses covered by the Bank for the purposes of
execution of the Orders and/or other Electronic
Documents including the fees of banks-contractors,
from any Accounts of the Client opened in the Bank,
both opened at the moment of affiliation of the Client
to the present Terms and Conditions and from the
accounts that the Client may open in future, according
to corresponding agreements signed between the
Parties.

Notwithstanding the mentioned provisions, the Client
reserves the right to pay the Bank fee for the rendered
services according to the Rates of the Bank, as well as
other expenses covered by the Bank in relation to
execution of the Orders and/or other Electronic
Documents of the Client by any other means,
stipulated by the legislation of the Russian Federation.

4.3. The Client hereby agrees (including partially) on
implementation by the Bank, in full sum, of the
documents, established by the Bank of Russia, for
execution of rights, stipulated in point 4.2 hereof,
within the period of validity of the Remote Banking
Services Agreement without limitations in terms of
the quantity of settlement documents, sum and
requirements from obligations, arisen from the
Agreement.

4.4. The Bank reserves the right to change the Rates
of the Bank unilaterally by notifying the Client on it
not later than 10 (ten) calendar days prior to entry of
the Rates into force by means of publishing the
information according to the procedure stipulated in
point 1.5 of these Terms and Conditions.

5. SETTLEMENT OF DISPUTES

5.1. The Parties are obliged to settle the disputes
arisen in relation to the implementation of the
Agreement by means of negotiations considering the
principles of fidelity and mutual respect. Provided
that it is not possible to settle the arisen disputes by
negotiations, the Parties will address the disputes in
the court according to the legislation of the Russian
Federation.

5.2. In case the Client disagrees with the actions of the
Bank with regards to the implementation of the
Orders, and/or other Electronic Documents by the
Bank, the Client transfers to the Bank an application,
mentioning the subject of complaint, by means of the
System via the Access Channel / in hard copy.

5.3. Within 14 (fourteen) working days as of the date
of receiving the claim of the Client the Bank processes
the application of the client and, depending on the
decision, either satisfies the Client’s claim, or
transfers the Client a conclusion on groundlessness of
the claim. The conclusion on groundlessness of the
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3akimroueHne O  HEOOOCHOBAHHOCTH  TPETEH3HH
HanpaBisiercs Kinuenty mo Cucreme, a TakKe MOXKET
OBITh BBIIAHO B TNHCHMCHHOM BHJC C IOMAMUCHIO
YIOJTHOMOYEHHOTO paboTHHKA banka
Knuenrty/mpencrapurento KineHTa npu TUYHOM SIBKE B
bank.

6. OTBETCTBEHHOCTb CTOPOH

6.1. TIPABA, OBbA3AHHOCTHU U
OTBETCTBEHHOCTb BAHKA

6.1.1. banmk o0s3yerca mpenoctaBisATh KimeHty
BO3MOXKHOCTB TIOJIYYCHHSI aKTyaJIbHOH U TOCTOBEPHOM
nHdopmanuu 0 nepeaHHbIX Kinenrom
Pacnopsbkenusix, omepauusix 1o ero  Cueram,
coctosiuud ero CueToB W UWHYH HH(DOpPMALMIO B
HOPSJKE, TPETYCMOTPEHHOM Y CIIOBHSMHU.

6.1.2. bank BmpaBe orka3aTb KIIMEHTY B MCHOJHEHHH
3aperuCTpUpOBaHHOrO0  PacmopspkeHus, ecau  npu
MOCJIeyIoNIed MpoBepke OyAeT YCTaHOBIEHO, YTO
UCTIONIHEHHE  TpexycMOTpeHHOoH wuM  Omepannu
MIPOTUBOPEYUT 3aKOHOAATEIbCTBY Poccuiickoit
®denepanuy, HOPMAaTHBHBIM akTaM banka Poccun,
VYenosusim uin forosopy Mexay bankom u Knuvenrowm,
OTIpeNIeNAIoNeMy MOPSIOK MPOBEACHHUS OIeparuil 1mo
cooTBeTcTByMOIEMY Cuery.

6.1.3. bank BnpaBe B 000N MOMEHT IO CBOEMY
YCMOTPEHHIO, B TOM 4YHCJIE, HO HE OTPaHHYHBAsChb, B

ciydae HapyLIeHUs Kanenrom Jorosopa
JIUCTAaHIIMOHHOI'O 0aHKOBCKOTO 00CITy)KUBaHUs,
Komnpomerarmn, BBISIBJICHUS Omneparyu,
COOTBETCTBYIOIICH MIpU3HAKAM OCYIIECTBIICHUS

mepeBoJia JEHEeXKHBIX cpelcTB Oe3 cormacus Kimenra,
oTka3atb  KimeHTy B UCHONHEHWUH  JIFOOOTO
3aperucTpUpOBAHHOTO DIEKTPOHHOTO
JIOKYMEHTa/TIPUOCTAHOBUTH €0 HCIOJIHEHHUE, IIPH STOM
KnuenT BmpaBe mepenath B baHK COOTBETCTBYIOIIMIA
JIOKyMEHT Ha OyMa)XKHOM HOCHUTEIIE, COCTAaBICHHBIN IO
thopwme, MPEIyCMOTPEHHON COOTBETCTBYIOIIIM
JIOTOBOPOM, 3aKIIF0UE€HHBIM My CTOpOHAMU, W/UITH C
ygeToM TpeOoBaHMII 3akoHOAaTeNbCcTBa Poccuiickoit
denepanuu.

6.1.4. bamk BnopaBe mnortpeboBath ot Kimenra
NpEe/ICTaBUTh, B TOM uHcie, ¢ nomomplo CHCTEMBI,
MOATBEPXKJIAIONINE JIOKYMEHTBI, HEOOXOIUMBIE IUIS
ocymiecTBiieHHs: baHKOM (QyHKIMHM areHTa BaJIOTHOTO
KOHTPOJIS, B ciydae oOcyllecTBieHuss Kimentom
BantotHoit onepanuu.

bank BmpaBe oTkazath KiueHTy B HCHNOJIHEHUU
3aperucTpupoBaHHoro Pacmopsbkenusi, B cioydae
HECOOTBETCTBUSI TPOBOAMMON BamioTHOW onepanuu
JIEACTBYIOIIEMY BAIIOTHOMY 3aKOHOAATEIbCTBY
Poccuiickoit  denepanum  W/WIA  HENPEICTaBICHHU
Kinentom noatBepxkaaromux T0KyMEHTOB.

6.1.5. bank BmpaBe He BO3BpallaTb KOMHCCHOHHOE
BO3HarpaxkieHue, moiydeHHoe ot Kimenra 3a

HCIIOJIHCHUC PaCHOpH)KCHI/IH, 3apCruCTpupoOBaHHOIO B

claim is transferred to the Client via the System, as
well as can be issued to the Client / Representative of
the Client upon in-person visit to the bank, in written
for with the signature of an authorized employee of
the Bank.

6. LIABILITIES OF THE PARTIES

6.1. RIGHTS, OBLIGATIONS, AND
LIABILITIES OF THE BANK

6.1.1. The Bank shall provide the Client with an
opportunity to obtain relevant and reliable
information on the Orders transferred by the Client,
Transactions on their Accounts, the state of their
Accounts, and other information in accordance with
the procedure set out by the Terms and Conditions.

6.1.2. The Bank is entitled to refuse from the
execution of the registered Order of the Client in case
the subsequent checking will identify that execution
of such Transaction does not meet the requirements of
the legislation of the Russian Federation, regulatory
acts of the Bank of Russia, the present Terms and
Conditions or the Agreement between the Bank and
the Client, identifying the transactions conduction
procedure on the corresponding Account.

6.1.3. The Bank is entitled to refuse from/suspend the
execution of any registered Electronic Document of
the Client at any time, at its own discretion, including,
but not limited to, in case of violation of the Remote
Banking Services Agreement, a Compromise, a
Transaction with the signs of money transfer
performed without the Client’s consent, thereat the
Client reserves the right to submit to the bank the
corresponding document in hard copy, made in the
form of the Bank and according to the agreement
signed between the Parties and/or considering the
legal requirements of the Russian Federation.

6.1.4. The Bank is entitled to request from the Client
submittal of justifying documents, including by
means of the System, required for carrying out the
function of currency control agent by the Bank in case
the Client conducts Currency transactions.

The Bank is entitled to refuse from the execution of
the registered Order of the Client in case of the
mentioned Currency Transaction does not meet the
requirements of the effective currency legislation of
the Russian Federation and / or failure of the Client to
present confirming documents.

6.1.5. The Bank is entitled to refuse from refunding
the fee received from the Client for execution of the
Order registered in the System, if the mentioned
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Cucreme, ecinu ganHoe PacropspkeHre HE MOXKET OBITh
BBITIOJTHEHO 10 HE3aBHCSIIUM OT baHka MpHYHHAM.

6.1.6. bBamk He HeceT OTBETCTBEHHOCTH 3a
HEUCTIOJTHEHHE Pacnopsixenus W/ HWHOTO
DNeKTpOHHOTO JoKyMeHTa KimeHta B ciiydae OTKaza
Banka ot wucnonHeHus PacmopspkeHHS W/WIIM HWHOTO
DNeKTpOHHOTO JokyMeHTa KineHTa, a Takke B ciaydasx
HEUCTIOTHEHUSI Pacniopspxenust u/vunu HWHOTO
OnexTpoHHOTO MoKyMeHTa KitnmeHra, eciu HcroTHeHe
TIPHBEJIO OBl K HAPYIICHHUIO TPeOOBaHHUN IEHCTBYIOMIETO
3aKOHOIaTEILCTBA Poccuiickoit ®denepanuy,
HOpPMaTUBHBIX akToB banka Poccun, HacToAmux
YcnoBuid, JOroBopoB 0aHKOBCKOTO cueTa (BKJanaa), a
TaKXKe YCIIOBHI WHBIX 3aKIIFOYCHHBIX MeXAy KimenToM
1 bankowm cornaiieHuii (IoroBOpoB), B TOM YHCIIE, €CIIH
PacniopsixeHne w/uin nHO# DIIeKTPOHHBIH JOKYMEHT He
6b110 MoaTBepkaeHO Knrentom Pa3oBbIM cekpeTHBIM
napoJieM, JTu00 poBepKa PazoBoro cekpeTHOro maposis
Jlaia OTpULATENbHBIN pe3yibTar, JHOO JEHEXHBIX
cpencte Ha Cuerax KimeHTa HEe HOCTaTOYHO ISt
WCTIOTHEHHUS Pacnopsoxenus (w/mm HHOTO
DNEeKTPOHHOTO JIOKYMEHTa) 13707015 YIUIATHI
KOMICCHOHHOTO  BO3HarpaxueHus banky w/wimm
BO3MECIIECHUS WHBIX pacxogoB baHka B CBA3H C
MPOBEICHUECM Omneparyn, OCYIIECTBIICHUS
COOTBETCTBYIOLIUX EUCTBUI, & TAKKE B UHBIX CIy4asX,
MPEAYCMOTPEHHBIX Y CJIOBUSIMH, COOTBETCTBYIOIIUM
JIOTOBOpPOM  OaHKOBCKOTO  cueTa  (BKIaga) U
3aKOHOJaTeabCcTBOM Pocculickont denepanuu.

6.1.7. bank He HeceT OTBETCTBEHHOCTH 32
HEBBINOJIHEHUE, HECBOCBPEMEHHOE WJIM HElPaBUIIbHOE
BBITIOJTHEHHE Pacniopsixennit n/unu MHBIX
DJEeKTPOHHBIX IOKyMeHTOB KimeHTa, eciam 310 OBLIO
BBI3BAHO IIpeAocTaBieHneM KiImeHTOM Hel0CTOBepHOM
W/WIIA HETOYHOHM MH(DOPMAITUH TPH 3aKITIOYCHUN W/WITH
ucrionHennn Jlorosopa, BBogoM KimeHTOM HEBEpHBIX
JaHHBIX, a TaKKe 3a HapymeHue paborsl CHCTEeMBI B
pe3ynbTate OIMMOOK W HETOYHOCTEH, JOMyLIeHHBIX
KnuenTtom.

6.1.8. bank He HeceT OTBETCTBEHHOCTH 3a yIIepo,
[IPUYMHEHHBIN Kinenty BCJICJICTBHE
HECAHKIITMOHUPOBAHHOT'O HCIIOJIb30BAaHUA TPETbUMH
quuamMu - 3aperucTpupoBaHHoro Homepa, [lapos,
Konosoro cnoga, a raxxe Jlornna, BpemenHnoro naposist
u Pa3zoBoro cekpeTHoro naposs, nepeganubix Kivenry.
bank Hecer OTBETCTBEHHOCTb 3a  MOCIEACTBUS
HECaHKUMOHUPOBAHHOI'O JIOCTYNA TPETbUX JHI K
CucrteMe HCKIIOUUTENBHO B CIIy4aslX, KOI/Ia TakKou
HCCaHKHI/IOHI/IpOBaHHBH\/’I J0CTyn BbI3BAH
HecoOmoaeHneM baHkoOM TpeOOBaHWA HACTOSIIUX
YcnoBuid.

6.1.9. bauk He HeceT OTBETCTBEHHOCTH 3a ITOJIHOE MU
YaCTHYHOE  HEHCIOJHEHHE CBOMX  00S3aTENILCTB,
BBITEKAIOMINX M3 Y CIIOBUH, €CIIH TaKO€ HEHCIIOJHCHHUE
BBI3BAHO OOCTOSITEIBCTBAMHU HEIPEOOTUMON CHIIBI, B
TOM YHUCJIE PEUICHUSMH OpraHOB 3aKOHOJATENIbHOM,
CyneOHOW W/WiIM MCIIOMHUTENBHOM BitacTi Poccuiickoit
®enepanun, a Takxke banka Poccun, koTopeie aenaror
HEBO3MOXKHBIM JUIi baHka  BBIIOJHEHHE CBOHX
0053aTeNBCTB; 3aJICPXKKAMHU IUIaTeXel nmo BuHEe baHka
Poccun; BOCHHBIMH JIEUCTBUSMM, CTUXHHHBIMU WA

WHBIMH OCJICTBUSIMH, TPOMCXOIANIUMH B paioHaX,

Order cannot be executed due to reasons beyond the
Bank’s control and competence.

6.1.6. The Bank does not bear responsibility for
execution of Orders and/or other Electronic
Documents of the Client in case of refusal of the Bank
from execution of the Order and/or other Electronic
Document of the Client, as well as in cases of not
executing the Order and/or other Electronic
Document of the Client if such execution could have
brought to violations of requirements of the effective
legislation of the Russian Federation, regulatory acts
of the Bank of Russia, present Terms and Conditions,
bank account (deposit) agreements, as well as
conditions of other agreements (contracts) signed
between the Client and the Bank, including if the
Order and/or other Electronic Document was not
verified by the Client by means of Session Key, either
the Session Key identification gave negative result,
either there are not enough funds on the Accounts of
the Client for execution of the Order (and/or other
Electronic Document) and/or payment of the bank fee
and/or compensation of other expenses of the Bank
related to the Transaction conduction, taking
corresponding measures, as well as in other cases,
foreseen by the Terms and Conditions, corresponding
bank account (deposit) agreement and legislation of
the Russian Federation.

6.1.7. The Bank does not bear responsibility for non-
execution, untimely or improper execution of Orders
and/or other Electronic Documents of the Client, if it
was arisen from the fact of providing inaccurate
and/or invalid information by the Client upon
conclusion and/or fulfillment of the Agreement,
entering of incorrect data by the Client, as well as for
System operations faults due to mistakes and
inaccuracies made by the Client;

6.1.8. The Bank does not bear responsibility for the
loss caused to the Client as a result of unauthorized
usage by the third parties of the Registered Number,
Password, Memorable Word, as well as Login,
Temporary Password, and Session Key transferred to
the Client. The Bank bears responsibility for the
consequences of unauthorized access of third parties
to the System, exceptionally in those cases when such
unauthorized access is obtained due to failure of the
Bank to comply with the requirements of the present
Terms and Conditions;

6.1.9. The Bank does not bear responsibility for full
or partial non-execution of its obligations, arisen from
the present Terms and Conditions, if such non-
execution is conditioned by circumstances of the acts
of God, as well as by decisions of legislative, judiciary
and/or executive authorities of the Russian
Federation, as well as the Bank of Russia, which make
it impossible for the Bank to perform those
obligations; payments delays due to the fault of the
Bank of Russia; military actions; natural disasters and
other disasters taking place in the regions, officially
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0(1)I/IHI/IaHBHO NPU3HAHHBIMHU  HAaXOOAIMHUMHUCA  T10]
BJIMSTHUEM BBIILICYKa3aHHBIX 00CTOSITEIIbCTB.

6.1.10. bBank He Hecer OTBETCTBEHHOCTH 3a
nociencTeus HapyiieHus Kiuentom TpeOoBaHuMi U
MOJIOKEHUIH HACTOSIUX Y CIIOBUH.

6.1.11. bBank He Hecer OTBETCTBEHHOCTH 3a
[TOCJIEICTBHUS HApYIICHUS paboTocnocoOHOCTH
Kananos nocryna.

6.1.12. bank He HeceT OTBETCTBEHHOCTH 3a HApyIICHHE
paboter CrcTeMBl, a TAaKXKe CPEICTB CBS3H, C MOMOIIBIO
KOTOphIX KimeHTy HampaBisiercst cMc-cooOLieHHe Ha
3aperucTpUpOBaHHEIA HOMEp, B pe3yibTare IeHCcTBHI
TPETHUX JIHIL.

baHK He HeceT OTBETCTBEHHOCTH 3a KaKue-1100 aBapyy,
cOou B 00CITy)XMBaHUU, CBSI3aHHBIE C 00OPYIOBaHHUEM,
CHCTEeMaMH Mepeladu 3JIEKTPOIHEPTHU W/WIK JIMHUHN
CBSI3W, CETH WHTEPHET, KOTOpble OOEeCcIeYHnBaIOTCs,
MOJAIOTCS, IKCILTYaTHPYIOTCS W/HIH OOCTYKHBAIOTCS
TPETHUMH JIMIIAMH B CBSI3HM C HampasieHHeM KimeHTy
CMC-cO00IIeHN Ha 3aperucTpupOBaHHBI HOMED.

6.1.13. bank He HeceT OTBETCTBCHHOCTH 3a YOBITKU
KnneHTa, BO3HHUKIINE BCIEACTBHE HECBOEBPEMEHHOTO
coobmenns banky o Komnpomerarun.

6.1.14. bank He HeceT OTBETCTBCHHOCTH 3a YOBITKU
Kinenra, BO3HMKIIME B pe3ynbTare yTparbl (IOpuH,
nepexayn, yrepu, pasriamennn) Knuentom Jlorusa,
Bpemennoro maposis, Ilapons, Kozmosoro ciosa,
Pa3oBoro cexpeTHOro mapois.

6.1.15. baHk He rapaHTHpyeT COBMECTUMOCTh CHCTEMBI
C  ONEpallMOHHOM  CHCTEMOH M CTOPOHHHUM
MPOTPaMMHBIM  O00ECHEYEHHEM, YCTAHOBJIEHHBIM Ha
komitsroTepe Kimenra.

6.1.16. Pemenne 00 OTMEHE HCIIOTHEHUS
Pacnopsbkenust o mpoBeneHnu Omepanuu b0 00
OTKJIOHEHUM 3ampoca Ha OT3bIB  DJIEKTPOHHOI'O
JIoKkyMeHTa BaHK TpWHHMaeT ¢ y4eToM TpeOoBaHUS
3akoHoAaTenbcTBa  Poccuiickoir  @enepanuu 0
0€30T3BIBHOCTH TIEPEBOJAa JEHEXKHBIX CpeACTB. B
ciaydae oOTMeHbl PacnopspkeHus baHk BhpaBe He
BO3BpaIiaTh KOMHCCHOHHOE BO3HArpax<JeHue,
moiyueHHoe oT  KnimeHra, eclii  OTMEHEHHOE
Pacniopsikenue 0bUT0 3apeructpupoBano B Cucreme.

6.1.17. bank He Hecer OTBETCTBEHHOCTH 3a
HETIOTyYCHHE Kmnentom CMC-COOOIEeHU I Ha
3aperucTpupoBaHHbli HOMep Mo BUHe KimeHra wim
MOOHMIILHOTO OIleparopa, a Takxke 3a yobITku Kimenra,
BO3HUKILKE BCJEACTBUE HemoayyeHus: Kiouenrom cmc-
coobmennii mo BuHe KimmeHta wuWiM MOOMIBHOTO
ormeparopa.

6.1.18. bamk He HeceT OTBETCTBEHHOCTH 3a
HECaHKIIMOHUPOBAHHBIM JOCTYIl K IepefaBaeMod Ha
3aperucTpupoBaHHbI HOMEp UHpOpMAaIUKU U yiiepo,
MPUIHHCHHBIN Kiuenty BCJICICTBHE TaKoro
HECaHKUMOHUPOBAHHOIO JIOCTyNa, B TOM YHCIE, B
ciydae  yrpathl  KiMeHTOM — KOHTpoOJii — Han
3aperucTpupoBaHHbBIM ~ HOMEpPOM, JO  MOMEHTa

announced as impacted by the above mentioned
circumstances;

6.1.10. The Bank does not bear responsibilities for the
circumstances of violation of requirements and
provisions of the present Terms and Conditions by the
Client;

6.1.11. The Bank does not bear responsibilities for the
circumstances of performance faults of the Channels
of Access;

6.1.12. The Bank does not bear responsibilities for
any disruption in the operation of the System and the
communication means employed by the Client to send
SMS to the Registered Number through the fault of
any third parties;

The Bank shall not be held liable for any accidents,
service failures related to the equipment, power
transmission systems and/or communication lines, the
Internet, which are secured, served, operated and/or
serviced by third parties in connection with sending
SMS to the Client’s Registered Number.

6.1.13. The Bank does not bear responsibilities for the
losses of the Client caused due to late notification to
the Bank on Compromise;

6.1.14. The Bank does not bear responsibilities for the
losses of the Client caused due to loss (damage,
transfer, loss, disclosure) by the Client of the Login,
Temporary Password, Password, Memorable Word,
Session Key.

6.1.15. The Bank does not guarantee compatibility of
the System with the operating system and third-party
software installed on the Client’s computer.

6.1.16. The decision to cancel a Transaction Order or
to reject a request on  Electronic Document
withdrawal shall be taken by the Bank based on the
requirements of the legislation of the Russian
Federation on irrevocability of money transfers. In
case of cancellation of an Order, the Bank is entitled
to refuse from refunding the fee received from the
Client if the canceled Order was registered in the
System.

6.1.17. The Bank shall not be liable for the Client's
failure to receive SMS sent to the Registered Number,
where such failure is due to the Client's own fault or
the fault of the mobile network provider. The Bank
shall also not be liable for any losses the Client suffers
as a result of such failure to receive SMS, where such
failure is due to the Client's own fault or the fault of
the mobile network provider.

6.1.18. Where the Client loses control over the
Registered Number, the Bank shall not be liable for
any unauthorized access to information sent or
transferred to such Registered Number and for
resulting losses the Client may suffer till the notice of
the Registered Number loss has been received from
the Client.
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nonydeHnss ot Kimenrta yBemomieHms 00 yrtparte
3aperncTpupoBaHHOTO HOMEPA.

6.1.19. bank BmpaBe mnorpeboBate oT Kimenra
IpeJCTaBUTb, B TOM YHCIE, ¢ MoMoIIb0 CHCTEMBI,
MOATBEPXKJAIONINE JOKYMEHTBI, HEOOXOIUMBIC IS
BeIMosHEeHUs bankom TpeGoBanmii  ®PenepanbHOro
3axoHa ot 07.08.2001 Nel15-®3 «O npotuBoneiicTBUU
neranu3anuy  (OTMBIBAHUIO) JOXOJOB, IOTYYEHHBIX
MPECTYIMHBIM myTeM, u (hMHAHCHPOBAHMIO
TEPPOPHU3MaY.

bank BnpaBe otkazate KiuMeHTy B HUCHOJIHEHUH
3apErHCTPUPOBAHHOTO  PacnopsokeHHst B Cydasx,
MPEAYyCMOTPEHHBIX JEUCTBYIOIIUM 3aKOHOAATEILCTBOM
Poccuiickoit ~ @enepanum 0  NPOTUBOACHCTBUU
jeranu3anuy  (OTMBIBAHUIO) JOXOJOB, IOJyYCHHBIX
MPECTYIHBIM IyTeM, ¥ (PUHAHCHPOBAHUIO TEPPOpU3Ma.

6.2.[IPABA, OB513AHHOCTNU U
OTBETCTBEHHOCTb KITMEHTA

6.2.1. Kitment o0s13yeTcst coOIro1aTh peKOMEH ALK 10
WHPOPMAIMOHHOW Oe3omacHOCTH Tpu  paboTe ¢
Cucremoil, ykazanHele B [Ipwioxenun Ne2 k
YcnoBusiM, a Takke IEPHOIUYECKH PACCHUIAEMBbIC
bankom 1o Cucreme u  myOiaMKyeMbele  Ha
koprnoparuBHoM MHTepHeT-caiite banka. KinueHnrt Hecet
PHCK  BO3MOXHBIX  YOBITKOB B  pe3yjbTare
HECAaHKIIMOHUPOBAaHHOTO JOCTyHa TPEeTbUX IHI K
Cucteme, B TOM 4HCIE€ B pe3ysibTaTe MCHOIHEHHUS
BankoM ONEeKTPOHHBIX JOKYMEHTOB, INEPEJaHHBIX B
bank or wumenn Kmumenta u mnogmucanHsix ACII
Knuenra.

6.2.2. B cinyyae oTkaza bBaHka OT WCIOJHEHUS
3aperucTpupoBaHHoro Pacnopspkenust, KiineHT Brpase
obpaTuThes B BaHK 3a MOJTy4eHHEM COOTBETCTBYIOMICH
uH(DOpMALIUK, B TOM YKCIIE O MPUYNHAX HEHCIIOIHEHHUS.

6.2.3. KimeHT HeceT OTBETCTBEHHOCTD 32 IPABUIIBHOCTh
U aKTyaJIbHOCTh BCEX CBEICHHIA, COOOIIaeMBIX WM
Banky, npu 3akiilo4€HUH W UCHOJHEHUH HACTOSLIETO
Jorosopa. [Ipn n3mMeHeHnH yKa3aHHOH B 3asBICHHUH O
NPHUCOEINHEHUN K YcimoBusaM wuHpopmanuu, KimeHT
00s3aH HEMeIJIeHHO YBEIOMHTh 00 3ToM baHk B
MMMCbMEHHOM BUJIE NIPH JIMYHOH siBKe B bank. B ciyuae,
ectn  KiueHT Hapymmaer TOPSIOK HCIOJb30BaHUS
CHCTEeMBI B 9aCTH UCIIOJIHEHUS CBOCH 00S3aHHOCTH IO
MPEJOCTABIICHUIO baHKy JOCTOBepHOW WH(pOpMAIHU
(oOHOBNIEHHO! MH(pOPMAIMK B CiIyyae e€e M3MEHEHHs),
bank  BmpaBe  NPUOCTaHOBUTH  HCHOJIb30BaHUE
Kinnentom Cucremsl. Jlo MoMeHTa nofyuenus: bankom
yBenomiicHuss KimeHTa 00 W3MEHEHHHM KOHTAKTHOU
nHpopManni, baHKk HE HeceT OTBETCTBEHHOCTH 3a
HENOJyYEHUE WIM HECBOEBPEMEHHOE IIOJIy4EHHE
HaripaBiieHHOM Kinenrty koppecnonnenunu, a KioueHt
HECET BCE PHUCKHA BO3MOXKHBIX YOBITKOB, BBI3BAHHBIX
HENOJYyYEHUEM WM HECBOEBPEMEHHBIM IOJIy4EHHEM
HaripaBlieHHOH KITMeHTy KOppecTiOHIeHIINH.

6.2.4. Kimenr o0s3yercs oOecHeynTh XpaHEHHE
nHdopmanuu 0 MOy 4YEHHOM Bpemennom

napoJse/usmenenHoM [laposie cnocobom, Jenarommm

6.1.19. The Bank shall have the right to demand that
the Client submit the supporting documents
(including the submission of such documents via the
System) necessary for the Bank to meet the
requirements of Federal Law No. 115-FZ dated
07.08.2001 "On the Counteraction of the
Legitimization of Proceeds of Crime and the
Financing of Terrorism".

The Bank shall have the right to deny the Client the
execution of the registered Order in cases provided for
under the effective laws of the Russian Federation on
the counteraction of the legitimization of proceeds of
crime and the financing of terrorism.

6.2.RIGHTS, OBLIGATIONS, AND
LIABILITIES OF THE CLIENT

6.2.1. When working in the System the Client is
obliged to follow the information safety
recommendations mentioned in Appendix No. 2 to the
present Terms and Conditions, as well periodically
sent by the Bank via the System and published in the
corporate web-site of the Bank. The Client bears the
risk of possible losses in the result of unauthorized
access of third parties to the System, including in the
result of execution of Electronic Documents by the
Bank transferred to the Bank on behalf of the Client
and signed with the EHS of the Client.

6.2.2. In case of refusal of the Bank from execution of
a registered Order the Client may apply to the Bank
for respective information, including that of the
reasons for such execution failure.

6.2.3. The Client bears responsibility for the accuracy
and relevance of all data transferred to the Bank upon
conclusion and implementation of the present
Agreement. In case of changes related to the
information mentioned in the Application on
affiliation to the Terms and Conditions, the Client is
obliged to notify the bank on those changes
immediately in a written form and in-person visit to
the Bank. Provided that the Client violates the
procedure on wusing the System related to
implementation of own obligations with regards to
providing the Bank with accurate information
(updated information in case of its change), the Bank
reserves the right to suspend the use of System by the
Client. Till the moment of receiving by the Bank a
notification from the Client on changing contact
information, the Bank does not bear responsibility for
non-receipt or delayed receipt of correspondence
directed to the address of the Client, and the Client
bears all the risks of possible losses, related to non-
receipt or delayed receipt of correspondence directed
to the address of the Client.

6.2.4. The Client shall store the information about the
received Temporary Password / changed Password in
a way that makes the Temporary Password / Password
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Bpemennsiii maposs/[1lapons HETOCTYITHBIM TPETHUM
JUIaM, B TOM 4YHCIIe, He cooOmars BpemeHHBIH
napons/[laponms  pabotHukam  bBanka, a  Takxke
He3aMe/UIUTEIbHO YBEIOMIISITh bank 0
Kommpomeranuu Bpemennoro maposst/ITaposs.

6.2.5. Knnenr o6s3yercss He mpoBoguth 1o Cueram
orepanu, CBSI3aHHBIC c OCYIIECTBICHHEM
NpeANPUHUMATENBECKON IESTEIbHOCTH.

6.2.6. B cmywae  yTparbl  KOHTpPONS  HAaJ
3aperucTpupoBaHHEIM HOMepoMm KimmeHT o00s3yercs
HE3aMeUIMTENIFHO cOO0ImUTE 00 3TOM B baHK.

6.2.7. KimmeHT 00s3yeTcst 00OeCIednTh MOANEpKAHHEe
npHeMa CMC-COOOMICHMH Ha 3aperHCTpUpOBaHHOM
HOMepe.

6.2.8. KumeHT o00s3yercss mnpenoctaButb baHky B
KauecTBe 3aperucTpupoOBaHHOTO HOMEpa
JICHCTBUTEIBHBI HOMEpP MOOWIbHOTO TeiedoHa u
o0ecreunuTh  MOCTOSHHYIO  JIOCTYIHOCTH  HOMeEpa
MOOMIIBHOTO TeneoHa UIA TpHeMa COOOIIeHWH B
thopmaTte SMS-coo0meHwMi.

6.2.9. KnmeHT  HeceT  OTBETCTBEHHOCTH  3a
JOCTOBEPHOCTh HOMepa MOOHIIBHOTO TeleoHa, 00s3aH
HE JIONyCKaTh CO3JaHHe IyONMKAaToB (KJIOHOB) Sim-
KapTel, a TaKke He JIONyCKaTh  IOJy4YeHHE,
UCIIONIb30BaHUE ¥ 3aMeHy Sim-KapThl W/WIM HOMepa
MOOMIIBHOTO TeneoHa, Konmosoro CJIOBa
HCYNIOJIHOMOYCHHBIMU JIMTIAMU.

6.2.10. KumeHT o00s3yeTcst o00ecneunTh XpaHCHHE
napopManuu 0 KonoBoM ciioBe croco6oM, AeNaronmm
KonoBoe ciioBo HEOCTYHBIM TPETHUM JIMLIAM

7. U3MEHEHMUE YCII0OBUN

7.1. YcnoBus MOTYT OBITh MU3MEHEHBI M0 MHUIIMATHBE
banka myTem BHECEHUS M3MEHEHUH W/WIIH JTOTIOTHEHUIA
B YCIIOBUS, B TOM UHUCJE MyTEM YTBEP>KACHUSI HOBOM
pedakuuu YCJIOBUH, B TMOPSJIKE, YCTAaHOBJIEHHOM
HACTOSALUM pa3/iejoM Y CIOBUH.

7.2. V3MeHeHHs W/WIU JONOJHEHHWS B YCJIOBHSA,
BHECEHHBIE baHKOM, BCTYIatoT B crity 1o ucredeHuu 10
(mecaTn) kKaneHIApHBIX JHEW ¢ ATkl OMYyOJMKOBAHHUS
bankoMm wHpopManuu 00 3TUX H3MEHEHUSIX W/WIH
JIOTIOJTHEHHUSAX JUOO ¢ JaThl BCTYIUICHHS H3MEHEHUI
W/WIIA JOTIOJTHEHNWH B CHITY, €CJIM Takas JaTa yKa3zaHa B
OMyOJIMKOBaHHOW wWH(pOpManuu, HO He panee 10
(mecsATH) KaJeHIAPHBIX THEH C JaThl OMyOJUKOBAHUS
nHpopMaLuH.

B caywyae uzmeHeHust 3akoHojatenscTBa Poccuiickoit
Oenepanuu, YCIOBUS, JO MOMEHTAa HUX H3MEHEHHUS
bankom mnpuMeHsIIOTCS B 4acTH, HE NPOTHBOpedalIeit
TpeOoOBaHUAM 3aKOHOJIaTEILCTBA Poccuiickoi
denepanun.

inaccessible to any third party, including not provide
the Temporary Password / Password to the Bank
employees, as well as immediately notify the Bank if
the Temporary Password / Password is compromised.

6.2.5. The Client shall not carry out any transactions
on the Accounts related to entrepreneurial activities.

6.2.6. In case the Client lost control over the
Registered Number, the Client must immediately
notify the Bank thereof.

6.2.7. The Client will secure continuous and
uninterrupted receiving of SMS at the Registered
Number.

6.2.8. The Client undertakes to provide the Bank with
a valid mobile phone number as a Registered Number
and to ensure that the mobile phone number is always
available for receiving SMS.

6.2.9 The Client shall be held liable for the accuracy
of the mobile phone number and shall prevent the
creation of duplicates (clones) of the sim card, as well
as the receipt, use, and replacement of the sim card
and/or mobile phone number, Memorable Word by
unauthorized persons.

6.2.10. The Client undertakes to ensure the storage of
information about the Memorable Word in a way that
makes the Memorable Word inaccessible to any third
parties.

7. CHANGE IN THE TERMS AND
CONDITIONS

7.1. The present Terms and Conditions may be
changed by the initiative of the Bank via making
adjustments and/or amendments in the Terms and
Conditions, including via verification of the new
edition of the Terms and Conditions, according to the
procedure stipulated by the present section of the
Terms and Conditions.

7.2. Adjustments and/or amendments in the present
Terms and Conditions, made by the Bank, enter into
force after 10 (ten) calendar days as of the date of
publication of information by the Bank on such
adjustments and/or amendments, either as of the date
of entering into force of adjustments and/or
amendments, if such date is mentioned in the
published information, but not earlier than 10 (ten)
calendar days as of the day of publication of
information.

In case of changes in the legislation of the Russian
Federation, the Terms and Conditions, till the moment
of their adjustment by the Bank, are applied insofar as
they do not conflict with the requirements of the
legislation of the Russian Federation.
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7.3. KitneHt 00s13aH He peske oaHoro pasa B 10 (mecsats)
KaJCHOApHBIX [HEW 3HAKOMHUTBCA C MH(OpMaImei,
nyonukyemoit baHkom B cooTBeTcTBUU C RyHKmOM 1.5
Ycnosui.

7.3. The Client is obliged to get familiarized with the
information, published by the Bank according to point
1.5 of the present Terms and Conditions at least once
in 10 (ten) calendar days.

7.4. B cimyuae Hecoriacus KimeHTa ¢ M3MEHEHUSIMH
W/WIKM JOTIOJTHEHUSIMH, BHECCHHBIMH B Y CIIOBHS, WIIH
YCIIOBUSIMH HOBOM penakuuu YcioBull, KiineHT Bopase
pacToprayTs JloroBOp B MOpPSIKE, YCTAHOBIEHHOM B
pazoene 8 Y CIIOBHIA.

7.5. B cinydae, ecnu 10 BCTYIUICHMS B CHIY
OMyOJMKOBaHHBIX ~ BaHKOM  WM3MCHEHWHA  W/WIH
JIONIOJIHEHH, BHECEHHBIX B Y CJI0BUs, baHK HEe momyuni
yBegomnenuss Knuwenra o pactopxkenuu Jlorosopa,
CTOpOHBHI MIPHU3HAIOT, YTO YKa3aHHBIC U3MEHECHUS H/TITH
JIOTIOJTHEHUS B Y ¢JI0BUSI IPUHATHL KitneHToM.

7.6. bank He HeceT OTBETCTBEHHOCTH, €CIIH
uHpopManuss 00 W3MEHEHHWH W/WIH IONOJHEHUH
VYcnoBuit, onyOnMKoBaHHas B TOpSAKE M B CPOKH,
YCTaHOBJICHHBIC Y CJIOBHSIMHU, HE ObLIa MOJyYCHA U/HITH
W3yuYeHA W/WIK TPABUIILHO UCTONIKOBaHa KitneHToM.

7.7. JIroOble U3MEHEHUS U/WIHM JONOJIHEHUS B Y CIIOBUS
C MOMEHTAa UX BCTYIUICHHS B CHIy pPaBHO
PacTpoCTpaHSIIOTCS Ha BCEX JIUI, TPUCOSANHUBIIAXCS K
VYcinoBusiM, B TOM YHCJIE MPHUCOCIUHUBIIMXCS K
VYcnoBusM paHee IaThl BCTYIUICHUS] U3MEHCHHUH W/HITH
JTOTIOTHCHHUH B CHITY.

8. CPOK OEWCTBUS U NMOPSIQOK
PACTOPXXEHUA [OrOBOPA

8.1. JloroBop BCTyHaeT B CHJIY C MOMEHTA IOJTYYCHUS
Kinentom 3asiBienus o npucOeAMHEHUH K Y CIIOBUSIM C
oTMeTkoi banka.

8.2. JloroBop AEHCTBYET IO MOMEHTa INPEKpAIICHUSI
BCEX JIOTOBOPOB OAHKOBCKOTO cyeTa (HEe KacarolIHXCs
CYETOB JIJISI PACUYETOB C UCIIOJIb30BAaHHEM OaHKOBCKUX
KapT) U JOTOBOPOB CYETA BKJIAJIA «JI0 BOCTPEOOBAHWSIY,
3akitoueHHbIX Kinentom ¢ bankom.

8.3. JIoroBop MOXeT ObITh PACTOPTHYT IO TPEOOBAHUIO
oHO# 13 CTOPOH B CIENYIONIEM MOPSIIKE:

8.3.1. B cayuae pacropxenus JloroBopa 10
unnnuatiee banka, bank yBemomisier 00 3TOM
Kinuenta ne mno3gnee, ueM 3a 14 (4eTblpHaIUATh)
KaJCHIApHBIX JHEH II0 AaThl pactopikeHus Jlorosopa
MOCPEIICTBOM HAIPABIICHUS COOOIICHUS TI0 IOYTOBOMY
anpecy KnueHTa, cOOOIIECHHOMY UM TIPU 3aKIIOYCHUHU
JoroBopa, 6o ¢ momoinelo CHCTEMBI, JIMOO WHBIM

CIOCOOOM, YCTaHOBIICHHBIM YcnoBusmu.
OO6s3aTenpcTBa baHka 1o mpueMy W HCTIOJHEHHUIO
Pacniopspxenuit /U HHBIX DNEKTPOHHBIX

JOKYMCHTOB C MCIIOJIb30BAHUEM CHUCTeMBbI CUUTAIOTCS

7.4. Provided that the Client disagrees with the
adjustments and/or amendments, made in the Terms
and Conditions or with the conditions of the new
edition of the Terms and Conditions the Client
reserves the right to cancel the Agreement according
to the procedure mentioned in Section 8 of the present
Terms and Conditions.

7.5. In case the Bank receives no notification from the
Client on cancellation of the Agreement prior to
entering into force of the adjustments and/or
amendments of the Terms and Conditions published
by the Bank, the Parties acknowledge that the
mentioned adjustments and/or amendments of the
Terms and Conditions are accepted by the Client.

7.6. The Bank bears no responsibility if the
information on adjustments and/or amendments of the
Terms and Conditions published according to the
procedure and within the deadlines, established by the
present Terms and Conditions, was not received
and/or studied and/or properly interpreted by the
Client.

7.7. Any adjustments and/or amendments in the
Terms and Conditions, as of the day of entering into
force, equally refer to all parties affiliated to the Terms
and Conditions, including parties affiliated to the
Terms and Conditions earlier dates of entering into
force of adjustments and/or amendments.

8. PERIODS OF VALIDITY AND
PROCEDURE ON AGREEMENT
CANCELLATION

8.1. The Agreement enters into force as soon as the
Client receives the Application on affiliation to the
Terms and Conditions with the Bank’s mark.

8.2. The Agreement is effective till the moment of
cancellation of all agreements on bank accounts (that
have no attitude to the accounts for settlements by
using bank cards) and "on-demand" deposit
agreements signed between the Client and the Bank.
8.3. The Agreement can be canceled upon request of
one of the Parties according to the procedure as
follows:

8.3.1. In case of Agreement cancellation by the
initiative of the Bank, the Bank notifies the Client on
it not later than 14 (fourteen) calendar days prior to
the date of Agreement cancellation by means of
sending a message to the post address of the Client,
mentioned by the latter upon conclusion of the
Agreement either by means of the System, or by any
other means established by the Terms and Conditions.
The obligations of the Bank on acceptance and
execution of Orders and/or free format messages by
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MPCKpamCHHBIMAU C TaTbl W BPEMCHH, YKa3aHHBIX B
YBEAOMIICHUH.

8.3.2. B caywae pacrtopxenus JloroBopa 10
nnnnuatuBe Kiuwenta, KnueHr ysegomiisier 00 3Tom
Bank  myrem — HampaBieHUS ~— YBEJOMIICHHS O
pacropxxkenun JloroBopa mo Cucreme nubo ImmyremMm
Npe/CTaBICHUs] B BaHK MUCHMEHHOTO YBEJOMJICHHS O
pactopxenun JloroBopa npu ju4HOW siBke Kimenra
(npencrasurens Knnenta) B bank. JloroBop cuuraercs
pacTOpPrHyTBIM €  JaThl  perucTpanuu  baHkom
YKa3aHHOTO yBEAOMJICHUS, IPH YCIOBUHM OTCYTCTBHS Y
Kruenta o6s3aTenpeTB 1o morameHuto nepen bankom
3agoikeHHocth 1o Jloroeopy. Ilpu  Hamuuum
YKa3aHHBIX 00513aTeNBCTB o MOTALICHHIO
3a0/pKeHHOCTH Tiepen bankom JloroBop cumtaercs
PacTOPrHYTHIM C MOMCHTA HUCIIOJHCHHS OOS3aHHOCTU
IO OIJIaTe YKa3aHHOM 3aJ0JPKEHHOCTH.

Bce PacnopspkeHust w/wnu uHbIE  DIEKTPOHHBIE
noxymeHTsl Knnenta, 3apeructpupoBanssle bankom 1o
MOMEHTa ToONydeHuss ysenomiueHus Kimenra o
pactopxeHun JloroBopa, MOUIEkKAT HCHOTHEHUIO
baHKOM B COOTBETCTBUU € Y CIIOBHAMU.

C MomeHTa nosyyeHust bankom yBegomienust Knuenra
o pacropxkenun JloroBopa bank mpekpamiaer mpuem u
3aBepIIacT HCIIOJTHEHHE panee TIPUHSATHIX
Pacnopspxennit  Knmenta, MHBIX  DJIEKTPOHHBIX
JIOKyMEHTOB.

B cnyuae mnomyuenuss baHkOM yBeAOMIIEHHS O
pactopkenun JloroBopa, otkmoueHue KimeHnta ot
CHCcTEeMBI OCYIIECTBIISIETCS

- TEKymUM pabouyuM JHEM - €CIM 3asBICHHE OT
Kmuenra momydeno mo 17.30 mo MOCKOBCKOMY
BpPEMEHHU (B MATHUIYY — 10 16.15, B nmpenmpas3THIIHbIE
JHA — HE MeHee 4eM 3a | (oaWH) Yac 70 OKOHYaHMS
pabodero JHs, YyCTAaHOBJICHHOTO NpHKa3oM 1o baHKy,
OIyOJINKOBAaHHOM B  TOPSIIKE, MPEAyCMOTPEHHOM
myHKTOM 1.5 YcnoBuit) Tekymero pabodero IHS;

- cleAylomUM paboduM JHEM - €CJIH 3asBICHHE OT
Kmmenra momydeno mocie 17.30 mo MOCKOBCKOMY
BpeMeHH (B mATHUIY - ¢ mocie 16.15, B
Ipeanpa3gHUYHbIe JHH — MeHee 4eM 3a | (o1uH) 9ac 10
OKOHYaHHUsI paboYero JHs, yCTAHOBIEHHOTO MPHKa30M
no  bamky, omyOnukoBaHHOM B TOpSJIKE,
IpeyCMOTPEHHOM ITyHKTOM 1.5 YcnoBmii) Tekymero
pabouero JaHS MM B 1000 BpeMs BBIXOJHOTO WU
NpPa3IHUYHOTO JHS.

8.4. Ilpekpamenne o0s3arenscTB 1Mo JloroBopy He
BJIEYET TIpeKpalleHus 00s3aTeNIbCTB [0  HHBIM
JIOTOBOpaM  (COTJIAIICHUSIM), 3aKJIIOYEHHBIM MEXIY
Kinenrom u bankom.

using the System are considered terminated as of the
date and time, mentioned in the notification.

8.3.2. In case of Agreement cancellation by the
initiative of the Client, the Client notifies the Bank on
it via transferring a notification on Agreement
cancellation by means of the System either by
submitting a written notification on Agreement
cancellation to the Bank for which purpose the Client
(the Client's representative) shall visit the Bank
personally. The Agreement is considered canceled as
of the date of registration of the mentioned
notification by the Bank provided that the Client has
no debt service obligations to the Bank under the
Agreement. In case of presence of such debt service
obligations to the Bank, the Agreement is considered
canceled as of the moment of performance of
obligations on payment of the mentioned debt.

All Orders and/or other Electronic Documents of the
Client, registered in the Bank till the moment of
receiving the notification of the Client on Agreement
cancellation are subject to execution by the Bank
according to the mentioned Terms and Conditions.

As of the moment of receiving the notification of the
Client by the Bank on Agreement Cancellation, the
Bank stops accepting and finalizes the execution of
early Orders and other Electronic Documents of the
Client.

In case the Bank receives notification on Agreement
cancellation, the Client is removed from the System as
follows:

- on the current working day - if the Application from
the Client is received before 5:30 p.m. Moscow Time
(on Friday — till 4.15 p.m., on days before holidays
- 1 (one) hour before the end of the working day,
stipulated by the order for the Bank, published
according to the procedure, stipulated by point 1.5 of
the present Terms and Conditions) of the current
working day;

- on the next working day - if the Application from
the Client was received after 5:30 p.m. Moscow
Time (on Friday — after 4.15 p.m., on days before
holidays - less than 1 (one) hour before the end of the
working day, stipulated by the order of the Bank,
published according to the procedure, stipulated by
the point 1.5 of the present Terms and Conditions) of
the current working day or at any time on
weekends and holidays.

8.4. Cancellation of obligations under the Agreement
does not bring to cancellation of obligation under
other agreements (contracts) signed between the
Client and the Bank.
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NMPUNOXEHUE Ne1. 3AABJNIEHUE O NPUCOEAUHEHUN K YCITOBUAM
/ APPENDIX NO. 1. APPLICATION ON AFFILIATION TO THE TERMS AND CONDITIONS

3ASIBJIEHUE
O MPUCOEJUMHEHUMU K YCJIOBUSIM JTUCTAHIIUOHHOI'O BAHKOBCKOT' O
OBCJIY KUBAHUS ®PU3NYECKUX JIUI TIOCPEACTBOM CUCTEMbI EUROLINK B AO AKB
«EBPO®UHAHC MOCHAPBAHK»
APPLICATION
on affiliation to the Terms and Conditions on remote banking services rendered to physical entities via
EuroLink system in Evrofinance Mosnarbank

damunus Ums Ortuectso / Full name

Hara poxxaenus / Date of birth

T'paxnanctso / Citizenship

JIOKyMeHT, yZHOCTOBEpSIIOIIUN JINYHOCTh

(HanMeHOBaHHMeE, Cepusi, HOMEp, KOT/Ia U KeM
BbiaH) / Personal identification document
(name, series, number, date of issue, issued

by)

Anpec peructpanus /
Address of registration

Anpec haKTHIEeCKOTo NPOXKHUBaHUS /
Residential address

Jomarrauii TenedoH /
Home telephone number

MoOunbHbIH TenedoH /
mobile telephone number

Komosoe croBo: / Code word:

HaCTOS[H_[I/IM 3a4BJIAII0O O NPUCOCAUHCHUU K I[eﬁCTBy}OHleﬁ peaakuu Ycnosuit JUCTAHIIMOHHOT'O 0aHKOBCKOT'O
obcmyxuBanus ¢pusndeckux aui nocpeacrtsom Cucremsl EuroLink B AO AKB «kEBPO®MHAHC MOCHAPBAHK» (nanee —
VYcroBusl) B nopsiake, npenycMoTpeHHoM crathed 428 I'pakaanckoro koxaekca Poccuiickoit denepanuun. Bee monoxxenus
VYcnoBuil pa3bsiCHEHBl MHE B IOJHOM 00OBbeMe, BKIIOYAash OTBETCTBEHHOCTH cTOpoH, Tapupsl AO AKB «EBPOOUHAHC
MOCHAPBAHK», cny4an u TOpSIOK YBEOOMIICHHH OO0 ONepanusX, COBEPIIAEMBIX IO MOMM OaHKOBCKHM CYETaM C
HCIIOIb30BAHUEM JJIEKTPOHHOTO CPEACTBA IUIATEe)KAa U TMOPSIOK BHECEHHUsI B YCIIOBHs M3MEHEeHHH u momonneHuit. / Hereby |
apply for affiliation to the effective edition to the Terms and Conditions of the Remote Banking Services rendered to physical
entities by means of Euro Link System in Evrofinance Mosnarbank (hereinafter referred to as Terms and Conditions) according
to the procedure stipulated by Article 428 of the Civil Code of the Russian Federation. All provisions of the Terms and Conditions
are explained to me in full, including the responsibility of parties, rates of Evrofinance Mosnarbank, cases and the procedure for
the notification of transactions on my bank accounts using electronic means of payment and the procedure of changing and
amendment of the Terms and Conditions.

Ha ocHoBanuu Hacrosiero 3asinenus nporry: / Therefore, please:

Ne

1 | npenocraBute MHe noctynm K CucTeMe IUCTaHIIMOHHOTO OaHKOBCKOro oOcmyxuBanus EuroLink u obecrieuntsb
BO3MOYHOCTb €€ MCIOJIL30BAHUS I JUCTAHIIMOHHOIO OaHKOBCKOI'O OGCHy)KI/IBaHI/lS{ B COOTBETCTBUH C Y CIOBHUIMH H
Tapudamu / provide me with access to the Euro Link Remote Banking System of Evrofinance Mosnarbank and ensure
possibility of its use for remote banking services according to the Terms and Conditions and the Rates.

2 | mpemocTaBIATh BpemeHHBI maposs moctyma k CHucTeMe IUCTaHIMOHHOTO OaHKOBcKoro oGcmykuBaHus EuroLink,
PazoBrie CEKPETHLIC TAapOJIH, a TaKKE€ NOIOJHHUTCIBHO (HOMI/IMO YBEAOMIICHHUSA 11O CI/ICTeMe) I/IH(i)OpMI/IPOBaTL MCHA C
MTOMOIIBIO CPEICTB MOOMIIBHOW CBSI3M O COBEPIICHUH KaXIOH OTEPaLlH II0 MOEMY CUeTy (c4eTaM), OTKPBITOMY(-bIM) B
AO AKB «<EBPOOMTHAHC MOCHAPBAHKY, a Taxke 06 oneparusax, COOTBETCTBYIOIIUX MPU3HAKaM OCYIIEeCTBICHHS
MepeBoaa JACHEKHBIX CPEACTB 0€3 MOEro coriacus, o (akre BXOJa/TOMBITKA BXOJa B CucrteMy ¢ HCIOJIb30BaHHEM
9IIEKTPOHHOTO CPE/ICTBA ILIATeka M0 ClieAyrolieMy Homepy Tenedona: / provide me with a Temporary Password to access
the Euro Link System of remotebanking services, Session Keys, and inform me additionally (besides the notification in
the System) via mobile communications of each transaction performed on my account (accounts) with Evrofinance
Mosnarbank, of Transactions with the signs of money transfer performed without my consent, and of any System sign-in
or attempted sign-in using electronic means of payment to the following telephone number:

I hereby give my express and informed consent to
Evrofinance Mosnarbank (address: 29 Novy Arbat Street,
Moscow, 121099, OGRN (Primary State Registration

51 BeIpaxal0 KOHKpETHOE, MH()OPMHPOBAHHOE H
cosnarensHoe cormacue AO AKb «EBPO®UHAHC
MOCHAPBAHK» (mecto HaxoxaeHws: r1.121099, .

Mocksa, yn. Hosriit Apbat, 1. 29, OI'PH 1027700565970,
reHepajbHas JMIEH3US Ha OCYIIECTBICHHEM OaHKOBCKHX
omepanuii Ne2402 ot 23.07.2015) (manmee — bank) Ha
00paboTKy (BKJIIOYAs MOTy4YeHHE OT MEHs M/WIN OT JH0OBIX
TPETbUX JHUI], KOTOPbIE COCTOAT ¢ BaHKOM B JOTOBOPHBIX
OTHOIIEHHUSIX) C HCIOJIb30BAHUEM CPEJCTB aBTOMATH3AIMU

Number) 1027700565970, general license for banking
operations No. 2402, dated 07.23.2015) (hereinafter referred
to as the Bank) for processing (including receipt from me
and/or from any third parties who are in the contractual
relationship with the Bank) all my personal data, with or
without automation means, and confirm that by giving such
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mwm 6e3 TaKoOBBIX, BCEX MOMX HEPCOHAIBHBIX ITAHHBIX U
MOATBEP)KAAI0, YTO, JaBas TaKoe corjlache, IEHCTBYIO
cBOOOTHO, CBOCH BOJICH M B CBOMX MHTEPECaXx.

Cornacue faeTcss MHOW B HENSAX OCYIIECTBICHUS
BankoM  ¢QyHKIMIA, BO3MOXKEHHBIX HA  KpPEAWUTHBIC
opraHu3aluy 3akoHogarenabcTBoM Poccuiickoit @enepanumy,
a TaKKe AN Lenedl npuHATHA baHKOM peleHus o
BO3MOJKHOCTH OTKPBITHSI OaHKOBCKOTO cueTa, cdera Mo
BKJIany (ZIETO3HTY), B TOM UHCIIE IIPOBEPKH JTOCTOBEPHOCTH
CBEJCHUI, yKa3aHHBIX MHOI npu oOpamenun B bank u B
NIPEOCTABICHHBIX  JTOKYMEHTaX, 3aKJIIOUeHUS JIFOOBIX
CZICJIOK, CBSI3aHHBIX C OTKPBHITHEM OaHKOBCKOTO CUETa, CUeTa
10 BKJamy (IEMO3UTY), M UX JaJbHEHIIEro MCIONHEHHS, B
TOM YHCJE, PACTIOPSDKEHUSI JCHEXKHBIMH CPEJICTBAMU IO
yKa3aHHBIM cyeTaM Kak Ha OyMa’KHBIX HOCHTEISX, TakK H C
MOMOIIBIO  3MEKTPOHHOH  CHCTEMBl  JUCTAaHIHMOHHOTO
OaHKOBCKOTO  OOCITy>KUBaHHUS, COBEpIICHUST  HWHBIX
OaHKOBCKHMX OIEpalyii, B LEJIX NMPUHATHS PELICHHH MM
COBEPIICHHUS UHBIX ACHCTBHH, HOPOXKIAIONINX IOPHITICCKHIE
TIOCJIC/ICTBYSI B OTHOLIIEHMH MEHSI W/WIN APYTUX JIALL, B LIEJISX
peanm3anuu (MCTIOTHEHUS ) MIPEaYCMOTPEHHBIX
3akoHozmarenbcTBOM — Poccuiickoit  denepanuu  mpas
(obs3aHHOCTE) baHka mpu BeneHHHM OaHKOBCKHX CYETOB,
CYETOB IO BKJIAAy (AEHO3UTY), OCYIIECTBICHHS XPAHEHUSI, B
TOM YHCJIE B DJEKTPOHHOM BHJE, B IEIIX OOecHeYeHUs
6ezomacHocTr Kimenra n bBaHka, mepeBO3KH M 3allUTHI
NIEPCOHAIBHBIX JIAHHBIX, MOJYYEHHBIX B BBIICYKa3aHHBIX
LIEIIIX, ¥ paCHPOCTPAHSIETCS Ha MOM IIEpCOHAIBHEIE IaHHBIC,
YKa3aHHbIE MHOW B AHKeTe (PU3NUECKOTO0 JIMIIA, MOTydaeMOoit
bankoM B COOTBETCTBMH C  3aKOHOJATEIBCTBOM O
MIPOTUBOACHCTBUN JieTanu3anuu (OTMBIBAHUIO) JOXOOB,
MOTYyYeHHBIX MPECTYHMHBIM MyTeM, U (HHAHCHPOBAHHIO
TEppopH3Ma, a TAKKe YKa3aHHBIX (COJEpIKAIUXCs) B MHBIX
JOKYMEHTaX, NpeJocTaBisieMbIX MHOU B BaHK, a Taxke Bcex
MOMX  TEpPCOHAIBHBIX  JIAHHBIX,  HAaXO[IIIUXCA B
pacnopshKeHHH TPETHUX JINII, KOTOpBIE cOCTOAT ¢ bankoM B
JIOTOBOPHBIX OTHOIICHUSX.

Bank mMeer mpaBoO OCYHIECTBIATH CIEAYIONIHE
neicTBUA  (OTepaliy) WIH COBOKYNHOCTD  JICHCTBHIMA
(omepanuii) B OTHOIIEHWH MOUX II€PCOHATBHBIX JAHHBIX,
KOTOpBIE HEOOXOAWMBI MM JKeNaeMbl IS JOCTHKEHHS
BBINICYKA3aHHBIX IIeNedl, ¢ CcoOmromeHreM TpeOOBaHMIA
0aHKOBCKOM TaWHBI: cOOp, 3amuch, CHCTEMaTU3alHIo,
HAKOIUICHHE,  XpaHeHWe, yTouHeHHe  (OOHOBICHHE,
HU3MEHEHUs), M3BJCUYCHHE, MCIOJNB30BaHUE, Iepenady
(mpenmocTaBneHne, TOCTYM) JHIY (-am), ¢ KOTOPBIM (1) baHk
COCTOHT B JIOTOBOPHBIX OTHOIICHUSX, OOE3IIMINBaHHE,
ONMOKMpOBaHME, yHaJleHHe, yHHUUTOXeHHe. OOpaboTka
MepCOHANBHBIX ~ JAHHBIX ~ OCYyIIecTBisiercs bankom ¢
NpPUMEHEHNEM CJEAYIOUIMX OCHOBHBIX CIOCOOOB (HO, HE
OTpaHWYMBAsACh MMH): XpaHEHHE, 3aliCh Ha OyMakKHBbIE W
JNIEKTPOHHBIE HOCHUTEIM W HUX XpaHEHHE, COCTaBICHHUE
nepeyHen, MapKUpOBKa.

Hacrostiee coritacue neficTBUTENBHO B Teuenue 10
(mecsit) net. Ilo mcTedeHMM yKa3aHHOTO CpoKa IeHCTBHE
COTJIACHSI CUHTACTCS MPOJJIEHHBIM Ha KaXK(ble CIIECIYIOIIHe
IISITB JIET TIPH OTCYTCTBUH CBEJEHHH O €r0 OT3hIBE.

51 yBenomIieH (a) 0 CBOEM MpaBe 0TO3BaTh COTIacue
nyTeéM nojia4yu B baHk MMCEMEHHOTO 3asIBJICHUS.

51 yBemomieH (a), YTO MpPEIOCTABIEHHE MHOIO
HETOYHOW M HEJOCTOBEPHOH WH(POpPMALUM ¥  OT3BIB
HACTOSILETO COIJIACHsI MOTYT IIOBJIEYh HEBO3MOXXHOCTB
okazaHus yciayr bankom.

Vka3bBass B JIOOBIX IIPEROCTaBIIEMBIX baHky
JOKYMEHTaX CBEIICHMS O TPETHHX JIMNAX, 51 Hopy4aio baHky
OCYIIECTBIIATh B COOTBETCTBHH C BBIIIEYKa3aHHBIMHU LIEISIMU
00paboTKy (TepedeHb IeicTBUM (omepanuil) W OMHCaHHE
Ccrnoco0OB  yKa3aHO  BbINIE) IEPCOHAIBHBIX  JAHHBIX
yKa3aHHBIX JIUII.

IIpenocraBnennsle MHOU baHky nepcoHalbHBIE
JAaHHbIE TPETHUX JIUI[ MOJYyYEHbl MHOH B COOTBETCTBUH C
TpeOOBaHMSAMH W B TIOpSIIKE,  YCTAHOBJICHHBIMH

consent, | act freely, on my own accord, and in my own
interests.

| hereby give my consent for the purpose of the
Bank performing the functions assigned to credit institutions
by the laws of the Russian Federation, and also for the
purpose of decision-making by the Bank on the possibility of
opening a bank account, a deposit account, including
verification of the reliability of information specified by me
when contacting the Bank and in the documents provided, the
conclusion of any transactions related to the opening of a
bank account, a deposit account, and their further
performance, including the disposal of funds on the above
accounts, both on paper and via the electronic remote
banking system, the performance of other banking
operations, for the purpose of decision-making or
committing other actions generating legal consequences for
me and/or others, for implementing (exercising) the Bank’s
rights (obligations) provided for by the laws of the Russian
Federation in the framework of keeping bank accounts,
deposit accounts, safekeeping, including in electronic form,
for the purpose of ensuring the security of the Client and the
Bank, transportation and protection of personal data received
for the above purposes, and my consent shall apply to my
personal data specified by me in the Individual’s
Questionnaire received by the Bank in accordance with the
laws on countering the legalization (laundering) of criminal
proceeds and terrorism funding, as well as those specified
(contained) in other documents provided by me to the Bank,
as well as all my personal data held by third parties that are
in the contractual relationship with the Bank.

The Bank may perform the following actions
(operations) or set of actions (operations) with respect to my
personal data as necessary or desired to achieve the above
objectives subject to the compliance with the banking
secrecy requirements: collection, recording, systematization,
accumulation,  safekeeping,  clarification  (updating,
changing), extraction, use, transfer (provision, access) to
person(s) the Bank has contracts with,, , depersonalization,
blocking, deletion and destruction. The Bank shall process
personal data using the following main methods (but not
limited to): storage, recording in soft and hard versions, and
their safekeeping, listing and marking.

This consent shall be valid for ten (10) years. After
the expiry of this period, the consent shall be deemed
extended for every five years thereafter in the absence of
information on its revocation.

I am notified of my right to revoke my consent by
submitting a written application to the Bank.

I am notified that inaccurate or unreliable
information provided by me and the revocation of this
consent may result in the impossibility of service rendering
by the Bank.

By providing information about third parties in any
documents submitted to the Bank, | instruct the Bank to
process (the list of actions (operations) and the description of
methods are specified above) the personal data of such
parties in accordance with the above-mentioned purposes.

I received the personal data of third parties
provided by me to the Bank in accordance with the
requirements and the procedure established by the personal
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3aKOHOJATEIECTBOM Poccuiickoii Denepanuu 0
TIePCOHAIBHBIX TaHHBIX, IIPH 9TOM KaKUX-JIHO0 OrpaHUICHUH
Ha UX 00paboOTKy CyOBEKTOM IIEPCOHANBHBIX JaHHBIX HE
YCTaHOBJIEHO, YyKa3aHHble TPEThH JHMIA yBEAOMIEHBI 00
00paboTKe UX TMEPCOHANBHBIX AAaHHBIX baHkoM, KoTopas
OCYIIECTBIIAETCS Bbankom c cobmoaeHneM
KOH(MUIEHIINANbHOCTH MEPCOHANBHBIX  JaHHBIX U
obecrniedeHnst 6e301MaCHOCTH MEPCOHAIBHBIX TAHHBIX IPH UX
00paboTKe U C HEH COTJIACHBIL.

Hacrosmum s yBemomneH (a) o TOM, 4TO
TpeOoBaHMI K 3amiuTe 00padaThHIBACMBIX I€PCOHAIBHBIX
JAaHHBIX HEOOXOAMMEIE IIPaBOBHIC, OpPraHM3ALIOHHBIE H
TEeXHUYECKHE MEpBI MO 3alIUTEe MEePCOHAIBHBIX JaHHBIX OT
HETIPaBOMEPHOTO WM CIydalfHOro JOCTyma K HHM,
YHUUTOXKEHUS, W3MEHEHUs], OJIOKHPOBAHUs, KOIHPOBAHMUS,
MIPEOCTAaBICHUSI M HHBIX HENPAaBOMEPHBIX JEUCTBUH B
OTHOIIICHNH NTePCOHANBHBIX JaHHBIX ONpeAeNsoTcs: bankoM
¢ yuetoM TpeboBanuii PenepanpHoro 3akoHa ot 27.07.2006
Nel52-®3 «O  nepcoHanbHBIX  JAHHBIX» M HHBIX
HOPMAaTUBHO-NIPaBOBBIX akTOB Poccuiickoit denepanun.

Toamucas HacTosmiee 3asBICHUE, TOATBEPKIALO,
9T0 OO0  3aKmiodeHust  JloroBopa  O3HaKOMIEH ¢
PexomenpanusiMu o HHGOPMATMOHHOM 0€30MIaCHOCTH.

CormacHo TpeboBanmsm c1.9 DenepanbHOrO
3akoHa ot 27.06.2011 r. Ne 161-®3 «O HanuoOHAILHOH
IUIATEXHOM cHcTeMe» s yBEJOMIICH O TOM, 4To baHk
nadopmupyet Kimenra o coBepieHnn KaxIaoil oneparuu ¢
ucroiab3oBanreM CHCTEMBI JUCTAHIMOHHOTO OaHKOBCKOTO
obcmyxuBanuss  EuroLink myrem  ¢opmupoBaHus U
HampaBieHuss B CHcTeMy KypHama OIEpanuil 1o CcueTy
Kuenra.

Hacrosimium noaTBepkaai0, 4YTO YKa3aHHBIA B
JAHHOM 3asBJICHMH HOMep Tele()OHa MOAJEPIKUBAET MPHUEM
cMc-Co00IIeH i 1.

Bce pucku, CBsS3aHHBIE C HEMOJyYeHHEM CMC-
COOOIEHN 10 MOeid BHHE WIM BHHE MOOWIBHOIO
orepaTopa, IPHHAMAIO Ha ceOs.

data laws of the Russian Federation. There are no restrictions
on such personal data processing set out by the subject
thereof. The third parties are notified of their personal data
processing that is performed by the Bank in compliance with
the requirements for the personal data confidentiality and
safety of personal data in the course of their processing, and
agree therewith.

I am hereby informed that the requirements for the
protection of personal data being processed, the legal,
organizational and technical measures required to protect
personal data from unauthorized or accidental access,
destruction, modification, blocking, copying, provision, and
other unlawful actions in relation to personal data shall be
determined by the Bank based on the requirements of Federal
Law No. 152-FZ, dated 07.27.2006 “On Personal Data” and
other regulations of the Russian Federation.

By signing this Application, I certify that | have
read the Recommendations for information security prior to
entering into the Agreement.

In accordance with the requirements of Article 9 of
Federal Law No. 161-FZ, dated 06.27.2011, On the national
payment system, | am informed that the Bank shall inform
the Client of performing each transaction with the EuroLink
System of remote banking services by generating and
submitting to the System of a transactions statement on the
Client’s account.

Hereby | confirm the phone number provided in
this application supports incoming SMS.

I accept all the risks resulting from failure to
receive SMS due to my own fault or the fault of the mobile
network provider.

Hoonuce / Signature

3anoausiercs Baukowm / To be filled in by the Bank

Damunus YU.0. [ Surname and Initials

[Mpu perucrpanmu B CucTeMe TUCTAHIIMOHHOTO OaHKOBCKOTO oOciyxkuBanusi EuroLink
kiuenty npucsoen Jlorun/The following Login was assigned to the Client upon registration in

the EuroLink Remote Banking System:

PaGorHuk banka: /
Employee of the Bank:

»

noonuce / signature

Damunus U.0. | Surname and

Initials

B Cllydae HeIoJIy4eHHUsI CMC-COOOIIEHHI Heo0X01uMo 00paTuThest B BaHk, a Takxke k cBoeMy MoOmIibHOMY onieparopy. / If you
do not receive SMS, you need to contact the Bank, as well as your mobile operator
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NMPUNOXEHUE Ne2. PEKOMEHOALUUU MO
WH®OPMALIMOHHON BE3OMNACHOCTH,
B TOM YUACHNE, NO CHNXEHUIO PUCKOB
NMOBTOPHOIO OCYLUECTBJIEHUA
NEPEBOAA OEHEXHbLIX CPEACTB BE3
COIrmAcwus KINUEHTA

B cBs3u C¢ ydacTMBHIMMHCS CiIy4asMHd HpPOBEACHUS
MOIIICHHUYECKHX OIlepalyii 10 MepeBOIy INCHEKHBIX
CPEICTB C UCIOJIB30BAaHUEM CHCTEM IHCTAHIMOHHOIO
0aHKOBCKOTO OOCITy’)KUBaHHA Yepe3 ceTh VIHTepHeT U B
LeIsIX  NPEJOTBpPALICHUS  HECAaHKLIHOHHUPOBAHHOTO
noctyna Kk  Cueram  KmmeHta €O CTOpOHBI
3JI0YMBIIUICHHUKOB BaHK HACTOSTENBHO PEKOMEHIYET
(bI/I?)I/I‘IeCKI/IM JIMnam noan3oBaresiiM  CHCTEMEI

coOo/IaTh  CleAyloIue Mepbl  MH()OpMalMOHHOM
0e301acHOCTH:
e lcnome3oBaTh Ha IOCTOSHHOW  OCHOBE

AQHTUBHPYCHOE MPOTPAMMHOE 0OeCIeUeHHe C
MIOCJIE/IHEH aKTyalIbHOM Bepcuel 0a3 (Ha Bcex
YCTpOHMCTBaxX, C KOTOPBIX OCYIIECTBISIETCS
noctyn B CuHcTeMy WHWIM Ha KOTOpBIE
MIPUXOAUT SMS YBEAOMIICHHE).

PerynspHo  BBINOJNHATE  AHTUBUPYCHYIO
IIPOBEPKY JUIs CBOEBPEMEHHOI'O
0oOHapy>XeHUsI BPEIOHOCHBIX Iporpamm (Ha
BCEX YCTpPOHCTBAX, c KOTOPBIX
ocymiecTBisieTes 1ocTyn B CucrteMy W/uian Ha
KOTOPBIE MPUXOIUT SMS YBEIOMIICHHE).

e PerymipHo  yCTaHaBIMBaTh  OOHOBIEHUS
OTEpPallMOHHOM  cuUCTeMBl U Opaysepa
WntepHer (mocpencTBom KOTOpPOTO

ocymecTBiseTcs focTyn k Cucreme) (Ha Bcex
YCTPOHCTBAaX, C KOTOPBIX OCYIECTBIAETCS
noctyn B CucteMy W/WiIM Ha KOTOpBIE
MIPUXOJUT SMS YBEAOMIICHHE).

OcyrmecTBIATh BXOJ B Cuctemy
MIOCPEACTBOM  TIpsIMOrOo  Habopa  CCBUIKH
https://dbo.efbank.ru B ctpoke Opaysepa wu
II0 CCBUIKE Ha KopropaTtnBHOM MHTepHeT-
caiite banka. Ilpu 3TOM Bcerzna mpoBepsTh,
YTO  COCIAWHEHHE  OCYIIECTBISIETCS IO
Oe3omacHoMy TIpoTOKody https Ha ampec
* efbank.ru (mampumep, dbo.efbank.ru). B
aIPECHOM CTPOKE JOJDKEH IOSBUTHCS 3HAYOK
3aKPBITOTO 3aMKa.

He mnonw3zoBathcsi CucteMoil € ToOCTEBBIX
pabounx mect (MHTEpHET-Kade u mp.).

He yCTaHaBJINBATH 06HOBHCHI/I${ CHUCTEMHOT'O
MIPOrpaMMHOTO oOecriedeHuss Wwim Opaysepa
Hurepuer, nonydeHHsle oT UMeHH banka 1o
ANEKTPOHHOHN MOYTE WM IPYTHM CIIOCOO0M,
HE OTKPBIBATh CCBUIKM B TaKHUX IMOYTOBBIX
coobmennsx. [lomyuuB Takoe cooOlieHue,
HEe3aMeUTUTEILHO COO0ImHUTh 00 3TOM baHKy.

APPENDIX NO. 2 RECOMMENDATIONS
ON INFORMATION  SECURITY, IN
PARTICULAR, ON REDUCING THE RISKS
OF RE-TRANSFER OF FUNDS WITHOUT
THE CLIENT'S CONSENT

With a view to the increasing number of fraud
transactions of funds by means of remote banking
systems via Internet and for the purposes of prevention
of unauthorized access of hackers to the Accounts of
the Clients, the Bank strongly recommends to physical
entities - System users to meet the following measures
of information security:

To use on permanent basis anti-virus software
with the last updated version of databases (on
all devices used to access the System and/or
that receive SMS).

To perform anti-virus screening on regular
basis for timely disclosure of hazardous
programs (on all devices used to access the
System and/or that receive SMS).

To install regularly the updates of the
operational system and the Internet Browser
(which is used for accessing the System) (on
all devices used to access the System and/or
that receive SMS).

It is recommended to access the System via
direct link https://dbo.efbank.ru_or the link on
the corporate web-site of the Bank. One
should always make sure that connection with
*efbank.ru  (e.g., dbo.efbank.ru) s
established via the secure protocol (https). A
closed lock icon will appear in the address
bar.

Do not access the System using the guest
workplaces (cyber cafe, etc.).

Do not install updates of system software or
Internet browser received from the Bank via
electronic mail or otherwise, do not open links
in such mail messages. Inform the Bank on
the above mentioned upon receiving such
messages.



https://dbo.efbank.ru/
https://dbo.efbank.ru/
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e lcnonb30BaTh NPUIOKEHUST HA cMapThoHaX
TOJIbKO M3 OHIHATIBLHBIX HCTOUYHHKOB (Apple
Store, Google Play/ Play Market).

e PerymsipHo, He pexe OJHOTO pa3za B JCHb
MOJTy4aTh HHPOPMALIHIO 0
3apEerHCTPUPOBAHHBIX PacnopskeHHIX U O
coctostHiu CUeToB.

bank pexomenayer KiueHTy y4uuTHIBaTH
pucku nipu padote ¢ Cuctemoii uepes cetb MIHTEpHET U
IIOHMMATh, qTo HCIIOJIb30BaHHE TOJILKO
AHTHBUPYCHOTO MPOTPAMMHOT0 O0eCIeueHus HE JaeT
100% rapaHTuu 3aI[UThI oT MIPOBEAECHUSA
3MOYMBIIIICHHUKOM MOIICHHHYCCKUX OIepanuii B
Cucreme.

Crnenyer YYUTHIBATh caMmble
pacupocTpaHCHHbIE Ha CETONHSAIIHUN IEHb CXEMBI
MOIIICHHUYECTBA B ceTH MIHTepHEeT:

o «CouuanbHBIH  HUHXUHUPUHT» -
3JIOYMBINUICHHUKH paccoliaroT
cooO1eHus MOCPEACTBOM
SMS/351eKTpOHHOW ~ MOYTHI U
3BOHSAT OT HMMEHU baHka u 1oa
Ppa3JIMYHbIMU npeajioraMu

MBITAIOTCA MONYyYuTh OT Kitnmenra
Jlorunel, Ilapomu, ®.M.0, HOMEepa
CYETOB, KapT, MUH-KOJIOB U T.]I.

e  «Dummnry — Kiinenty npucesuiaercs
[0 TOYTe WIM HHBIM CIIOCOOOM
CChIJIKA HAa TOMJAENBbHBIM  CauT,
KOTOpBI MOXET BU3Y&JIBHO HE
OTIIMYaThCd OT  MOJJIMHHOTO, C
npocwOoii BBecTH JloruH, [Tapons Ha
noctyn k CucreMe u ipyrue JaHHbIe
MO JTFOOBIM TIPEIOroM (MCTEK CPOK
JEWCTBHS TIapoJisi, HEOOXOIMMOCTb
MPOUTH JIOTIOJTHUTENBHYIO
ABTOPH3AIIHIO, Ppa30IIOKUpPOBKa
3a0JIOKUPOBAHHOTO JOCTYIIA U T.II.).

L4 3apa>1<eHHe BPEJOHOCHBIM KOAOM -

MIPOUCXOAUT yepes
pacnpocTpaHeHue BpPEIOHOCHBIX
MporpaMm yepes Hurepuer-
pecypcsl, Hanpumep, caiThl
COLIMAJIbHBIX cereit WU
MOCPEJICTBOM CIIaM-PACCBUIKH depe3
3JIEKTPOHHYIO MouTY. TTocne
sapaxxenuss Cucrembl  Kiuenta
BHPYCOM WA «TPOSTHOM»

3JIOYMBINUICHHUK IMOJYy4YacT TOJIHBIN
KOHTpOJb HaJ CUCTEMOH.

HpI/I HCcHoyb30BaHuU CHCTEMBI H606X0)_II/IMO
IIOMHHUTB, YTO:

B cay4ae BoisiBienuss KimenTom moxo3pureabHbIX
onepauuii B Cucreme He00X01MMO
He3aMeNINTeNbHO cBs3aThes co Cay:kboii
KJIMeHTCcKol noanep:xxku banka nmo Homepy
TeaedoHa, ony0TMKOBAHHOMY HA KOPIOPATHBHOM
HNuTepHer-caiiTe banka.

e Use only those smartphone apps that are
downloaded from trusted official sources
(Apple Store, Google Play/ Play Market).

e Receive information about the registered
Orders and the status of the Accounts at least
once a day.

The Bank recommends the Client to consider
the risks upon working in the System via Internet and
understand that only use of anti-virus software
provides with 100% protection guarantee from fraud
transactions by hackers in the System of the Client.

It is necessary to consider the most widely
spread schemes of fraudulent activities in the Internet
for today:

e  “Social engineering” — hackers send
SMS /email or call you on behalf of
the Bank and under various pretexts
try to get the Client’s Login,
Password, Print Name, numbers of
accounts, cards, pin codes, etc.

e  “Fishing” — The Client receives by
mail or otherwise a link to fake web-
site, which can be visually identical
to the official one, with a request to
enter the Login and Password for any
reasons (Password is out-of-date,
additional authorization is required,
unlocking of the blocked access,
etc.).

e Infection by a malicious code — by
means of spreading malicious
programs via Internet resources, for
example, social networks web-sites,
or by spamming via electronic mail.
After infecting the Client’s System
with a virus or a “Troyan” program
the hacker gets full control over the
System.

When using the System it is required to
remember that:

In case the Client discloses suspicious transactions
in the System, it is required to refer to the Bank’s
Customer Support immediately via telephone
number published on the corporate website of the
Bank.
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