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TEPMUWHBI U OITPEJAEJIEHUA

ACII KimenTa — aHanor cOOCTBCHHOPYYHOH MOJIIHCH
Knmenra, ymocroBepstommii  ()akT COCTaBICHHUS U
MOIIHMCAaHUs DJIEKTPOHHOTO AOKYMEHTA, TeperaBacMoro
B bank ot mmenu Kimenra ¢ ucnons3oBannem CHCTEMEI,
YAOCTOBEPSIONINHA IOTMHHOCTh TaKOTO JJIEKTPOHHOTO
JOKYMEHTA, BKIIIOYast BCe €ro 00s3aTeNbHbIE PEKBU3UTHI,
[I03BOJISIOIINN JIOCTOBEPHO YCTaHOBHUTb, 4TO
ONeKTpOHHBIH JOKyMEHT wucxoaur oT Kiuenra. B
kauectBe ACII wucnoms3yercs Pa3oBblif  cekpeTHBIN
apoJib.

AyTeHTH(UKALHUS — IPOLIEYpa MPOBEPKH MOITHHHOCTH
Knuenta ¢ momompto Jloruna, Ilapons, Bpemennoro

nmaposs, KomoBoro cioBa uWIM HMHBIM  CIIOCOOOM,
NIPEAYCMOTPEHHBIM Y CIIOBUSIMHU. [HonoxurenbHbIN
pe3ynbTar  AyTeHTH(HKAIMM  MOATBEPXKIAeT, UYTO

¢dopMmupoBaHue ® Tepenada B baHK ONEKTPOHHBIX

IOKyMeHTOB/oOpamenue B bank uepes  CiyxOy
KIMEHTCKOW  TONNEPKKH,  IPOW3BOJHUTCS  CaMUM
Knuenrom.

Bank — AKIIMOHEPHbBII KOMMEPYECKHI BAHK
«EBPOOMMHAHC MOCHAPBAHK» (akuuonepHoe

obmiectBo). Mecto Haxoxaenus: 121099, Poccus,
r. MockBa, yin. Hoseril Apb6ar, 1.29. I'enepanbHas
muren3us banka Poccuu Ne 2402,

BajoTHple omepamMd — OICPALUH, SBISTIONIHECS
BaJIFOTHBIMU omepanusIMu B COOTBETCTBHH c
JIENUCTBYIOILIUM 3aKOHOIAaTEJILCTBOM Poccuiickoi
Odenepanui.

BpemenHblii mapob — yHUKaIbHAs TOCJIEI0BATEILHOCTD
CHMBOJIOB, HanpaBisieMast Knuenty bankom nocpencrsom
CMC-COOOIICHN Ha 3aperucTpUpOBaHHBIN HOMEp, H
ncnons3yemas Knuentom B kagectse [laposns nmpu nepsom
Bxoge B CucreMy, a Takke B CIydae BOCCTAHOBJICHUS
nocryna k Cucreme nociie Kommnpomerauuu/yTpaTsl Wiu

OJIOKMPOBKH Cucremoit IMaposns n/unu
Jloruna/mpuocranoBnenus nocryna k Cucreme.
JducrtaHumoHHOe  0aHKOBCKOe  O0C/Iy:KMBaHHe —

npegocraBieHne bankom KnmeHTy ¢ ucmonb3oBaHHEM
Kananos nocryma BO3MOXKHOCTH Iepefadd  baHky
ONEeKTPOHHBIX JOKYMEHTOB B LENSIX IPOBEICHUS
Omnepauuii, NpeAOCTaBIEHHE BO3MOXKHOCTH Hepeaavu
Mexnay bankoM u Kimentom ¢ ucnons3oBanuem Kananos
jocryna JIOKYMEHTOB 10 BKJIaJdy, IIPEJOCTaBICHUE
bankom Knuenty ¢ ucnons3oBanuem KanaiioB noctyna
nHbOpMAaIMKM O TIONy4YeHHBIX B baHke KpeawTax,
pa3MeIeHHBIX CPOYHBIX BKJIQJAX, BBIMYIICHHBIX Ha MM
Knmenrta 6aHKOBCKHX KapTax, octaTkax u Omepanusax 1mo
Cueram, UHBIX CBEICHUI, IPEJOCTABIEHHE BO3ZMOKHOCTH
OCYILECTBJICHUsI Nepenucku Mexay bankom u Knuentom
¢ ucnonszoBanueM Kananos gocryna.

Jorosop AUCTAHIMOHHOI'Q 0AHKOBCKOI0
oocayxxusanus (Jorosop) — norosop mexny Knuenrom
n baHkoMm, 3aKIIOYEHHBIM MyTeM PHUCOEIUHEHUS

Kmuenta x VYcimoBusM. JloroBop BKiIOYaeT B ceOst
MoIMcaHHOe 3asBJIICHHE O MMPUCOCTUHEHUH K Y CIIOBHSM,
Hactosmue Ycinous u Tapuds banka.

JIoKyMeHTbI MO0 BKJaAy — 3asBICHHE HAa OTKPBITHE
CPOYHOro OAHKOBCKOTO BKJIAJA, 3asIBICHUEC HA 3aKPHITHE
CPOYHOro OAHKOBCKOTO BKJIaJa, W/WJIM WHBIC JIOKYMEHTHI,
HAMpPaBJsIeMbIE C IEIbI0 3aKIIOUYEHHS WM PACTOPKEHUS

TERMS AND DEFINITIONS

EHS of the Client — an equivalent of handwritten
signature of the Client certifying the deed of drafting and
signing an Electronic document transferred to the Bank on
behalf of the Client using the System, authenticating such
Electronic document including all its compulsory details,
in order to reliably determine that the Electronic document
is coming from the Client/ A Session Key is used as the
EHS.

Authentication — a procedure of the Client authentication
using Login, Password, Temporary Password, Memorable
Word or any other means set out in the Terms and
Conditions. The positive outcome of Authentication
verifies that the creation and submittal of electronic
documents to the Bank/the application to the Bank’s
Customer Support is carried out by the Client.

Bank — Evrofinance Mosnarbank. Location: 29 Novy
Arbat, Moscow, Russia, 121099. General license No. 2402
of the Bank of Russia.

Currency transactions — transactions that are currency
transactions according to the legislation of the Russian
Federation in force.

Temporary Password — a unique sequence of symbols
sent to the Client by the Bank by means of SMS to the
Registered Number and used by the Client as a Password
at first login, as well as in case of the System access
recovery after a Compromise/loss or blocking by the
System of the Password and/or Login/suspension of access
to the System.

Remote Banking Services — rendering by the Bank to the
Client, using the Access Channels, possibility to transfer
to the Bank Electronic Documents for the purposes of
Transactions conduction and Deposit management, the
Bank's submittal of information to the Client on the credits
obtained in the Bank, opened term deposits, bank cards
issued out in the name of the Client, balances and
Transactions on the Accounts, other information via the
Access Channels, as well as providing possibility to hold
correspondence between the Bank and Client using the
Access Channels.

Remote Banking Services Agreement (the Agreement)
—an agreement between the Client and the Bank concluded
through affiliation of the Client to the Terms and
Conditions. The Agreement includes a signed Application
on affiliation to the Terms and signed Application on
affiliation to the Terms and Condition, these Terms and
Condition, and the Rates of the Bank.

Deposit Documents — Application on opening Term
Deposit, Application on closing Term Deposit, and/or
other documents sent for the purposes to conclude or
terminate the Term Deposit agreement, transferred to the




JIOTOBOpa CPOYHOTO OAaHKOBCKOTO BKJIAJa, ITEpeIaHHbIC
Knuentom B bank wunun bankom Kimenty B Buue
DIEeKTPOHHBIX JTOKYMEHTOB C UCHOJb30BaHHeM KaHamos

JIOCTyTIA.
3asiBjieHMe 0 NPHUCOEAMHEHHH K YCJIOBHUSIM —
MMCbMEHHOE BoJieu3bsBieHWe KiMeHTa 3akiIo4YuTh
[orosop.

3aperncTpupoBaHHBIii HOMEpP — HOMEp MOOWMIBHOTO
tenedona, ykasaHHeIW KimentomM B 3asgBieHUH 0
MPUCOCIMHEHNH K YCIOBUSAM WIH 3asBICHHA O €r0
mMeHeHnn (o ¢opme baHka) g memel MOMydeHHUS
nHpopmanmn B cooTBeTcTBUM ¢ JloroBOopoM H
TpeOOBaHUAMH 3aKOHOIaTEILCTBA Poccutickoit
Oeneparn 06 06s3aTeTbHOM HH(POpMUpoBaHUK bankom
Knuenta, B TOM yuciie 06 ucTe4eHUN Cpoka OaHKOBCKOTO
BKJIaJa.

Hnentuduxarop mosaydareas CpeacTB — HOMEp
MoOmnpHOrO  Tenedona  Kimenrta,  mMO3BONSAIOIIMIA
OJTHO3HAYHO yCTaHOBHUTH KilmeHTa cpenu ornpeaeseHHoro
MHO)KECTBa KJINCHTOB B baHKe M ONpeAennuTs PEKBU3UTHI
IUIL  OCYLICCTBJICHHS TIE€PEBOJA JICHEXKHBIX CpEACTB
Knuenty Ha ero Cuer B banke co Cuera ngpyroro Knuenra,
OTKpBITOTO B banke.

HNudopmaunoHHbIi pexumM - pexUM
¢yakunonnpoBanus CucteMmsl, mpu kKotopoMm KimeHTy
JOCTyIIeH  OIpaHMWYeHHbIH  QyHKUMOHAN  (peXuMm

«IIPOCMOTpay, a TaKKe HarpaslieHue B baHk cooOuieHui
cBOGOAHOTO popMara).

Kanan pocryma — kaHan mepenayd  ODJIEKTPOHHBIX
JIOKyMEHTOB, 00CITy’)KHUBaHHUE 110 KOTOPOMY IPOU3BOIMTCS
C HUCIOJIb30BaHHEM CIICLHAIH3UPOBAHHBIX TEXHUUECKHX
cpencte (MHTepHeT) Oe3 ywactus paborHuKoB baHka,
obecreunBaOIINi Kimentam BO3MOYHOCTb
CaMOCTOSITENIbHO (OPMHUPOBAaTh W IepenaBaTb B baHk

ONeKTpOHHbIE JOKyMEHTHl W TIoiay4aTh oOT banka
DNeKTPOHHBIE JOKYMEHTEI.
Kapra banka — osmutupyemas bankom pacueTHas

(meGeToBas) KapTa, pacyeThl C HCIOJb30BAHIEM KOTOPOM
OCYIIECTBJIIIOTCS. B COOTBETCTBUH C 3aKOHOJATEIECTBOM
Poccuiickoit ®enepauun U YCIOBUSAMHU BBIIYyCKA U
obcimyxuBanust ~ OamkoBckmx — kapt  AO  AKb
«EBPOOMTHAHC MOCHAPBAHK».

Kanent — ¢usnueckoe nmno, uMeromee cuera B banke,
OTKpPBITBIE HA OCHOBAaHHMH JOTOBOpa OAHKOBCKOTO cyeTa
(He  Kacaromerocs — CYETOB  JUII  pPacueToB  C
UCIIONIb30BaHHEM OaHKOBCKMX KapT) HW/WIM JIOTOBOpa
cyeTa BKJIaJa «10 BOCTPEOOBAHUS».

Kox nmocryma — 1mudpoBoil KoJ, yCTaHaBIMBaeMBbIi
Knuentom B MmoOmsHOM Bepcuu Cuctemsl EuroLink, mist
ObICTpOli AyTeHTH(UKAIIHH.

KonoBoe ¢jI0BO — TOCIEIOBaTEIbHOCTh CHMBOJIOB,
n3BecTHas Toibpko Kimenty u banky, ucronszyemas ams
Aytentudukanuun Knmenra mpu oOCIyXHBaHUU dYepe3
Cnyx0y KIMEeHTCKOH moaepkku. KomoBoe cioBo MoxkeT
UCTIONIb30BAThCS. MHOTOKPATHO.

Komnpomeranmmusi — yrtpara KineHTOM KOHTpOJSI Haj
3aperucTpupoBaHHBIM HOMEPOM, a TaKke yTpara bankom
wmm  KimeHTOM ~ yBepeHHOCTM B TOM,  4TO
koH(puaeHumansHas uHdopmanus (Jlorun, BpemeHHbII
napoib, Ilaponb, KomoBoe cioBo) He MoxeT OBITH
UCTIONIb30BaHA TPETHUMH JINI[AMHU.

Jlorun - YHUKaJIbHasI TIOCIIEA0BATEILHOCTD
OYKBEHHBIX/IIM(PPOBLIX CHUMBOJIOB, HCIIOJIb3yeMasl JIs

Bank by the Client or by the Bank to Client in form of
Electronic documents wit use of Access Channels.

Application on affiliation to the Terms and Condition
— a written expression of the Client’s will to enter into an
Agreement.

Registered Number — a mobile telephone number
specified by the Client in the Application on affiliation to
the Terms and Condition or an Application on its changing
(according to the Bank's form) for the purposes of
receiving information under the Agreement and the
requirements of the Russian Federation legislation on
mandatory informing the Client by the Bank, including of
the bank deposit expiration.

Recipient Identifier — a mobile telephone number of the
Client, which allows to unambiguously identify the Client
among a certain number of the Bank Clients and determine
the details for transferring funds to the Client's account
with the Bank from the account of another Client opened
with the Bank.

Information mode — functioning of the System when only
limited functionality is available for the Client (view mode
and the possibility to send free-form messages to the
Bank).

Access Channel — electronic documents transfer channel,
which is serviced by means of special technical tools
(Internet) without engagement of the employees of the
Bank, providing the Clients with an opportunity to
generate and transfer to the Bank electronic documents on
their own.

Bank Card — payment (debit) card issued by the Bank,
used for payments performed in accordance with the
Russian law and Evrofinance Mosnarbank’s Conditions of
issuance and maintenance of bank cards as well.

Client — a physical entity, holding accounts in the Bank
opened under the bank account agreement (that is not
related to any settlement accounts with bank cards linked
to them) and/or the "on-demand" deposit account
agreement.

Access Code — a digital code set by the Client in the
mobile version of the EuroLink System for fast
Authentication.

Memorable Word — a sequence of symbols, known only
by the Client and the Bank, used for Authentication of the
Client when dealing with the Client Support Service. The
Memorable word can be multiply used.

Compromise — loss of control by the Client over the
Registered Number, as well as loss of confidence by the
Bank or the Client with regards to the fact that the
confidential information (Login, Temporary Password,
Password, Memorable Word) cannot be used by the third
parties.

Login — a unique sequence of alphanumeric characters
used for the Client Authentication in the System. When the



http://context.reverso.net/translation/english-russian/alphanumeric+characters+and

Aytentuduranuu Kinuenra B Cucreme. [Ipu perucrpamuu
Kmmenra B Cucreme Jlorma ¢dopmupyercs bamkom B
aBTOMaTHyeckoM pexume. B mocneactBuum  KimeHt
BIIpaBe W3MEHHUTh JIOTMH B HOpsAKE, YCTaHOBJIEHHOM
Venosusamul,

Onepanusi — He MpoTHBOpevamas ACHCTBYIOLIEMY
3akoHoAarenscTBy Pocculickont denepanuu onepanus mno
paclopsKEHUI0  JCHEXHBIMH  cpelacTBaMu  KiueHTa,
ucronHseMass baHkOM Ha OCHOBaHHUM OJIEKTPOHHBIX

JOKYMEHTOB, TIepelaBaeMBIX B  COOTBETCTBHH  C
VYcaoBusamu.
Mapoan - M0CJIEIOBATEIBLHOCTD CHMBOJIOB,

CaMOCTOATENBHO co3faHHas KnmeHToMm, Hcmomb3yemas
st Ayreatudukanun Kimenta npu o0CITyXUBaHUH 110
Kanamam poctyma. Ilapons MOXET HCIIOIB30BAaThCA
MHOTOKPATHO.

PacnopsizkeHue — DJICKTPOHHBIN TOKYMEHT, COIep KaIuit
pacnopsbxkenue KimeHTta Ha coBeplieHHE OTHON HIH
HeckonbKux Oneparuil, nepenannsiii Knuentom banky ¢
ncnons3oBanueM Kananos nocryma.

Perncrpanuss —  aBTOMaTW4eckoe  BHECEHHE B
JIEKTPOHHOH (opMe 3amucu O TONydeHHH baHKoM
OnexkTpoHHOTo HoKyMeHTa KineHTa B mpoTOKOIIbI paboThI
MpOrpaMMBbl, XpaHsmuecss B 0a3e maHHBIX CHCTEMBI,
KOTOpBIE aBTOMATHYECKH (OPMHUPYIOTCS M BEAYTCS B
Cucteme. Peructpamms 3aBepiuaeTcd IPHUCBOCHUEM
OIEeKTPOHHOMY JOKYMEHTY craTyca «IIpuHaTy.

Pa3oBblii  CeKpeTHBIii Napojab —  yHUKaJIbHas
MIOCTIEIOBATENbHOCTE  CHMBOJIOB, HCIOJb3yeMas IJis
MOJTBEPXKIAEHUS]  NOAJIMHHOCTH, HEHU3MEHHOCTH U
LEJIOCTHOCTH ~ DNEKTPOHHOTO JIOKYMEHTa, a TaKkke
aBTopcTBa KineHTa B oTHOIEHHMH NepenaBaeMbIx baHky
ONeKTpOHHBIX JOKyMeHTOB. Ilocne ucnonb3oBaHUs
PasoBbrit CEKpETHBIN napoJjb CTaHOBUTCS
HeneiicrBurenbHbIM.  Kaxaplii  Pa3oBblii  cexpeTHbII
apoJib MIPHU3HAETCS Croponamu aHaJIOTOM
COOCTBEHHOPYYHOW TOANUCH W TIPH  COBEPIICHUH
Omnepanuii sBISETCS CPEACTBOM YJIOCTOBEPEHHUS IIpaB
pacTopsKeHHs ACHEKHBIMH CPEICTBAMHU, HAXOSAIIUMHUCS
Ha CueTe, B COOTBETCTBUU CO cTaThel 847 ['pakaanckoro
xogekca Poccuiickoil @enepanyu. Pa3oBelil cekpeTHBII
apoJib MOKeT ObITh mosrydeH KnmeHToM mocpencTBom
cMc-coobmenns wim nocpenctsoM PUSH-coobmenus
(TIpM HAJIMYMK TEXHUYECKOH BO3MOXKHOCTH).

CepsBuc Best2Pay — cepBuc mo mnepeBomy JIEHEKHBIX
CPEeACTB C  HCIOJb30BAaHMEM  OAHKOBCKOH  KapThl
OTHpaBUTENsl Ha OaHKOBCKYIO KapTy IOJydaTelns II0
pacnopsbxenusM KineHra, ocyIiecTBIsIeMbli ¢ TOMOILBIO
Cuctembr Muteprer-IlnaTtexeil omeparopa ykKa3aHHOTO
cepBuca (moctaBmmka yciayr) —  OOmectBa €
OTpaHWYEeHHON oTBeTcTBeHHOCTRIO «bect2mei»y (MHH
7813531811).

Cucrema obicTpbIx miartexeii (CBII) — cepBuc ObICTPHIX
nJaTexel miaTexHou cucreMsl banka Poccuu.

Cucrema MHntepHer-Ilnarexeii — wnH)opMannoHHbIE
CHUCTEMBI, IPOrpaMMHO-aINIapaTHbIC KOMIUIEKCHI
onepatopa Cepsuca Best2Pay, B Tom wumcne caiir
https://pay.best2pay.net, nossonsironue Knuenry banka
($OpMHpPOBAaTh W HANpAaBISITh PACHOPSDKEHHMs B OaHK

Client is first registered in the System the Login is
generated by the Bank automatically. The Client has the
right to later on change the Login following the procedure
stipulated in the Terms and Conditions®.

Transaction — the Client’s cash assets disposition
operations not contradicting the applicable legislation of
the Russian Federation, implemented by the Bank based
on the Client’s Order transferred according to the Terms
and Conditions.

Password — a sequence of symbols created by the Client
and used to authenticate the Client for servicing through
the Access Channels. The Password can be multiply used.

Order — an Electronic Document containing the Client’s
instruction for conducting one or several Transactions,
transferred by the Client to the Bank by means of Access
Channels.

Registration — an automatic process of making an
electronic entry on the Bank’s receipt of the Client’s
Electronic Document in the program protocols stored in
System database, which are automatically generated and
maintained within the System. The Registration is deemed
complete when the Electronic Document is assigned
"Accepted " status.

Session Key — a unique sequence of symbols used for
identification of the authenticity, immutability, and
coherency, as well as the Client’s authorship of the
Electronic Documents transferred to the Bank. A Session
Key becomes invalid after it is used. Every Session Key is
acknowledged by the Parties as an equivalent of
handwritten signature. When making any Transactions, the
Session Key certifies the rights to dispose of the funds on
the Account under Article 847 of the Russian Federation
Civil Code. The Session Key can be received by the Client
via SMS or a PUSH message (subject to technical
capability).

Best2Pay service — service for money transfers with use
of sender’s bank card to the recipient’s bank card
according to the Client orders, performed through the
Internet payment system of the mentioned service’s
operator (service provider) / Best2Pay LLC (taxpayer
identification number INN 7813531811).

Fast payment system (SBP/FPS) — service of fast
payments provided by the Bank of Russia’s payment
system.

Internet payment system — information systems, soft-
and hardware complexes belonging to the Best2Pay
operator, including the website https://pay.best2pay.net
which allow the Bank’s Client to create and send orders to

! TIpu nanuuuyn TexHU4YecKoi BosMoxkHocTH y banka/Subject to technical capability of the Bank.



https://pay.best2pay.net/
https://pay.best2pay.net/

CepBuca Best2Pay s ocymectBieHuss mepeBoaa
JICHEXKHBIX CPEJICTB ¢ OAHKOBCKOW KapThl OTIIPABUTEISI HA
0aHKOBCKYIO KapTy Mojiydareist (IepeBOJ C KapThl Ha

KapTy).

Cucrema  EuroLink  (Cucrema) —  cucrema
JlMCcTaHIIMOHHOTO 0aHKOBCKOTO 00CITy)KUBaHUS
(U3MYECKUX JIUILI, UCTIONIb3yeMast, B TOM YHCJIe, B KaUeCTBe
ONEeKTPOHHOTO CPEZCTBA IIATEXka.

Cay:x0a KIMEHTCKOH MOAJEPKKH — TIO/pa3/ieicHUe
Banka, ocymectBisromee oocmyxuBanne KireHToB nipn
obpamennu B baak mo Temedony, omyOIMKOBaHHOMY Ha
KopnopatuBHOM WHTepHeT-calite banka.

CoeanHeHnne — IIOCIEA0BATENBHOCTE neiicTBuii Kinnenra,
HEOOXOMUMBIX AJIS IMONy4deHHs nocTymna k Cucreme mo
Kanany poctyma B mpezenax OIHOTO HEIPEPHIBHOIO
uHTepBasa BpeMmeHu. [Jlna xaxgoro CoenuHeHUs
AyTteHTH]UKaIM TPOU3BOJUTCS OJUH pa3 U CUMTACTCS
NefcTBUTENBHOH B TedeHue Bcero CoeTMHEeHNUS.
Croponbl — bank u Knuenr.

Cuert — cuet Knuenra, oTkpbIThIii B baHke Ha OCHOBaHUH
JOroBopa OaHKOBCKOTO CYETa W/WIM JI0TOBOpa cyeTa
BKJIaJa «I0 BOCTPEOOBAaHUSI» W/WIN IOTOBOPa CPOYHOTO
0GaHKOBCKOTO BKJIA/Ia.

Tapudbl banka — pasmep BosHarpaxiaeHus banka 3a
npenoctapieHne KIMEHTy yciIyr MO MCHOJIb30BAHUIO
CucTeMsl, B TOM YHUCIIE 3a NIPEIOCTAaBICHHUE BO3ZMOKHOCTH
npoBeneHus: Onepanuid mo CUeTy C HCMONb30BAaHHEM
Cuctemsl.

YciaoBuss — HacTosAmME YCIOBUA JUCTAHIIMOHHOTO
06aHKOBCKOTO oOcnmyxuBaHusi  (U3MYECKUX  JIUI]
nocpeactBom  Cucrembr  EuroLink B AO AKB

«EBPOOMTHAHC MOCHAPBAHK».

DaexkTpoHHoe cpeacTso miaarexa (ACI) — cpencrso u
(nm) crioco0, nozBosstronre Kinenty banka cocraBmisTs,
YAOCTOBEPATh M IEpeNaBaTb PACHOPSDKEHUS B LENAX
OCYILIECTBJICHUsI TIEPEBOJA JIEHEKHBIX CPEACTB B paMKax
mpuMeHsieMbIX  GopM  Oe3HATHYHBIX  PAacyeToOB ¢
UCIIOJIb30BaHHEM HMH()OPMAIIMOHHO-KOMMYHHKAIIHOHHBIX
TEXHOJIOTHH, JJIEKTPOHHBIX HOCUTEIeH HHpOpMAaLuH, B
TOM YHCJIe TIATeXKHBIX KapT, a TAK)KE MHBIX TEXHUUECKUX
YCTpPOJCTB.

DJIEKTPOHHBI AOKYMEHT — JOKYMEHT, MOJNMCAaHHBIN
ACII Kinenra, napopMaiys B KOTOPOM IIPEJCTaBICHA B
9JIEKTPOHHOH (opMe, BKIIOYas, HO HE OrpaHUYMBAsiCh,
3asBJIEHHE Ha OTKPBITHE/3aKPBITHE CPOYHBIX OAHKOBCKHX
BKJI3JI0B, PACIOPSDKEHHS O EPEBOJIE AEHEXKHBIX CPEICTB,
yBEIOMIICHHE 00 W3MEHEHUH/OTCYTCTBHH HM3MEHEHUH
paHee MPeACTaBICHHBIX MACHTH()UKAINOHHBIX CBEICHHH
B paMKax IposeleHuss baHkoM — MeponpusATui,
HaTpaBJICHHBIX Ha WACHTH(UKAIMIO U OOHOBJICHHE
CBEJCHWH O CBOMX KIHEHTaX, WX IPEACTaBUTEIIX,
OceHe(pUIMapHBIX BIAJENbIIaX U BBITOJOTPUOOpETATENX,
3agBieHne 00 orpaHuueHHH oneparmid mo Cuetam,
MIPOBOJUMBIX C NMOMOIIBI0 CHUCTEMBI, HUHBIE 3asBICHUS.
KnueHT npusHaeT, 4To SMEeKTPOHHBINA JOKYMEHT (B TOM
yyclIe NPUIOKEHHUS K JIEKTPOHHOMY NOKYMEHTY, €Cld
TaKOBbIE MMEIOTCS), CHOPMUPOBAHHBIH U NEpEeaHHBINH B
HOpsAKe, IPEAYCMOTPEHHOM JI0roBOpOM, UMEET PABHYIO
IOPUAMYECKYI0O CHIIy C JIOKYMEHTOM Ha OyMa)KHOM
HOCHTEINE, TIOAITNCAaHHBIM COOCTBEHHOPYYHOH MOAIHCHIO.
PUSH-coobmerrne — COOOIIEHHE, HCIOIb3YeMOe IS
nepenadn MHGOpPMAUA HAa MOOWMJIbHBIC TelehOHBI IO

the bank of the Best2Pay service with the purpose of
money transfer from the sender’s bank card to the
recipient’s one (transfer from card to card).

EuroLink System (System) — a system of Remote
Banking Services rendered to physical entities, used,
without limitation, as an Electronic Means of Payment.

Clients Support Service — a Bank unit servicing Clients
upon referring to the Bank by the telephone published on
the Bank’s corporate website.

Connection — a sequence of Client’s actions required for
getting access to the System via the Access Channel within
the frameworks of one continuous interval of time. For
each Connection the Authentication is performed once and
considered valid for the entire period of Connection.

Parties — the Bank and the Client.

Account — the Client’s account, opened in the Bank under
the bank account agreement and/or under the "on-demand"
deposit account and/or Term Deposit agreement.

Bank Rates — the size of Bank fees for the System usage
services rendered to the Client, including for providing
with an opportunity to conduct Account transactions by
means of the System.

Terms and conditions — the present terms and conditions
on remote banking services rendered to physical entities
via EuroLink system in Evrofinance Mosnarbank.

Electronic Means of Payment (EMP) — a tool and (or)
method which enable the Bank’s Client to draft, certify,
and transfer orders for the purposes of transferring
monetary funds within the framework of applicable forms
of cashless settlements using information and
communication technologies, electronic information
carriers, including payment cards, as well as other
technical devices.

Electronic Document — a document signed with the
Client’s EHS containing information in electronic form,
including but not limited to, Application on
opening/termination of term deposits, instruction to
transfer funds, a notice of change/no change in the
identifying information previously submitted in the
framework of the Bank activities aimed at the
identification and update of information about its Clients,
their representatives, beneficial owners and beneficiaries,
Application on limitation of operations with accounts
performed through the System, other applications. The
Client acknowledges that an electronic document
(including attachments to the electronic document, if any)
generated and transferred in the manner provided for in by
Agreement, has equal legal force with the document on
paper signed with the handwritten signature.

PUSH message — a message used to send information to
mobile phones running iOS, Android OS (via Apple Push




yIpaBieHdeM orepanronnsix cucreM 10S, Android OS
(mo Texuomorusm Apple Push Notification Service u
Google Cloud Messaging).

1. OBIIUE ITOJIOXKEHUSA

1.1. Hacrosmue VYcnoBus YCTaHaBIMBAlOT MOPSIOK
oOciyuBaHus (HU3MYECKUX JIMI C HCIOJIb30BAaHHEM
CucteMbl M OINPEAENISIOT BO3HUKAIOUIME B 3TOW CBS3H
npaBa, 00s3aHHOCTH ¥ OTBETCTBEHHOCTH CTOPOH.

1.2. YcnoBus sBIsOTCS TUHOBEIM (opMmyisipom banka u
MOTyT OBITh NpUHATH KUIMEHTOM He MHaye Kak IyTeM
NPUCOCANHEHHS K YCIOBHSAM B IIEJIOM B IOpPAIKE,
YCTaHOBJICHHOM Y CIIOBHSIMH.

1.3. 3axirouenne JloroBopa ocymiecteisiercs KineHToM B
COOTBETCTBUH CO cTaThell 428 I'paxxmaHCKOro Kojekca
Poccuiickoit denepanun nmyreM npeacrasicHus B baHk
3anenenus o npucoedunenuu K Ycnoguam 1a OyMaxxHoM
HOCHTENIe B JIBYX JK3eMIULIpax, COCTaBICHHOTO 110 opme
ITpunoxenns Nel x YcnoBusm.

1.4. Tna monTBepxkaeHus (akta 3axtroueHus JloroBopa u
peructpaiuun B Cucreme bank mnepenaer Kiuenrty
SK3EMITIAP 3asnenenusn o npucoeounenuu K ycnoeuam c
ommemkoii 0 nonyuenuu bankom u npuceoennvim
Jozunom ona éxooa ¢ Cucmemy.

15, bamk c mnmempto o3HakowsieHHs Kimenra ¢
uHpopManueii, mnpexycMoTpeHHo# JloroBopom, B TOM
qyucie C YCIOBHUSAMH, Pa3MEIlaeT BCIO HEOOXOIUMYIO
nHpopmanuio Ha KopriopatiBHOM MHTepHeT-caiite banka
www.evrofinance.ru wmnmu pasmemniaer OOBSBICHHS Ha
CTeHJaX B CTPYKTYpPHBIX mojpa3zieneHusx baHka,
OCyIIECTBIIOIUX 00cTyXuBaHue KineHTos.

1.6. MomMenTOM IyOumKanuu Y cIOBAH U HHPOPMALIH, a

TaKke  MOMEHTOM  o3HakowsieHHMss  Knmenra ¢
OIyOJIMKOBaHHBIMH ~ YCIOBUSIMH M MHpOpManuei
CcYMTaeTCs MOMEHT HWX IIepBOTO pa3MEIeHUs Ha

kopnopatuBHoM UHTepHeT-caiite banka.

1.7. Onosemenne Kimenra mo BompocaMm, CBS3aHHBIM C
ucrionHeHueM JloroBopa, B TOM 4HCJE OIOBEUICHNE
Kiuenra 00 orpaHuueHUU/TIPHOCTAHOBICHUU JOCTYIA K
Cucreme mo wuHHMnuatuBe banka, 00 Omnepamnusx,
COOTBETCTBYIOIIUX MPHU3HAKAM OCYIIECTBICHHS IIEPEeBOIa

JNeHEeXHBIX  cpeacTB  0e3  cormacus  Kuimenra,
ocymectisiercss bankom 1o Cucteme w/wuinm 110
3aperucTpupoBaHHOMY HOMeEpY n/unu yTeM

HanpaBJIeHUsI MHCbMEHHOI'O YBEIOMJIEHHUS IO aJipecy,
ykazaHHOMY KIMEHTOM B KOHTAaKTHOW WH(pOpMAIUU
3asBiIeHUsI O IPUCOEANHEHUH K Y clI0BUsIM. baHK He HeceT
OTBETCTBEHHOCTH 32 HETATUBHBIE MOCIEACTBUS, KOTOPbIE
MOTYT BO3HHKHYTh y KilMeHTa BCIIeNCTBUE HETOTYICHHS
yBenoMIIeHUs! OT baHka ykazaHHBIMH BBIIIIE CIOCOOAMH B
CBsSI3U c HEZI0CTOBEPHOCTHIO/HEAKTYATbHOCTHIO
nHpOpManuy, ykazaHHOH KimeHTOM B KOHTaKTHOH
nHPOPMALINH, a TaKXKe B CBSA3HM C HEJAOCTYMHOCTHIO IS
KimenTa yka3aHHBIX CITIOCOOOB CBS3H.

1.8. ducranumoHHoe OaHKOBCKOE  OOCITy:KUBaHHE
Knuenta ¢ ucnonb3oBanrem CHCTEMBl MPOU3BOAUTCS B
COOTBETCTBUM C  3aKOHOJAATEIbCTBOM  Poccuiickoit
Oenepanuy, YCIOBUSIMU U JOTOBOPAMH, 3aKJIIOUYEHHBIMU
mexay bankom u KiueHTOM, WM MHBIMH JOKYMEHTaMH
banka, onpenensommMu IOPsAI0K MTPOBEACHUS OTIepALIHi
10 cooTBeTcTRyoIEeMy Cuery.

Notification Service and Google Cloud Messaging
technologies).

1. GENERAL PROVISIONS

1.1 The present terms and conditions stipulate hereby
the physical entities service procedure in connection with
the System and identify the rights, obligations and
responsibilities of the Parties arisen in this regard.

1.2. The Terms and Conditions are considered to be a
typical form of the Bank and shall be accepted by the
Client only by means of affiliation to the Terms and
Conditions in general according to the procedure stipulated
by the Terms and Conditions.

1.3. The Agreement conclusion is carried out by the Client
in line with the Article 428 of the Civil Code of the
Russian Federation by presentation to the Bank an
Application on affiliation to the Terms and Conditions in
hard copy according to the form presented in Appendix
No. 1 to the present Terms and Conditions.

1.4. To confirm the Agreement conclusion and registration
in the System the Bank provides the Client with a copy of
the Application on affiliation to the Terms and
Conditions with the Bank’s receipt mark and the
assigned Login to enter the System.

1.5. The Bank posts all the necessary information on the
corporate website of the Bank — www.evrofinance.ru
and/or posts announcement on information boards in the
structural units of the Bank servicing the Clients, for the
purposes of information provision to the Client as set out
by the Agreement, including the Terms and Conditions.

1.6. The time of publication of the Terms and Conditions
and information, as well as the time of presentation of the
published Terms and Conditions and information to the
Client shall be deemed to be the time when they are first
posted on the corporate website of the Bank.

1.7. The Client shall be notified by the Bank of the issues
related to the performance of the Agreement, including
notification of the Client of any restriction/suspension of
access to the System on the Bank’s initiative and
Transactions with the signs of money transfer performed
without the Client’s consent, via the System and/or the
Registered Number and/or by written notification to the
address specified by the Client in the contact information
of the Application on affiliation to the Terms and
Conditions. The Bank shall not be liable for any adverse
effects that may occur due to the Client’s non-receipt of a
notification from the Bank via the above communication
means due to wrong/outdated information specified by the
Client in the contact information, as well as due to the
inaccessibility of such communication means for the
Client.

1.8. The Remote Banking Services shall be rendered to the
Client using the System in accordance with the legislation
of the Russian Federation, the Terms and Conditions, and
the agreements concluded between the Bank and the
Client, or any other documents setting out the procedure of
performing transitions on the respective Account.



http://www.evrofinance.ru/
http://www.evrofinance.ru/

1.9. Basuk B cOOTBETCTBUH C JIOTOBOPOM M Ha OCHOBaHUH
COOTBETCTBYOIINX DIEKTPOHHBIX JOKYMEHTOB
oka3piBaeT KimeHram ycioyrm IO NperoCTaBIEHUIO
BO3MOKHOCTH NPOBEIECHUS C UCNONb30BaHHEM CHCTEMBI
CHEMYIOMUX AeHCTBHI?:

- TIepeBOJ JCHEXKHBIX CPEICTB B POCCHUICKHX pyOIsix
Mexny cBoumu Cuetamu B baHke M Ha cBoM cueTa B
JPYTUX KPEIUTHBIX OPraHU3aIMsiX;

- TIepPeBOJ IEHEKHBIX CPEICTB B POCCHUCKHUX PyOIsIX Ha
cdeTa MHBIX NoiyJaTenel (FOpUANIECKUX U (PH3MUECKIX
JIHLT);

- TIEPEeBOJ JEHEXKHBIX CPEICTB B POCCHICKHX PyOIIX C
momotbeio Cepsrca Best2Pay (¢ Kaprer banka Ha kapty
CTOpPOHHETO OaHKa-3MHUTEHTA, C KAPTHI CTOPOHHETO OaHKa-
smuTeHTa Ha Kapty banka);

- MepeBO/| ICHEeKHBIX CPEJCTB B POCCUICKHUX PYOJSIX Ha
cueT baHka;

- IIepeBO/] ICHEKHBIX CPEACTB B POCCUICKHUX PyONIIX U B
WHOCTPAaHHOH BaJlfoTe Ha OPOKEPCKUE CYeTa, OTKPHITHIC B
banke nnsg Knnenra;

- TIepeBOJI ICHEKHBIX CPEICTB B HHOCTPAHHOU BaIIOTE Ha
CBOHW CUETa, Ha CUETa MHBIX MOIydaTenei (FOpuAnIeCKIX
1 ¢pu3ndeckux um) B baHke, a Takke Ha CBOM CUeTa, cUeTa
WHBIX TIOTyYaTeNel (FOpUInIecKuX u (PU3HIECKIX JINI) B
JIPYTUX KPEIUTHBIX OPTaHU3AIHAX;

- monojHeHue cBoux CUeToB (3a UCKIIOUEHHEM CUETOB,
OTPBITHIX HA OCHOBAHUH JOTOBOPA CPOUHOTO OAHKOBCKOTO
BKJIa1a) B baHke B poccHiickuX pyOIIsX CO CBOHUX CUETOB B
JPYTUX KPEIUTHBIX OPraHU3aIMsiX;

- TepeBOJ JEHEKHBIX CPEACTB B pPYyONsIX B MOJB3Y
IOPUINIECKUX JIMILL u WHIIUBHYaJIbHBIX
MpeIpUHIMATEIEH I OTUIATHl TOBapOB, paboT U yCIIyT
C WCIOJB30BaHUEM PEKBH3HTOB TIEPEBOJA, MEPEIaHHBIX
MoJyJyaTeneM CpEACTB IUIATENBIINKY B AJICKTPOHHON
(dopMe U TIpeICTaBICHHBIX B TOM YHCIIE B BUJIE KOJIa;

- MMOKYITKA-TIPOJaKA MHOCTPAHHOH BaJFOTHI 32 PYOIIH;

- 3aKIIOYCHHE W PACTOP)KEHUE ITOTOBOpa OaHKOBCKOTO
BKJIAJ1a;

- JOCTYH K COXPaHEHHBIM KONHSIM OJIEKTPOHHBIX
JIOKYMEHTOB;

- HAcTpoliKa pa3pelleHus IOIy4eHHUs MEepeBOJIOB C
moMomplo  VneHTudukaTopa  momydatens — CpeiCTB
(BayTpu banka u yepe3 CBII), a Takxke ocymiecTBICHHUS
MEpeBOJOB IO 3ampocaM U3 JAPYIHMX KPEIUTHBIX
opraHu3zaunuii;

- TIoJTydeHue KypHana ornepanui no Cueram (B pyonsix u
WHOCTPAHHOM BaltoTe);

- noJTyueHHne MH(GOPMAIMK O CPOYHBIX BKJIAax;

- oJTy4eHne MH(OpPMAITH 0 KpeAuTax;

- moJTy4eHre nHPOpMaIuu 0 OAaHKOBCKUX KapTax;

- MoJTy4eHre HHPOPMaIIUU 0 OPOKEPCKUX CUETAX;

- moy4yenue uHpopmanmu 06 sTanax oopadbotku B banke
oTnpasieHHOTO KimeHToM DIeKTPOHHOTO JOKYMEHTA;

- TIOJY4YEHHE YBEIOMJICHHH O HEOIIaueHHBIX ITpadax 1
Hayorax (B ciydae O(OpPMIICHHS COOTBETCTBYIOIIEH
TIOJIITUCKH );

- camocrosTenbHas cMena [laposs, Jloruna;

- (hopmMHpoBaHue CBOEH 0a3bl MA0IOHOB TUIATEXKEH;

- obmeH c baHkoMm coo0meHHsIMH CBOOOJHOTO
¢dopmaTta (Cc BO3MOKHOCTBIO NpHCOENHEHHS (aiiioB), B

1.9. The Bank, according to the Agreement and based on
the applicable Electronic Documents, renders services to
the Clients, providing the opportunity to conduct the
following activities by means of the System?:

- money transfer in Russian Rubles between own
Accounts opened with the Bank and to own accounts with
other credit organizations;

- money transfer in Russian Rubles to other
recipients’ accounts (legal and physical entities);

- money transfers in Russian Rubles through the
Best2Pay service (from the card issued by the Bank to the
card of other issuer, form the card of other issuer to the
card issued by the Bank);

- money transfers in Russian Rubles to the Bank
account;

- money transfers in Russian Rubles and foreign
currency to brokerage accounts opened for the Client with
the Bank;

- money transfer in foreign currency to own
accounts, to other recipients’ accounts (legal and physical
entities) opened in the Bank, as well as to own accounts
and to accounts of other recipients (legal and physical
entities) in other credit organizations;

- replenishment of own accounts opened with the
Bank in Russian Rubles from own accounts opened with
other credit institutions (except accounts opened on the
basis of term deposit agreement);

- transfer of money in Ruble in favour of legal
persons and autonomous entrepreneurs as payment of
goods, works and services with use of transfer details
submitted by the payee to the payer in digital form,
including in the form of a code;

- foreign currency exchange for Rubles;

- concluding and termination of Term Deposit
agreement;

- access to stored copies of the Electronic
Documents;

- resolution setting for receiving of transfers with
help of the recipient’s Identifier (inside the Bank and
through the SBP/FPS), as well as for money transfersr on
request of other credit institutions;

- retrieval of a transactions statement (in RF Rubles
or foreign currency);

- retrieval of information on term deposits;

- retrieval of information on credits;

- retrieval of information on bank cards;

- retrieval of information on brokerage accounts;

- retrieval of information on the Electronic
document processing phases in the Bank;

- receiving notifications about unpaid fines and
taxes (if there is a corresponding subscription in place);

- independent change of Password and/or Login;

- creation of own base of payments templates;

- exchange of free format messages with the
Bank (that provides for the possibility of file

2 [Ipu HanuuMy TeXHUYECKOH Bo3MoxkHOCTH y Banka / Subject to technical capability of the Bank.
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TOM YHclie 00 OT3bIBE DJIEKTPOHHOTO ITOKYMEHTa JI0
MOMEHTA ero MCHOoNHeHUs baHkoMm.

1.10. Yenyru B pamkax MoOuneHOH Bepcuu CHCTEMBI
EuroLink® JOCTYIIHBI Knuenram banka,
3aperucTpupoBaHHBIM B CucreMe ¥ UMEIOIIUM
TEXHHYECKYI0  BO3MOXXHOCTh  JUIS  HCIIOJBb30BaHMUS
MoOmbpHOM Bepcun Cuctemsl EuroLink.

1.11. TIlpencraBurens  KnweHta npu  Hajauyuu
COOTBETCTBYIOIIEH MOBEPEHHOCTH? BIpaBe B pamKax
JoroBopa or nmeHHu KimeHTa MOANKMCHIBATL M IOJABATh
3asBICHUA O:

- IPUCOETMHEHNH K Y CIOBUAM (3aKiroueHun JloroBopa);

- bmoxupoBaHny CHUCTEMBI,

- cmene Jlormna w/unu  Komosoro
3aperucTpupoOBaHHOTO HOMEPA;

- HalpaBJICHUH BpemeHHoro napois;

- nepeBose Cucrembl B IHQOpMaLMOHHBIN PEXUM;

- YCTaHOBJICHHM OTpaHHYCHHHA 1O O0O0Imedl cymme
omepanuii 3a KaJlCHAApHBIA IeHb W/WIH KaJCHIapHBIN
MecsL, TpoBOAUMBIX 0 CueTaM ¢ moMoIpio CHCTEMBI,

- otMeHe WH(pOpMANMOHHOTO pekrMa/OrpaHIMYCHUN 110
olmeld cymme orepanuii 3a KaJleHIapHBIA NCHb W/WIN
MecsL, TpoBOAUMBIX 0 CueraM ¢ NoMOIb0 CUCTEMBI;

CIIOBa W/Wiu

- pactopxxenuu JloroBopa.

Bce ocranbHble AeiicTBHS B paMKax —HACTOSIIETO
HoroBopa KimeHT 00s13aH coBeplIaTh JUYHO, €CIIH UHOE
MIPSIMO HE IIPEAYCMOTPEHO Y CIIOBUAMHU.

1.12. Ha orHomenus Mmexnay bankom u Kimenrom
pacrpoCTpaHsOTCA (Knuent CUUTaeTCA
MIPUCOCIMHMUBIINMCS ~ K)  YCIOBHS  TIPEOCTABIICHUS
cepBHCa IO TEPEBOAY JACHEKHBIX CPEACTB B paMKax
CHCTeMbI OBICTPBIX IUIATeXeH, yTBepKIeHHbIe baHKOM,
TEKCT KOTOPBIX oIy OJIMKOBaH B TOpsIKe,
peaycMOTpeHHOM 1. 1.5 u n. 1.6 HacTtosmux Y ciioBuil.
1.13. Ins neneid Y cnoBuit HepabOYUMU JHIMHU CIHTAIOTCS

cy00OTBI M BOCKpeceHbsi (BBIXOAHBIE JHH), 32
HUCKJIIIOUCHHUEM 00BSABIEHHBIX pa60‘II/IMI/I JHAMUA B
YCTaHOBJIEHHOM 3aKOHOATEIBCTBOM Poccuiickoit

Deneparyy nopsAake, a Takke Hepaboune Mpa3THUIHbBIE
JIHY, yCTaHOBJIEHHbIE TpynoBbIM KozxekcoM Poccuiickoit
@denepanyy, U Te [OHU, HA KOTOPBIE B CHIYy HOPM
JEUCTBYIOIETO 3aKOHOJATEIbCTBA Poccuiickoit
denepanyy MepeHOCATCS] BBIXOJHBIE IHU. Pabounmu
OHIMA 1 1enedl  YCIIOBHUH CUMTAOTCS JHH, HeE
SIBJISIFOLIIECS] HEPaOOYMMHU JTHSIMH COTJIACHO HACTOSILEMY
IIyHKTY Y CJIOBHIA.

1.14. Ornomenus banka n Knuenra, HeyperyaiupoBaHHbIE
HACTOSIIIUMH Y CIIOBHSMH, PETYIHPYIOTCS JEHCTBYIOIINM
3aKOHOJATEILCTBOM Poccuiickoi ®depnepanuy,
HOpPMaTUBHbIMM akTamMu banka Poccuu, a Taxxe
JOTOBOpaMH, 3aKIIOYEHHBIMH MEXIy baHkoM u
KnmentoMm, Ha ocHOBaHHMU KOTOPBIX KIHEHTY OTKPHITHI
Cuera.

attachment), including on the revocation of the Electronic
document until its execution by the Bank.

1.10. The services provided via the mobile version of the
EuroLink System? are available to the Bank’s Clients who
are registered in the System and have the technical
capability to use the mobile version of the EuroLink
System.

1.11. Where there is a corresponding power of attorney* in
place, the Client's Representative shall have the right to
sign and submit the following applications on behalf of the
Client as provided for under the Agreement:

- On affiliation to the Terms and Condition (conclusion of
the Agreement);

- for System blocking;

- for Login and/or Memorable word and/or Registered
number changing;

- for receiving the Temporary Password;

- switching the System to the information mode;

- setting up limitations on the total amount of operations
with accounts performed during a calendar day and/or
calendar month through the System;

- cancelling the information mode/limitations imposed on
the total amount of operations performed on accounts
during the calendar day and/or calendar month through the
System;

- for the Agreement termination.

All the other actions and measures hereunder shall be taken
by the Client personally, unless provided otherwise by
these Terms and Conditions.

1.12. Relations between the Bank and the Client shall be
subject to (the Client is considered to have joined) the
Terms and Conditions for providing a money transfer
service within the fast payment system approved by the
Bank, the text of which is published in accordance with the
procedure stipulated in points 1.5 and 1.6 hereof.

1.13. For the purposes of these Terms and Conditions,
Saturdays and Sundays (weekends) shall be deemed non-
business days, except those declared business days in
accordance with the procedure established by the laws of
the Russian Federation, as well as non-working holidays
specified in the Labor Code of the Russian Federation and
the days which weekend days are carried over to by virtue
of the applicable laws of the Russian Federation. Business
days for the purposes of these Terms and Conditions shall
be deemed days that are not non-business days hereunder.

1.14 Relations between the Bank and the Client not
governed by these Terms and Conditions shall be are
governed by the Russian legislation, regulations of the
Bank of Russia, as well as the agreements concluded
between the Bank and the Client, on the basis of which
Accounts are opened for the Client.

3 TIpu nanuuuyu TexHUueckoil BosmoxkHocTh y Banka / Subject to technical capability of the Bank.
4 Ogopmnsercs B Banke wiu npejpoctapisiercs B bank B HoOTapuanbHOW (opMe (C amocTHIEM WIH HHBIMH
JICTAJIM3allMOHHBIMU OTMETKaMH, B ClIydac €€ O(bOpMHeHHH B MHOCTPAHHOM TOCyHAapCTBE, C HaAAJICKAIIUM o6pa30M
3aBepeHHBIM IIepeBoIoM Ha pycckuii s3biK)./ Shall be formalized at the Bank or shall be submitted to the Bank in notarial
form (with apostille or legalization marks, in case of its formalization in a foreign country, with duly certified Russian

translation).




2. HCIHOJIb3OBAHUE CUCTEMBbI

21. JA0CTYHI K CUCTEME

2.1.1. Joctym k Cucreme mpenoctaBisercs Kimenraw,
3aKITIOYMBIINM JlOTOBOpP JUCTaHIIMOHHOTO OaHKOBCKOTO
oOcCiry)KMBaHHs TIyTeM IPUCOEAWHEHUs K YCIOBHSM, U
3aperucTpupoBaHHbIM bankom B Cucreme.

2.1.2. Hoctyn Kmuenta x Cucreme OCYIIECTBIISICTCS
TOJIBKO TPHU YCIOBHM 00s3aTenbHON AyTeHTH(UKamMn
Knuenra.

2.1.3. Odpuumanbueii agpec CUCTEMBI B CETH MHTEPHET:
https://dbo.efbank.ru.

2.1.4. JormH s BXOZa B CHCTEMY IIPHCBAMBACTCS
bankom B MmomeHT peructpaunu Kinnenrta B Cucreme. B
ciryyae yrpatsl/Kommpomerannn/6mokupoBkn CuctemMoit
JlornHa, a Takke B HMHBIX ciydasx KimeHt
(nmpencrasurens Kimenra) BnpaBe oOpaTHThCS JTHYHO B
opuc banka s mpucBoeHus HoBoro JlormHa C
COOTBETCTBYIOIIMM IMUCbMEHHBIM 3asiBieHHeM. KineHt
BIIPABE CaMOCTOSTEILHO MU3MEHUTH JIOrMH mocpeacTBOM
Cucrempr’.

2.1.5. BpemenHblii mnapoib

Hanpasigercs Kiuenrty

Barkom TTOCPEICTBOM CMC-COOOTICHHS Ha
3aperucTpupoBaHHEII HOMEp Npu moxade KimeHTOM
(mpencraBuTenaeM KinenTa) 3anenenusn 0

npucoedunenuu K Ycnoeuam, TpU BO300HOBJICHUH
paboTsl CHCTEMBI TOCIIE MPHOCTAHOBIICHUS IOCTYIIAa K HEH
npu mnoxade Kimentom (npexncraButenem Kimenrta)
COOTBETCTBYIOIIETO MHUCHMEHHOTO 3as1BJICHUSI/TIO
nHunuatuBe banka. BpemeHHbIN maposib NEUCTBYET B
TEYCHHE CpOKa, YKAa3aHHOTO B HANpaBIEHHOM CMC-
coobmernu. Ilpu Hampasnenun Kimenty Bpemennoro
napons bank aHHynupyer geicrByromui  Ilapons
Knuenra.

2.1.6. Kimment o0s3aH M3MeHHTH BpeMeHHBIH Tapoib B
TEUYEHHE CpOKa ero AeHCTBUS Ha NOCTOSHHBINA [laposs,
npu 3ToM BpemenHsli mnaponbs aHHyaupyercs. [ns
IpoIobKeHnst paboTel B Cucreme, B TOM 4HCIIE B CIydae
yrpaTs/KommpomMeTannn/0I0KHpOBKH Cucremoit
Bpemennoro mapossi/[Taponss Knment (mpencraButens
Krnmenra) nomken obpartuthest augHO B opuc banka mms

TIOJTYYEHUS HOBOTO Bpemennoro maposis c
COOTBETCTBYIOIINM IMUCHMEHHBIM 3asBJICHHEM.
21.7.B ciyyae Komnpomeraruu Bpemennoro

napourst/[Taposnsi/Jloruna/3aperucTpupoBaHHOTO
nomepa/KonoBoro cnoBa KimeHT BnpaBe cooOmMTH
banky o d¢akre Komnpomeramun uyepe3s Ciyx0Oy
KJIMEHTCKOW ITOJIEPKKH C y4YETOM IIOJIOXKEHHH ITyHKTa
2.3.7 HactoAmmX YCIOBUM g mOcIeayrouei
6nokupoBku bankom nocryna Kimenra B Cucremy.

2.1.8. bank 6noxupyer mocryn Kimenra B Cucremy Ha
ocHOBaHMHU TpeOoBaHus Kimenra, mepegaHHOro UM Hpu
TuYHOW siBKe B bBaHK (IlepeqaHHOTO TpencTaBUTEIEM
KnnenTa npu nmuHoi siBke B bank) wimm depe3 Ciyx0y
KJIMEHTCKOM MOAJIEPKKHU.

2.1.9. Jlns npoxormkenus paborel B Cucreme B cCirydae
yTpatsl KireHTOM KOHTpOIsl Ham 3aperncTpupOBaHHBIM
HomepoM Kiment (npencraButens KimeHra) nomkeH

2. UTILIZATION OF THE SYSTEM

2.1. ACCESS TO THE SYSTEM

2.1.1. The access to the System is provided to the Clients
who have signed Agreements on remote banking services
by means of affiliation to the Terms and Conditions and
registered in the System by the Bank.

2.1.2. The access to the System is granted to the Client only
after the Authentication.

2.1.3. The official address of the System in the Internet
network: https://dbo.efbank.ru.

2.1.4. The Login to enter the System is assigned by the
Bank at the moment of registration in the System. In case
of loss/Compromise/blocking by the System of the
Client’s Login and in other cases the Client (the Client's
Representative) may personally apply to a Bank Office in
writing to obtain a new Login. The Client shall have the
right to independently change the Login via the System?®.

2.1.5. A Temporary Password shall be sent to the Client by
the Bank by means of SMS to the Registered Number upon
the Client (Client's Representative) submitting the
Application on affiliation to the Terms and Conditions
upon resumption of the System’s operation after
suspending access thereto upon submission of a respective
written application by the Client (Client's Representative)
/at the initiative of the Bank. The Temporary Password
shall be valid for the period specified in the SMS. When
sending a Temporary password to the Client, the Bank
cancels the current Client Password.

2.1.6. The Client must replace the Temporary Password
within its validity with a permanent Password. Then, the
Temporary Password will become null and void. To
continue working in the System, including in case of
loss/Compromise/blocking by the System of the Client’s
Temporary Password/Password, the Client (the Client's
Representative) shall personally apply to a Bank Office in
writing to obtain a new Temporary Password.

2.1.7.In case of Compromise of the Temporary
Password/Password/Login/Registered
Number/Memorable Word, the Client may inform the
Bank of the Compromise through the Client Support
Service taking into account the provisions of point 2.3.7 of
these Terms and Conditions, for subsequent blocking by
the Bank of the Client's access to the System.

2.1.8. The Bank shall block the Client’s access to the
System based on the Client’s personal request submitted in
the Bank personally (submitted by the Client's
Representative personally) or through the Client Support
Service.

2.1.9. To continue working in the System in case the Client
lost control over the Registered Number, the Client
(Client's Representative) shall personally apply to a Bank
Office to specify a new Registered Number.

5 [Tpu Hanuuuy TexHUYECKOi Bo3MoxkHOCTH y Banka / Subject to technical capability of the Bank.
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oOpatuthbcs uuHO B oduc baHka /s ykazaHUS HOBOTO
3aperucTpupoBaHHOTO HOMEPA.

2.1.10. HUcnonb3oBanue Bpemennoro
napodst/[Tapomns/Jloruna/KonoBoro  cnosa,  aelicTBue
KOoTOporo ObulO mpekpanieHo bankoM (o TpeboBaHUIO
Kimenra, mo coOCTBeHHOW WHHMIMATHBE B CIydae
Kommpomeranuu u T.1.), He JOMyCKaeTCsl.

2.1.11. Cmena Kopmororo cioBa npousBoautcs Kimearom
(mpencraBurenem KimeHTta) mpu JMgHOM OOpamieHWH B
oduc banka.

2.1.12. TlogxmodeHne K MoOWIBbHOI Bepcuu CHCTEMBI
EuroLink ocymectBnsercs KimeHTOM caMOCTOSTETHHO
MTOCPEICTBOM CKAaYMBAHUSA W YCTAaHOBKH MOOMIBHOTO
npuioxernns Evrolink (mst i0OS B App Store, st Android
B Google Play), ee 3amycka Ha CBOEM MOOHIEHOM
ycrpoiictee. [l paboThl B MOOMIBHOM Bepcru CHCTEMBI
ucnone3ytorcs Jlorun u Ilaposns/BpeMeHHbIH Maposib,
ucrnonp3yembie s Bxoaa B Cucremy. KimeHT MoxeT
TaKKe YCTAaHOBHUTH IPAaBWIIO JUIA BXOJa B MOOMIBHOE
mpwioxernne 1o Komy goctyma  (mpemiaraertcs
MPWIOKCHUEM TIPU TMEPBOM BXOJE) JMOO C MOMOIIBIO
Touch ID, Face ID wu jgpyrmx cmoco0oB,
MPEIYCMOTPEHHBIX B MOOWJIBHOM MPHIOXKCHUH (TpH
HAIMYAA ~ TEXHHYECKOHM BO3MOXKHOCTH  MOOMIBHOTO
YCTpPOHCTBA).

2.1.13. Uudopmaumus O TOCTaBIIUKE MOOHIBHOTO
npwitoxkenusi Evrolink u ycnoBust ero ucrnonb3oBaHus
pa3MmeniatoTcsa Ha KopriopatuBHoM MHTepHeT-calite banka
www.evrofinance.ru u Ha CTeHZaX B CTPYKTYPHBIX
TIOJIpa3/IeNIeHHsIX banka, OCYILIECTBIISOIINX
obOcnmyxuBanne KimentoB. Pa3memienune yka3aHHOU
WHPOPMALIUK O3HAYaeT IOITBEPKACHHE BO3MOYKHOCTH
ncnonp3oBanus Kinmenrtom MoomnbHOM Bepenn CHCTEMBI
B COOTBETCTBHH C Y CJIOBUSMH.

2.2. TNPUOCTAHOBKA 1N
OI'PAHUYEHUE OBCIHYXKXNBAHUSA

2.2.1. bank BrpaBe 0e3 MPeIBapUTEIEHOTO YBEAOMIICHUS
Knuenra, B ToM 4mciie, HO HE OrpaHWYMBAsCh, B CIIydae
Hapymenusi Knuentom [loroBopa, Kommpomeranuu,
BeIsIBIIeHUsT Omeparyii, COOTBETCTBYIOIIHMX MpPHU3HAKAM
OCYIIECTBJICHUSI TIEPEBOAA [CHEXKHBIX CPEACTB 0e3
cormacusi KimeHTa, BpeMEHHO NPHOCTAHOBUTH WIN
orpannunTh Hoctyn Knmenra k Cucreme. B aToMm cirydae
Bank He3aMe TN TENbHO nocie
MIPUOCTAHOBKH/OTPAHUYEHUsT JIOCTyNa YBEAOMILIET O
(haxTe NpUOCTaHOBJIEHHsI/OrpaHYeHus tocTyna Kirenra
B Cucrteme B nopsjake, IpeAyCMOTPEHHOM MyHKTOM 1.7
HACTOSILUX Y CIIOBHH.

2.2.2. bank BrpaBe BBOAWTb OTPAaHMYEHUS Ha
ucnons3oBanue Kiuenrom KananoB nocryma, B ToM
YpclIe OrPaHWYNTh IE€PEeYCHb BHUAOB ODJIEKTPOHHBIX
JIoKyMeHTOB, Oneparuii 1 PaciopspkeHnid, IpoBeieHIe U
meperada  KOTOPBIX ~ BO3MOXHa  Kmmentom 1o
ompenencHHoMy Kanamy pocTyma, a Takke H3MEHATh
nepedeHb Ormepanuii ¥ QyHKIUH, KOTOpPBIE MOTYT
ocymecTBisiThes Knmnenrom ¢ ncronszosanueM CHcTeMbl

W OrpaHM4YMBaTH BPEeMs NpHUEMa U  HUCIIOJHEHUS
Pacnopsoxenuit.
2.2.3. ®daxt IIPUOCTAHOBJICHUS/OTPaHUYCHHS

OGCJ'Iy)KI/IBaHI/ISI B CucremMe He OTMEHSET 00A3aTEILCTB
KJ'II/ICHTE[, BBITCKAIOIIUX U3 3J'IeKTpOHHI)IX JOKYMCHTOB,

2.1.10. It is not allowed to use the Temporary
Password/Password/Login/Memorable Word terminated
by the Bank (upon the Client’s request on their own
initiative in the event of Compromise, etc.).

2.1.11. The Memorable Word may be changed on the
Client’s (Client's Representative’s) personal request
submitted in the Bank personally.

2.1.12. Connection to the mobile version of the EuroLink
System is carried out by the Client himself by downloading
the Evrolink mobile application (from App Store for iOS,
from Google Play for Android), installing and launching it
on his mobile device. The Login and Password/Temporary
Password used to enter the System are used to work in the
mobile version of the System. The Client may also set a
rule to login to the mobile application via the Access Code
(offered by the application at the first login) or via Touch
ID, Face ID and other methods supported by the mobile
application (subject to technical capability of the mobile
device).

2.1.13. Information on the provider of the Evrolink mobile
application and terms of its use are placed on the Bank's
corporate  website  www.evrofinance.ru and on
information boards in the structural units of the Bank
servicing the Clients. The placement of the said
information shall mean the confirmation of the Client's
ability to use the mobile version of the System in
accordance with the Terms and Conditions.

2.2. SERVICE SUSPENSION AND

RESTRICTION

2.2.1. The Bank reserves the right to suspend or restrict the
Client’s access to the System without preliminary
notification, including, but not limited to, in case of
violation of the Agreement by the Client or a Compromise,
identification of Transactions that qualify for a case of
fund transfer without the Client’s consent. In this case, the
Bank should immediately notify on the fact of suspension/
limitation of the Client’s access to the system according to
the procedure mentioned in point 1.7 of the present Terms
and Conditions.

2.2.2. The Bank reserves the right to impose limitations on
the usage of Access Channels by the Client, including the
list of types of Electronic Documents, Transactions, and
Orders, which can be conducted and transferred by the
Client using a specific Access Channels, as well as to
change the list of types of Transactions and functions that
may be carried out by the Client using the System and to
limit the time of acceptance and performance of Orders.

2.2.3. The fact of suspension / restriction of services in the
System does not cancel the obligations of the Client arisen
from the Electronic Documents verified by the Session
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NOATBEP)KACHHBIX ~ Pa3oBBIM  CEKpeTHBIM  HapoJieM,
HOJy4eHHBIX baHkoM 1 3apeructpupoBaHHbIX B CHcTeMe
JI0 TIPHOCTaHOBIICHUS IeiicTBUsI CUCTEMBI.

2.2.4. Cucrema aBroMaTHiecku Onokupyer Jlorun
Knnenra na 180 cexyHn mnocie Tpex HENpaBHIbHBIX
nonbIToK BBosia Ilaposst. Iocne Tpex mocienoBaTeabHBIX
6nokupoBok [laponst Knmenra Cuctema aBTOMaTHuecKH
NpUOCTaHaBIUBaeT  obcimyxuBaHue Kmumenrta. s
TIPOAOIDKCHUS paboThl B Cucreme Kuent
(mpencraBurens Kimenra) BmpaBe OOpaTHTHCS JIMYHO B
oduc banka.

2.2.5. banHk BripaBe 0e3 peIBapUTEILHOTO YBEAOMIICHUS
KineHTa BBOIWTH OrpaHUYCHUS, NPUOCTAHABIUBATE H
(nnn) IpeKpanaTh BO3MOKHOCTh NIPUMEHEHNS
MOOHJIBHOTO TIpHiokeHus Evrolink.

2.3. TIOPSIJIOK B3AUMOJENCTBUS

BAHKA U KJ/IMEHTA

2.3.1. bank ocymectBuser Onepannn o Cuery Kimenra
Ha ocHOoBaHuM Pacmopspkenuit Kimenrta. YkazaHHble

Pacnopsokenust  mepenatorcst  Kimentom  banky ¢
HCTIOJIb30BaHUEM OTpeieNIieHHBIX YclioBusiMu KaHamos
JIOCTyTIA.

2.3.2. TlonTBeprkaeHue aBTopcTBa PactopshkeHUi 1 MHBIX
DNEKTPOHHBIX TOKYMEHTOB Mpou3BoauTcst Kimmenrom mpu
moMoIy Pa3oBoro ceKpeTHOTo MapoJis.

2.3.3. [eiicTBus, TepevnciIeHHbIe B 1.1.9 HacToOSIIHX
VYCItoBHiA, OCYIIECTBISIOTCS BaHKOM B COOTBETCTBHH C
JIENUCTBYIOILIUM 3aKOHOIAaTEJILCTBOM Poccwuiickoit
®enepanuy, HOpMaTUBHBIMM akTamMu banka Poccun,
HACTOSIIAMH YCIOBHSMH U YCIOBHSMH JIOTOBOPOB
0aHKOBCKOTO CueTa, IOTOBOPOB OAHKOBCKOTO BKJIaja,
JIOTOBOPOB BBIITYCKa U OOCITy>KUBaHHUSA OAHKOBCKUX KapT,

JIOTOBOPOB  OPOKEPCKOr0  OOCIY)KMBaHUS, M  HMHBIX
JIOTOBOPOB, 3aKIIF0YaeMbIx Mex 1y bankom u KirentoMm.
2.3.4. HUcnonpzoBanue Cucrembl s nepegadu

DJEeKTPOHHBIX JOKYMEHTOB HE OrpaHHYMBaeT IIpaBa
Krnmenra mo npemocraBieHHIO B baHK COOTBETCTBYFOIIIX
Pacriopspxkennit  Ha mpoBenenue  Omepanuid, n/wim
COOTBETCTBYIOIIMX JOKYMEHTOB Ha OCYILECTBICHUE
BankoM ompeneneHHBIX JEHCTBUH Ha  OyMaKHOM
HOCHUTEIIE, COCTABJICHHBIX MO (popMe, MpeaycMOTpEeHHOU
COOTBETCTBYIOIIVM JIOTOBOPOM, 3aKIIFOUEHHBIM MEXIY
Croponamu, 1770781078 c y4eToM TpeOoBaHMit
3aKkoHoarenbeTBa Poccuiickoit @eneparuu.

ITpu sToM CTOpPOHBI COTNAMIAIOTCS C TEM, YTO B CiIydae
MOCTYIUICHHS B baHK DNEKTPOHHOTO JOKyMEHTa II0
Kananam mocTyma M COOTBETCTBYIOIIETO JOKYMEHTA WU
pacropsbkeHus Ha nipoBeneHre Onepary Ha OyMakHOM
HOCHUTEIIE, COACPKAIIMX WICHTHYHBIC YCJIOBHUS, JMOO
MOCTYIUICHUT B bBaHK WAGHTHYHBIX DICKTPOHHBIX
JOKyMeHTOB, baHk Oymer paccMaTpuBarh KaXKIbId W3
YKa3aHHBIX  JIOKYMEHTOB  KaK  CaMOCTOSTEJbHBIN
JOKYMCHT, ¥ OCYIICCTBUT BCE ACUCTBUS, HECOOXOIUMBIC
i mpoBepeHuss  Omepanmpd 1O KaxaoMmy — U3
MIpeCTaBICHHBIX/TIepefaHHbBIX KITMeHTOM TOKYMEHTOB.
2.3.5. Eciin B TekcTe YCIIOBHMIA SIBHO HE OTOBOPCHO HHOE,
MOMEHTOM ITOJy4ICHHS DIEKTPOHHOTO ToOKyMeHTa bankom
sBrsieTcs ero Perucrpanus B Cucreme.

Key, received by the Bank and registered in the System
before suspension of the System operation.

2.2.4. The system automatically blocks the Client’s Login
for 180 seconds after three incorrect password attempts.
After three consecutive cases of the Client’s Password
blocking the System automatically suspends service
rendering to the Client. To continue working in the System
the Client (Client's Representative) may personally apply
to a Bank Office.

2.2.5. The Bank may introduce restrictions, suspend and/or
terminate the usability of the Evrolink mobile application
without prior notification of the Client.

2.3. PROCEDURE OF INTERACTION

BETWEEN THE BANK AND THE
CLIENT

2.3.1. The Bank conducts Transactions on the Account of
the Client based on the Clients’ orders. These Orders are
transferred by the Client to the Bank using the Access
Channels established by the Terms and Conditions.

2.3.2. Confirmation of the authorship of Orders and other
Electronic Documents is carried out by the Client by using
Session Keys.

2.3.3. Activities listed above in point 1.9 of the present
Terms and Conditions are conducted by the Bank in
accordance with the effective legislation of the Russian
Federation, regulatory acts of the Bank of Russia, the
present Terms and Conditions and terms and conditions of
the agreements on bank account, bank deposits, issuing out
and maintenance of bank cards as well as brokerage
service agreements, and other agreements signed between
the Bank and the Client.

2.3.4. The applied systems for transferring Orders and/or
free format messages to the Bank do not limit the rights of
the Client on submitting to the Bank corresponding orders
on conduction of Transactions, and/or corresponding
documents on conduction of specified actions by the Bank
in hard copy, made in the form provided for by the relevant
agreement between the Parties and/or considering the legal
requirements of the Russian Federation.

Thereat, the Parties agree that in case the Bank receives an
Electronic document via the Access Channels and
corresponding document or order on transaction
conduction in hard copy, containing identical conditions
on Transaction conduction, either in case the Bank
receives identical Electronic documents, the Bank will
process each of the mentioned documents as independent
document and will execute all actions required for the
conduction of Transaction for each document submitted /
transferred by the Client.

2.3.5. Unless otherwise explicitly stipulated in the Terms
and Conditions, the time of receipt of an Electronic
Document by the Bank shall be the time of its Registration
in the System.
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2.3.6. CTOpOHBI TMPHU3HAIOT B KAYECTBE CAMHOW IIKAJIBI
BpeMmeHH npH padote ¢ Cucremoir MOCKOBCKOE TIOSICHOE
BpeMsi. KOHTpOJIbHBIM SBIISIETCS] BpEMsI CHCTEMHBIX YacoB
anmaparHbIX cpeacTB banka.

2.3.7. CropoHBl TpHU3HAIOT, 4YTO CBs3b KimeHTa co
Ciryx060ii KIIMEHTCKOM MOJIAEPKKH Bbanka
ycraHaBiuBaercs o pabounm nusM banka ¢ 09.30 mo
18.30 u., B mATHHUILY ¢ 0930 mo 17.154., mo
MOCKOBCKOMY BPEMCHHM B MpEANPA3THUYHBIC THH B
COOTBETCTBHH C IIPHUKA30M 110 baHKy, OIryOIMKOBaHHBIM B
MOpAJIKE, IPETYCMOTPEHHOM IMYHKTOM 1.5 YcnoBuil.
2.3.8. Ilpmem OnekTpoHHBIX AOKYyMEHTOB CHcTeMOit
OCYIIECTBIISICTCS KPYTJIOCYTOYHO.

2.3.9. UcnonHaenne DIeKTPOHHBIX JOKyMeHTOB KineHToB
OCYILIECTBIIACTCS B CPOKH, YCTaHOBIICHHBIC
3aKOHOAATeNbCTBOM  Poccuiickonn ~ @enepauuu U
Jorosopom Mexay bankom n Kinrentom, onpeaensiommm
MOPSIIOK TIPOBENICHHST OTEPAIMi 10 COOTBETCTBYIOILEMY
Cuery.

2.3.10. Bamrotrusre omepanuu mo Cueram KimeHTOB C
UCTIONb30BaHNEM CHCTEMBI OCYIIECTBISIOTCS C YY4ETOM
TpeOOBaHUI BANIOTHOTO 3aKOHONATENhCTBAa Poccuiickoit
®denepanui.

2.3.11. CTopoHBI IPU3HAIOT, YTO NepenanHbie KimmeHToM,
MPOWIEIIINM B KaXJOM CiIydae HaJIeKalluM o0pa3om
pouenypy AyreHTudukanmy, ONeKTpOHHBIE
JOKyMEHTBI, TOATBEPXKJICHHBIE Pa30BBIM CEKpPETHBIM
IapoJieM, COOTBETCTBEHHO:

- YIOBJETBOPSIOT TPeOOBAHUIO 3aKIIIOYEHHS CHCIKH B
MIPOCTON NHCBMEHHOH (opMe M BIEKYT HOPHINYECKHE
MIOCTIEICTBHS, aHaJIOTUYHBIE MIOCJIE/ICTBHSM,
MOPOXKIAEMBIM  CIICNIKaMM,  3aKIIOUEHHBIMH  ITyTEM
TIOJNIMCAHUS. JOKYMEHTOB NpH (PU3NIECKOM (B3aHMHOM)
MIPUCYTCTBUH JINL], COBEPIIAIOIINX CHEIIKY;

pPaBHO3HAYHBI, B TOM 4YHCIE€ HWMEIOT paBHYIO
IOPHINYIECKYTO u JIOKa3aTeIbCTBEHHYIO CHITY
AHAJIOTUYHBIM TI0 COJICPKAHHIO M CMBICITY JOKyMEHTaM Ha
OyMa)XHOM HOCHTEJIe, COCTaBJIICHHbIM B COOTBETCTBHHU C
TpeOOBaHUSIMH, MPEABABISIEMBIMH K JOKYMEHTaM TaKOTro
pola, W TOANUCAHHBIM COOCTBEHHOPYYHOW IIOJIKMCHIO
KiueHta, m SBJISIOTCS OCHOBaHHMEM ISl MPOBEICHUS
Bankom Omnepanmii ot mmenu KimeHTa, ocymiecTBIeHHS
BaHKOM COOTBETCTBYIOIUX ACHCTBUIL;

- He MOTYT OBITh OCIIOpEHbI WK oTpunarscs CTopoHaMH
W TPETbMMH  JMIAMH WO  OBITh  NIPU3HAHBI
HeJIeHCTBUTEILHBIMH TOJIBKO Ha TOM OCHOBaHWH, YTO OHU
nepenanbl B bank ¢ ncnonezoBanueM Crucremsl n Kanaaos

JIOCTYTIA,;

- MOFyT 6LITB Hpel]CTaBHeHBI B Ka4CCTBEC J0Ka3aTCJIbCTB,
paBHOCI/UlBHBIX IIMCbMCHHBIM J0Ka3aTeJIbCTBAM, B
MOPSIZIKE, PEIyCMOTPEHHOM 3aKOHOIATEIHLCTBOM
Poccuiickoit denepanuu.

Ilpu sTomM  coobmeHuss  cBobomHoro  (dopmara,
nepe}laHHHe KJ’[HCHTOM 110 CI/ICTGMG, B qacTu

pacriopsbkeHust KiMeHTa JCHEKHBIMH CpEACTBAMH Ha
Cuere (BKJAIE), a TaKKE B YACTH PACIOPSIKCHUS 00
OTKPBITUM ¥ 3aKphITHHM cueta (Bkiaga) baHkom Kk
UCIIOJIHCHUIO He mnpuHHMaroTcs. Taxke bankoMm He
NPUHUMAIOTCA K HCHONHEeHUI0 Pacnopspkenus Kiuenrta
Ha MEePEBOJI ICHEKHBIX CPEICTB B POCCUICKHUX PyOIIIX HA
CBOM cueTa (BKJIAABI) B APYTUX KPEIUTHBIX OpTaHU3aIUIX
WIN CIENUaNbHBIA cUeT omepatopa (UHAHCOBOM
m1atGopmbl, OSHEPHUITAPOM TIO KOTOPOMY BBICTYIAET

2.3.6. The Parties acknowledge the Moscow local standard
time as unified time-scale when working in the System.
Check time is considered to be the RTC of the Bank
hardware.

2.3.7. The connection between the Client and the Client
Support Center of the Bank is established on working days
of the Bank from 9:30 a.m. till 6.30 p.m., on Friday from
9.30 a.m. till 5.15 p.m. (Moscow time)on days before
holidays according to the order of the Bank published in
compliance with the procedure, stipulated by
paragraph 1.5 of the present Terms and Conditions.

2.3.8. Electronic Documents are accepted by the System
24 hours a day.

2.3.9. The Client’s Electronic Documents are performed
within the timing established in accordance with the
legislation of the Russian Federation and the agreement
between the Bank and the Client setting out the procedure
of performing transitions on the respective Account.

2.3.10. Foreign currency transactions on the Clients’
Accounts using the System are performed in compliance
with the foreign currency legislation of the Russian
Federation.

2.3.11. The Parties acknowledge that Electronic
Documents transferred by the Client, every time properly
passing the procedure of Authentication, confirmed by
means of a Session Key, correspondingly:

- meet the transaction conclusion requirements in a
simple written form and bring to legal implications,
originated by the transactions, concluded by means of
ratification of documents in physical (mutual) presence of
individuals concluding the transaction;

- are equivalent, including having equal legal and
evidential force, to identical documents in hard copies in
terms of content and meaning, created in line with
requirements to such type of documents with handwritten
signature of the Client, and are considered as foundation
for transactions conduction by the Bank on behalf of the
Client, for making corresponding actions by the Bank;

cannot be contested or denied by the Parties and
third entities or be acknowledged void only based on the
fact that they have been transferred to the Bank by means
of the System and Access Channels;

- can be presented as testimonies, equal to written
evidences, according to the procedure stipulated by the
legislation of the Russian Federation.

In this case the free format messages that contain the
Client's instructions as to how to dispose of the funds on
the Account and to open/close an account (deposit) with
the Bank transferred by the Client via the System are not
accepted and given effect to. The Bank also does not
accept for execution the Client’s Orders for money
transfer in Russian Ruble to his own accounts (deposits)
hold in other credit institutions or to the special account of
operator of the financial platform, whose beneficiary is
this same Client, submitted by the Client with use of the
System’s interface “Ruble transfer”.
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Kimmentom ¢
«PybOneBsIit

JAHHBIN Kinenr, repeaHHbIe
UCTIoNb30BaHNeM uHTepdeiica CucreMs
MIepEeBOIY.

2.3.12. CrtopoHBI NpU3HAIOT, YTO IepenaHHble baHkom
coo0rieHust cBobotHOTO (hopmara:

paBHO3HAYHBI, B TOM 4YHCJIE HWMEIOT paBHYIO
IOPHIMYECKYTO u JIOKa3aTeJIbCTBEHHYIO CHITY
AQHAJIOTUYHBIM IO COJIEPKaHHIO M CMBICITY JOKyMEHTaM Ha
OyMa)XHOM HOCHTEJIE, COCTaBJICHHBIM B COOTBETCTBHH C
TpeOOBaHMAMH, MPEIBABIIEMBIMHA K JOKYMEHTaM TaKOTO
poda, W TOANHMCAHHBIM COOCTBEHHOPYYHOH ITONMHCHIO
YIOJIHOMOYEHHOTO MpeactaBurens baHka, 3aBepeHHON
neJatpio banka;

- HE MOTYT OBITh OCIIOpPEHBI WM oTpunarscs CTopoHaMH
)44 TPETbUMU JIMaMu HIIN 6I>ITI) IMpU3HAHBI
HeﬂeﬁCTBHTeHbHLIMH TOJIBKO Ha TOM OCHOBAaHHH, YTO OHHU
nepeaanbl Bbankom ¢ wucnonp3oBanueM CHCTEMBI U
Kananos nocryna;

- MOTryT 6I)ITI) MPEACTAaBJICHBI B KaUCCTBE JOKa3aTCJIbLCTB,
PaBHOCWIIBHBIX ~ ITHCBMEHHBIM  JJOKA3aTElNbCTBaM, B
TIOPSIIIKE, MIPEAYCMOTPEHHOM 3aKOHOJIATEILCTBOM
Poccuiickoit denepaunu, npu 3T0M JOMYCTUMOCTb TaKUX
JI0Ka3aTeNbCTB HE MOXET OTPHIATHCS TOJBKO HAa TOM
OCHOBaHHH, YTO OHU MPE/ICTABICHBI B BU/IE DIEKTPOHHBIX

JOKYMEHTOB.
2.3.13. B COOTBETCTBHUH c TpeGOBaHUSAMHU
3akoHOnatenbcTBa  Poccuiickoit  ®enmepanum 00

WHGOPMHUPOBAaHUN KIIMEHTA O COBEPIUCHUH KaXKJOH
OTepanyy C HCIOJB30BaHUEM 3JIEKTPOHHOTO CpPEICTBa
mwiatexxa bank ¢ momomipio CHCTEMBI  yBEJOMIISIET
Knuenta o cosepmeHmn kaxgod Omepanuu ¢
HCTIONBb30BaHUEeM Pa3oBOTo CEKpeTHOTO mMaposs.

I[To mepe cosepumenuss Onepauuii ¢ HCHOIb30BAaHUEM
PazoBoro cekperHoro mapons, baHk He mMmo31HEE
CIIeYIOIEeTO pabouero JTHS dhopmupyer B
ABTOMATHYECKOM peXHUMe XKypHai orepanuii B Cucreme,
K koropomy y KimeHta umeercs MOCTOSHHBIN
(e>xemHEBHBIH, KPYIJIOCYTOUHBIH) nocTtyn mno Kanamam
JocTymna. B yka3aHHBIX jXypHalaxX omepanuii CoIepKUTCS
nHpopManus o0 IBUKEHUHU JICHEXHBIX cpecTB 1o CueTy u
o cocrosiauu Cuera.

Taxxe bank He3aMmemmTensHO MO Mepe 00pabOTKH
Pacniopsoxennit Kitmenra gopmupyer B aBTOMaruueckom
pexxuMe u nepenaer B CucreMy HHPOPMAIHIO O cTaTyce
Pacnopsoxenuid.

@®opmupoBanre baHkOM BBIIIEYKAa3aHHOIO JKypHasa
onepauuit B Cucreme, a Takxe NpUCBOeHHEe baHKOM B
CucteMe COOTBETCTBYIOLIETO cTaTyca PacmopsikeHuto,
ABJISIETCS HaJUIeXKAIINM yBenomieHneM KimeHnrta, B ToM
Ypcle O pe3ysbTarax ImprueMa K HCIIONHEHHIO, OT3BIBA,
OTKa3a B MCTIOJHEHUM PacropsikeHus B COOTBETCTBUH C
HOpPMAaTUBHBIMM akTamMu banka Poccun, u He TpeOyeT
JIOTIOJIHUTENbHOTO HanpasieHus bankom KinueHTy kakux-
00 yBEIOMIICHUH.

Hduem nonyuyenuss Knuentom ot banka yBegomieHus o
coBepuieHHoit Onepanuu, siBisieTcst 1eHb (OPMUPOBAHUS
BankoM BblIIeyKa3aHHOTO XypHasa onepaunuil B Cucreme
- mo Mepe coBepuieHus Omnepauuii, HO He MO3AHEE
paboyero JHs, CIEAYIOIIEro 3a JHEM COBEPIICHHMS
COOTBETCTBYIOIIEH Onepanuu.

2.3.14. KiueHT 00s3yeTCs He peske OJHOro pa3a B 1eHb
ocymecTBIsATs HocTyn K Cucreme mo Kanmamam mocryma
JUId TIONy4deHHsT WH(POPMAIUK O 3apeTHCTPHUPOBAHHBIX

2.3.12. The Parties hereby acknowledge that the free
format messages, transferred by the Bank:

- are equivalent, including having equal legal and
evidential force, to identical documents in hard copies in
terms of content and meaning, created in line with
requirements to such type of documents with holographic
signature of the authorized representative of the Bank and
verified by the stamp of the Bank;

cannot be contested or denied by the Parties and
third entities or be acknowledged void only based on the
fact that they have been transferred by the Bank by means
of the System and Access Channels;

- can be presented as testimonies, equal to written
evidences, according to the procedure, foreseen by the
legislation of the Russian Federation, thereat the
admissibility of such testimonies cannot be denied only
due to the fact that they have been presented in the form of
Electronic documents.

2.3.13. In accordance with the legislation of the Russian
Federation on informing clients of transaction
performance with the use of electronic means of payment,
the Bank shall notify the Client of each Transaction
performance using the System confirmed with a Session
Key.

Upon conduction of Transaction by means of Session Key,
the Bank, not later than the next working day,
automatically generates transactions statement in the
System, to which the Client has permanent access (daily,
round-the-clock) via the Access Channels. The above
mentioned statements contain information on the cash
flows on the Account, as well as on the balance of the
Account.

Also, the Bank, upon processing the Orders of the Client,
automatically generates and transfers to the System
information on the status of the Orders.

The creation of the mentioned statement in the System as
well as assigning corresponding status of the Order by the
Bank is considered to be proper notification given to the
Client, including related to the results on accepting for
execution, revocation, refusal from execution of the Order
according to the regulatory acts of the Bank of Russia, and
do not require additional submittal of any notification to
the Client by the Bank.

The day of receiving notification on conducted
Transaction from the Bank by the Client is considered to
be the day of generating the above mentioned statement in
the System by the Bank - upon conduction of Transaction,
but the day succeeding the corresponding Transaction
conduction day at the latest.

2.3.14. The Client is obliged to enter into the System at
least once a day via the Access Channels for obtaining
information on registered Orders, and on the account
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Pacniopsokenusix, u o coctossHuK CueTa B HEsIX MPOBEPKU
mpoBeneHHBIX bamkom Omnepammii, a Take s
MOJyYeHHs: JKypHajga omepanuid O  COBEpIICHHBIX
Omepanusax ¢ UCIOJIb30BaHHEM Pa30BOro CeKpeTHOro
TIapoJIst.

2.3.15. Hemocrymmienne B Teuenune 10  (mecsity)
KaJIeH/apHBIX AHeH ¢ natel Perucrpanum Pacnopsbkenus
nUcbMeHHOW mpereHsun KimeHra, cocraBieHHOH B
cBoOomHON (opme, HampaBisieMoil B baHK ¢ MOMOIIBIO
Cuctemsr o Kananam moctyna/Ha OyMa)XHOM HOCHTEIE,
0 Hecornacun ¢ Oneparieil, IpOBEICHHON Ha OCHOBAHUN

JAHHOTO Pacnopsoxenns n/unm CHHCaHHBIM
KOMHCCHOHHBIM BO3HArpaskACHUEM, cuuTaeTCA
npusHanueM Kimentom Takoro PacmopsbkeHus U

MOJTBEPXKICHUEM TIpoBeieHHO# Ornepaiun/cnucanHoro
KOMHCCHOHHOTO BO3HAIPAXACHUS.

2.3.16. TIlocne momyuenus bankom ot Kimenra
MMUCBMEHHON TpeTeH3uH O Hecorjacuu c Omneparuei,
MIPOBEACHHOH HAa  OCHOBAHHU  COOTBETCTBYIOILETO
PacniopspkeHus/cincaHHBIM KOMHCCHOHHBIM
BO3HarpakieHHueM, baHK IprocTaHaBiuBaeT AeHCTBHE
Cucremsl B oTHoureHnH KimeHTa u BO300HOBISET €ro
TONBKO Tocie mepenaun KimenroMm (mpexnctaBuTenem
Knmenra) B BaHk COOTBETCTBYIOIIETro 3asBICHUS Ha
OyMa)XHOM HOCHTENE IIpW JHYHOM BH3nuTe KimeHTa
(npencrasurens Knuenra) B bank.

2.3.17. TIlpu BoeisiBneHun bankom Omepanuii  (3a
UCKIIIOUECHUEM Omneparnuit B paMKax CBII),
COOTBETCTBYIOIIUX MPHU3HAKAM OCYIIECTBICHHS IIEpPEeBOIa
JNEHeXKHBIX cpelnctB 0Oe3 cormacust Kiwmenta, bank
BPEMEHHO NpHoCcTaHaBiIMBaeT noctyn Knnenta k Cucteme
W He3aMeMINTeNbHO yBemomisier o0 stom Kimenra B
MOpAJIKE, IPETYCMOTPEHHOM I1.1.7 HacTosAIMX Y CIIOBUH.
Knuent noarsepxaaer/He OATBEP)KIaeT BO30OHOBICHNE
ucnionHenust PacniopspkeHns odpaTtuBInch B bank yepes
Ciyx0y KITMEHTCKOW MOICPIKKH.

B cnyuae, ecnu Kiment nocne mnpoBeneHuss bankom
mpouenypsl  AyTeHTH(QUKAIMU  HE  MOJITBEPXKIAET
BO30OHOBJICHHA  HCIOJHEHWS  PacmopsbkeHus,  TO
COOTBETCTBYIOIIEE Pacnopsokenne CUHTaeTCs
0TO3BaHHBIM KiHeHTOM, MpH 3TOM BO300HOBJICHHE
pabotel CHUCTEMBI OCYIIECTBISETCS TOJBKO TOCIE
nepenaun Knuenrom (npencrasurenem Kimenra) B bank
COOTBETCTBYIOIIETO 3asBJICHUS HAa OyMa)KHOM HOCHTEIe
nipu tnaHOM BH3nTe Kimenra (npencrasurens Knuenra) B
bank.

B cayuae, ecnu Kmmenr mnocne nposeneHus bankom
TIPOLEAYPHI AyTteHTHU]HKAIIN HOJATBEPXKIAET
BO300HOBJICHWE WCTONHEHUs PacmopsbkeHus, To baHk
B0300HOBNSET pPaboTy CHCTEMBI W COOTBETCTBYIOIIEE
Pacnopspkenne ucrnonHsAercss bankom B cnemyromem
TopsAKe:

IpH TOCTYIUIEHHH B bBaHK MNOATBEp)KICHUS
HCTIONTHEHUS B TEUCHHE OINEPALMOHHOTO JHS, ICHEKHbIC
cpeacTBa cnuchBaoTes co Cuera B TeKymud paboumid
JIeHb banka;

OpU TOCTYIJIEHMM TOATBEPXKACHUS  MOCHe
ONEPaLOHHOrO JHS, I€HEKHBIE CPEICTBA CIHCHIBAIOTCA
co Cuera He no3/Hee cieylomero pabouero qus banka.
Bank camocTosITeNnbHO onpeaeseT IpoI0KUTEIBHOCTh
onepanuonHoro mHsi. OO0 omepanuonHoM nHe KimeHT
YBEIOMJIIETCSI TIOCPEACTBOM HANpaBJICHHUST MH(OOPMALIUH
00 5ToM 1o CucTeMe WM pa3MelIeHIs COOTBETCTBYIOMIEH

balance for the purposes of checking the Transactions
conducted by the Bank, as well as obtaining statement on
Transactions by using Session Key.

2.3.15. In case the Client does not submit a claim on
disagreement with Transactions, conducted based on the
mentioned Order and/or deducted commission fee, formed
in free format and submitted to the Bank by means of the
System via Access Channels / in hard copy within 10 (ten)
working days as of the date of Order registration, such
Order is considered acknowledged by the Client of such
Order, and such Transaction/deducted commission fee -
confirmed by the Client.

2.3.16. After receiving by the Bank a written claim from
the Client on disagreement on the Transaction conducted
based on corresponding Order/deducted commission fee
the Bank suspends the System service for the Client and
renews it only after submittal of corresponding written
application in hard copy by the Client (Client's
Representative) upon in-person visit of the Client (Client's
Representative) to the Bank.

2.3.17. Should the Bank identify any Transactions (save
operations performed within SBP/FPS) qualifying for a
case of fund transfer without the Client’s consent, the
former shall temporarily suspend the Client's access to the
System and immediately notify the latter in the manner
prescribed by para. 1.7 hereof.

The Client confirms/does not confirm that the execution of
the Order has been resumed by contacting the Bank’s
Customer Support.

If the Client, identified by the Bank through the
Autentification procedure, does not confirm that the Order
is executable again, the corresponding Order shall be
considered to have been withdrawn by the Client, and the
System’s operation shall be resumed only after the Client
(Client's Representative) files the relevant application to
the Bank in hard copy during in-person visit of the Client
(Client 's Representative) to the Bank.

If the Client, identified by the Bank through the
Autentification procedure, confirms that the Order is
executable again, the Bank shall resume the System’s
operation, and the respective Order shall be executed by
the Bank in the order as follows:

if the Bank receives confirmation of execution
within the banking day, the funds shall be debited from the
Account on the current business day of the Bank;

if the Bank receives confirmation outside the
business hours, the funds shall be debited from the
Account no later than the next business day of the Bank.
The Bank shall independently determine the length of the
banking day. The Client shall be notified of the banking
day through the System or by placing the relevant
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nH(pOpPMANMA Ha JOCKE OOBSBICHWH B ONEPAIMOHHOM

3aje  OOCTy)KMBaHHMA (PU3MYSCKUX JIMI WM Ha
koprnopatuBHoM HMHTepHeT- caiite baHka.
IIpu nHemomyuenun oT KimeHTa BhIIIEYKa3aHHOTO

TIOJTBEPIKICHNs/HE TIOATBEP K IeHNsT baHK BO30OHOBISAET
pabory Cucrembl u wucnosHser PacmnopspkeHus 1o
HCTEUCHUH CPOKOB, YCTAHOBJIECHHBIX 3aKOHOJATEIbCTBOM
Poccuiickoit denepannu.

[opsnok meticTuii npu BeIsABICHNN barkom Omepanuii B

paMkax CBII, COOTBETCTBYIOIINX NIpU3HaKaM
OCYIIIECTBJICHHSI TIEPEeBOJA JICHEXKHBIX CpEICTB 0e3
coraacus Kinenra, onpeeseH VYcnoBusamu

MIPENOCTaBIICHUSI CEpPBHCA 10 TEPEBOAY JACHEKHBIX
CPEeACTB C HCHOJB30BAHHEM HOMEpa MOOHMIBHOTO
TeniepoHa B KauecTBe MJICHTH(UKATOpAa PEKBH3HTOB
NoJyyaTenst JCHEXKHBIX CpPEJCTB B pPaMKaX CHCTEMBI
obictpeix miatexxedd B AO AKB «EBPO®HWHAHC
MOCHAPBAHK».

2.3.18. bank He paccbuiaeT COOOIIEHHSI HOCPEICTBOM
CMC-COOOIIEeHNI Ha 3aperucTpUpOBaHHBIN HOMEp H/HIN
WHOM HOMep MOOHIIBHOTO Tene(oHa, IPEIOCTABICHHBIN B
bank, nnu agpec anekTpoHHOW moutsl KitneHTa, a taxoke
HE MIPOU3BOAUT TeNIe()OHHBIC 3BOHKH C IIEIBI0 MOITyUCHUS
YKa3aHHBIMH CIOCO0aMH KaKOW-THOO WH(pOpMAIHUUA O
Knuenre numn nanseix o Cucreme.

2.3.19. B memix CHWXKEHHS pHCKAa COBEPIUCHHUS
Onepanuii, COOTBETCTBYIOLIUX MpU3HAKaM
OCYIIECTBJICHUS IIepeBOAa JAEHEXKHBIX CpeICTB 0e3

cormacust Knuenra, Kinuent (npeacrasurens Kimenra)
BIpaBe B JIOOOM cllydae MO CBOEMY YCMOTPEHHIO
o0patuThcst B BaHK 111 yCTAHOBJICHUSI OTPAHUYCHUS HA
ocymiecTBiIeHHe orepanuil B CHcTeMe ImyTeM:

- mepeBosia ee B THPOpPMAaIMOHHBIN peXuM;

- YCTaHOBIICHHS COOTBETCTBYIOIINX OTrPAaHMYCHHUHA IO
o0mell cymme omepanwii 3a KaJeHIapHBIH ICHb W/WIH
MeCSIII, MPOBOAMMEIX TI0 Cueram ¢ moMOoIbl0 CHCTEMBL.

Bce orpanndenus ycranaBiuBaroTcs baHkoM He mo3nHee
pabodero mHSA CIEOYIOUIETO 3a JHEM MPUHATHA UM
COOTBETCTBYIOIIETO 3asBJICHUS, IPEAOCTABICHHOTO Ha
OyMa)XHOM HocuTene npu JuuHOHW siBke Kimenra
(mpencrasurens Knuenra) B bank, mubo HampaBiIeHHOTO
Knuenrom nocpenctsom CHUCTEMBL.

3asBieHne 00  yCTAaHOBICHHHM  COOTBETCTBYIOIIMX
OorpaHMYEeHUH 1O oOmed cymme omepanuid  3a
KaJICH/JApHBIH J€Hb W/WIM MECsI, IPOBOJAMMBIX IIO
Cueram ¢ nmomompto CHucTeMBbl, B BUJE DIEKTPOHHOIO
JOKyMeHTa (cooOmieHue cBoOOTHOTO (popMaTa) ITOHKHO
nepenasatbcss Kiimentom B baHk c ykasaHueM B HEM
cyTouHoro Jjmmura (cymma B pyomsax P®) u (wm)
MecsgHOTO JuMuTa (cymma B pyomsx P®), mpu stom
MECSTYHBIN JIMMHUT HE MOXKET OBITh MEHBIIIE CyTOYHOTO.
OTMeHa/M3MEeHEeHNE YCTaHOBJICHHBIX OTPAHUYEHHUH, B TOM
grciae VHGOPMAIMOHHOTO pEeXHUMa, OCYIIECTBISAETCS
bankoM mocne OpUHATHS MM COOTBETCTBYIOLIETO
3asBieHus Kimenra Ha OyMa)KHOM HOCHTeJIe IPH JIMYHOM
sBke Knnenra (npencrasurens Knuenra) B bank.

2.4. HEPEBOJ AEHE’KHbBIX CPEJACTB C
MOMOIIBIO CEPBUCA BEST2PAYS®.

information on the Bulletin Board in the customer area or
on the Bank’s corporate website.

No such a confirmation/non-confirmation received from
the Client, the Bank shall resume the System’s functioning
and execute the Orders upon expiry of the terms
established by the laws of the Russian Federation.

The procedure applied by the Bank after detecting money
transfer operations performed through SBP/FPS without
the Client’s consent is defined by the Conditions of
providing money transfer service with use of mobile phone
number as an identifier of money recipient in the frame of
the fast payment system in EVROFINANCE
MOSNARBANK.

2.3.18. The Bank shall neither send SMS to the Registered
Number and/or another mobile phone number submitted to
the Bank nor messages to the Client’s e-mail address, and
shall not make phone calls for the purpose of obtaining any
information about the Client or the System.

2.3.19. With the purpose to reduce the risk of money
transfer performed without the Client’s consent, the Client
(Client's Representative) has anyway the right to apply the
Bank at his/her discretion to impose restrictions on
performance of operations in the System through:

switching the System to the Information mode;
setting up respective limitations on the total
amount of operations performed within accounts during
the calendar day and/or calendar month through the
System.

All the limitations should be activated by the Bank not later
than the business day next to receiving the relevant
application from the Client in hard copy, submitted
personally by the Client (Client's Representative) or sent
through the System.

The application for setting up respective limitations on the
total amount of operations performed within accounts
during the calendar day and/or calendar month through the
System should be submitted in form of a digital document
(freely written form) by the Client to the Bank, specifying
there a daily or monthly amount in Russian Ruble, taking
into account that the monthly amount may not be less than
the daily one.

The cancelling/modification of limitations imposed,
including the information mode, is performed by the Bank
after receiving the Client’s respective application in hard
copy, submitted personally by the Client (Client's
Representative) to the Bank.

® IIpu manuuuy TexHUYecKoi Bo3MokHOCTH y banka u oneparopa Cepsuca Best2Pay/If technically possible for both the

Bank and Best2Pay operator.
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2.4.1. C nomomsto Ceppuca Best2Pay Kmuent Bmpase
OCYILIECTBIISITH TIEPEBOJl JICHEXKHBIX CPEICTB MEXIY
GaHKOBCKHMH KapTaMH IUIaTeXHBIX cHcTeM  Visa,
MasterCard, MUWP, BBINYIICHHBIMH  POCCHHCKUMHE
KPEOUTHBIMH OPTaHU3AIMAME, B PEKHUME pPEaTbHOTO
BPEMEHH, [IPU 3TOM CPOK 3aUHMCICHHS ACHEKHbBIX CPEICTB
3aBUCHT oT 0aHKa-dMHUTEHTA, BBIITYCTHBIIIETO
0aHKOBCKYIO KapTy TIOJy4aTelsl JCHEXKHBIX CPEICTB.
2.4.2. TlepeBoa ¢ 0OaHKOBCKOI KapThl Ha OaHKOBCKYIO
KapTy MOXeT OBITh OCYILECTBIICH ITpH coriacuu KiueHra
¢ myomuuHo# odeprtoii Oanka Ceppuca Best2Pay. B
ciryyae otkasa Knmenra banka ot cornacusi ¢ ycJIOBHSIMH,
W3JIOKEHHBIMU B TyOnmuyHoil odepre Oanka Cepsuca
Best2Pay, nepeBo ¢ 0aHKOBCKON KapThl Ha OaHKOBCKYIO
KapTy HE MOXET OBITh OCYIIIECTBIICH.

2.4.3. Hacrosmmm KnmeHT yBeZoMIIeH M COTIIaceH, YTO
CTOPOHHHMH OaHK-3MHTCHT, BBITyCTHBIIMH OaHKOBCKYIO
KapTy, BIpPaBe B3UMaTh JOMOJHUTEIbHYI0 KOMUCCHIO 32
NEpeBOA  JICHEXKHBIX CPEICTB, OCYLIECTBISIEMBIH ¢
nomouipto Cepsuca Best2Pay. C tapudamu ctopoHHEro
0aHKa-IMHUTEHTa, BBIIYCTUBILET0 OAHKOBCKYIO Kapry,
KrnueHT nomkeH 03HaKOMHUTBCSA 10 COBEPIICHUS ASHCTBHUH
[0 TEPEBONY ACHEKHBIX CPENCTB, OCYIICCTBISIEMBIX C
momoinkio Ceparca Best2Pay.

2.4.4. Hacrosiuum KiMeHT yBeIOMIJIEH M cOTJlaceH, 4To
nepeBox ¢ Kaptel banka Ha kapTy cropoHHero OaHka-
smuTeHTa ¢ momotbio Cepsuca Best2Pay BozmoskeH mpu
ycrmoBun  monkimroueHus  Kommentom  yeayrm  SMS-
nHGOPMHUPOBaHMS, TOCKONBKY O€30I1aCHOCTh TaKUX
mepeBoioB  obecmeunBaercss TexHoyormerd 3DSecure
(Verified by Visa/MasterCard Secure Code/MirAccept).
IlepeBon MOJITBEPKIAETCSI Knunenrom BBOJIOM
OJIHOPA30BOrO  MapoJis, Hampasiasiemoro B  SMS-
coobmernn Knnenty. Bo3MOXHOCTB THepeBOIOB C
0aHKOBCKMX KapT CTOPOHHHUX OaHKOB-IMHTEHTOB, HE
noaepxuBatoux 3DSecure, MoxeT OBITH OrpaHHYEHA.
2.4.5. Tlpu mepeBojlie ACHEKHBIX CPEJCTB C IOMOIIBIO
Cepsuca Best2Pay obs3annocTi banka orpanmumBaroTcs
TONBKO cOopoM U mepenadeid omeparopy Cepsuca
Best2Pay wnpopmammum o Hamepenmu ~Kimenra
OCYIIECTBHUTH NEPEBO/] C OAHKOBCKOM KapThl OTHPABUTEIS
Ha 0aHKOBCKYIO KapTy noiydarens. bank He popmupyer
Ha OCHOBe IpencraBileHHON Kimentom wuHbOpMarmm
Pacnopsoxennst Kinenra/unsie pacriopsbxenus mo Cueram
KiueHTta, He OCYIIECTBISIET UX IPHEM M HCIIOJIHEHHUE, a
TaKKe HE OCYILECTBIISAET pacueT KOMUCCHH 33 IPOBECHHUE
orepalyy C MOMOUIBI0 YKa3aHHOro cepBHca. baHk He
HECeT OTBETCTBEHHOCTh 3a paboTy Cuctemsl MHTEpHET-
[Tnatexeli, a Takxke ee omepatopa n Oanka Cepsuca
Best2Pay.

2.5. TEPEBOJ AEHEKHBIX CPEJICTB
BHYyTpHU 0anka C HCIIOJIb3OBAHUEM
HOMEPA MOBUJIBHOI'O TEJIE®OHA/
HOMEPA BAHKOBCKOM
KAPTBI/HOMEPA CUETA’

2.4. TRANSFER OF FUNDS WITHIN THE
BEST2PAY SERVICE®

2.4.1. With help of the Best2Pay service the Client may
transfer money between bank cards of the payment
systems Visa, MasterCard and MIR issued by the Russian
credit institutions, real-time, meanwhile the term of
crediting depends on the bank which issued the recipient’s
bank card.

2.4.2. The transfer from card to card may be performed if
the Client accepts the public offer of the Best2Pay bank. If
the Client rejects conditions exposed in the public offer of
the Best2Pay bank, the transfer from card to card can not
be performed.

2.4.3. By means of the present, the Client is notified and
agrees that other bank which issued the bank card may
retain an additional commission for money transfer
performed with help of the Best2Pay service. The Client
should consult the other bank’s tariffs before undertaking
activities of money transfer through the Best2Pay service.

2.4.4. By means of the present, the Client is notified and
agrees that the transfer from the Bank’s card to the card
issued by other bank with help of the Best2Pay service is
available if the Client sat up the SMS-informing service,
given that such transfers are secured by the 3DSecure
technology (Verified by Visa/MasterCard Secure
Code/Mir Accept). The Client confirms the transfer
entering a single password sent within SMS message. The
possibility of transfers from other banks’ cards without
3DSecure could be restricted.

2.4.5. When funds transferring with help of the Best2Pay
service, the Bank s responsibilities are limited to gathering
and transfer of information to the Best2Pay operator about
the Client’s intention to transfer money form the sender’s
card to the recipient’s one. The Bank does not elaborate on
the basis of information provided by the Client any Client
orders/other orders related to the Client accounts neither
receives nor executes them, nor calculates commission for
operation performing through the abovementioned service.
The Bank does not assume responsibility for functionality
of the Internet payment system neither of its operator nor
of the Best2Pay bank.

2.5. TRANFER OF MONEY INSIDE THE
BANK WITH USE OF MOBILE PHONE
NUMBER/NUMBER OF BANK
CARD/ACCOUNT NUMBER?

" TIpu HanMUMM TeXHUYECKOH Bo3MoxkHOCTH y Banka / Subject to technical capability of the Bank.




17

2.5.1. bank B pamkax Cuctemsl EuroLink, B Tom umciie ee
MOOMITEHOM BEpCUH, [IPENOCTABIISAET Kinenty
BO3MOXKHOCTb:

- COBEpILATh ONEpaIyy IO MEPEBOY ACHEKHBIX CPEICTB
co cBoero Cuera B banke nHa Cuer npyroro Kiuenra,
OoTKpHITHIH B banke, ¢ ykasanumem HMnenrudukartopa
TOJTydaTesst CpelICTB/HOMepa OaHKOBCKOM KapThl/HOMEpa
Cuera KnmeHTa—TIONmydaTenss JEHEXHBIX CpPEACTB
nosb3oBarenss Cucrembl EuroLink (mamee — «Kimuent-
monmy4arenby»). IlepeBon nmeHexxHBIX cpenctB co Cuera
omnoro Kmmenta B bamke Ha Cuer mpyroro Kimenra,
OTKpbITBIA B baHke, namee Takke HMEHYyETCs
«BHYTPEHHHUH MIEPEBOAY;

- moy4daTth Ha cBoii Cuer B banke neHexHBIE cpencTBa
BHYTPEHHUM  IIEPEBOJIOM  IIOCPEICTBOM  YKa3aHHUs
KnrenToM-miaTenbukom Wnentudukaropa
MoJIy4aTessi CpeACTB/HoMepa OAHKOBCKOW KapThl/HOMEpa
Cueta Knuenra — mosyuatesns.

2.5.2. KiimeHT JaeT cBoe coriiacue Ha UCIOJIb30BaHUE €ro
3aperucTpupoBaHHOTO  HOMEpa B KadecTBe
Wnentndukaropa noiydaress cpeicTB IIPHU BHyTPEHHEM
NIEpeBOAEC B €ro MOJb3Y IMyTEM MOIKIIOUEHHUS YCIyTH
3a4nciIeHHs ¢ momomiplo Mnentudukaropa mosydaresns
cpenctB n BbiOOpa Kmmenrom Cuera w3 4dmcima CBOUX
CueroB B wmHTepdeiice «Hactpoitku — IlepeBompi»
Cuctemsr EuroLink (B wuntepdeiice «Hactpoiiku —
Cucrema OBICTPBIX IJIATEKEH» - NPU HUCIOJIH30BAHUU
MoOmbHOM Bepcun Cuctemsl EuroLink).

KiueHT yBenoMileH M COIJIaceH, 4TO B cCiydae, ecliu
3apeructpupoBaHHblii HoMep Kimenra coBmagaer c
3aperucTpupoBaHHBIM HOMepoMm Jpyroro KimeHTa,

BHYTPEHHUII TIepeBOJl C  HCIOJb30BaHMEM  TaKUX
3aperucTpupoBaHHbBIX HOMEpOB B KavyecTBe
Wnentnduxaropa HOJTydaTess CpencTB HE
OCYIIECTBIISICTCS.

KrnmeHt yBenomiieH n coriaces, 4To B CIydae, €Clii UM
MOJKIIIOYEHA  yCJIyra  3a4MCICHHS C  TOMOIIBIO
Wnentudukaropa nonyyarens CpelCcTB, IPH 3TOM paHee
BbIOpaHHBIH Knnentom CueT 3auylcieHHs IEpeBOJOB
3aKpBIT WIH GaHKOBCKas xapra® SIBIISIETCSA
HEJCHCTBYIOIIEH, TO JEHEKHbIE CPEJCTBA 3a4UMCISAIOTCS
Ha Cuer, omnpeneneHHbII BaHKOM CcaMOCTOSTEIHHO U3
yucna Cueros KimeHra, 10 MOMEHTa OuepeIHOTO BEIOOpa
Knuenrom Cuera 3aunciieHus NEPEBOIOB U3 YHUCIIA CBOUX
CueroB B wuHrepdeiice «Hactpoiiku — IlepeBogbi»
Cuctembl EuroLink (B wuntepdeiice «Hactpoiiku —
Cucrema OBICTPBIX IIIATEXKEH» - NPU HCIOIH30BAHHU
MobOmibHOM Bepcun Cucremsl EuroLink).

253. Tlpu ykasanuu  KIIMEHTOM-ILIATEIBIIUKOM
3apeructpupoBaHHOr0o HoMepa KimmeHTta-momydarens B
KadecTBe VneHTupukaTopa  TmosydaTens — CpPEICTB
JeHeXHble cpeacTBa 3auncistorcss Ha Cuer KimeHra,
onpeneseHHblil KilneHToM caMoCTOSTENbHO U3 YUCIIa €ro

CuetoB. Ilpm ykazanuum KiHEHTOM-TUIATENBITIKOM
HOMepa OaHKOBcKOW kapTbl KimeHra — momydarens,
JEHeXHble  cpeacTBa  3auMcisitorcs  Ha  Cuer,

COOTBETCTBYIOIINH IaHHON OaHkoBckoi kapte. Ilpnm
ykazanun Knunenrom-mnatensummkom Cuerta Knuenrta —
0JIy4aTessi, IEHEKHbIE CPEJICTBA 3aUUCIISIOTCS Ha TaKOU
Cuer Kiwmenra—nonyyatens. Ilpu 5ToM JeHEXKHbIE

2.5.1. The Bank via EuroLink System, including its mobile
version, provides the Client with the following
opportunities:

- to conduct transfers of funds from his/her own account
with the Bank to the account of another Client opened with
the Bank, indicating Recipient Identifier/ Bank Card
Number/ Account Number of the Receiving Client — user
of the EuroLink System (hereinafter referred to as the
Receiving Client). Transfer of funds from the account of
the Client with the Bank to the account of another Client
opened with the Bank is hereinafter referred to as Internal
Transfer;

- to receive funds by means of internal transfers to his/her
own account with the Bank by indicating the Receiving
Client’s Recipient Identifier / Bank Card Number /
Account Number by the Paying Client.

2.5.2. The Client gives his/her consent to use his/her
Registered Number as the Recipient Identifier for internal
transfers in his/her favour through activation of the
crediting service with help of the Identifier of money
recipient and selection of an Account among his own
accounts through interface “Settings-Transfer” of the
EuroLink system (within the interface “Settings-Fast
payment system”, if the EuroLink’s mobile version is
used).

The Client is notified and agrees that in case the Registered
Number of the Client is the same as the Registered Number
of another Client, an internal transfer using such
Registered Numbers as the Recipient Identifier of the
funds will not be performed.

The Client is notified and agrees that in case of activating
the crediting service with help of the Identifier of money
recipient and the previously selected Account for crediting
funds is closed, or the bank card® is invalid, thus, the
money will be credited to the Account defined by the Bank
independently and selected from the Client accounts, until
the Client will select once again the Account for crediting
funds among his own accounts through interface “Settings-
Transfer” of the EuroLink system (within the interface
“Settings-Fast payment system”, if the EuroLink’s mobile
version is used).

2.5.3. If the Paying Client specifies the Registered Number
of the Receiving Client as the Recipient Identifier, the
funds shall be credited to the Client's account determined
by himself from the list of the his own accounts. If the
Paying Client specifies the Receiving Client's bank card
number, the funds shall be credited to the Account of this
bank card. If the Paying Client specifies the Receiving
Client's Account, the funds shall be credited to such
Account of the Receiving Client. In this case, the funds
under the respective transaction can be transferred only to

8 Cuer, coOTBETCTBYIOIMII JaHHOH OaHKOBCKOH KapTe, BeIOpaH Kimentom B kauectse Cuera 3admcieHus
nepesogos/An account corresponding to this bank card selected by the Client as the Account for crediting funds.
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CPeACTBa MO COOTBETCTBYIOIIEH ONepanuyu MOTYT OBITh
3aqnucieHbl  Tonbko Ha Cder, peXumM KOTOpPOTO
IpegycMaTpUBaeT BO3MOXKHOCTh TAKOT'O 3a4UCIICHUS.
25.4. Jna cosepuieHns KiMeHTOM—IIIATENBITUKOM
omepalMd IO  BHYTpeHHeMy  mepeBony  baHk
npegoctapiseT KiMeHTy-IUIaTeNnbIUKy BO3MOXHOCTD
HCTIONb30BaTh Wnenruduxarop MOJy4aTens
cpeacTB/HoMep OaHKOBCKOM KapTe/Homep Cuera s
meneit  ¢gopmupoanuss B Cucreme  EuroLink
Pacnopsxenust. Wnentudukatop MOJTy4aTest
cpencTs/HoMep — OaHKOBCKOWM — KapTel/HOMep  Cuera
BBoauTCcs KimeHTOM-TatenspIikoM B HHTepdetice
“TTepeBon kiuenTy 6anka” Cucremsr EuroLink.

KrmeHT yBe1oMIIEH 1 COTTIACcEH, YTO B IENAX COBEPIICHUS
omepanuii MO0 BHYTPEHHEMY IEPEBOJY HCIOJIB3YIOTCS
CBElleHHs1 B 00beMe, IPEeIyCMOTPEHHOM JAEHCTBYIOLIMM
3akoHozAarenscTBOM Poccuiickoit @enepanuu.

[Ipu yKa3aHUH KnuenroM-nnatenpumkomM
Wnentuduxaropa MoJIyJarTens CpelcTB/HOMEpa
O0aHKOBCKOW  KapTe/HOMepa Cuera [UIa  meJei
cocTaBleHUs PacniopspkeHUs A7t BHYTPEHHETO MIepeBoa
UCTIONB3YIOTCS AaHHbIE, TIpelocTaBIeHHbIe baHKOM.

Ipn yKa3aHUU Knunentom-nmatensmmkom
Unentudukatopa  modydaTelsi/HOMepa  OaHKOBCKOI
KapTel/HOMepa CueTa CpeacTB A LeNed COCTaBICHHS
Pacnopsoxenust  bank  mpenocraBiser  Kiumenry-
IUTaTeNBIIUKY COOTBETCTBYIOIIHE yKa3aHHOMY
Wnentuduxaropy HoJyJaTens CpeICcTB/HOMEPY
O0aHKOBCKOW  KapThl/HOMepy Cuera cBeaeHHs JUIst
NpOBEPKH: (GaMUiusi, MMs, OTYECTBO (IPU HAITHMYUH)
Knuenra — nonywarens (hamuins NpenocTaBiseTcs B
MacKMpOBaHHOM Buze). KiIMeHT yBenomileH M coryiaceH
Ha Tepegady YKa3aHHBIX CBEINEHUH ML TPOBEPKH
apyromy Knnenry, ykazaBiiemMy aiist nesieit BHyTpeHHETO
nepeBoga cooTtBercTByronnid Kimmenty Waentudukarop
TIoJTydaTenst CpelCTB/HOMEep OaHKOBCKOW KapThl/HOMEp
Cuera.

B cmydae ycmemHod mpoBepkn — Kimentom
IUTaTENIBIIUKOM  IMPEJOCTABJIEHHBIX  CBEJACHHWH, OH
NOANKCHIBAET U nepenaer B bank Pacnopsbkenue B
MOpSiAKE, OMPENETICHHOM HACTOSIIMMHU Y CIIOBHSAMH.
Knwnent - nosyyarens yBeZOMIIEH U COTJIACEH, YTO MOCIIE
ucrionHenust Pacriopspkennst KimeHra — martenblnuka,
yKa3aHHOTO B HacTtosmeMm IyHkTe, KimeHry
IUIATEIBIINKY CTaHOBSTCS  JIOCTYIHBI  ITOCPEICTBOM
Cucrembl (M3BECTHBI) PEKBU3HTHI COOTBETCTBYIOLIETO
NepeBosia, B TOM 4Hcie (aMuiIus, UMs, OTYECTBO (IIpH
Hanmmuny) KiweHTa — mosywarens u HOMep cyeTa, Ha
KOTOPBII 3a9UCIICHBI IeHEKHBIE CPEACTBA.

2.5.5. bauk Bmpase ompenenste Buabl CueToB, ¢
KOTOPBIX/HA  KOTOPBIE  MOXXET  OCYIIECTBISATHCA
BHYTPEHHHH TIEPEBOJ] B TOPAIKE, INPEIyCMOTPEHHOM
pasnenom 2.5 HacTOSHX Y CITIOBHM.

2.6. XPAHEHHWE PACHOPSI)KEHUI O
IMPOBEJEHNUU ONNEPAIIUN, 3SAITMCEN
TEJE®OHHBIX PA3TOBOPOB

2.6.1. bank o0s3aH 00ecHeYUTh XpaHEHHE IMOJTYYEHHBIX
ot Knuenra Pacnopspkenuii, JIokyMEHTOB MO BKIaay B
TeueHHe Hpe1yCMOTPEHHBIX 3aKOHO/IATEIbCTBOM
Poccuiickoit  @denepanuu  CpOKOB ANl XpaHEHUS
AHAJIOTMYHBIX JIOKYMEHTOB, COCTABJICHHBIX HA OYMa>KHOM

an Account, the mode of which provides for the possibility
of such transfer.

2.5.4. In order for the Paying Client to execute an internal
transfer, the Bank shall provide the Paying Client with the
possibility to use the Recipient Identifier / Bank Card
Number / Account Number for the purposes of forming an
Order in the EuroLink System. The Recipient Identifier
/Bank Card Number/Account Number is entered by the
Paying Client in the interface "Transfer to Bank Client" of
the EuroLink System.

The Client is notified and agrees that for the purposes of
internal transfers the information is used to the extent
provided by the current legislation of the Russian
Federation.

The data provided by the Bank shall be used for internal
transfers for the purposes of drafting the Order, when the
Paying Client specifies the Recipient Identifier / Bank
Card Number / Account Number.

If the Paying Client specifies the Recipient lIdentifier /
Bank Card Number / Account Number for the purposes of
drafting an Order, the Bank shall provide the Paying Client
with the following information corresponding to the
specified Recipient Identifier / Bank Card Number /
Account Number to verify: name, surname, patronymic (if
any) of the Recipient Client (surname provided in
disguise). The Client is notified and agrees to convey this
information for verification to another Client who
specified the respective Client's Fund Recipient Identifier
/ Bank Card Number / Account number for internal
transfer purposes.

In case of successful verification of the submitted
information by the Paying Client, he shall sign and submit
the Order to the Bank in the manner determined by these
Conditions. The Recipient is notified and agrees that, since
the Payer’s order specified in the present point is executed,
the Payer receives access through the System to the
Recipient’s payment data, including his name and surname
and the number of credited account.

2.5.5. The Bank is entitled to determine the types of
Accounts from which/to which an internal transfer can be
conducted in accordance with the procedure stipulated in
Section 2.5 of these Conditions.

2.6. STORAGE OF ORDERS ON
TRANSACTIONS, TELEPHONE
CONVERSATION RECORDS

2.6.1. The Bank shall ensure that Orders, Deposit
documents received from the Client are stored within the
term stipulated by legislation of the Russian Federation for
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Hocutene. Crocob M GopMaT XpaHSHHsI ONPEACIISIOTCS
bankom caMoCTOATENBHO.

2.6.2. Bce omepauuu, npousBoguMeie CTopoHamMH B
Cucreme, (QUKCHPYIOTCS B  INPOTOKOJAax  pPabOTHI
NPOrpaMMBbl, XpaHsmmxcs B 0a3e gaHHbIX CHCTEMBI B
banke. B cimywae pasHormacus wexny bankom wu
KnueHToM B OTHOIIEHMM TEpEelaHHBIX OJIEKTPOHHBIX
JokymMeHToB ~ CTOpOHBI ~ NPU3HAIOT B KauecTBe
JIOKA3aTeNbCTB yKa3aHHBIC 3alliCH, a TakKe 3allUCH B
mpoTokoie paboTsl CucteMsl, XpaHsmuecs B banke.

Cuctema Bemer yd4eT [OEHCTBHH, MPOM3BOIUMBIX
Croponamun B Heil. CdopmupoBanneie bankom
COOTBETCTBYIOIIME  OTYETHl 10  IPOU3BEICHHBIM
omepanusaM (mevictBusM) B Cucteme Ha OyMaXKHBIX
HOCUTEJISX 110 dbopme Banka, IOAIIMCAaHHbBIE
YIIOJTHOMOYCHHBIM JIUIIOM banka wu CKPCIJICHHBIC
IIC4YaThbrO BaHKa, SIBJISIFOTCA JOCTAaTOYHBIMHU

JoKa3aTenbcTBaMu  (hakToB coBepiueHuss CropoHamu
omepauuit u geiictBuit (B ToM umciae Cucremoit
aBTOMAaTHYECKH),  NPEOYCMOTPEHHBIX  HACTOSIIMMHU
YcnoBusiMH, W MOTYT OBITH HCIIOJNB30BAaHBI IIPH
pa3pemeHny 00X CIIOPOB, a TAKXKE MPEIOCTaBICHEI B
Cya.

2.6.3. KimeHT yBemomileH O TOM, YTO BCE Telie()OHHBIC
Pa3sTOBOPHI 3aIMCHIBAIOTCS U XpaHATCs B banke B TedeHue
CpOKa, YCTAaHOBJIEHHOT'O 3aKOHOJaTeNbCTBOM Poccuiickoit
Deneparyu. 3anucu yKa3aHHBIX  TeleOHHBIX
PasroBOPOB MOT'YT OBITh MCIIOJIB30BAHBI IIPH Pa3peLICHUH
JIFOOBIX CIIOPOB, @ TAK)Ke MPEJOCTABJICHBI B CY/I.

3. KOHOUJIEHIIUAJBHOCTD

3.1. Bank 00s13yeTcs NPUHATH BCE JOCTYIHbIE MEpBI JJIs
MIPEJOTBPALICHUS  HECAaHKIMOHMPOBAaHHOTO  JIOCTyIa
TPETHHX JIUII K MHPOPMAIIUHU, COCTABIISIONIEH OAaHKOBCKYIO
taitHy KnuenTa. JIro6ast nHGOpManus Takoro poja MOKeT
OBITh NPEAOCTaBJIEHa TPETHUM JIMIIAM HE WHA4Ye Kak B
opsiKe, YCTaHOBJICHHOM 3aKOHOaTEIbCTBOM
Poccuiickoit ®enepanum.

3.2. Hacrostmum KimneHT npu3HaeT, 4To HCITOb30BaHUE B
COOTBETCTBUM C HACTOSIIMMM YciaoBUsAMH Pa3oBbix
CEKPETHBIX MapoJie, a Takke MOPSI0K AyTeHTH(PUKAINT
n jocryna Knmenta k Cucreme J0CTaTO4HBI AJIst
obecrieueHust 3amUThl nepegaBaemord mo Kanamam
Joctyna MHQOPMAIMM OT  HECAHKIMOHHWPOBAHHOTO
noctyna K Hed Ttperbux Jun. Ilpu stom Kiment
MTOJITBEPKIALT, YTO €My M3BECTHO O TOM, YTO B IIpoIecce
JlucTaHmMoOHHOT0 6aHKOBCKOT'O 00CITY>KHBaHHUS BO3MOXEH
PHCK HECAHKIIMOHMPOBAHHOTO JOCTYINAa TPETBUX JHIl K
Takod WH(OpMALMK M HACTOSIIMM BBIPAKAET CBOE
cornacue ¢ TeM, 4yTo baHk He HeceT OTBETCTBEHHOCTH 3a
pasriamenue nHdopmanuu o KiueHre B ciyyae Takoro
HECAHKIIMOHMPOBAHHOIO AOCTYIIA.

3.3. Ilepenaua Knuenrom Jlornna, BpemenHoro nmapods,
IMapons, Konosoro cinosa, Pa3oBbIX CeKpeTHBIX Mapoien
TPETHUM JIMLIAM HE JOIYyCKAeTCs, TAK KaK BJIEUET PHUCK
HECAaHKLMOHUPOBAaHHOI'O  JOCTyNa TPETbUX JIMI K
nepenaBaeMoii mo Kanamam poctyma wadopmaruu. B
cnyuae mnepegaun  Knmentom Jlormna, Bpemennoro
napoutst, [lapons, KomoBoro cinosa, Pa3zoBeix cekpeTHbIX
napousiell TpeTbuM uiaM baHk He HeceT OTBETCTBEHHOCTU
32 HECAaHKIMOHMPOBAHHBIA JOCTYN K IepeaaBaeMoi

storing similar documents drawn up on paper. The method
and format of storing are determined by the Bank
independently.

2.6.2. All the operations carried out by the Parties in the
System are fixed in the protocols of the System operations,
which are kept in the database of the Bank System. In case
of disagreement between the Bank and the Client related
to the transferred Electronic Documents, the Parties
acknowledge the mentioned notes, as well as the notes
fixed in the System operations protocol stored in the Bank,
as evidences.

The System tracks the actions carried out by the Parties
therein. The corresponding reports on conducted
operations (actions) in the System, generated by the Bank,
made in hard copies according to the Bank’s form, signed
by the authorized signatory of the Bank, and sealed by the
Bank , are considered to be sufficient evidences of facts of
operations and actions made by the Parties (including
automatically by the System), foreseen by the present
Terms and Conditions, and can be applied for settlement
of and disputes, as well as submitted to the court.

2.6.3. The Client is notified that all telephone
conversations are recorded and stored in the Bank within
the time period established by the laws of the Russian
Federation. Records of these telephone conversations can
be used when resolving any disputes, as well as submitted
to the court.
3. CONFIDENTIALITY

3.1. The Bank is obliged to take all available measures for
preventing the unauthorized access of third parties to the
information considered bank confidentiality of the Client.
Any type of such information can be provided to the third
parties only according to the procedure stipulated by the
legislation of the Russian Federation.

3.2. Hereby the Client acknowledges that the application
of Session keys according to the present Terms and
Conditions, as well as the Authentication procedure and
the procedure regulating the Client’s access to the System
by using Identifiers are sufficient for protection of the
information transferred via the Access Channels from
unauthorized access of third parties. Thereat, the Client
confirms that he/she is informed about the possibility of a
risk of unauthorized access of third parties to such
information in the process of remote banking services and
hereby agrees with the fact that the Bank does not bear
responsibility for disclosure of information on the Client
in case of such unauthorized access.

3.3. Transferring of information on the Login, Temporary
Password, Password, Memorable Word, Session Keys by
the Client to third parties is prohibited, as it generates risk
of unauthorized access of third entities to the information
transferred via the Channel of Access. In case of
transferring of information on Login, Temporary
Password, Password, Memorable Word, Session Keys by
the Client to third parties, the bank does not bear
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uHpopManun W ymepd, npuuuHeHHBIH KimeHty
BCJIEICTBHE TAKOTO HECAaHKLIHOHUPOBAHHOTO JOCTYIIA.
3.4. Hacrosmum KimeHT mnpusHaer, 4ro B Ipolecce
nepenaun  MHGOPMALMM ITyTEM HANPaBICHHUS CMC-
cooOIieHns: Ha 3aperucTpUpOBaHHBI HOMEP BO3MOXKEH
PHCK HECAHKIIMOHUPOBAHHOTO JOCTYNa TPEThHX JIHMIl K
Takod WH(OpMALMK M HACTOSIIMM BBIPAKAET CBOE
corylacue ¢ TeM, 4To baHk He HeceT OTBETCTBEHHOCTH 3a
pasrnamenne wHGopMarmu o Kimenrte, Omepanmsx B
Clly4ae TaKOro HeCAHKIIMOHUPOBAHHOTO JIOCTYTIA.

4. BO3HAI'PA’KJIEHUE BAHKA

4.1. Pasmep W mOpSNOK ylepKaHHS KOMHUCCHOHHOTO
BO3HArpaXkKACHUS 3a IpejocTaBileHHe baHkoM ycimyr B
COOTBETCTBUU C YCIOBUSMHU YCTAaHABIMBAIOTCSI COIIACHO
Tapucdam banka.

4.2. KimeHT HACTOSAIMM MpPENOCTaBIsIeT baHKy IpaBo
CIIUCHIBATh  0€3  MIOTONHHUTEIBHOTO  PaCIOPSHKCHUS
KinnenTta cymMbl KOMUCCHOHHOTO BO3HarpaxkaeHust banka
3a yciIyrd B cooTBeTcTBUU ¢ Tapudamu banka, a Taxke
Jpyrue pacxopbl, IOHEeceHHble baHKOM B CBS3U C
ucnoinHeHueM Pacnopsbxenuid, /J[okyMeHTOB 1o BKIany
W/WIM UHBIX ODJIEKTPOHHBIX JOKYMEHTOB, B TOM YHCIE
KOMHCCHOHHBIE BO3HATpaXAeHUsI OaHKOB-KOHTPAreHTOB,
¢ mobrix CuetoB Knmenrta B baHke, kak OTKpBITBIX Ha
MOMEHT npucoenvHeHuss KimeHTta K  HacTosALIMM
VYcmousim, Tak U co CUeToB, KOTOpHIE MOTYT OBITh
oTkpeiTel  KimeHTy bankoM B Oymymem, COTJIAaCHO
COOTBETCTBYIOIIMM JIOTOBOpaM, 3aKIIOYEHHBIM MEXIY
Croponamu.

HecmoTps Ha ykazannble nosoxenuss KinueHT Bopase
OCYIIECTBJISATH OIUIaTy KOMHCCHOHHOTO BO3HATPaKIACHUS
banka 3a ycnyru B coorBercTBuM ¢ Tapudamu banka, a
TaKkXe JpPYTHe pacxofpl, IOHECeHHbIe baHKOM B CBS3M ¢
ucnoinHeHueM PacnopsbkeHuit, /JJokyMeHTOB 1o BKIIany
W/WIM  UHBIX OJEKTPOHHBIX J0KyMeHTOB Kimenra
JMIOOBIMH ~ MHBIMH ~ CIIOCOOaMH, TPEIyCMOTPEHHBIMH
3akoHoAarenscTBoM Poccuiickoit ®enepanuu.

4.3. KireHT HaCTOSIIINAM JTaeT COTJIacHe Ha HCITOTHEeHNE (B
TOM 4YHCJIe 4YacTHYHOe) baHKOM B TMONHOH cymMme
JOKYMEHTOB, yCTaHOBIEHHBIX bankoM Poccum, aus
OCYLIECTBJIICHHS  TIpaB,  IPEAYCMOTPEHHbIX 1. 4.2
HacTOSALIMX YCIOBUW, B TEYEHUE CpPOKA JEHCTBUS
JoroBopa 0e3 orpaHHYeHHs IO KOJIWYECTBY PaCUETHBIX
JIOKyMEHTOB, TI0 CYMMe M Tpe€OOBaHHSIM U3 0053aTEIHCTB,
BbITEKaromux u3 Jlorosopa.

4.4, baHk wWMeeT MpaBO B OJHOCTOPOHHEM TOPSIIKE
mMeHaTh Tapudsr bamka ¢ m3Bemennem Kimenra He
no3aHee, 4eM 3a 5 (mATh) KaleHOApPHBIX IHEH 10
BeTyIuieHUusT TapuoB B CHIy, ITyT€M OIyOJUKOBAaHUS
nH}opManum B Mopsijike, MPEeAyCMOTPEHHOM B ITyHKTE 1.5
HaACTOSIUX Y CIOBUIH.

5. YPEI'YJIMPOBAHUE

PA3BHOIJIACUM

5.1. Cropsl, BO3HUKAIONIME B CBS3M C HCIIOJTHCHHEM
JloroBopa, CTOpoHBI 0OS3YIOTCS paspemarh IyTeM
[IEPErOBOPOB C YYETOM MPHHIIUIIOB JOOPOCOBECTHOCTH U
B3aMMHOIO YB@XEHHSI. B cioy4ae HEBO3MOXXHOCTH
YPEryJIMPOBaHUS  BO3HMKIIMX  PAasHOTJIACHH  ITyTeM
nieperoBopoB, CTOPOHBI OYAYT paccMaTpHUBaTh CIIOPHI B

responsibility for unauthorized access to transferred
information and the loss caused to the Client in the result
of such unauthorized access.

3.4. The Client hereby acknowledges that when sending
information by SMS to the Registered Number the risk of
third-party unauthorized access to such information arises
and hereby agrees that the Bank shall not be held liable for
the disclosure of information about the Client and
Transactions in the case of such unauthorized access.

4, BANK FEE

4.1. The size and procedure on collecting the fee for
the services rendered by the Bank according to the Terms
and Conditions, is identified according to the Rates of the
Bank.

4.2. The Client hereby provides the Bank with a right to
write-off without additional instructions of the Client the
sum of Bank fee for rendered services according to the
Rates of the Bank, as well as other expenses covered by
the Bank for the purposes of execution of the Orders,
Deposit documents and/or other Electronic Documents
including the fees of banks-contractors, from any Accounts
of the Client opened in the Bank, both opened at the
moment of affiliation of the Client to the present Terms
and Conditions and from the accounts that the Client may
open in future, according to corresponding agreements
signed between the Parties.

Notwithstanding the mentioned provisions, the Client
reserves the right to pay the Bank fee for the rendered
services according to the Rates of the Bank, as well as
other expenses covered by the Bank in relation to
execution of the Orders, Deposit documents and/or other
Electronic Documents of the Client by any other means,
stipulated by the legislation of the Russian Federation.

4.3. The Client hereby agrees (including partially) on
implementation by the Bank, in full sum, of the documents,
established by the Bank of Russia, for execution of rights,
stipulated in point 4.2 hereof, within the period of validity
of the Remote Banking Services Agreement without
limitations in terms of the quantity of settlement
documents, sum and requirements from obligations, arisen
from the Agreement.

4.4. The Bank reserves the right to change the Rates
of the Bank unilaterally by notifying the Client on it not
later than 5 (five) calendar days prior to entry of the Rates
into force by means of publishing the information
according to the procedure stipulated in point 1.5 of these
Terms and Conditions.

S. SETTLEMENT OF DISPUTES

5.1. The Parties are obliged to settle the disputes
arisen in relation to the implementation of the Agreement
by means of negotiations considering the principles of
fidelity and mutual respect. Provided that it is not possible
to settle the arisen disputes by negotiations, the Parties will
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cyZie B COOTBETCTBUU C 3aKOHOJATEILCTBOM Poccuiickoit
®denepanuu.

5.2. B ciyuae Hecornacus Kiuenra c pelictBusiMu banka,
CBSI3aHHBIMU C HcnonHeHueM bankom Pacnopsbxenuid,
JIOKyMEHTOB TIO BKIQAy W/WIH WHBIX DJICKTPOHHBIX
nokyMeHToB, KineHT HampaBisieT B baHk ¢ momouibio
Cuctembl o Kananmam noctymna/Ha OyMa)KHOM HOCHTEIE
3asIBJICHUE C U3JI0KEHHEM CYTH MIPETEH3HH.

5.3. bank B Teuenne 14 (ueTpIpHAAIATH) padOINX THEH OT
JaThl TONydYeHUs TnpeTeH3un KimeHra paccMmarpuBaet
3agBneHne KimeHTa u, B 3aBUCHMOCTH OT MPHUHSATOTO
pemeHus, MO0 YAOBIETBOpsieT mpeTeH3mioo KimeHTa,
oo nepenaer Kimenty 3aKITIOYCHHE 0
HEOOOCHOBAaHHOCTH €r0 NPETeH3WH. 3aKIIOYeHHe O
HEe0OOCHOBAaHHOCTH MpETEeH3UM Hampasisercs KineHty
o Cucteme, a TakyKe MOXKET OBITh BBITAHO B TUCBMEHHOM
BUJIC C MOJIMHUCHIO YIIOJTHOMOYECHHOrO paboTHHKa baHka
Knuenry (npeacrasurento Kinenra) mpu JTUYHOU SIBKE B
bank.

6. OTBETCTBEHHOCTB CTOPOH

6.1. IIPABA, OBAA3AHHOCTHU U
OTBETCTBEHHOCTb BAHKA

6.1.1. bank o00s3yercs mpemocraBiATh  KimeHTy
(mpenctaBuremo KnueHTa) BO3MOMKHOCTH IOJTY4EHHUS
aKTyaJTbHOM M OCTOBEpHON MH(MOPMAIMU O MEePETaHHBIX
Knuenrom Pacnopsixenusix, onepanusx no ero Cueram,
cocTostHAM ero CYeToB M MHYIO HH(OPMAIHIO B MOPSIIIKE,
MIPEAYCMOTPEHHOM Y CIIOBUSIMU.

6.1.2. Bank BmpaBe oTKa3zaTh KUIHMEHTY B HCHOIHEHUH
3aperuCTPUPOBAHHOTO  PacropspkeHus,  eciu  1pHu
TOCNIEAYIONe NpoBepKe OyAeT YCTAaHOBJIEHO, 4YTO
HCTIONIHEHHEe  mpeaycMoTpeHHoil  uMm  Omnepauun
NIPOTUBOPEUUT 3aKOHOATEIbCTBY Poccuiickoit
®epnepan, HOpMaTuBHBIM akTamM banka Poccun,
VYcnousiM win rorosopy Mexay banxom m KimenTtowm,
OTIpENIEIAIONIEMY TOPSIOK IPOBEACHUS OIepanuid 10
cootBeTcTBYyIoEeMy Cuery.

6.1.3. bamk BmpaBe B 000 MOMEHT IO CBOEMY
YCMOTPEHHIO, B TOM 4YHCIE, HO HE OrPaHUYUBAsCh, B

ciyyae HapyHIeHUs Knunenrom Horosopa
JUCTaHIIMOHHOTO 0GaHKOBCKOTO o0cCITyKMBaHUS,
Kommpomeranum, BBISIBJICHUS Oneparyu,

COOTBETCTBYIOIIEH MPU3HAKAM OCYIIECTBICHHS IIEpPeBOIa
JEHEXKHBIX CcpeacTB 0e3 cormacust KimeHta, oTkaszarh
Knuenty B mcmosHeHHH JFO00TO 3aperucTpHpPOBAHHOTO
OIEeKTPOHHOTO JOKYMEHTa/IIPHOCTaHOBUTh ero
ncnonHeHue, mpu 3roM Kiuent (npeacrasurens KimenTa)
BIIpaBe nepenarb B baHk cOOTBETCTBYIOLIMI TOKYMEHT Ha
OyMa)XHOM  HOCHTEJNle, COCTaBJIEHHBIH 1O Qopme,
MPEJyCMOTPEHHOH  COOTBETCTBYIOILUM  JOTOBOPOM,
3aKIIOYeHHBIM Mexny CTopoHaMu, W/WIM C Y4eTOM
TpeboBaHu 3aKoHONaTeNbCTBa Poccuiickoit deneparum.
6.1.4. bank BnpaBe mnoTtpeboBath oT Kimenra
IpeACTaBUTh, B TOM uucie, ¢ momoupio CHcTeMsl,
MOATBEPXKAAIOIINE JOKYMEHTBI, HEOOXOAMMBIC IS
ocymiecTBiIeHHsT baHKOM (yHKINMH areHTa BalIOTHOTO

KOHTpPOJS, B cCiydae ocymiecTBieHns KimeHToMm
BanrotHoit onepanuu.
bank BmnpaBe otkazate KineHTy B HCHOJHEHHH

3apCrucTpupoOBaHHOIO Pacnop;mceHI/m, B cJydac

address the disputes in the court according to the
legislation of the Russian Federation.

5.2. In case the Client disagrees with the actions of the
Bank with regards to the implementation of the Orders,
Deposit documents and/or other Electronic Documents by
the Bank, the Client transfers to the Bank an application,
mentioning the subject of complaint, by means of the
System via the Access Channel / in hard copy.

5.3. Within 14 (fourteen) working days as of the date
of receiving the claim of the Client the Bank processes the
application of the client and, depending on the decision,
either satisfies the Client’s claim, or transfers the Client a
conclusion on groundlessness of the claim. The conclusion
on groundlessness of the claim is transferred to the Client
via the System, as well as can be issued to the Client
(Client's Representative) upon in-person visit to the bank,
in written for with the signature of an authorized employee
of the Bank.

6. LIABILITIES OF THE PARTIES

6.1. RIGHTS, OBLIGATIONS, AND
LIABILITIES OF THE BANK
6.1.1. The Bank shall provide the Client (Client's

Representative) with an opportunity to obtain relevant and
reliable information on the Orders transferred by the
Client, Transactions on their Accounts, the state of their
Accounts, and other information in accordance with the
procedure set out by the Terms and Conditions.

6.1.2. The Bank is entitled to refuse from the execution
of the registered Order of the Client in case the subsequent
checking will identify that execution of such Transaction
does not meet the requirements of the legislation of the
Russian Federation, regulatory acts of the Bank of Russia,
the present Terms and Conditions or the Agreement
between the Bank and the Client, identifying the
transactions conduction procedure on the corresponding
Account.

6.1.3. The Bank is entitled to refuse from/suspend the
execution of any registered Electronic Document of the
Client at any time, at its own discretion, including, but not
limited to, in case of violation of the Remote Banking
Services Agreement, a Compromise, a Transaction with
the signs of money transfer performed without the Client’s
consent, thereat the Client (Client's Representative)
reserves the right to submit to the bank the corresponding
document in hard copy, made in the form of the Bank and
according to the agreement signed between the Parties
and/or considering the legal requirements of the Russian
Federation.

6.1.4. The Bank is entitled to request from the Client
submittal of justifying documents, including by means of
the System, required for carrying out the function of
currency control agent by the Bank in case the Client
conducts Currency transactions.
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HECOOTBETCTBUs MpOBOAMMOI BamtoTHOW omnepauuu
JIEHCTBYIOMEMY BaJIOTHOMY 3aKOHOJIATEIHCTBY
Poccuiickoit  ®exepanui  W/WIA  HEMPEICTABICHUS
KimneHTOM MOATBEPKIAIOMINX TOKYMCHTOB.

6.1.5. bank BmpaBe He BO3BpamaTh KOMHCCHOHHOE
BO3HarpaXKaeHue, monydeHHoe oT Kiumenra 3a
UCTONHEHUEe PacnopsbkeHusl, 3aperUCTPUPOBAHHOTO B
Cucteme, ecnu JaHHOe PacropspkeHHE HE MOXET OBITh
BEITIOJTHEHO TI0 HE3aBUCALINM OT baHka nmpuanHaMm.

6.1.6. bank He HeceT OTBETCTBEHHOCTH 33 HEHCITOJTHEHUE
PacnopspkeHust W/nimu WHOTO DJIEKTPOHHOTO TOKYMEHTa
Knuenta B cinyuae orka3a baHka OT UCHOJHEHMS
PacnopspkeHust W/nimu WHOTO DJIEKTPOHHOTO TOKYMEHTa
Knmmenra, a Takke B CiydasX  HEHWCIOIHECHHUS
PacniopspkeHuss WM MHOTO DJIEKTPOHHOTO JOKYMEHTa
Kiuenra, eciid UCTIONHEHHE TPUBEIIO OBl K HAPYIICHUIO
TpeboBaHU JIECTBYIOIIETO 3aKOHO/IATENIbCTBA
Poccuiickoit ®Denepanuy, HOpPMAaTUBHBIX akTOB baHka
Poccuu, HacTosmmx YClI0BUI, JOrOBOPOB OaHKOBCKOI'O
cdera (BKJIaja), a TaKKe YCIOBHUH WHBIX 3aKIIOYCHHBIX
Mexny Kimmenrom u bankoMm cornmamieHui (J0roBopoB), B
TOM 4YHCIe, eciu PacnopsbkeHWe W/WiM — HWHOM
DJNEeKTPOHHBIH MOKYMEHT He OBUI0 IIOATBEPKICHO
Kimmentom Pa3oBBIM cekpeTHBIM apoiieM, TH00 IpoBepKa
PazoBoro cekpeTHOro mapons Jaia OTPHUIATEIBHBIN
pe3yabTar, 1100 JeHEeKHbIX cpeacTB Ha Cuerax Kinenta
HE JIOCTATOYHO AJIsl MCToJHeHUsT PacropspkeHus (u/wiu

WHOTO DIEKTPOHHOTO JOKYMEHTa) W/WIM  YIUIAThl
KOMHCCHOHHOIO BO3HATrpaXACHUS  baHky  w/wiu
BO3MEIIICHHST HMHBIX pacxomoB baHka B CBSI3H C
MIPOBEACHUEM Oneparuuy, OCYILECTBIICHUS
COOTBETCTBYIOIIUX JCUCTBHM, a TAKKE B MHBIX CIIydasX,
MPEAYCMOTPEHHBIX  YCIOBHSIMH,  COOTBETCTBYIOIIUM
JIOTOBOPOM 0OaHKOBCKOIO cueTa (BxIama) u

3akoHoAarenscTBoM Poccuiickoit ®enepanuu.

6.1.7. baHk He HeCET OTBETCTBEHHOCTH 3a HEBLIIIOJIHEHHE,
HECBOEBPEMEHHOE WM HENPaBUIbHOE  BBIIOJHEHHE
PacniopspkeHui W/WIH UHBIX DJICKTPOHHBIX TOKYMEHTOB
KnuenTta, ecnmu 310 OBUIO BBI3BaHO TPEAOCTABICHHEM
Knuentom (mpencraButenem KimenTa) HemocToBepHON
W/WIM HETOYHOW MH(OpMAlWU TIPH 3aKIOYEHUH H/UITU
ucnonHeHun JloroBopa, BBOAOM KimeHTOM HEBEpPHBIX
JAHHBIX, a TaKKe 3a HapyleHue padoTel CHCTEMBI B
pe3yiapTate OMMOOK H HETOYHOCTEH, JIOMYIICHHBIX
Kinunentom.

6.1.8. bamk He HeceT OTBETCTBEHHOCTH 3a yIIepoO,
MIPUYUHEHHBIH Knuenty BCJICACTBUEC
HECAaHKLMOHUPOBAHHOIO  MCIIOJIb30BAHUSA  TPETHbUMH
JUIAMU  3aperUCTPUpPOBAHHOTO  Homepa, Ilapos,
Konosoro cnosa, a takxke Jloruna, BpemenHoro naposs u
PazoBoro cekperHoro mapodsi, mepeaaHHbIX KimeHTy
(npencrasurento Kiuenta). baHk HeceT OTBETCTBEHHOCTD
3a TIOCTEACTBHS  HECAHKIMOHWPOBAHHOTO  JOCTyMa
TpeThuX Jui K CHcTeMe HCKIIOYHUTENIHHO B CIIyYasX,
KOI/la TaKOW HECaHKUMOHMPOBAHHBIA JOCTYN BbI3BaH
HecoONmoJicHneM  baHkoM — TpeOoBaHMIA — HACTOSIIUX
VcnoBuid.

6.1.9. bank He HeceT OTBETCTBEHHOCTH 3a IIOJIHOE WU
YaCTUYHOE  HEHCIIOJIHCHHUE CBOUX  00s3aTENBCTB,
BBITCKAIOIINX M3 YCJIOBUM, €CIIM TaKOC HEHCIIOJIHCHHE
BBI3BAHO 00CTOSATELCTBAMH HETIPEOIOTUMOM CHITBI, B TOM
YHUCJIe PENICHUSMH OPTaHOB 3aKOHOAATEILHOM, CyIeOHOH
W/WIW UCTIOTHATEBHOU BiacTh Poccuiickoii Deneparum,

The Bank is entitled to refuse from the execution of the
registered Order of the Client in case of the mentioned
Currency Transaction does not meet the requirements of
the effective currency legislation of the Russian Federation
and/or failure of the Client to present confirming
documents.

6.1.5. The Bank is entitled to refuse from refunding the fee
received from the Client for execution of the Order
registered in the System, if the mentioned Order cannot be
executed due to reasons beyond the Bank’s control and
competence.

6.1.6. The Bank does not bear responsibility for execution
of Orders and/or other Electronic Documents of the Client
in case of refusal of the Bank from execution of the Order
and/or other Electronic Document of the Client, as well as
in cases of not executing the Order and/or other Electronic
Document of the Client if such execution could have
brought to violations of requirements of the effective
legislation of the Russian Federation, regulatory acts of the
Bank of Russia, present Terms and Conditions, bank
account (deposit) agreements, as well as conditions of
other agreements (contracts) signed between the Client and
the Bank, including if the Order and/or other Electronic
Document was not verified by the Client by means of
Session Key, either the Session Key identification gave
negative result, either there are not enough funds on the
Accounts of the Client for execution of the Order (and/or
other Electronic Document) and/or payment of the bank
fee and/or compensation of other expenses of the Bank
related to the Transaction conduction, taking
corresponding measures, as well as in other cases, foreseen
by the Terms and Conditions, corresponding bank account
(deposit) agreement and legislation of the Russian
Federation.

6.1.7. The Bank does not bear responsibility for non-
execution, untimely or improper execution of Orders
and/or other Electronic Documents of the Client, if it was
arisen from the fact of providing inaccurate and/or invalid
information by the Client (Client's Representative) upon
conclusion and/or fulfillment of the Agreement, entering
of incorrect data by the Client, as well as for System
operations faults due to mistakes and inaccuracies made by
the Client.

6.1.8. The Bank does not bear responsibility for the loss
caused to the Client as a result of unauthorized usage by
the third parties of the Registered Number, Password,
Memorable Word, as well as Login, Temporary Password,
and Session Key transferred to the Client (Client's
Representative). The Bank bears responsibility for the
consequences of unauthorized access of third parties to the
System, exceptionally in those cases when such
unauthorized access is obtained due to failure of the Bank
to comply with the requirements of the present Terms and
Conditions.

6.1.9. The Bank does not bear responsibility for full or
partial non-execution of its obligations, arisen from the
present Terms and Conditions, if such non-execution is
conditioned by circumstances of the acts of God, as well
as by decisions of legislative, judiciary and/or executive
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a Taxke banka Poccum, KOTOphIe [1€71al0T HEBO3MOKHBIM
s baHka — BBITOJHEHHME  CBOMX — OOSI3aTENBCTB;
3a7epKkaMu  Iiatexed 1mo BuHe banka Poccun;
BOCHHBEIMHM JIE€HCTBUSMH, CTUXHHHBIMUA WM HHBEIMH
OCJICTBUSAMU, MPOUCXOIAIIMMHU B paiioHaX, oQUIMATBHO
MIPU3HAHHBIMU HaXOIAIIIMHCS moJI BIIUSHUAEM
BBIIIICYKA3aHHBIX 00CTOSITEIBCTB.

6.1.10. baHk He HeceT OTBETCTBEHHOCTH 3a ITOCIEICTBUSA
HapymeHuss KimeHToM TpeOoBaHMKA W MOJOXCHHUN
HACTOSAIIHUX Y CIOBUH.

6.1.11. bauk He HeceT OTBETCTBEHHOCTH 3a ITOCIIENCTBUS
HapymeHus paborocrocobroctr Kananos nocryma.

6.1.12. bank He HeceT OTBETCTBEHHOCTH 3a HapyIICHHE
paboTer CHUCTEMBI, a TaKkKe CPENCTB CBA3U, C MOMOILBIO
kKoTopblx KimeHTy HampaBisieTrcst cMc-COOOIeHHE Ha
3aperucTpupoBaHHBIM HOMEp, B pe3yibTaTe JeicTBHI
TPEThUX JIUII.

BaHk He HeceT OTBETCTBEHHOCTH 3a KaKue-THOO aBapHH,
cbon B 0OCTy)XMBaHWH, CBSI3aHHBIC C O0OpPYIOBaHHEM,
CHCTEMaMH TIepelad 3JCKTPO’HEPTHH W/WIM JIMHHH
CBSI3M, CETH MHTEPHET, KOTOpBIE OOECIeYnBaroTCs,
MOJAIOTCS, AKCIUTYaTUPYIOTCS W/WIN  OOCITYKUBAarOTCS
TPETHHMH JINIIAMH B CBSI3H C HanpaBiieHneM KimmeHnTy cmc-
co00MIeHNH Ha 3apeTUCTPUPOBAHHBIN HOMED.

6.1.13. bank He HeceT OTBETCTBEHHOCTH 3a YOBITKH
KnueHnra, BO3HMKIIHE BCJIEICTBHE HECBOEBPEMEHHOIO
coobuenus banky o Komnpomeraruu.

6.1.14. Bank He HeceT OTBETCTBEHHOCTH 3a YOBITKH
Knuenra, BO3HUKIIME B pe3ylbTaTe yTpaThl (IIOpPYH,
nepefayn, yrepu, pasrnamenun) Kiouenrtom Jlormaa,
Bpemennoro napous, [aposns, Konosoro ciosa, PazoBoro
CEKPETHOTO TapoJIsl.

6.1.15. bank He rapaHTHPYET COBMECTHMOCTE CHCTEMEI C
OTIEPAIIMOHHONW CHUCTEMOH W CTOPOHHUM IPOrPaMMHBIM
obecrieueHueM, YCTaHOBJICHHBIM Ha
KOMITBIOTEpe/MOOMIBHOM ycTpoiicTBe Knmenra.

6.1.16. Pemenue 06 orMeHe ucnonHeHus: PacnopsokeHus
o mposeaernn Onepanuu 1160 006 OTKIIOHEHHH 3ampoca
Ha OT3bIB DJIEKTPOHHOTO JOKyMEHTa baHK mpHHUMaeT ¢
yuyeToM TpeboBaHMS 3aKOHOJAaTelIbcTBa Poccuiickoi
Qeneparii 0 OS30T3BIBHOCTH MEPEBOJA  JICHEKHBIX
cpenacts. B ciyuae ormensl Pacnopsbkenus bank Bnpase
HE BO3BpallaTb KOMHCCHOHHOE  BO3HarpaxkJeHue,
nomydyeHHoe — or  KiumeHta, ecim  OTMEHEHHOe
Pacniopsikenne ObL10 3apeructpupoBano B Cucreme.
6.1.17. baHk He HeceT OTBETCTBEHHOCTH 3a IMOCIEACTBHS
HECAHKIIMOHMPOBAHHOTO  MCIOJB30BAHUS  TPETBUMU
miuamu Kojga gocTyma, MCHONB3yeMOro B MOOMIBHOM
MPUIOXKECHUH, B TOM YHCJIE 3a NpHYHHEHHBIe KimeHTy
BCJIEJICTBHE ITOTO YOBITKH.

6.1.18. baHk He HECET OTBETCTBEHHOCTH 3a HEIOIYUYCHHUE
Knumentom cMmc-cooOmennii Ha 3aperHCTPHPOBAHHBIN
HOoMep 1o BuHE KimeHTa mnm MOOMIBHOTO oreparopa, a
Takke 3a yObITKM KiMeHTa, BO3HHKIINE BCIIEICTBHE
Herony4yenust KimeHTtoM cMmc-cooOlieHuid 1o  BHHE
Kiuenra uinu MoOMIIBHOTO onieparopa.

6.1.19. bamk He HeceT OTBETCTBCHHOCTH  3a
HECAHKIIMOHMPOBAaHHBI JOCTYIl K TMepeJaBacMoil Ha
3aperucTpupoBaHHBIA HOMEp HHGOpPMANUKA U yHIepo,
TIPUYUHEHHBIN Kinenty BCIIEJICTBHE TaKoTo
HECAHKIIMOHUPOBAHHOTO JOCTYIA, B TOM YHCIIE, B CIIydae

authorities of the Russian Federation, as well as the Bank
of Russia, which make it impossible for the Bank to
perform those obligations; payments delays due to the fault
of the Bank of Russia; military actions; natural disasters
and other disasters taking place in the regions, officially
announced as impacted by the above mentioned
circumstances.

6.1.10. The Bank does not bear responsibilities for the
circumstances of violation of requirements and provisions
of the present Terms and Conditions by the Client.

6.1.11. The Bank does not bear responsibilities for the
circumstances of performance faults of the Channels of
Access.

6.1.12. The Bank does not bear responsibilities for any
disruption in the operation of the System and the
communication means employed by the Client to send
SMS to the Registered Number through the fault of any
third parties.

The Bank shall not be held liable for any accidents, service
failures related to the equipment, power transmission
systems and/or communication lines, the Internet, which
are secured, served, operated and/or serviced by third
parties in connection with sending SMS to the Client’s
Registered Number.

6.1.13. The Bank does not bear responsibilities for the
losses of the Client caused due to late notification to the
Bank on Compromise.

6.1.14. The Bank does not bear responsibilities for the
losses of the Client caused due to loss (damage, transfer,
loss, disclosure) by the Client of the Login, Temporary
Password, Password, Memorable Word, Session Key.
6.1.15. The Bank does not guarantee compatibility of the
System with the operating system and third-party software
installed on the Client’s computer/mobile device.

6.1.16. The decision to cancel a Transaction Order or to
reject a request on Electronic Document withdrawal shall
be taken by the Bank based on the requirements of the
legislation of the Russian Federation on irrevocability of
money transfers. In case of cancellation of an Order, the
Bank is entitled to refuse from refunding the fee received
from the Client if the canceled Order was registered in the
System.

6.1.17. The Bank shall not be held liable for the
consequences of unauthorized use by third parties of the
Access Code used in the mobile application, including
losses incurred by the Client as a result thereof.

6.1.18. The Bank shall not be liable for the Client's failure
to receive SMS sent to the Registered Number, where such
failure is due to the Client's own fault or the fault of the
mobile network provider. The Bank shall also not be liable
for any losses the Client suffers as a result of such failure
to receive SMS, where such failure is due to the Client's
own fault or the fault of the mobile network provider.

6.1.19. Where the Client loses control over the Registered
Number, the Bank shall not be liable for any unauthorized
access to information sent or transferred to such Registered
Number and for resulting losses the Client may suffer till
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yrpaTbl KieHToM KOHTpOJI Hax 3aperucTpupOBaHHBIM
HOMEpOM, JI0 MOMeHTa momydeHus oT Kimenra
yBeIOMIIEHHs 00 yTpaTe 3aperncCTpUpOBaHHOTO HOMEpA.
6.1.20. bank BhopaBe mnoTpedoBath oT KimeHra
NIPEACTaBUTh, B TOM 4Hcie, C momoupio Cucremsl,
MOATBEPKNAIOIINE JIOKYMEHTBI, HEOOXOoAuMblE IS
BhINoJHeHNs bankoM TpeboBanuii denepanbHOro 3aKoHa
or 07.08.2001 Nell5-®3 «O mnportuBoneiicTBUU
neranu3anud  (OTMBIBAHHIO)  JIOXOJOB, IONYyYESHHBIX
HPECTYIHBIM ITyTeM, U GHHAHCHPOBAHHUIO TEPPOPU3MAY.
bank BnpaBe otkazarb KiueHTy B HCHOJHEHUH
3aperUCTPUPOBaHHOTO  PacmopsbkeHWss B Cilydasx,
NPEIYCMOTPEHHBIX JEHCTBYIOIIUM 3aKOHOIATEIbCTBOM
Poccuiickon ®denepanun 0 NIPOTUBOAEHUCTBUU
jeranu3aluy  (OTMBIBAHMIO)  JIOXOJAOB, IOJYYEHHBIX
MPECTYIHBIM IyTeM, U GUHAHCHPOBAHUIO TEPPOPHU3MA.

6.2. IIPABA, OBA3AHHOCTH
OTBETCTBEHHOCTbDH KJIMEHTA

n

6.2.1. KnueHt o0si3yercsi coOuoaaTh peKOMEHAAIMU 10
nHpOpMaNMOHHOW  Oe3omacHOocTH Tpu  pabore ¢
Cucremolil, ykazanusie B [Ipunoxennu Ne2 k YcnoBusiM, a
TaKke NepHoANIecKH pacchutaeMbie bankom o Cucreme
n TyOmMKyeMmble Ha KOpPHOpAaTHBHOM VIHTepHeT-caiite
banka. KimeHT HeceT pHCK BO3MOXHBIX YOBITKOB B
pe3ynbTaTe HECAHKIMOHHPOBAHHOTO JIOCTYIA TPETHUX
qun k Cucreme, B TOM YHCJE B pe3yJbTaTe HCIIOIHEHUS
BaHkoM DNeKTpOHHBIX JOKYMEHTOB, IIepelaHHbIX B baHk
ot umenu Kimenra n nogmucanasix ACII Knnenra.

6.2.2. B cinyuae otkaza baHka OT HCIHOJHEHHUS
Pacnopsoxennst, Kmment (mpenctasurens Knmenta)
BIIpaBe oOpaTuThcds B  baHk 3a  mosrydeHHEM

COOTBETCTBYIOIIEH HH(pOpMAIHH,
MIPUYNHAX HEHCIOJIHEHHMS.

6.2.3. KimeHT HeceT OTBETCTBEHHOCTD 3a ITPAaBMIIBHOCTD U
aKTyaJIbHOCTh BCEX CBEICHMH, cooOmaeMblx M banky,
TIPY 3aKJIOYEHUN M UCTIOJIHEHUH Hactosimero Jlorosopa.
[Ipu  u3MeHeHuMM  yka3aHHOM B  3asBICHUH O
npucoenMHeHnH K YcnoBusiM uH(opmanuu, KireHT
00s3aH HEMeIJIEHHO YBeZOMHTh 00 »3ToM bank B
MUCbMEHHOM BHAE TMpu Ju4yHOM sBke Kiwnenra
(mpencrasurens Kimenra) B bank. B cinygae, eciim Kinent
HapymaeT MOPSAIOK HCHOIb30BaHUS CHCTEMBI B 4acTu
UCIIOJTHEHUSI CBOEH O0O05A3aHHOCTH IO TPEOCTABICHUIO
banky  nmoctoBepHOil  mHpopManuu  (OOHOBJIEHHOM
nHopmanmu B ciaydae ee W3MeHEHMs), baHk Bmpase
MIPUOCTAHOBUTH Hcnonb3oBanue Kimentom Cucremsl. Jlo
MOMeHTa mnoiydeHus bankom yBenomsenus Kimenra
(nmpencrasurenst KnneHta) 00 M3MEHEHMM KOHTaKTHOM
nHpopmanuu, baHK HE HECeT OTBETCTBEHHOCTH 3a
HETIOy4eHHEe WM  HECBOCBPEMEHHOE  IOJydCHHE
HanpasiieHHOM Kimenty xoppecnonzeHuuu, a KiaueHT
HECET BCE PHUCKH BO3MOXKHBIX YOBITKOB, BBI3BAaHHBIX
HETIONyYEHHEM MM HECBOCBPEMEHHBIM MOIyYCHHEM
HarnpaBiieHHOW KiineHTy KoppecnoHIeHIINH.

6.2.4. KimeHr o00s3yercsi oOecreunuTb  XpaHEHHUE
nHpopmannu 0 MIOJIy4EHHOM Bpemennom
napoje/nameneHHoM [laposie crmocoboM, aenarommm
Bpemennsiii  mapons/[laponb HeIOCTYHNHBIM —TpPETbUM
JMnaMm, B TOM 4YMCie, He coo0marb BpemeHHBIN
napons/Ilapons  paborHukam  banka, a  Takke

B TOM 4YHCIE O

the notice of the Registered Number loss has been received
from the Client.

6.1.20. The Bank shall have the right to demand that the
Client submit the supporting documents (including the
submission of such documents via the System) necessary
for the Bank to meet the requirements of Federal Law
No. 115-FZ dated 07.08.2001 "On the Counteraction of the
Legitimization of Proceeds of Crime and the Financing of
Terrorism".

The Bank shall have the right to deny the Client the
execution of the registered Order in cases provided for
under the effective laws of the Russian Federation on the
counteraction of the legitimization of proceeds of crime
and the financing of terrorism.

6.2. RIGHTS, OBLIGATIONS, AND

LIABILITIES OF THE CLIENT

6.2.1.  When working in the System the Client is obliged
to follow the information safety recommendations
mentioned in Appendix No. 2 to the present Terms and
Conditions, as well periodically sent by the Bank via the
System and published in the corporate web site of the
Bank. The Client bears the risk of possible losses in the
result of unauthorized access of third parties to the System,
including in the result of execution of Electronic
Documents by the Bank transferred to the Bank on behalf
of the Client and signed with the EHS of the Client.

6.2.2. In case of refusal of the Bank from execution of an
Order the Client (Client's Representative) may apply to the
Bank for respective information, including that of the
reasons for such execution failure.

6.2.3. The Client bears responsibility for the accuracy and
relevance of all data transferred to the Bank upon
conclusion and implementation of the present Agreement.
In case of changes related to the information mentioned in
the Application on affiliation to the Terms and Conditions,
the Client is obliged to notify the Bank on those changes
immediately in a written form and in-person visit of the
Client (Client's Representative) to the Bank. Provided that
the Client violates the procedure on using the System
related to implementation of own obligations with regards
to providing the Bank with accurate information (updated
information in case of its change), the Bank reserves the
right to suspend the use of System by the Client. Till the
moment of receiving by the Bank a notification from the
Client (Client's Representative) on changing contact
information, the Bank does not bear responsibility for non-
receipt or delayed receipt of correspondence directed to the
address of the Client, and the Client bears all the risks of
possible losses, related to non-receipt or delayed receipt of
correspondence directed to the address of the Client.

6.2.4. The Client shall store the information about the
received Temporary Password / changed Password in a
way that makes the Temporary Password / Password
inaccessible to any third party, including not provide the
Temporary Password / Password to the Bank employees,
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HE3aMEeAINTENFHO yBenoMIIiTh bank o Kommpomerannu
Bpemennoro nmapomns/Ilapos.

6.2.5. Kiuenr o0s3yercss He mnpoBoauTh no Cyeram
oreparuy, CBSI3aHHBIC c OCYIIECTBICHHEM
NIPEANIPUHUMATEIbCKON AeSTEIBHOCTH.

Kiuenr o6s3yercs He mpoBoauTh o Cyeram BajIOTHBIE
orepanuy 0e3 pa3pelIeHHid, KOTOpble HEOOXOAWMBI B
COOTBETCTBUHM C JEHCTBYIOIIMM 33aKOHOJATEIbCTBOM
Poccuiickoit ®enepanum.

6.2.6. B cirydae YTpaThl KOHTPOJIS Hax
3apeructpupoBaHHEIM HOMepoM KimeHT o00s3yercs
He3aMeUTUTENBHO cOOOIMTE 00 3TOM B baHK.

6.2.7. Kimentr o0s3yercs o0ecneduTh MoAnepKaHUe
mpueMa CMC-COOOImeHHH Ha  3aperucTpUpPOBaHHOM
HOMepe.

6.2.8. KineHT 00s13yeTcs mpenocTaBuTh baHky B kadecTBe
3aperucTpupoOBaHHOTO HOMEpPA ACUCTBUTEIBHBIH HOMEp
MOOWJIBHOTO TenedoHa W O00ECHEeUYHTh IOCTOSHHYIO
JOCTYITHOCTh HOMEpa MOOMIILHOTO TeneoHa Ui IprueMa
coobmennit B popmare SMS-coobmeHni.

6.2.9. KiimeHT HeceT OTBETCTBEHHOCTH 3a JI0CTOBEPHOCTD
HOMepa MOOWIBHOTO TenedoHa, 00sf3aH HE MOMYyCKAaTh
co3aHue AyONMKAaToOB (KJIOHOB) SIM-KapThl, a TakKe HE
JOIyCKaTh IIOJNydCHHE, HCIIOIb30BAaHWE W 3aMEHy Sim-
KapThl W/UIH HOMepa MoOminsHOTO TenedoHa, KomoBoro
CJIOBA HEYIIOJTHOMOYCHHBIMU JIMIAMHU.

6.2.10. Kiment o0s3yercss oOecne4YnTh XpaHEHUE
unpopmanuu 0 KogoBoMm cioBe crocoOOM, JeTaroIium
KOHOBOC CJIOBO HEJOCTYITHBIM TPECTHUM JINLIAM.

7. W3MEHEHUE YCJIOBUM

7.1. YcnoBus MOryT OBITh H3MEHEHBI N0 WHUIIMATHBE
BaHka myTeM BHeCCHHS M3MEHEHUH W/WIIH JOTIOJHEHUH B
VYcioBus, B TOM 4YHCIIE WYTEM YTBEpXKICHHs HOBOU
pemakupu  YCJiOBWE, B TOpSAKE, YCTAaHOBJICHHOM
HACTOSIILMM pa3/iesioM Y CIIOBUH.

7.2. W3MeHeHus W/WIM [ONOJHEHHS B YCIOBUS,
BHECEHHbIE BaHKOM, BCTYMHalOT B CHIy IO HCTEYCHHH S
(maATH) KaNeHOApHBIX THEH ¢ JaThl OIyOJIMKOBaHUS
bankom wHpopMamuu 00 JTHX W3MEHEHUSX W/WIH
JIOIIOJIHEHHUSIX JTMOO C AaThl BCTYIUICHNS! N3MEHEHUH /W
JIONIOJIHEHNH B CHJIy, €CJIM Takas Jara yKa3aHa B
ory6imkoBaHHOH WH(pOpMaluK, HO HE paHee 5 (IISATH)
KaJICH/IapHBIX THEH ¢ AaThl Oy OIMKOBaHHS MH(POPMALIHH.
B cayyae u3meHeHus 3akoHonaTenbcTBa Poccuiickoit
@enepanyu  YcioBusa, A0 MOMEHTa HX HM3MEHEHUS
BaHkOM, TPUMEHSAIOTCS B YaCTH, HE NPOTHBOpEUaIei
TpebOBaHUAM 3aKOHOJIaTEILCTBA Poccuiickoit
denepanyu.

7.3. KnueHt 00s3aH He peke OJHOTrO paza B 5 (HATh)
KaJIEHAApHBIX JHEH 3HAKOMUTBCA ¢ WH(pOpMaIueH,
myomukyemMoli baHKOM B COOTBETCTBUU C myHKmom 1.5
YcnoBuid.

7.4. B ciyuae Hecornacust KimeHTa ¢ ”3MEHEHHUSIMU W/HITH
JIOIIOJIHEHUSIMH, BHECEHHBIMU B Y CIIOBHSI, WIIH YCIIOBUSMHU
HOBOH penakuuu Ycinouid, KnueHt Brpase pacTOprHyTh
JloroBop B MOpsAAKe, YCTAaHOBIEHHOM B pa3dene 8§
Ycnosuid.

as well as immediately notify the Bank if the Temporary
Password / Password is compromised.

6.2.5. The Client shall not carry out any transactions on the
Accounts related to entrepreneurial activities.

The Client shall not carry out any currency operations on
his/her Accounts without the permit required by the
applicable law of the Russian Federation.

6.2.6. In case the Client lost control over the Registered
Number, the Client must immediately notify the Bank
thereof.

6.2.7. The Client will secure continuous and uninterrupted
receiving of SMS at the Registered Number.

6.2.8. The Client undertakes to provide the Bank with a
valid mobile phone number as a Registered Number and to
ensure that the mobile phone number is always available
for receiving SMS.

6.2.9 The Client shall be held liable for the accuracy of the
mobile phone number and shall prevent the creation of
duplicates (clones) of the sim card, as well as the receipt,
use, and replacement of the sim card and/or mobile phone
number, Memorable Word by unauthorized persons.

6.2.10. The Client undertakes to ensure the storage of
information about the Memorable Word in a way that
makes the Memorable Word inaccessible to any third
parties.

7. CHANGE IN THE TERMS AND

CONDITIONS

7.1 The present Terms and Conditions may be
changed by the initiative of the Bank via making
adjustments and/or amendments in the Terms and
Conditions, including via verification of the new edition of
the Terms and Conditions, according to the procedure
stipulated by the present section of the Terms and
Conditions.

7.2. Adjustments and/or amendments in the present
Terms and Conditions, made by the Bank, enter into force
after 5 (five) calendar days as of the date of publication of
information by the Bank on such adjustments and/or
amendments, either as of the date of entering into force of
adjustments and/or amendments, if such date is mentioned
in the published information, but not earlier than 5 (five)
calendar days as of the day of publication of information.

In case of changes in the legislation of the Russian
Federation, the Terms and Conditions, till the moment of
their adjustment by the Bank, are applied insofar as they
do not conflict with the requirements of the legislation of
the Russian Federation.

7.3. The Client is obliged to get familiarized with the
information, published by the Bank according to point 1.5
of the present Terms and Conditions at least once in 5
(five) calendar days.

7.4. Provided that the Client disagrees with the adjustments
and/or amendments, made in the Terms and Conditions or
with the conditions of the new edition of the Terms and
Conditions the Client reserves the right to cancel the
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75. B cimydae, ecam 40 BCTYIUICHHS B CHITY
OIYOJIMKOBaHHBIX Bankom M3MEHEeHHH n/nnn
JIOIIOJTHEHNH, BHECEHHBIX B YCJIOBHs, baHK He moiry4ui
yBenomsiennsi Kimenra o pacrtopxkenun Jlorosopa,
CTOpOHBI NMPU3HAIOT, YTO yKa3aHHbIE W3MEHEHHMsS W/WMIIH
JIOIIOJTHEHHUS B Y CIIOBUS TPUHATHI KineHTOM.

7.6. baHk He HeceT OTBETCTBEHHOCTH, €CIIM MH(POPMAIHs
00 WM3MEHEHMH  W/WAM  JOIOJHEHHH Y CJIOBHH,
oImyOJIMKOBaHHAs B MOPSAAKE M B CPOKH, YCTAHOBJICHHBIC
VYcmousiMu, He OblIa TMOJMydYeHA /WM W3ydYeHa W/WIN
NpaBUIBHO UCTOJKOBaHa KimeHTOM.

7.7. JIroOble M3MEHEHNS W/UIN JOIOJHEHUS B Y CIOBHUS C
MOMCHTa nux BCTyHHeHI/Iﬂ B CI/IJ'Iy paBHO
pacrnpocTpaHsOTCS Ha BCEX JIUL, IPUCOCAUHUBIIUXCSI K
YCHOBI/IHM, B TOM YHUCJIC HpI/ICOCZlI/IHI/IBH_II/IXCSI K YCHOBI/IHM
paHee AaThl BCTYIUICHHS M3MEHCHUIN W/UJIH JOTIOJTHECHUI B
CHUITy.

8.  CPOK JEWCTBHUS U OPSIIOK
PACTOPKEHUSI JOTOBOPA

8.1. JloroBop BcTymaeT B CHJIy C MOMEHTa IOJY4EHHS
Knuentom (mpencraBurenem Knmenrta) 3asBieHus o
TIPUCOEANHEHUH K Y CIIOBUSM ¢ OTMEeTKOoW baHka.

8.2. JloroBop JeHCTBYET 1O MOMEHTa MIPEKpaIIeHHs BCeX
JIOTOBOPOB OaHKOBCKOTO CUeTa (HE KacaloIIUXCsl CUETOB
JUISL PacdyeToOB C MCIOJIb30BaHMEM OAHKOBCKHX KapT) U
JIOTOBOPOB ~ cyeTa BKJIAAa 0  BOCTPEOOBaHUY,
3axnoueHHbIX Kinuentom ¢ bankom.

8.3. B ciyuae, ecnmu KimeHT He ocymiecTBIsUI BXOJ B
Cuctremy Oonee 14 (ueTBIpHAAUATH) KaJCHIAPHBIX
MecsleB, baHk B 1IeISX CHMKEHHS PHCKa COBEPIICHUS
Omnepanuii, COOTBETCTBYIOIIUX NpU3HaKaM
OCYIIECTBJICHUSI TI€peBOAA JCHEXKHBIX CPEACTB 0e3
cormacust KnmeHTa, BIpaBe OTKa3aThCsl OT MCIOTHEHMS
Hacrosmero JloroBopa, MICEMEHHO YBEIOMHB 00 3TOM
Kinuenra.

8.4. JloroBop MOXeT OBITH PAacTOPTHYT IO TPEOOBAHHIO
onHoM 3 CTOPOH B cIeIyIOLEM MOPSIKE:

8.4.1. B ciyqae pacropskenust JloroBopa 1o WHHIMATHBE
Banka, bank yBemomirser 06 3ToM KimenTa He mo3zaHee,
4yeM 3a 14 (4eThIpHAIIATh) KaJTeHIAPHBIX THEH 0 TaThI
pactopxenns JloroBopa MOCPEICTBOM HAaIPaBICHUS
coo0mieHnss MO0  TOYTOBOMY  ajpecy  Kimenra,
COOOIIICHHOMY WM TIpW 3akiroveHun JloroBopa, nmbo ¢
nmoMonipto  Cuctembl, JHUOO  HMHBIM  CIIOCOOOM,
ycTaHOBIeHHBIM YcnoBusamu. Obs3arensctBa banka mo
npueMy W ucroyiHeHuto Pacriopspkennii, JlokyMeHTOB 110
BKJIagy W/WIA WHBIX OJEKTPOHHBIX JOKYMEHTOB C
ucronbp3oBaHreM CHCTEMBI CUMTAIOTCS NPEKPAIlCHHBIMU
C JIaThl ¥ BPEMEHH, YKA3aHHBIX B YBEJAOMJICHUH.

8.4.2. B ciyyae pacropskenust JloroBopa 1o MHHIMATHBE
Knuenra, Kmuent yBemommser o6 stom bank myrem
HaINpaBJICHUs YBEJOMIICHHS O pacTop>keHnu Jlorosopa mo
Cucreme nmbO TyTeM TIpeICTaBieHHS B  baHK
MIICBMEHHOTO YBEIOMJIEHUsSI O pacTopkeHun Jlorosopa
npu naHoM siBke Kimenrta (mpencraButens Knuenra) B
bank. JloroBop cuuTaerca pacTOPTHYTBIM C JIaThbl
npunstusi  BaHKOM  yKa3aHHOrO yYBEJOMJICHHS, NpHU

Agreement according to the procedure mentioned in
Section 8 of the present Terms and Conditions.

7.5. In case the Bank receives no notification from the
Client on cancellation of the Agreement prior to entering
into force of the adjustments and/or amendments of the
Terms and Conditions published by the Bank, the Parties
acknowledge that the mentioned adjustments and/or
amendments of the Terms and Conditions are accepted by
the Client.

7.6. The Bank bears no responsibility if the information on
adjustments and/or amendments of the Terms and
Conditions published according to the procedure and
within the deadlines, established by the present Terms and
Conditions, was not received and/or studied and/or
properly interpreted by the Client.

7.7. Any adjustments and/or amendments in the Terms and
Conditions, as of the day of entering into force, equally
refer to all parties affiliated to the Terms and Conditions,
including parties affiliated to the Terms and Conditions
earlier dates of entering into force of adjustments and/or
amendments.

8. PERIODS OF VALIDITY AND
PROCEDURE ON AGREEMENT
CANCELLATION

8.1. The Agreement enters into force as soon as the
Client (Client's Representative) receives the Application
on affiliation to the Terms and Conditions with the Bank’s
mark.

8.2. The Agreement is effective till the moment of
cancellation of all agreements on bank accounts (that have
no attitude to the accounts for settlements by using bank
cards) and "on-demand" deposit agreements signed
between the Client and the Bank.

8.3. If the Client has not logged in to the System for
more than 14 (fourteen) calendar months, with the purpose
to reduce the risk of money transfer performed without the
Client consent, the Bank has the right to refuse to execute
this Agreement, giving notice to the Client in writing.

8.4. The Agreement can be canceled upon request of
one of the Parties according to the procedure as follows:
8.4.1. In case of Agreement cancellation by the
initiative of the Bank, the Bank notifies the Client on it not
later than 14 (fourteen) calendar days prior to the date of
Agreement cancellation by means of sending a message to
the post address of the Client, mentioned by the latter upon
conclusion of the Agreement either by means of the
System, or by any other means established by the Terms
and Conditions. The obligations of the Bank on acceptance
and execution of Orders, Deposit documents and/or free
format messages by using the System are considered
terminated as of the date and time, mentioned in the
notification.

8.4.2. In case of Agreement cancellation by the initiative
of the Client, the Client notifies the Bank on it via
transferring a notification on Agreement cancellation by
means of the System either by submitting a written
notification on Agreement cancellation to the Bank for
which purpose the Client (the Client's representative) shall
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ycnoBun otcyTcTBusi 'y KimeHTa 00s3aTenscTB 1O
MOTAIlEHUI0  Hepel  baHKOM — 3a0JDKEHHOCTH 11O
HoroBopy. [lpu Hanuumm ykasaHHBIX 00S3aTENBLCTB IO
MOTAIlIeHUI0 3aJ0JDKeHHOCTH mnepen bankom [lorosop
CUMTAeTCd pPACTOPTHYTBIM C MOMEHTa MCIOJHEHUs
00513aHHOCTH 10 OIUIaTe YKa3aHHOW 3a/10JDKEHHOCTH.

Bce Pacniopsokenusi, JlokyMeHTBI 110 BKJIay W/MJIM MHBIE
ONeKTpOHHBIE JIOKYMEHTBI Krnuenra,
3apETUCTPUPOBAHHBIE BaHKOM [0 MOMEHTa NpPUHATHA
yBenomiueHuss Kimenra o pactopkenuu Jlorosopa,
MOJUIeXkKAT HCHOTHEHUI0 DbaHKOM B COOTBETCTBHH C
VYcnoBusamu.

C momeHTa npuHiATHA bankom yBenomnenus Kimenrta o
pactopxkenun JloroBopa baHk mnpekpaiiaer npueMm u
3aBEpIIACT UCIIOJIHEHNE paHee NPUHATHIX PacniopshxeHuit
Knuenra, /IokyMeHTOB 1O BKJIaAy, HHBIX DJIEKTPOHHBIX

JIOKYMEHTOB.
MomMeHTOM  TpuHATHA  yBenomieHus KimeHta o
pactopxkernun  JloroBopa  cuuTaeTcs 10.00 mo

MOCKOBCKOMY BPEMEHH CIIEIYIOIIETro pabodero JHS IOociie
moydeHrs: baHkoM JaHHOTO YBEIOMIICHHS.

8.5. [Ipekpamenne 06s3aTebeTB 0 JJOTOBOPY HE BICUET
MpeKpamieHuss 00s3aTeNbCTB 10 WHBIM  JTOTOBOPaM
(cormameHusaM), 3aKIFOYCHHBIM MeXOy KimeHToM U
bankowm.

visit the Bank personally. The Agreement is considered
canceled as of the date of receiving of the mentioned
notification by the Bank provided that the Client has no
debt service obligations to the Bank under the Agreement.
In case of presence of such debt service obligations to the
Bank, the Agreement is considered canceled as of the
moment of performance of obligations on payment of the
mentioned debt.

All Orders, Deposit documents and/or other Electronic
Documents of the Client, registered in the Bank till the
moment of accepting the notification of the Client on
Agreement cancellation are subject to execution by the
Bank according to the mentioned Terms and Conditions.

As of the moment of accepting the notification of the
Client by the Bank on Agreement Cancellation, the Bank
stops accepting and finalizes the execution of early Orders,
Deposit documents and other Electronic Documents of the
Client.

As the moment of accepting of the Client’s notification on
the Agreement cancellation is considered 10.00 MT of the
working day next to the receiving of this notification by
the Bank.

8.5. Cancellation of obligations under the Agreement
does not bring to cancellation of obligation under other
agreements (contracts) signed between the Client and the
Bank.
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MPUJIOKEHHUE Nel/ APPENDIX NO. 1.

3AABJIEHUE O TIPUCOEJJMHEHHNU K YCJIOBUSM
APPLICATION ON AFFILIATION TO THE TERMS AND CONDITIONS

3ASIBJIEHUE
O INIPUCOEJIUHEHNWU K YCJIIOBUSM JUCTAHIIUOHHOI'O BAHKOBCKOI'O OBCJIY KUBAHUSA
OUBNYECKHUX JIUI] MOCPEJACTBOM CUCTEMBI EUROLINK B AO AKBb «<EBPO®UHAHC
MOCHAPBAHK»
APPLICATION
on affiliation to the Terms and Conditions on remote banking services rendered to physical entities via EuroLink
system in Evrofinance Mosnarbank

®amunus Ums Ortuectso / Full name

Jara poxxnenus / Date of birth

I'paxxnancto / Citizenship

JIOKyMeHT, yZHOCTOBEpSIIOIIUN JINYHOCTh

(HanMeHOBaHHUeE, Cepusi, HOMEp, KOT/Ia U KeM
BbiaH) / Personal identification document
(name, series, number, date of issue, issued

by)

Anpec peructpanys /
Address of registration

MoOunbHbIH TenedoH /
mobile telephone number

Komosoe cnoso: / Memorable word:

HacrosimumM 3asBiIst0 0 IPUCOETMHEHHH K ICHCTBYIOHMICH peAakuuH YCIOBUI OUCTAaHIMOHHOTO OaHKOBCKOTO OOCTY>KHBaHHS
¢usngeckux aun nmocpencreom Cucremsl EuroLink 8 AO AKb «EBPOONHAHC MOCHAPBAHK)Y (nanee — YciaoBus) B mopsiike,
npeaycMoTpeHHOM crathell 428 ['paskmanckoro konekca Poccuiickoit @enepanym. Bee momoxxenust YcaoBHi pa3bsiCHEHB MHE B
HOJHOM 00beMe, BKIIOYask OTBETCTBEHHOCTh cTOpoH, Tapupsl AO AKBE «EBPOOMHAHC MOCHAPBAHKY, ciy4yan u mopsaok
yBeI[OMJ'[eHI/Iﬁ 00 onepanugax, COBEPIIAEMbIX 10 MOUM 0aHKOBCKHM CYETaM C MCIIOIL30BaHUEM QJIEKTPOHHOTO CPEACTBA IJIaTeXKa U
NOpsIZIOK BHeceHUs1 B YcioBus u3Menennii u ponosnnennii. / Hereby | apply for affiliation to the effective edition to the Terms and
Conditions of the Remote Banking Services rendered to physical entities by means of Euro Link System in Evrofinance Mosnarbank
(hereinafter referred to as Terms and Conditions) according to the procedure stipulated by Article 428 of the Civil Code of the Russian
Federation. All provisions of the Terms and Conditions are explained to me in full, including the responsibility of parties, rates of
Evrofinance Mosnarbank, cases and the procedure for the notification of transactions on my bank accounts using electronic means of
payment and the procedure of changing and amendment of the Terms and Conditions.

Ha ocHoBanuu Hacrosiniero 3assienus npoury: / Therefore, please:

Ne

1 | mpemoctaBuTh MHE HOCTYI K CHCTEME AUCTAHIIMOHHOTO OaHKOBCKOTO 00cyxuBaHus EuroLink u o6ecriednTs BO3MOKHOCTH €€
HCTIOIb30BAHUS [UTSl AUCTAHIIMOHHOTO GAHKOBCKOTO OOCITY)KHMBAHUS B COOTBETCTBUM ¢ YcnoBusiMu U Tapudamu / provide me
with access to the Euro Link Remote Banking System of Evrofinance Mosnarbank and ensure possibility of its use for remote
banking services according to the Terms and Conditions and the Rates.

2 | mpemocTaBiATh BpeMeHHbI maponbs qoctyna k CHcTeMe QUCTaHIMOHHOro OaHKoBckoro obcmyxuBanust EuroLink, PasoBbie

CEKpETHBIC TapOJIH, a TAKKe JOMOIHUTEIbHO (TOMHUMO yBeaoMieHus 1o Cructeme) HHPOPMUPOBATH MEHS C IIOMOIIBIO CPEACTB
MOOUJIBHOM CBSA3M O COBEPILICHNUH KaXKI0H ONepaIiiy o Moemy cuety (cueram), oTkpeitoMmy(-biM) B AO AKB «k EBPOOMHAHC
MOCHAPBAHKY, a Taxke 00 omnepaiusx, COOTBETCTBYIOIINX MPU3HAKaM OCYIIECTBICHHS IEPEBO/Ia JCHEKHBIX CPEACTB Oe3
MOCTO corjiacusa, o Q)aKTe BXOI{a/HOHI:ITKI/I BXOJa B CI/ICTeMy C HCIIOJIB30BAHUEM DJJICKTPOHHOTO CPEACTBA IUIATEXKa II0
crenyroiemMy Homepy Tenedona: / provide me with a Temporary Password to access the Euro Link System of remote banking
services, Session Keys, and inform me additionally (besides the notification in the System) via mobile communications of each
transaction performed on my account (accounts) with Evrofinance Mosnarbank, of Transactions with the signs of money transfer
performed without my consent, and of any System sign-in or attempted sign-in using electronic means of payment to the
following telephone number:

Hactosimmum S

BBIp@XAl  KOHKpeTHoe, mpeamerHoe, | | hereby give my express, substantive, uniform and informed

“HPOPMUPOBAHHOE, CO3HATEIbHOE U OAHO3HaYHOE cornacue AO
AKB «kEBPO®NHAHC MOCHAPBAHK)» (MecTo Hax0XIeHUS:
r.121099, r. MockBa, yn. Hoseii ApbGar, n. 29, OI'PH
1027700565970, renepanbHas JULEH3US] Ha OCYILECTBICHUEM
GankoBckux oneparuit Ne2402 ot 23.07.2015) (nanee — bank) Ha
00paboTKy (BKJIFOYAs TIOTYYCHHUE OT MCHSI ¥/ HJTH JTFOOBIX TPETEUX
JIUL, KOTOPBIE COCTOST ¢ BaHKOM B JOrOBOPHBIX OTHOIICHUSX, H3
0011eI0CTYIHBIX WA OTKPBITBIX HCTOYHHUKOB) c

consent to Evrofinance Mosnarbank (address: 29 Novy Arbat
Street, Moscow, 121099, OGRN (Primary State Registration
Number) 1027700565970, general license for banking operations
No. 2402, dated 07.23.2015) (hereinafter referred to as the Bank)
for the processing (including receipt from me and/or other third
persons which have contractual relations with the Bank, from
open or publicly available sources), with or without automation
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WCTIOJIb30BAHUEM CPEACTB aBTOMATH3alUH WIH 0€3 TaKOBBIX,
MOMX TIEPCOHATIBHBIX JTAHHBIX ¥ TIOJTBEPIK/IAI0, UTO, TaBast TAKOE
coryiacue, JCHCTBYIO CBOOOJHO, CBOCH BOJEH W B CBOUX
HHTEpecax.

Cornacue naetcsi MHOW AJIS LIeNK NpUHATHA baHkoM pemienus o
BO3MOXXHOCTH OTKPBITHS OaHKOBCKOT'O CUeTa, cyeTa MO BKIANy,
B TOM YHCIIC NIPOBEPKU JOCTOBEPHOCTH CBEICHUH, yKa3aHHBIX
MHOW Tmipu oOpamieHun B baHK W B IPEJOCTAaBICHHBIX
JMOKYMEHTaX, 3aKIFOUCHHS JIOOBIX CICTOK, CBSI3aHHBIX C
OTKpBITHEM OaHKOBCKOTO C4YeTa, cyeTa MO BKIAmy, W HUX
NATBHEUIIIETO WCIIONHCHUS, B TOM WYHUCIE, PaCIOPsHKCHUS
JICHC)KHBIMU  CPEIICTBAMH TI0 yKa3aHHBIM cyYeTaM Kak Ha
OyMaXHBIX HOCHTENAX, TaK M C TIOMOIIBIO 3JIEKTPOHHOM
CHUCTEMBl  JUCTAHIIMOHHOTO OaHKOBCKOTO  OOCIY)XKHBaHUS,
COBEPILCHUS WHBIX OAHKOBCKUX ONEpauui, s eI MPUHATHS
pelIeHNuH WM COBEPUIEHMS HHBIX JEMCTBHUH, MOPOKIAIOIINX
FOPUIUYCCKHIE TIOCICACTBUS B OTHOIICHUU MCHS W/WITH TPYTUX
JIUIl, U PACIPOCTPAHICTCS HAa MOW TEPCOHAJBHBIC JaHHbBIC,
yKazaHHble MHOW B  HacrosiuieM 3asBIeHUHM, AHKeTe
(u3nUecKoro Juia, mojaydyaeMoil BaHKOM B COOTBETCTBHH C
3aKOHOJATENLCTBOM O  MPOTHBOACHCTBUHM  JIETaTH3ALUH
(OTMBIBaHUIO) JOXOMOB, MOJYYEHHBIX NPECTYIMHBIM IIyTEM, U
(UHAHCHPOBAaHHWIO  Teppopu3Ma, a TakkKe  YyKa3aHHBIX
(comepramuxcs) B HHBIX TOKYMEHTaX, MPEJOCTABISIEMBIX MHON
B baHk, a Takke BCeX MOUX TMEPCOHATBHBIX JAHHBIX,
HAXOJSIIUXCS B PACTIOPSHKCHUHN TPETHUX JIMII, KOTOPBIE COCTOST
¢ BaHKOM B JIOTOBOPHBIX OTHOIICHHUSX, a TAKXKE MOJYYCHHBIX
BankoM U3 00IIETIOCTYITHBIX MM OTKPBITHIX HCTOYHHUKOB.

bank wumeer mnpaBoO OCYIIECTBIATH CIEAYIOUIME ACHCTBUS
(omepanuu) WM COBOKYIHOCTH JEHCTBHI (omepammii) B
OTHOWICHWHM  MOWX  IEPCOHANBHBIX  JaHHBIX, KOTOPBIE
HEOOXOIMMBI WJIH KeJaeMBbl IJIS JOCTH)KEHHS BBIIICYKa3aHHOM
LeNM, ¢ COOoIeHHeM TpeOoBaHMl OAaHKOBCKOW TaifHBI: cOOp,
3aMMch, CUCTEMATHU3ALIMIO, HAKOIJICHHE, XPAaHEHUE, YTOYHEHUE
(oOHOBNIEHME, W3MEHEHMsI), HW3BJIEYCHHE, HCIIOIb30BaHUE,
nepenady (MpeaoCTaBICHHE, JOCTYI) WHBIM JIHIIAM B LENAX,
MIPEIYCMOTPEHHBIX 3aKOHOIATEeIhcTBOM P® W HEoOXOoaMMBIX
JUISL 3aKITIOYCHHUS] M UCTIOIHEHHUS TOTOBOpa OaHKOBCKOTO CYETa,
cyera 1O BKJIAJIy, COBEpIICHHS HHBIX OAHKOBCKUX OTIE€paLHii,
OJIOKHpOBaHME, yIalleHHe, YHUUTOXKeHue. IpemxycmarpuBaeTcs
cMelanHas 00paboTKa MOMX MEPCOHATBHBIX JAHHBIX — Kak 0e3

HUCIIOJIb30BaHUs CpeacTs aBTOMaTUu3aluu, TaK u
aBTOMaTHU3UpOBaHHAsA 06pa60T1<a C nepez[aqef/'r HOHy‘{eHHOﬁ
I/IHd)OpMaL[I/II/I C HUCIIOJIb30BAHUEM PIH(l)OpMaL[I/IOHHO-

TEIeKOMMYHHUKAIIMOHHOM ceTn MHTepHeT.

Hacrosmee cornacue OeWCTBUTENbHO B TEUEHHE CPOKOB
XpaHEeHUs:  JOKyMEHTOB W CBEICHHH,  COJepKaIIux
MePCOHANBHBIE JIaHHBIC, OINpPENENSEeMbIX B COOTBETCTBHUH C
3aKOHOAATENLCTBOM P®D, a Tarke ZOrOBOpaMHU, 3aKIIFOYEHHBIMH
MEX 1y MHOM ¥ bankoM.

Sl yBenomuieH (a) O CBOEM IIpaBeé OTO3BaTh COIJIacHe IIyTeM
moaayu B Bank mMCbMEHHOTO 3asIBJIEHUS.

Sl yBemomiieH (@), YTO MNPENOCTaBICHUE MHOI0 HETOYHOW H
HEIOCTOBEPHOI HH(GOPMALMK M OT3BIB HACTOSIIETO COTJIACHS
MOTYT IIOBJIEYb HEBO3MOXKHOCTh OKazaHWs yciyr bankom. 1
yBemomieH (a), 4to baHK ocymIecTBIsSIET B COOTBETCTBHH C
BBHIIIICYKA3aHHOW IIeNbI0  00paboTKy (TepeveHb IeHCTBHMA
(omepamumii) ©  OmUcaHHWE CHOCOOOB  YKa3aHO  BBIIIE)
NEPCOHAIbHBIX JaHHBIX TPETHUX JIUII, yKa3aHHbIX MHOI>’I B J'I}O6]>IX
JIOKYMEHTaX, IpeoCcTaBIsieMbIX baHKy.

ITpenocraBieHHble MHOM baHKy nepcOHaNIbHBIE 1aHHBIE TPETBUX
JIUI] TIOJYYEHBl MHOW B COOTBETCTBUH C TPEOOBAHUSIMH U B
MOpsiIKe,  YCTAHOBJICHHBIMU ~ 3aKOHOJATENLCTBOM PO o
MEPCOHANBHBIX JIAHHBIX, MPH 3TOM KaKHX-THOO OrpaHHYCHUI
CyOBEKTOM IEPCOHABHBIX TAHHBIX Ha X 00paboTKy bankoM B
LeJISX 3aKJII0UEHHUS  HCIIOJHEHHS I0r0BOpa OaHKOBCKOTO cUeTa,
cyeTa IO BKJIaLy, COBEPIICHUS WHBIX OAaHKOBCKUX OIEpaLUil HE

YCTAQHOBJIEHO, YKa3aHHBIC TPETbH JIMLA YyBEIOMIEHbI 00
00paboTKe HX MEpPCOHANBHBIX JAaHHBIX baHkoM, KoTopas
OCYIIECTBIIIETCS Bankxom c coOnroieHreM

means, of my personal data and confirm that by giving such
consent, | act freely, on my own accord, and in my own interests.

| hereby give my consent for the purpose of decision-making by
the Bank on the possibility of opening a bank account, deposit
account, including verification of the reliability of information
specified by me when contacting the Bank and in the documents
provided, the conclusion of any transactions related to the
opening of a bank account, deposit account, and their further
performance, including the disposal of funds on the above
accounts, both on paper and via the electronic remote banking
system, the performance of other banking operations, for the
purpose of decision-making or committing other actions
generating legal consequences for me and/or others, and my
consent shall apply to my personal data specified by me in the
present Application, Individual’s Questionnaire received by the
Bank in accordance with the laws on countering the legalization
(laundering) of criminal proceeds and terrorism funding, as well
as those specified (contained) in other documents provided by me
to the Bank, as well as all my personal data held by third parties
that are in the contractual relationship with the Bank, as well as
received by the Bank from open or publicly available sources.

The Bank may perform the following actions (operations) or set
of actions (operations) with respect to my personal data as
necessary or desired to achieve the above objective subject to the
compliance with the banking secrecy requirements: collection,
recording,  systematization,  accumulation,  safekeeping,
clarification (updating, changing), extraction, use, transfer
(provision, access) to other person with the purposes of the
Russian legislation and necessary for concluding and executing
the Contract of bank account, deposit account, performing other
bank operations, depersonalization, blocking, deletion and
destruction. The mixed processing of my personal data is
provided, either automatized or not, with transfer of received
information via Internet network.

This consent shall be valid for the place of keeping documents
and data, which contain the personal data defined in accordance
with the Russian legislation, as well as with contracts celebrated
between the Bank and me.

I am notified of my right to revoke my consent by submitting a
written application to the Bank.

| am notified that inaccurate or unreliable information provided
by me and the revocation of this consent may result in the
impossibility of service rendering by the Bank.

I’'m informed that the Bank, in accordance with the
abovementioned purpose, will process (list of actions
(operations) and description of applicable modes is mentioned
above) the personal data of third persons specified by me in any
document submitted to the Bank.

I received the personal data of third parties provided by me to the
Bank in accordance with the requirements and the procedure
established by the personal data laws. There are no restrictions on
such personal data processing by the Bank with the purpose of
celebrating and executing the Contract of bank account, deposit
account, performing other bank operations set out by the subject
thereof. The third parties are notified of their personal data
processing that is performed by the Bank in compliance with the
requirements for the personal data confidentiality and safety of




KOH(MHUICHITHAIFHOCTH TIEPCOHATBHBIX JTaHHBIX M 00ecTieueHus
0€30IIaCHOCTH NTePCOHANBHBIX JaHHBIX HpH MX 00paboTke U ¢
Heil corylacHBI.

Hacrosiium st yBeomiieH (a) 0 TOM, 4TO TpeOOBaHUS K 3aIlUTe
00pabaTbiBaeMbIX MEPCOHAIBHBIX JAHHBIX  HEOOXOJMMBIE
MIPaBOBBIE, OPraHU3AIMOHHbBIE U TEXHUYECKHE MEPHI MO 3aIluTe
MEPCOHANBHBIX JAHHBIX OT HEMPAaBOMEPHOIO MM CIydalHOro
JocTyna K HUM, YHHYTOXEHHs, W3MEHEHHs, OJIOKHPOBAHWS,
KONIMPOBAHMS, TIPENOCTaBICHHS W WHBIX HEMPaBOMEPHBIX
JeHCTBUI B OTHOIICHUH NEPCOHANBHBIX JAHHBIX ONPEACIITIOTCS
Bankom c¢ yderom TpeOoBanmii denepadbHOrO 3aKoHa OT
27.07.2006 Nel52-@3 «O nepcoHalbHBIX JAHHBIX» U HHBIX
HOPMaTUBHO-TIPaBOBBIX ~ akToB  Poccuiickoit ~ ®exnepauuu.
IMoamucaB Hacrosmiee 3asBlIEHUE, MOATBEPXKIAI0, YTO [0
3axmouenus Jlorosopa o3HakoMileH ¢ PexoMenpanusmu 1o
“HPOPMAITIOHHOHM 6€30MaCHOCTH.

CornacHo TpeGoBanmsiM c1.9 @enepanpHOoro 3akoHa OT
27.06.2011 r. Ne 161-®3 «O HaUMOHAILHOW IUIATEKHOM
cucTeMe» s yBeJOMIIeH o ToM, uTo bank mHpopmupyer Kinnenra
0 COBEpLICHHN KaXKIOH Olepanuy ¢ UCIoiab3oBaHieM CHCTEMBI
JIMCTaHIIMOHHOTO GaHKOBCKOro obcmykuBanust EuroLink myrem
¢dbopmupoBaHus 1 HampasieHHS B CHCTeMy JKypHaja orneparui
no cuetry Knnenra.

Hactosammum mnoxareepkaairo, 4YTO yKa3aHHBIH B JaHHOM
3as{BJICHNM HOMep TeneOHa NOAJCPKUBACT IIPUEM CMC-
coobenmii 1

Bce pucku, cBsi3aHHBIE C HEMOJIYYEHHEM CMC-COOOLICHHH MO
MOeil BHHE WINM BHHE MOOWIBHOTO Olleparopa, MPUHHMAI0 Ha
ceOst.

personal data in the course of their processing, and agree
therewith.

I am hereby informed that the requirements for the protection of
personal data being processed, the legal, organizational and
technical measures required to protect personal data from
unauthorized or accidental access, destruction, modification,
blocking, copying, provision, and other unlawful actions in
relation to personal data shall be determined by the Bank based
on the requirements of Federal Law No. 152-FZ, dated
07.27.2006 “On Personal Data” and other regulations of the
Russian Federation.

By signing this Application, | certify that | have read the
Recommendations for information security prior to entering into
the Agreement.

In accordance with the requirements of Article 9 of Federal Law
No. 161-FZ, dated 06.27.2011, On the national payment system,
I am informed that the Bank shall inform the Client of performing
each transaction with the EuroLink System of remote banking
services by generating and submitting to the System of a
transactions statement on the Client’s account.

Hereby | confirm the phone number provided in this application
supports incoming SMS™.

I accept all the risks resulting from failure to receive SMS due to
my own fault or the fault of the mobile network provider.

Hoonuce / Signature

3anosansiercs bankom / To be filled in by the Bank

Damunus Y.0. [ Surname and Initials

I[Mpu peructpauu B CucTeMe TUCTAHIIMOHHOTO GaHKOBCKOTO obciyxkuBanus EuroLink wmuenty mpucoen Jlorun/The

following Login to the Client

System:

was assigned

upon

registration in the EuroLink Remote Banking

Paboruuk banka: /
Employee of the Bank:

noonucs / signature

Damunus U.0. | Surname and

Initials

B ciyuae HemomyueHus cMc-coobIIeHuH HeoOX0aMMO oBpaTuThcs B BaHK, a Takke k cBoeMy MoOmIbHOMY onepatopy. / If you do not receive SMS,

you need to contact the Bank, as well as your mobile operator
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IHNPUJIIOKEHHUE Ne2

PEKOMEHJIAIIUA 110 UHO®OPMAIIMOHHOM
BE3OIIACHOCTH, B TOM 4YMCIIE, IIO
CHUKEHUIO PUCKOB IHOBTOPHOTI'O
OCYHECTBJIEHUA IIEPEBOJA JAEHEXKHBIX
CPEJACTB BE3 COI'VIACUAA  KIIMEHTA

B cBA3M ¢ y4acTHBIIMMHUCS  CIIy4assMd  IIPOBEJCHHMS
MOIIEHHHYIECKUX OTIEPAIUH 110 IEPEBOTY ICHEKHBIX CPENICTB C
UCTIONIb30BAHMEM CHUCTEM JUCTAaHIMOHHOTO OaHKOBCKOTO
oOcimyxuBaHMA depe3 ceTb MHTepHeT © B LeNAX
MIPEAOTBPALICHUS] HECAHKIIMOHUPOBAHHOTO AocTyna Kk Cueram
KnmenTa co cTopoHBI 310yMBIIUIEHHNKOB baHK HacTOsTENBEHO
peKOMEHAyeT (PU3UUECKHUM JIMIAM - ob30oBaTessiM CHcTeMbl
co0moaTh cleqyIonye MEpBI nH(popMaLMOHHOM
0€30I1aCHOCTH:

e Hcnosnb30BaTh Ha OCTOSIHHOM OCHOBE AHTUBUPYCHOE
porpaMMHOe oOecreueHHe ¢ MOCIeHeH aKTyaIbHON
Bepcueld 6a3 (Ha BceX YCTpoOicTBax, ¢ KOTOPBIX
ocymectBisiercss jgoctyn B Cucremy wWuim Ha
KOTOpBIE IPUXOIHUT SMS/push yBenomnenue).

e  PeryssipHO BBINOJHATH AHTUBUPYCHYIO IIPOBEPKY LIS
CBOEBPEMEHHOTO  OOHApY)XEHHS  BPEIOHOCHBIX
mporpamMMm (Ha BCeX YCTPOWCTBaX, C KOTOPBIX
ocymectBisiercss fgoctyn B CucreMy w/wim Ha
KOTOpBIE MPHUXOAUT SMS/push yBemomieHue).

e PerymspHo yCTaHaBJINBATh OOHOBIIEHHUS
OTepalMoOHHON cucTeMbl u Opayszepa MHTepHeT
(mocpencTBOM KOTOPOTO OCYIIECTBISIETCA JOCTYH K
Cucreme) (Ha BCeX YCTPOHCTBaX, C KOTOPBIX
ocymiectBisiercss jgoctyn B Cucremy uW/mim Ha
KOTOpBIE IPUXOIHUT SMS/push yeenomnenue).

e He ycranaBiuBaiiTe Ha ycTpoicTBa, C KOTOPBIX
ocymectBisieTcss  goctyn B CHCTeMy, HHKaKHX
nporpamm JuIs  yaaneHHoro ynpasienus (Team
Viewer, Ammyy Admin, AnyDesk, VNC u T.11.).

e bBrokupoBarh OCTYI K yCTPOWCTBAaM, MOCPEICTBOM
KOTOPBIX ocymecTBisieTcss noctyn k Cucreme. He
OCTaBJIATh  pa30JIOKMPOBAaHHBIE yCTpoiicTBa  6e3
MPUCMOTA.

e OcymectBusite Bxojq B Cucremy mocpeincTBOM
npsimoro Habopa cceuiku  https://dbo.efbank.ru s
CTpOKe Opay3epa WIN MO CChUIKE Ha KOPIOPATHBHOM
Wntepner-caiite banka. [Ipu 3ToM Bceraa npoBepsTs,
YTO COEJMHEHHE OCYLIECTBIIETCS MO OE30IacHOMY
nporokony https Ha agpec *.efbank.ru (mampumep,
dbo.efbank.ru). B azmpecHoii cTpoke HomKeH
TIOSIBUTHCS 3HAYOK 3aKPBITOTO 3aMKa.

e He momp3oBathcs CucTeMON € TOCTEBBIX paboumx
MecT (MHTepHeT-Kade u mp.).

e He ycranaBnuBaTh  OOHOBJIEHHS  CHCTEMHOI'O
MporpaMMHOTO  o0ecmeueHusi  wid  Opaysepa
WNurepuer, mnomydeHHble OT UMEHH banHka 10
9JIEKTPOHHOM IOYTE, CMC-COOOLIEHHEM WM JPYrHM
crnocoboM, HE OTKpBIBaThb CCBUIKM B  TakuX
COOOIICHHUSAX. IMomyuyuB  Takoe  cooOIICHUE,
He3aMeLIUTENILHO cOO0MHNTh 00 3TOM baHky.

e He coxpansars Jlorun u Ilapons Cucremsl B mamstu
Opay3sepa.

APPENDIX NO. 2

RECOMMENDATIONS ON
INFORMATION SECURITY, IN
PARTICULAR, ON REDUCING THE
RISKS OF RE-TRANSFER OF FUNDS
WITHOUT THE CLIENT'S CONSENT

With a view to the increasing number of fraud
transactions of funds by means of remote banking
systems via Internet and for the purposes of
prevention of unauthorized access of hackers to the
Accounts of the Clients, the Bank strongly
recommends to physical entities - System users to
meet the following measures of information security:

e To use on permanent basis anti-virus
software with the last updated version of
databases (on all devices used to access the
System and/or that receive SMS/push
notifications).

e To perform anti-virus screening on regular
basis for timely disclosure of hazardous
programs (on all devices used to access the
System and/or that receive SMS/push
notifications).

e To install regularly the updates of the
operational system and the Internet Browser
(which is used for accessing the System) (on
all devices used to access the System and/or
that receive SMS/push notifications).

e Don’tinstall in devices used for access to the
System any software for  remote
manipulation (Team Viewer, Ammyy
Admin, AnyDesk, VNC, etc.)

e Toblock access to the devices used to access
the System. Not to leave unlocked devices
unattended.

e It is recommended to access the System via
direct link https://dbo.efbank.ru or the link
on the corporate web-site of the Bank. One
should always make sure that connection
with *.efbank.ru (e.g., dbo.efbank.ru) is
established via the secure protocol (https). A
closed lock icon will appear in the address
bar.

e Do not access the System using the guest
workplaces (cyber cafe, etc.).

e Do not install updates of system software or
Internet browser received from the Bank via
electronic mail, sms or otherwise, do not
open links in such messages. Inform the
Bank on the above mentioned upon receiving
such messages.

e Don’t save Login and Password for the
System in the browser’s memory.



https://dbo.efbank.ru/
https://dbo.efbank.ru/
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e He xpanute Jlorun u [Taposs CHCTEMBI B OTKPHITOM
BU/IE Ha YCTPOMCTBAaX, C KOTOPBIX OCYIIECTBIISCTCS
noctyn B Cucrtemy.

e lcnonp30BaTh NMPUIOKEHHUS Ha CMapT(OHAX TOJBKO
u3 odurmanbHeix uctounukos (Apple Store, Google
Play/ Play Market).

e PerymsapHo, He pexe OJHOTO pa3a B J€Hb NOIYy4aThb
nHpopmanuio 0 3aperuCTPUPOBAHHBIX
Pacniopsoxennsix u o coctossHun CUeToB.

bank pexomenayer KinueHTy yuuTHIBaTh PUCKH IpHU paboTe C
Cuctemoit uwepe3 cerp VHTEpHET W TIOHHMAaTh, dYTO
UCTIONB30BAaHNE TOJBKO AHTHBHUPYCHOTO  IIPOTPAMMHOTO
obecrnieuenus He naet 100% rapaHTHy 3alIUTHI OT IPOBEACHUS
3JIOYMBINUICHHUKOM MOIICHHUYCCKUX onepaunﬁ B Cucreme.
B cnyyae ecim y Bac mepectama paboTath CHM-KapTa,
CBSKHUTECh CO CBOMM OIIEpaTOPOM COTOBOI CBSI3U M BBISICHHUTE
NpUYUHY. BO3MO)KHO, 3JIOYMBINIJICHHUKW TIOJYYHUJIIN KJIOH
(ny6nukar) Bameit cum-KkapThI.

Cne/:[yeT YUYUTBIBATH CaMBIC pacnopoCTpaHCHHBIC Ha
CCFOZ[HSILHHI/Iﬁ JAC€Hb CXCMBbI MOIIICHHUYCCTBA B CETU I/IHTepHeTZ

o «ComnmanbHBI WHXUHUPUHT» — 3JIOYMBIIUICHHUKH
pacchUIaoT cooOmuieHns TTOCPEICTBOM
SMS/371eKTpOHHOM TMOYTHl WM 3BOHIT OT HMMCHH
BaHka ¥ moj pa3sNUYHBIMU TPEAJIOraMU IBITAIOTCS
nonyuuts ot Knuenrta Jlorunusi, [laponun, @.M.0O,
HOMeEpa CYETOB, KapT, TMH-KOJIOB U T.1.

e  «@DumuHr» — KnnueHTy npucbuiaeTcd MO MOYTe WIH
WHBIM CIOCOOOM CCBUIKA Ha TOANCIBHBIN CaT,
KOTOPBI MOXET BH3YaJlbHO HE OTIHYaThCs OT
ITOUTMHHOTO, ¢ TipockOoii BBectr Jlorun, Ilapons Ha
noctyn k CucreMe W JApYyrue NaHHBIC IOJ JIFOOBIM
mpeioroMm  (MCTEK  CPOK  JCWCTBUS — MAPOJIA,
HEO0XOIUMOCTh npoiTh JIOTIOJTHUTENEHYFO
aBTOPH3ALMIO, DPa30IOKUPOBKA 3a0JIOKUPOBAHHOTO
JIOCTyTa U T.11.).

e 3apakeHHE BPEJOHOCHBIM KOJIOM — IPOUCXOTUT
4yepe3 paclpoCTpaHEHHE BPEJOHOCHBIX IPOTPaMM
yepe3 VIHTepHET-pecypchl, HampuMep,  CalThI
CONMANBHBIX CETell WM TOCPEACTBOM  CIaM-
pacchUIKM  uepe3 IEKTpOoHHyr mouty. Ilocne
3apaxenust Cucrempl Kimenra BupycoM wim
«TPOSIHOM»  3JIOYMBIIUICHHUK TIOJIy4aeT IIOJIHBIN
KOHTpOJIb HaJl CUCTEMOH.

HpI/I nucnoib3oBaHun CUCTEMBI HCO6X0}II/IMO IIOMHUTB, YTO:

B ciayuae BpisiBiaeHusi KiMeHTOM 1003pUTEIbHBIX
onepauuii B CucremMe Heo0X0AMMO He3aMeJIMTEIbHO
cBsa3aTbes co Cay:k0o0ii kJIMeHTcKoi noaaep:xku banka no
HOMepY TeJiehoHa, ONyOIMKOBAHHOMY Ha KOPHOPATHBHOM
HNuTepHer-caiite banka.

e Don’t store Login and Password for the
System openly in devices used for access to
the System.

e Use only those smartphone apps that are
downloaded from trusted official sources
(Apple Store, Google Play/ Play Market).

e Receive information about the registered
Orders and the status of the Accounts at least
once a day.

The Bank recommends the Client to consider the risks
upon working in the System via Internet and
understand that only use of anti-virus software
provides with 100% protection guarantee from fraud
transactions by hackers in the System of the Client.
In case if your sim card appears inactive, please
contact your mobile service provider and clarify the
reasons. May be intruders received a clone (copy) of
your sim card.

It is necessary to consider the most widely spread
schemes of fraudulent activities in the Internet for
today:

e “Social engineering” hackers send SMS
/email or call you on behalf of the Bank and
under various pretexts try to get the Client’s
Login, Password, Print Name, numbers of
accounts, cards, pin codes, etc.

e  “Phishing” — The Client receives by mail or
otherwise a link to fake web-site, which can
be visually identical to the official one, with
a request to enter the Login and Password for
any reasons (Password is out-of-date,
additional  authorization is  required,
unlocking of the blocked access, etc.).

e Infection by a malicious code by means of
spreading malicious programs via Internet
resources, for example, social networks web-
sites, or by spamming via electronic mail.
After infecting the Client’s System with a
virus or a “Troyan” program the hacker gets
full control over the System.

When using the System it is required to remember
that:

In case the Client discloses suspicious transactions
in the System, it is required to refer to the Bank’s
Customer Support immediately via telephone
number published on the corporate website of the
Bank.




