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TEPMHWHBI U OITPEJEJIEHUSA

ACII KimenTa — aHanor cOOCTBCHHOPYYHOH MOJIIHCH
Kiuenra, ynocroepsitomuii  (akT COCTaBICHUS U
MOJIHCAaHus DJIEKTPOHHOIO JAOKYMEHTa, IeperaBaeMoro
B bank ot umenun Knuenra ¢ ucnons3oBanneMm CucTemsl,
YIOCTOBEPSIOMUN MOJIMHHOCTh TAaKOro OJIEKTPOHHOI'O
JOKyMEHTa, BKJIIOYasi BCE €ro 00s3aTebHble PEKBU3UTEHI,
TIO3BOJIIOIIN I JOCTOBEPHO YCTaHOBHTH, 9TO
ONeKTpOHHBIH JOKyMEHT wucxogutr ot Kimenra. B
kagectBe ACII wmcmomp3yercss PazoBbIli  ceKpeTHBIN
1apoJb.

AyTeHTH(UMKALUSA — IPOLEAYpa IPOBEPKH NOIITMHHOCTH
Knuenta ¢ nomousto Jloruna, Ilaposns, BpemenHoro

napois, KomoBoro cmoBa WIM HMHBIM  croco0OoM,
NPETYCMOTPEHHBIM YcnoBuamu. [TonoxurenbHbIi
pe3yabTar  AYTCHTHU(HKAIIMKA  MOATBEPXKAACT,  YTO

¢dbopmupoBanne u mepemada B bBaHK DJIEKTPOHHBIX

JNOKyMeHTOB/OOpamienue B bank uepes  CiyxOy
KIMEHTCKOW  TOMICPKKH,  TPOU3BOJUTCS  CAMUM
Knuentom.

ba3a maHHBIX — 0a3a JaHHBIX O CIIydasX W IIOMBITKaX
OCYIIECTBIICHUS TICPEBONOB JCHEXKHBIX CpEACTB 0e3
JOOPOBOJBHOTO COTJIACUS KIIMEeHTa, (OPMHUpPOBAHHE H
BelleHuEe KOTopoH ocyuectBisercss bankom Poccum B
COOTBETCTBUM C  3aKoHojaaTenbcTBOoM  Poccuiickoit
depnepanuu.

Bank — AKIIMOHEPHbII KOMMEPYECKHI BAHK
«EBPOOMMHAHC MOCHAPBFAHK» (akunonepHoe

obmiectBo). Mecto Haxoxaenus: 121099, Poccus,
r. MockBa, yin. Hoserii Apb6ar, 1.29. I'enepanbnas
nunensusa banka Poccun Ne 2402.

BangoTHple omepanmMH — OIEpaldH, SBISIONIHECS
BaJIFOTHBIMU omepanusIMu B COOTBETCTBHH c
JENCTBYIOILIUM 3aKOHOIAaTEJILCTBOM Poccwuiickoit
Odenepanuu.

BpeMenHblii mapojb — yHUKaIbHAs TOCJIEI0BATEILHOCTD
CUMBOJIOB, HanpasisieMas: KiineHnty bankom nocpeictsom
CMC-COOOIICHN Ha 3aperucTpUpOBaHHBIN HOMEp, H
ucnonb3yemas Kimentom B kauectse [laposist npu nepom
Bxojge B CucreMy, a Takke B CIydae BOCCTAHOBJICHUS
nocryna k Cucreme nociie Kommnpomeraiuu/yTpaTsl Wi
OJIOKUPOBKH Cucremoit IMaponsa W/unu
Jlornna/mpuocranoBnenus nocryna k Cucreme.

I'MC TI'MII - rocysapcTBeHHass HMH(GOPMALMOHHASL
CUCTeMa O TOCYJapCTBEHHBIX M MYHHUIUNAIbHBIX
IIaTexXax.

JucTaHnMoHHOe  0AaHKOBCKOe  OOCIy:KHBaHHE  —

npenocTaBienne bankom KimeHTy ¢ ucmonb3oBaHHEM
KanamoB mocTyma BO3MOXXHOCTH TIiepenadu  baHky
9J'[eKTpOHHBIX JOKYMEHTOB B 11(S5:0.¢ IIPOBCACHUA
Onepanuii, TPEIOCTaBIEHWE BO3MOXKHOCTH Tepeaadn
Mexnay bankoM u Kimentom ¢ ucnons3oBanuem Kananos
noctyna JIOKYMEHTOB IO BKJIATy, TPEIOCTaBIEHUE
bankom Kimenty ¢ ucnonws3oBanuem KananoB jgocryna
uHpOpPMAMK O TONyYeHHBIX B baHke KpeawTax,
pa3MEIEHHBIX CPOYHBIX BKJIAJaX, BBIMYIICHHBIX Ha UMS
Kiuenra 6aHKOBCKUX KapTaX, octaTkax u Onepanusx mo
Cuetam, UHBIX CBEJICHUH, IPEJOCTABICHUE BO3MOKHOCTH
OCYLIECTBJICHUS Nlepenucku Mexay bankom u Kinnenrom
¢ ucnoab3zoBanuem Kananos gocryna.

Horosop AUCTAHLMOHHOIO 0aHKOBCKOI0
oocay:xkuBanus (Jorosop JABO) — morosop Mexmy
Knmnentom  u  baHkoMm,  3aKiIOYEHHBIM  IyTeM
npucoeanHennst Kmmenra k Ycnosusim. lorosop O

TERMS AND DEFINITIONS

EHS of the Client — an equivalent of handwritten
signature of the Client certifying the deed of drafting and
signing an Electronic document transferred to the Bank on
behalf of the Client using the System, authenticating such
Electronic document including all its compulsory details,
in order to reliably determine that the Electronic Document
is coming from the Client. A Session Key is used as the
EHS.

Authentication — a procedure of the Client authentication
using Login, Password, Temporary Password, Memorable
Word or any other means set out in the Terms and
Conditions. The positive outcome of Authentication
verifies that the creation and submittal of Electronic
Documents to the Bank/the application to the Client
Support Service is carried out by the Client.

Database — database with cases and attempts of funds
transfers without the Client’s voluntary consent, which is
developed and maintained by the Bank of Russia in
accordance with the legislation of the Russian Federation.

Bank — Evrofinance Mosnarbank. Location: 29 Novy
Arbat, Moscow, Russia, 121099. General license No. 2402
of the Bank of Russia.

Currency transactions — transactions that are currency
transactions according to the legislation of the Russian
Federation in force.

Temporary Password — a unique sequence of symbols
sent to the Client by the Bank by means of SMS to the
Registered Number and used by the Client as a Password
at first login, as well as in case of the System access
recovery after a Compromise/loss or blocking by the
System of the Password and/or Login/suspension of access
to the System.

GIS GMP - government information system of
government and municipal payments.

Remote Banking Services — rendering by the Bank to the
Client, using the Access Channels, possibility to transfer
to the Bank Electronic Documents for the purposes of
Transactions conduction and Deposit management, the
Bank's submittal of information to the Client on the credits
obtained in the Bank, opened term deposits, bank cards
issued out in the name of the Client, balances and
Transactions on the Accounts, other information via the
Access Channels, as well as providing possibility to hold
correspondence between the Bank and Client using the
Access Channels.

Remote Banking Services Contract (the RBS Contract)
—an agreement between the Client and the Bank concluded
through affiliation of the Client to the Terms and
Conditions. The RBS Contract includes a signed




BKIIOYAaeT B cebg MmogmucaHHOE  3asBiIcHUE O
NPUCOEAMHEHUH K YCIOBUSAM, HACTOSIIME YCIOBUS M
Tapu¢sr banka.

JloKyMeHTbI 1O BKJAAy — 3asgBICHHC Ha OTKPBITHE
CpPOYHOTO0 OAHKOBCKOTO BKJIa/a, 3asBJICHUE HA 3aKpPHITHE
CpPOYHOTO OAHKOBCKOTO BKJIa/Ia, W/MIN UHBIE JOKYMEHTHI,
HaTpaBJsIeMbIe C IEIbI0 3aKIIOUYCHUS WIA PAaCTOPKCHUS
JIOTOBOpA CPOYHOTO OAaHKOBCKOIO BKJIAJa, MepelIaHHbIe
Knuentom B bank wunu bankom Kiuenty B Buze
DIEeKTPOHHBIX JTOKYMEHTOB C UCHOJb30BaHHeM KaHamos

JIOCTYyTIA.
3asiBjieHMe O TPHCOETHHEHHMH K YCIOBHAM —
MMHCbMEHHOE  BoOJIeu3bsBlIeHHe KiHMeHTa 3aKIOYUTh
Horosop JBO.

3aperucTpupoBaHHBINi HOMEpP — HOMEp MOOMIIEHOTO
tenedona, ykazaHHeIW KimeHToM B 3asgBieHHH O
NIPUCOCIMHEHNH K YCIOBHSAM WIH 3asBICHHA O €ro
mMeHeHnn (o ¢opme baHka) i memeld moOMydeHUS
nHdopmanuu B coorBerctBUM ¢ JloroBopom JBO u
TpeOOBaHUAMU 3aKOHOJATENbCTBA Poccuiickoit
denepanyu 06 obs13aTensHOM HHGOpMHUPOBaHUU bankom
Krnuenra, B TOM unciie 00 HCTEYCHUHU CpOKa OAHKOBCKOTO
BKJIa/1a.

Hnentuduxarop mosaydareas CpeacTB — HOMEp
MoOminpHOro  Tenedona  Knmenra,  mo3Bossrommit
OJHO3HAYHO yCTaHOBHUTH KimeHTa cpenu onpeaeIeHHoro
MHO)KECTBa KJINCHTOB B baHKe M ONpeAennuTs PEKBU3UTHI
JUIL  OCYLICCTBJICHHS TIE€PEBOJA JICHEXKHBIX CpPEACTB
Kinuenty na ero Cuer B banke co Cuera ngpyroro Knuenra,
OTKpBITOTO B banke.

HNudopmannoHHbIi pexRuM - pexuM
¢ynkronupoBanus Cuctembl, npu kotopom KimeHty
JNOCTYNEH  OTPaHMYEHHBIH  (QYHKIMOHAN  (peXHUM

«IPOCMOTPAy», a TaKke HampaslieHue B bank cooOieHnii
cB0OOIHOTO (hopmara).

Kanan pnocryma — kaHan mepeiayd  ODJIEKTPOHHBIX
JOKyMEHTOB, 00CITy>KHBaHUE 110 KOTOPOMY IIPOU3BOJIUTCS
C WUCIIOJIb30BAaHHEM CIICHHAIM3UPOBAHHBIX TEXHUYECKHUX
cpencte (MHTepHEeT) Oe3 ywactus paborHuKOB baHka,
obecrieunBaronui Knnenram BO3MOXKHOCTb
caMoCTOATEeNIbHO (popMHUpOBaTH W TepenaBaTh B baHk
DNeKTpOHHbIE JOKYMEHTHl U TIoJy4aTh OT baHka
ONEeKTPOHHBIE TOKYMEHTEHI.

Kapra banka — oMmutupyemas bankoMm pacueTHas
(mebGeToBast) KapTa, pacyeThl C MCIOJIH30BAaHUEM KOTOPOM
OCYIIECTBIISIIOTCS B COOTBETCTBUH C 3aKOHOJIATEIbCTBOM
Poccuiickoit ®enepanuu 1 YCIOBUSMU BBIIyCKa U
oOcimyxuBanus  OankoBckux  kapr  AO  AKB
«EBPO®MHAHC MOCHAPBAHK».

Kanent — ¢usnueckoe nmno, uMeromee cuera B banke,
OTKpPBITBIE HA OCHOBAaHMM JOTOBOpa OAHKOBCKOTO CUeTa
(He  Kacaromerocs — CYETOB  JUII  pPacueToB  C
UCTIONIb30BAaHMEM OaHKOBCKMX KapT M CYETOB JUIsl
pacueToB Mo omepanusM ¢ IUGPOBEIMA (HHAHCOBBIMH

aKTHBaMH) W/WJIW JIOTOBOpa cUeTa BKJIala  «J0
BOCTPEOOBAHWSI.
Kon pnocryma — 1uudpoBoii Koj, YCTaHABJIMBAaeMBIH

Knnentom B MmoOmibHOM Bepcun Cructemsr EuroLink, st
OBICTPOH AyTEeHTH(PUKAITNH.

KomoBoe ciI0OBO — T1OCIICIOBATEIBHOCTE CHMBOJIOB,
u3BecTHas Tojpko Kimenty u banky, ucnonssyemas ais
Aytentudukaimu Kinuenra npu oOcCiy:KUBaHHH Yepe3
Crnyx0y KIueHTCKO# moanepxku. KomoBoe CII0BO MOKET
HCTOJIB30BaThCsI MHOTOKPATHO.

Application on affiliation to the Terms and Conditions,
these Terms and Conditions, and the Bank Rates.

Deposit Documents — Application on opening Term
Deposit, Application on closing Term Deposit, and/or
other documents sent for the purposes to conclude or
terminate the Term Deposit agreement, transferred to the
Bank by the Client or by the Bank to the Client in form of
Electronic Documents with use of Access Channels.

Application on affiliation to the Terms and Conditions
— a written expression of the Client’s will to enter into an
RBS Contract.

Registered Number — a mobile telephone number
specified by the Client in the Application on affiliation to
the Terms and Conditions or an Application on its
changing (according to the Bank's form) for the purposes
of receiving information under the RBS Contract and the
requirements of the Russian Federation legislation on
mandatory informing the Client by the Bank, including of
the bank deposit expiration.

Recipient Identifier — a mobile telephone number of the
Client, which allows to unambiguously identify the Client
among a certain number of the Bank Clients and determine
the details for transferring funds to the Client's account
with the Bank from the account of another Client opened
with the Bank.

Information mode — functioning of the System when only
limited functionality is available for the Client (view mode
and the possibility to send free format messages to the
Bank).

Access Channel — Electronic Documents transfer channel,
which is serviced by means of special technical tools
(Internet) without engagement of the employees of the
Bank, providing the Clients with an opportunity to
generate and transfer to the Bank Electronic Documents on
their own.

Bank Card — payment (debit) card issued by the Bank,
used for payments performed in accordance with the
Russian law and Evrofinance Mosnarbank s Conditions of
issuance and maintenance of bank cards as well.

Client — a physical entity, holding accounts in the Bank
opened under the bank account agreement (that is not
related to any settlement accounts with bank cards linked
to them and accounts for settlements with digital financial
assets) and/or the "on-demand" deposit account
agreement.

Access Code — a digital code set by the Client in the
mobile version of the EuroLink System for fast
Authentication.

Memorable Word — a sequence of symbols, known only
by the Client and the Bank, used for Authentication of the
Client when dealing with the Client Support Service. The
Memorable word can be multiply used.




Komnpomeramusi — yrtpata KimeHToM KOHTpONS Han
3aperucTpupoBaHHEIM HOMEPOM, a Takke yTpaTa bankom
wm  Kimentom  yBepeHHOCTH B TOM,  9TO
KoHpuneHmanpHas wHpopMmanus (Jlormn, BpemenusIi
maposis, Ilapoms, KomoBoe cnoBo) He MOXeT OBITh
HCTIOIB30BaHa TPETHUMHU JINIIaMHU.

Jlorun - YHHUKaJIbHAS TIOCTIEIOBATEIHHOCTh
OYKBEHHBIX/IIU(PPOBBIX CHMBOJIOB, HCIIOJIb3yeMast s
Ayrtentudukanuu Kinuenra B Cucteme. [Ipu perucrparmu
Knunenra B Cucreme Jlorun ¢opmupyercss bankom B
aBTOMaTH4yeckoM pexume. B mocneactBuum  KimeHT
BIIpaBe M3MCHUTH JIOTMH B TOpPSAKE, YCTaHOBJICHHOM
Venosuamul.

Omnepanusi — He MnpoTUBOpevalias JCHCTBYIOLIEMY
3akoHoAarenscTBY Poccuiickoit denepaunn onepanus mno
PACIIOpSHKCHHUIO  ICHEKHBIMH — cpeacTBaMu  KimeHTa,
ucnonHsgeMas baHKOM Ha OCHOBaHMH DIEKTPOHHBIX

JOKYMECHTOB, TIepeAaBaeMBIX B  COOTBETCTBHH C
VYcnoBusamu.
IMapoJas - MOCJIEI0BAaTEILHOCTh CHMBOJIOB,

CaMOCTOATENIBHO co3faHHass KnueHToMm, wucmonbp3dyeMas
st Ayrentudukanun Kimenta npu o0CIyKUBaHUU 110
Kanamam poctyma. Ilapons MOXeT HCIIOIB30BAaThCA
MHOTOKPATHO.

PacnopsixkeHue — DIIEKTPOHHBIN JOKYMEHT, COAEP KALUN
pacnopsbxkenne KimeHTa Ha coBeplleHHEe OJHOM HIH
Heckonbkux Onepauuii, nepenanselid Knuenrom banky c
ncnons3oBanueM Kananos nocryma.

Perncrpanuss —  aBTOMAaTW4eckoe  BHECEHHE B
JIEKTPOHHOH (opMe 3ammcu O TOoNydeHHH baHkom
OrnexTpoHHOr0 JokyMeHTa Kinenra B mpoTOKOIIBI paboThI
MpOrpaMMbl, XpaHsmuecss B 0a3ze JaHHbIX CHCTEMBI,
KOTOpBIE aBTOMAaTH4eCKH (HOPMHUPYIOTCI M BeIyTCS B
Cucteme. Peructpamms 3aBepmiaeTcs IPHUCBOCHUEM
OJEeKTPOHHOMY JOKYMEHTY craTyca «lIpuHaTy.

Pa3oBblii  cekpeTHbI  Napojb —  YHUKalbHas
MOCIE0BATENBHOCTE  CUMBOJIOB, HCHOIb3yeMas s
MOJATBEPKAEHUS]  MOAIMHHOCTH, HEU3MEHHOCTH U
LEJIOCTHOCTH OIIEKTPOHHOTO JIOKYMEHTa, a TaKkKe
aBTopcTBa KineHTa B oTHOWEHHMH NepenaBaeMbIx baHky
ONeKTpOHHBIX JOKyMeHTOB. Ilocne ucnonb3oBaHUs
PasoBblit CEKpETHBIN 11apoib CTaHOBHTCS
HenencTBuTeNnbHBIM.  Kaxaplii  Pa3oBblil  cexpeTHBIHM
apoJib MIPHU3HACTCS CropoHamu aHaJIOTOM
COOCTBEHHOPYYHOH TMOANHCH W TPH  COBEPUICHUU
Omnepanuii SBISETCS CPEACTBOM YIOCTOBEPEHHS IIPaB
pacTopsKeHHs ACHEKHBIMH CPEICTBAMH, HAXOSMIIUMHUCS
Ha CyeTe, B COOTBETCTBUU CO cTaThel 847 I'pasxkqaHcKOro
koaekca Poccuiickoit denepanyu. Pa3oBslil cexpeTHBbIN
napojb MOKET ObITh moiydeH KimeHToM mocpeacTBom
cMc-coobmennst uian nocpencrsoMm PUSH-cooOmenns
(TIpM HAJIMYMK TEXHUYECKOH BO3MOKHOCTH).

CepsBuc Best2Pay — cepBuc mo mnepeBomy JIEHEKHBIX
CpPEICTB C  HCIIONB30BAaHWEM  OAHKOBCKOW  KapTHI
OTIIpaBHUTENsS Ha OAHKOBCKYIO KapTy MOTy4aTels II0
pacrniopspkeHusiM KimmeHra, ocyiecTBiIsieMblil C TOMOIIbIO
Cucrembr Unteprer-Ilnarexeil omeparopa yka3aHHOTO
cepBuca  (moctaBmuka ycuyr) —  OOmectBa €
OTpaHUYCHHOW OTBeTCTBEHHOCThIO «bect2meity (MMHH
7813531811).

Cucrema obicTpbIx miatexkeii (CBII) — cepuc ObicTphIX
IaTexxel muarexHoi cuctemsl banka Poccuu.

Compromise — loss of control by the Client over the
Registered Number, as well as loss of confidence by the
Bank or the Client with regards to the fact that the
confidential information (Login, Temporary Password,
Password, Memorable Word) cannot be used by the third
parties.

Login — a unique sequence of alphanumeric characters
used for the Client Authentication in the System. When the
Client is first registered in the System the Login is
generated by the Bank automatically. The Client has the
right to later on change the Login following the procedure
stipulated in the Terms and Conditions®.

Transaction — the Client’s cash assets disposition
operations not contradicting the applicable legislation of
the Russian Federation, implemented by the Bank based
on the Client’s Electronic Documents transferred
according to the Terms and Conditions.

Password — a sequence of symbols created by the Client
and used to authenticate the Client for servicing through
the Access Channels. The Password can be multiply used.

Order — an Electronic Document containing the Client’s
instruction for conducting one or several Transactions,
transferred by the Client to the Bank by means of Access
Channels.

Registration — an automatic process of making an
electronic entry on the Bank’s receipt of the Client’s
Electronic Document in the program protocols stored in
System database, which are automatically generated and
maintained within the System. The Registration is deemed
complete when the Electronic Document is assigned
"Accepted " status.

Session Key — a unique sequence of symbols used for
identification of the authenticity, immutability, and
coherency, as well as the Client’s authorship of the
Electronic Documents transferred to the Bank. A Session
Key becomes invalid after it is used. Every Session Key is
acknowledged by the Parties as an equivalent of
handwritten signature. When making any Transactions, the
Session Key certifies the rights to dispose of the funds on
the Account under Article 847 of the Russian Federation
Civil Code. The Session Key can be received by the Client
via SMS or a PUSH message (subject to technical
capability).

Best2Pay service — service for money transfers with use
of sender’s bank card to the recipient’s bank card
according to the Client orders, performed through the
Internet payment system of the mentioned service’s
operator (service provider) / Best2Pay LLC (taxpayer
identification number INN 7813531811).

! TIpu nanuuumn Texnuueckoil Bosmoxknoctn y banka/Subject to technical capability of the Bank.



http://context.reverso.net/translation/english-russian/alphanumeric+characters+and

Cucrema MHntepHer-Ilnarexeii — wnH)opMannoHHbIE
CHCTEMB, MIPOrpaMMHO-aNapaTHbIC KOMIUIEKCHI
omeparopa Cepsuca Best2Pay, B TomM ugucme caifr
https://pay.best2pay.net, nossomsironue Knuenty banka
(opMHpOBATh W HAIMPABIATh PACHOPSDKEHHS B OaHK
Cepsuca Best2Pay pmns ocymecTBieHHs TepeBoaa
JICHE)KHBIX CPE/ICTB ¢ OAHKOBCKOW KapThl OTIIPABUTEISI HA
0aHKOBCKYIO KapTy MojiydaTenst (IepeBoj C KapThl Ha

KapTy).
Cucrema  EuroLink  (Cucrema) —  cucrema
JIMCTaHIIHOHHOTO 6aHKOBCKOTO 00CITy)KHBaHUS

(hU3UYCCKUX JIUIL, UCTIONIb3YeMasi, B TOM YHCJIC, B KAUeCTBE
DJEeKTPOHHOTO CPEACTBA IUIATEXA.

Cay:x0a KIMEHTCKOH MOAJEPKKH — TIO/pa3/eicHue
Banka, ocymectBisromee oocmyxnBaane KimmeHTOB mipn
obpamennu B bask mo TemedoHy, omyOIMKOBaHHOMY Ha
kopnopatuBHOM WHTepHeT-caiite banka.

CoequHeHHe — TTOCIICIOBATENHLHOCTE AckicTBuil Kinenra,
HEOOXOMUMBIX [IJIsl MOJyd4eHus aoctyna k Cucteme Mo
Kanany poctyma B mpezenax OIHOTO HEIPEPHIBHOIO
uHTepBasia BpeMeHu. Jua  kaxmoro  CoeauHEeHHs
AyTeHTH(UKALKSA MPOU3BOAUTCS OJUH pa3 M CUUTACTCS
NENCTBUTENBHON B TeueHue Bcero CoeTuHeHMsI.
Croponbl — bank u Knuenr.

Cuert — cuet Knuenra, oTkpbIThIi B baHke Ha OCHOBaHHUH
JoroBopa OaHKOBCKOTO C4YeTa W/WIM JOTOBOpa cyeTa
BKIIaIa «I0 BOCTPEOOBaHWS» W/WIH JOTOBOPAa CPOYHOTO
0aHKOBCKOTO BKJIa1a.

Tapudbl banka — pasmep BosHarpaxiaeHuss banka 3a
npenoctapienne KimeHTy yciyr 1o HCHOJIb30BaHHUIO
CucTeMsl, B TOM YHCIIE 3a NIPEIOCTABICHNE BO3ZMOKHOCTH
npoBeneHust Onepanuii mo CUeTy C HCIOIb30BAaHUEM
Cucremsl.

YUH - yHuKaubHbIA HICHTU()UKATOD HAYUCICHUS
cyMMBbI, WHpopMaius o kKoTtopoMm pazmemeHa B [MC
I'MIIL.

YenoBusi — HacTosimpe YCIOBUSA AMCTAHIMOHHOIO
0aHKOBCKOI'O 00CITy)KUBaHHS ¢usndeckux JINIL]
nocpeactBom  Cucremsr  EuroLink B  AO AKB

«EBPOOMTHAHC MOCHAPBAHKY.

DaexkTpoHHoe cpeacTBo miare:xa (ACI) — cpencrso u
(mnn) crioco0, mo3Bostitontue Kimnenty banka coctaBisrs,
YAOCTOBEPATh M TII€pPeNaBaTh PACHOPSDKEHUS B IIETIAX
OCYIIECTBIICHUS TIEPEBOJA IEHEKHBIX CPEICTB B paMKax
npuMeHsieMbIX  GopM  Oe3HATMYHBIX  PAacyeToB ¢
HCTIOb30BaHUEM HH(POPMAIIMOHHO-KOMMYHHKAIIHOHHBIX
TEXHOJIOTHH, 3JIEKTPOHHBIX HOCHUTEIeH WHPOpPMAaluH, B
TOM YHCIIC IJIATEKHBIX KapT, a TAK)KE WHBIX TEXHUYECKUX
YCTPOMCTB.

DJIeKTPOHHBbIN JOKYMEHT — JOKYMEHT, MMOAMUCAHHBIN
ACII Kinenra, uapopmMaiys B KOTOPOM IIPEJCTaBICHA B
9JIEKTPOHHOH (opMe, BKIIOYas, HO HE OrpaHWYNBasiCh,
3asBJICHHE Ha OTKPBITHE/3aKPBITHE CPOYHBIX OAaHKOBCKHX
BKJIQ/IOB, PACIOPSDKEHHS O TIEPEBOJIE AEHEKHBIX CPEICTB,
yBEIOMJICHHE 00 M3MEHEHHH/OTCYTCTBHA W3MEHEHHH
paHee IpeACTaBICHHBIX HACHTH(UKAITMOHHBIX CBEICHUN
B paMKax TpoBeleHUS  baHKOM  MepomnpHsTHiA,
HampaBJICHHBIX Ha WACHTHUQUKAIMIO W OOHOBICHHE
CBEACHWH O CBOWX KIHEHTaX, HX NPEICTABUTEIIX,
OeHeUIIMAapHBIX BIaJeNblaX U BHIFOIONPHOOpETATENX,
3asBieHHe 00 orpaHudeHnu omnepauuii 1o Cueram,
MIPOBOJUMBIX C NMOMOIIBI0 CHUCTEMBI, UHBIE 3asBICHUS.
KiueHT npusHaeT, 4To AIEKTPOHHBIH IOKYMEHT (B TOM
yyclIe NPUIOKEHHUS K JIEKTPOHHOMY NOKYMEHTY, €Cld
TaKOBBIE MMEIOTCsI), CHOPMUPOBAHHBIN U TIEpEaHHBIA B

Faster payments system (SBP/FPS) — faster payments
service provided by the Bank of Russia’s payment system.
Internet payment system — information systems, soft-
and hardware complexes belonging to the Best2Pay
operator, including the website https://pay.best2pay.net
which allow the Bank’s Client to create and send orders to
the bank of the Best2Pay service with the purpose of
money transfer from the sender’s bank card to the
recipient’s one (transfer from card to card).

EuroLink System (System) — a system of Remote
Banking Services rendered to physical entities, used,
without limitation, as an Electronic Means of Payment.

Client Support Service — a Bank unit servicing Clients
upon referring to the Bank by the telephone published on
the Bank’s corporate website.

Connection — a sequence of Client’s actions required for
getting access to the System via the Access Channel within
the frameworks of one continuous interval of time. For
each Connection the Authentication is performed once and
considered valid for the entire period of Connection.

Parties — the Bank and the Client.

Account — the Client’s account, opened in the Bank under
the bank account agreement and/or under the *on-demand"
deposit account and/or Term Deposit agreement.

Bank Rates — the size of Bank fees for the System usage
services rendered to the Client, including for providing
with an opportunity to conduct Account transactions by
means of the System.

UIN — unique identifier of charges, information about
which is provided in GIS GMP.

Terms and Conditions — the present Terms and
Conditions of remote banking services rendered to
physical entities by means of EuroLink system in
Evrofinance Mosnarbank.

Electronic Means of Payment (EMP) — a tool and (or)
method which enable the Bank’s Client to draft, certify,
and transfer orders for the purposes of transferring
monetary funds within the framework of applicable forms
of cashless settlements using information and
communication technologies, electronic information
carriers, including payment cards, as well as other
technical devices.

Electronic Document — a document signed with the
Client’s EHS containing information in electronic form,
including but not limited to, Application on
opening/termination of term deposits, instruction to
transfer funds, a notice of change/no change in the
identifying information previously submitted in the
framework of the Bank activities aimed at the
identification and update of information about its Clients,
their representatives, beneficial owners and beneficiaries,
Application on limitation of operations with accounts
performed through the System, other applications. The
Client acknowledges that an electronic document
(including attachments to the electronic document, if any)
generated and transferred in the manner provided for in by
the RBS Contract, has equal legal force with the document
on paper signed with the handwritten signature.
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nopsiake, npegycmorpeHHoM JloroBopoM [IBO, umeer
PaBHYIO OPHIMYECKYI0 CHIYy C JOKyMEHTOM Ha
OyMa)KHOM HOCHTEJNE, TIOANMCAHHBIM COOCTBEHHOPYYIHOM
MOJTIUCHIO.

PUSH-coo6menne — cooOmieHne, HCIOIb3yeMOe JUIA
nepenadn WHPOpPMAanUUd Ha MOOWIBHBIE Tele(OHBI IOJ
yIIpaBiieHHeM ofepannonHsix cucrem 10S, Android OS
(mo texuomorusim Apple Push Notification Service u
Google Cloud Messaging).

1. OBIIUE ITOJIOXKXEHUSA

1.1. Hacrosmue VYcnoBus YCTaHaBIMBAIOT MOPSIOK
oOciyuBaHUs (HU3MYECKUX JIMI C HCIOJIb30BAaHHEM
CucteMbl M OINpPEAENISIOT BO3HUKAMOLIME B 3TOW CBS3H
npaBa, 00513aHHOCTH ¥ OTBETCTBEHHOCTH CTOPOH.

1.2. YcnoBus sBISAIOTCS TUIOBEIM (opMmyisipom baxka u
MOTyT OBITh NpUHATH KUIMEHTOM He MHa4ye Kak IMyTeM
NPUCOCANHEHHs K YCIOBHSAM B IIEJIOM B MOpPSIKE,
YCTaHOBJICHHOM Y CJIOBHSMH.

1.3. 3Bakmouenue Jloroeopa JBO ocyiiecTBIiIseTCS
KnuentoM B CcOOTBEeTCTBMM cO  cTaThbeil 428
I'paxnanckoro xoxekca Poccuiickoil Penepanuu myrem
npencraBiaeHus B baHk 3asenenus o npucoedunenuu K
Ycnosuam na GymakHOM HOCHTENE B IBYX 9K3EMILLIpaX,
cocraBieHHOro 10 popme [prmnoxkenns Nel k VcnoBusM.
1.4. Ins nmontBepxkaeHus Qaxra 3aximrodeHus JloroBopa
B0 u peructpauuu B Cucteme bank nepenaer Knuenry
SK3EMILLIP 3asa61€HUA 0 NPUCOEOUHEHUU K YCa08uam ¢
ommemkoii 0 nonyuenuu bankom u npuceoennvim
Jozunom ona éxooa ¢ Cucmemy.

Bank BipaBe oTka3ate KnueHTy B 3akimoueHun Jlorosopa
JBO.

15. bawk c¢ memplo o3HakoMJIeHHs KimeHTa C
undpopmanueii, npexycmorpernoit Jorosopom JIBO, B
TOM YHCIIe ¢ Y CIOBHUAMH, pa3MeIIaeT BCI0 HEOOX0IUMYIO
nHpopmanuio Ha KopriopatiBHOM MHTepHeT-caiite banka
www.evrofinance.ru w/unu pasmemiaetr OOBSBICHUS Ha
CTeHAaX B CTPYKTYPHBIX mojpaseneHusx banka,
OCyIIECTBISIIOMNX 00cTyxnBanne KimenTos.

1.6. MomenTom myOnukanuu YciaoBuii 1 nHpopManuy, a

TakK€  MOMEHTOM  o3HakomseHuss  Kimenra ¢
OMyOJNMKOBaHHBIMH ~ YCIOBHSAMH W HMH(pOpManuen
CUMTaeTcs MOMEHT WX IIepPBOTO pa3MeIIeHUs Ha

kopnopatuBHOM MHTepHeT-caiite banka.

1.7. OnoBemenne Kimenra mo Bompocam, CBS3aHHBIM C
ucnonaenueM Jlorosopa J1bO, B TOM 4uCIie OMOBEIIEHUE
Knmenrta 06 orpaHHYeHHH/TIPHOCTAHOBICHUH JIOCTYyTa K
Cucreme mno wuHHOMatuBe banka, 00 Omneparusx,
COOTBETCTBYIOLIUX MPU3HAKAM OCYILIECTBICHUS NIEPEBOAA

JICHe)XHBIX ~ cpeacTB  0e3  commacuss  Kimewra,
ocymectBisiercss bankom 1o Cucteme wW/wuinm 110
3aperucTpupoBaHHOMY HOMeEpY n/unu yTeM

HaMpaBJIeHUs] MUCbMEHHOIO YBEAOMIICHHS IO ajpecy,
ykazaHHOMYy KIMEeHTOM B KOHTakTHOH WH(pOpMaIuu
3asBJIeHHsI O IPUCOSAMHEHNH K Y CJIOBHSIM. baHk He HeceT
OTBETCTBEHHOCTH 32 HETATHBHBIC TOCIEACTBHS, KOTOPHIC
MOTYT BO3HHKHYTh y KiMeHTa BCieACTBHE HENOIYICHHUS
yBemomileHHsI OT baHka yka3aHHBIMH BBIIIE CTIOCOOaMU B
CBA3U c HEJIOCTOBEPHOCTHIO/HEAKTYaIbHOCTBIO
nHdopmanny, ykazaHHOM KimeHTOM B KOHTAaKTHOM
nHdopManny, a TakKe B CBS3HM C HEJOCTYITHOCTBIO IJIS
Kimenra ykazaHHBIX CHOCOOOB CBSI3H.

PUSH message — a message used to send information to
mobile phones running iOS, Android OS (via Apple Push
Notification Service and Google Cloud Messaging
technologies).

1. GENERAL PROVISIONS

1.1. The present Terms and Conditions stipulate hereby
the physical entities service procedure in connection with
the System and identify the rights, obligations and
responsibilities of the Parties arisen in this regard.

1.2. The Terms and Conditions are considered to be a
typical form of the Bank and shall be accepted by the
Client only by means of affiliation to the Terms and
Conditions in general according to the procedure stipulated
by the Terms and Conditions.

1.3. The RBS Contract conclusion is carried out by the
Client in line with the Article 428 of the Civil Code of the
Russian Federation by presentation to the Bank an
Application on affiliation to the Terms and Conditions in
hard copy according to the form presented in Appendix
No. 1 to the present Terms and Conditions.

1.4. To confirm the RBS Contract conclusion and
registration in the System the Bank provides the Client
with a copy of the Application on affiliation to the Terms
and Conditions with the Bank’s receipt mark and the
assigned Login to enter the System.

The Bank has the right to refuse the RBS Contract
conclusion to the Client.

1.5. The Bank posts all the necessary information on the
corporate website of the Bank — www.evrofinance.ru
and/or posts announcement on information boards in the
structural units of the Bank servicing the Clients, for the
purposes of information provision to the Client as set out
by the RBS Contract, including the Terms and Conditions.

1.6. The time of publication of the Terms and Conditions
and information, as well as the time of presentation of the
published Terms and Conditions and information to the
Client shall be deemed to be the time when they are first
posted on the corporate website of the Bank.

1.7. The Client shall be notified by the Bank of the issues
related to the performance of the RBS Contract, including
notification of the Client of any restriction/suspension of
access to the System on the Bank’s initiative and
Transactions with the signs of money transfer performed
without the Client’s consent, via the System and/or the
Registered Number and/or by written notification to the
address specified by the Client in the contact information
of the Application on affiliation to the Terms and
Conditions. The Bank shall not be liable for any adverse
effects that may occur due to the Client’s non-receipt of a
notification from the Bank via the above communication
means due to wrong/outdated information specified by the
Client in the contact information, as well as due to the
inaccessibility of such communication means for the
Client.
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1.8. ducranumoHHoe OaHKOBCKOE  OOCITy:KUBaHHE
Kimenrta ¢ ncnonp3oBanneM CHCTEMBI TPOU3BOAWTCS B
COOTBETCTBHUM C  3aKOHOJATEILCTBOM  Poccuiickon
®enepanuy, YCIOBUSAMHU U JOTOBOPaMU, 3aKJIIOUEHHBIMU
Mexny barkom n KinueHtoM, mim MHBIME TOKYMEHTaMU
banka, onpenensromyMy NOpsaOK MPOBENEHUS ONepanuil
o cooTBeTcTRyOmEeMy CUery.

1.9. bank B cootBerctBuu ¢ J[loroBopom [JIbO u Ha

OCHOBaHHUU COOTBETCTBYIOIIUX 3J'IeKTpOHHI)IX
JOKYMCHTOB OKa3hbIBaAcCT Kiuenram yciayru no
npeaoCTaBJICHUIO BO3MOXHOCTHU MPpOBEACHUA C

ucnonb3oBanueM CHCTEMBI CIENYIOIUX A€HCTBUINZ:

- TIepeBOJ JCHEXKHBIX CPEICTB B POCCHUICKHX pyOIsix
Mexny cBommu Cuetamu B banke m Ha cBoM cueTa B
JpYTUX KPEIUTHBIX OPraHU3alMsAX;

- TIEPEeBO/ ICHEXKHBIX CPEJCTB B POCCHUICKHX PyOIsIX Ha
cYeTa MHBIX TosTydareneil (IopuaAndecKux 1 (PU3NICCKUX
JIHLT);

- TEepPEeBOA JCHEXHBIX CPEJCTB B POCCHICKHUX pPYyOIix c
nomoteio Cepsuca Best2Pay (c Kaptsl banka Ha xapTy
CTOpPOHHETro 0aHKa-3MHUTEHTA, C KapThl CTOPOHHET0 OaHKa-
smuteHTa Ha Kapty banka);

- MepeBO/| ICHEeKHBIX CPEJCTB B POCCUICKHUX PYOJsIX Ha
cueT baHka;

- TIEPEBOJL ICHEXKHBIX CPE/ICTB B POCCUHCKHUX PYOIsIX U B
MHOCTPAHHOH BaJlfOTE€ Ha OPOKEPCKHUE CUETa, OTKPHITHIC B
banke nnsg Knnenra;

- IEPEBOJ], ICHEXKHBIX CPEACTB B HHOCTPAaHHOMN BaIOTE Ha
CBOU CY€Ta, HA cYeTa MHBIX Hoiydareneil (FopuInuecKux
n ¢pu3nyeckrx aun) B banke, a Takxke Ha CBOM cyeTa, cyeTa
MHBIX Noyyarenei (IopuaudeckuxX U GU3MYECKUX JIHI) B
JPYTUX KPeIUTHBIX OPTaHU3aIHAX;

- nonojHeHHne cBoux CUeToB (3a UCKIIOUEHHEM CYETOB,
OTPBITHIX HA OCHOBAHUH JOTOBOPA CPOUYHOTO OAHKOBCKOTO
BKJIa1a) B baHke B poccHiiCKHUX pyOIIsSX CO CBOMX CUETOB B
JPYTUX KPeIUTHBIX OPTaHU3aIMX;

- TepeBOJ JEHEXHBIX CPEACTB B pyONsIX B TONB3Y
IOPUINYECKHX JIHLL u HUHAWBUIYaJIBHBIX
TIpeATIpUHIMATENe! IS OIUIATHl TOBapoOB, padoOT U yCIIyT
C HCHOJB30BaHUEM PEKBU3HMTOB IEPEBOJA, MEPEIaHHBIX
MOJy4aTelneM CpEeACTB MIATENbIIUKYy B 3IEKTPOHHON
(opMe U TIpeACTaBICHHBIX B TOM YHCIIE B BUJIE KOJIa;

- TMEpeBOJ JCHEKHBIX CPEICTB B PYyONIAX Ha EIUHBIN
Ka3HA4YeHCKUM CYeT B MO0Jb3y YYACTHUKOB CHCTEMBI
Ka3HAUYEeHWCKUX  IUIATEXEH, OCYLIECTBIJIIEMBIII  Ha
OCHOBaHMU  pacnopsbkeHud,  cogepxkamux  YUH,
nHpopManus o kKotopoMm pasmemeHa B I'MIC I'MII, c
HCTONb30BaHUEM DPEKBH3UTOB MEPEBOAA, IEpPEIaHHbIX
MOJyyaTelneM CpEeACTB MNIATENbIIUKYy B 3IEKTPOHHOU
(bopMe ¥ Ipe/ICTaBIEHHBIX B TOM YHCIIE B BHJIE KOJIA;

- HOKYTIKH-TIPOAKH HHOCTPAHHOW BaJIIOTHI 32 pyOIn;

- 3aKJIOYCHHE M PAaCTOP)KEHHE JI0TOBOpAa OaHKOBCKOTO
BKJIAJ13;

- JOCTYHm K
JOKYMEHTOB;
- HACTpOHKa pa3pelleHus IONy4EeHHUs MEPEBOJOB C
nomomplo  MpeHtuduxaropa momydaTtens — CpeAcTB
(BayTpHm banka u uepe3 CBII), a Takke OCyIIeCTBICHUS
MIEPEBOJOB 10 3alpocaM U3 JAPYIMX KPEIUTHBIX
OopraHu3anuii;

- ToJTydeHue KypHana omnepanuii no Cueram (B pyoisix u
HMHOCTPaHHOH BaJIIOTE);

- noJtyueHue MH(GOPMaIMK O CPOYHBIX BKJIAaX;

COXpaHCHHBIM  KOIIUAM 3J’I€KTpOHHBIX

1.8. The Remote Banking Services shall be rendered to the
Client using the System in accordance with the legislation
of the Russian Federation, the Terms and Conditions, and
the agreements concluded between the Bank and the
Client, or any other Bank documents setting out the
procedure of performing transitions on the respective
Account.

1.9. The Bank, according to the RBS Contract and based
on the applicable Electronic Documents, renders services
to the Clients, providing the opportunity to conduct the
following activities by means of the System?:

- money transfer in Russian Rubles between own
Accounts opened with the Bank and to own accounts with
other credit organizations;

- money transfer in Russian Rubles to other
recipients’ accounts (legal and physical entities);

- money transfers in Russian Rubles through the
Best2Pay service (from the card issued by the Bank to the
card of other issuer, from the card of other issuer to the
card issued by the Bank);

- money transfer in Russian Rubles to the Bank
account;

- money transfer in Russian Rubles and foreign
currency to brokerage accounts opened for the Client with
the Bank;

- money transfer in foreign currency to own
accounts, to other recipients’ accounts (legal and physical
entities) opened with the Bank, as well as to own accounts
and to accounts of other recipients (legal and physical
entities) in other credit organizations;

- replenishment of own accounts opened with the
Bank in Russian Rubles from own accounts opened with
other credit institutions (except accounts opened on the
basis of term deposit agreement);

- money transfer in Rubles in favour of legal
persons and autonomous entrepreneurs as payment for
goods, works and services with use of transfer details
submitted by the payee to the payer in digital form,
including in the form of a code;

- money transfer in Rubles to the treasury single
account in favour of treasury payments system
participants, performed based on orders that contain UIN,
information about which is provided in GIS GMP, with use
of transfer details submitted by the payee to the payer in
digital form, including in the form of a code;

- foreign currency exchange for Rubles;

- concluding and termination of Term Deposit
agreement;

- access to stored copies of the Electronic
Documents;

- setting permission to receive transfers with help
of the Recipient Identifier (inside the Bank and through the
SBP/FPS), as well as for money transfer on request of
other credit institutions;

- retrieval of a transactions statement (in RF Rubles
or foreign currency);
- retrieval of information on term deposits;

2 [Ipu Hanuuuy TeXHUYECKOH Bo3MoxkHOCTH y Banka / Subject to technical capability of the Bank.
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- noJyueHre MHGOPMAIMU O KPEANTaX;

- moy4yeHrne HH(opMaIiu o 0aHKOBCKHX KapTax;

- moTy4yeHne MH(popMaIi 0 OPOKEPCKHUX CYETaX;

- TToITydeHrne nHpopManuu 06 tamax o0padoTku B banke
otnpasieHHOro KnneHroM DieKTpOHHOTO IOKYMEHTa,;

- TIOJTy4eHNE yBEAOMJICHNI O HEOIUTa4EeHHBIX mTpadax u
Haorax (B ciydae OQOPMIICHHS COOTBETCTBYIOIIEH
MOJTNUCKH);

- camocroATenpHas cMeHa [lapons, Jloruna;

- (hopmMupoBaHue CBOEH 0a3bl MAOIOHOB TUIATEXKEH;

- obmeH c¢ baHkoM co00mEHUSIMH CBOOOJHOTO
¢dopmaTa (C BOSMOKHOCTBIO NpHUCOEUMHEHHS (DaiiioB), B
TOM uuciie 00 OT3bIBE DJEKTPOHHOTO JNOKYMEHTa M0
MOMEHTa €T0 UCTIOJHEHHS baHKoM.

1.10. Yeuyru B pamkax MoOmmbHOW Bepcun CHCTEMBI
EuroLink3 JOCTYITHBI Knuenram Banka,
3aperucTpupoBaHHEIM B CucreMe ¥ HMEIOIINAM
TEXHHYECKYI0  BO3MOXKHOCTh /IS HCIIOJIBb30BaHUSA
MoOmbHOM Bepcuu Cuctemsl EuroLink.

1.11. TIlpencraBurens  KinueHTa 1npu  HaIM4YUU
COOTBETCTBYIOIIEH JOBEpEeHHOCTH? BHpaBe B pamKax
HoroBopa JIBO ot umenu KimeHTta mnoamuceiBath
[10JIaBaTh 3agBJICHUS O:

- MPUCOECIUHEHUU K YCIOBUAM (3akimroueHuu Jlororopa
ABO);

- 6noxuposanun CucTeMsl;

- cmeHe Jlormna w/wmmm  Komosoro
3aperucTpupoBaHHOTO HOMEpa,

- HarpaBJeHUH BpeMeHHOro napois;

- mepeBosie CucteMsl B MTHPOPMATMOHHBIN peKM;

- YCTaHOBJIEHMHM OTrpaHUYEHHH 10 oO0meid cymme
omepanuii 3a KaJCHAAPHBIA JCHb W/HIK KaJCHIapHBIN
MecsIII, IPOBOAUMBIX 10 CyeTam ¢ moMoibio CHCTEMBI;

- orMeHe VHQopManMOHHOTO peXUMa/OrpaHUYEHHH IO
o0ImIell cymme omepanuil 3a KaJeHIapHBINA [CHb W/WIN
MecsIII, IPOBOAUMBIX 0 CyeTam ¢ moMoipio CHCTEMB;

clIoBa W/WiH

- pactopxkenuu Jloroopa JIbO.

Bce ocranpHBIE OEWCTBHS B paMKaX HACTOSIIETO
Horosopa JIBO KnmeHT 00s13aH coBepIIaTh JIMIHO, ECIIU
HMHOE TIPSMO HE MPETyCMOTPEHO Y CIIOBUSIMH.

1.12. Ha orHomenuss Mmexay bankom u Kimenrom
pacrpoCcTpaHstOTCA (Kment CUUTaeTCA
MIPUCOCTUHMUBIINMCA K) YCIOBHA TPEIOCTaBICHUS
cepBHCca MO TEPEBOAY ICHEKHBIX CPEICTB B paMKax
CHCTEMBI OBICTPBIX IUIATEXKEH, yTBEpP)KICHHBIE baHKOM,
TEKCT KOTOPBIX OIyOJIMKOBaH B MOpSIZIKE,
npexycMoTpeHHoM 1. 1.5 u . 1.6 Hacrosimux Y cnoBuit.
1.13. [ins neneit Y cnoBuii HepabOUUMHU JHIMH CUUTAIOTCS

cyO0OTBI M  BOCKpeceHbs (BBIXOIHBIC JIHH), 3a
UCKJIFOUYCHHEM OOBSBICHHBIX pabOYNMH JTHAMH B
YCTaHOBJIEHHOM 3aKOHOJ1aTeJILCTBOM Poccuiickoi

Odenepanyn MopsaKe, a TakkKe Hepabouue Npa3THHIHEBIC
JIHY, yCTaHOBJIEHHbIE TpynoBbIM KozekcoM Poccuiickoit
®denepanyy, U TE€ [HU, Ha KOTOpble B CUIY HOPM
JIEUCTBYIOIIETO 3aKOHOIaTEILCTBA Poccutickoit
Oenepanii  IEPEHOCITCST BBIXOAHBIE AHH. Pabounmvu
JHAMH IS [eieH YCIOBHM CUMTAlOTCS JHU, HE

- retrieval of information on credits;

- retrieval of information on bank cards;

- retrieval of information on brokerage accounts;

- retrieval of information on the Electronic
Document processing phases in the Bank;

- receiving notifications about unpaid fines and
taxes (if there is a corresponding subscription in place);

- independent change of Password and/or Login;

- creation of own base of payments templates;

- exchange of free format messages with the
Bank (that provides for the possibility of file
attachment), including on the revocation of the Electronic
Document until its execution by the Bank.

1.10. The services provided via the mobile version of the
EuroLink System? are available to the Bank's Clients who
are registered in the System and have the technical
capability to use the mobile version of the EuroLink
System.

1.11. Where there is a corresponding power of attorney* in
place, the Client's Representative shall have the right to
sign and submit the following applications on behalf of the
Client as provided for under the RBS Contract:

- On affiliation to the Terms and Conditions (conclusion of
the RBS Contract);

- for System blocking;

- for Login and/or Memorable word and/or Registered
Number changing;

- for receiving the Temporary Password;

- for switching the System to the Information mode;

- for setting up limitations on the total amount of
operations with accounts performed during a calendar day
and/or calendar month through the System:;

- for cancelling the Information mode/limitations imposed
on the total amount of operations performed on accounts
during the calendar day and/or calendar month through the
System;

- for the RBS Contract termination.

All the other actions and measures under this RBS
Contract shall be taken by the Client personally, unless
provided otherwise by these Terms and Conditions.

1.12. Relations between the Bank and the Client shall be
subject to (the Client is considered to have joined) the
Terms and Conditions for providing a money transfer
service within the faster payments system approved by the
Bank, the text of which is published in accordance with the
procedure stipulated in points 1.5 and 1.6 hereof.

1.13. For the purposes of these Terms and Conditions,
Saturdays and Sundays (weekends) shall be deemed non-
business days, except those declared business days in
accordance with the procedure established by the laws of
the Russian Federation, as well as non-working holidays
specified in the Labor Code of the Russian Federation and
the days which weekend days are carried over to by virtue
of the applicable laws of the Russian Federation. Business
days for the purposes of these Terms and Conditions shall
be deemed days that are not non-business days hereunder.

3 TIpu nanuuuyu TexHUueckoil Bo3moxkHocTh y Banka / Subject to technical capability of the Bank.
4 Ogopmnsercs B Banke wiu npejpoctapisiercs B bank B HOTapuanbHOW (opMe (C amocTHIEM WIH HHBIMH
Jeralu3aldoOHHBIME OTMETKaMH, B Ciydae ee O(GOpPMIICHHS B HMHOCTPAHHOM TOCYIApCTBE, C HAJICKAIIUM 00pazoM
3aBepEeHHBIM MepeBoIoM Ha pycckuii s13b1k)./ Shall be formalized at the Bank or shall be submitted to the Bank in notarial
form (with apostille or legalization marks, in case of its formalization in a foreign country, with duly certified Russian

translation).




SIBIISIFOIIMECS. HEPaOOYMMHU THIMH COTJIACHO HACTOSIIEMY
MyHKTY Y CJIOBUH.

1.14. Ornomenns banka n KinenTa, HeyperymupoBaHHEIE
HACTOSIIAMH Y CIIOBHSAMH, PETYIHPYIOTCS NEHCTBYIOIINM
3aKOHOIaTEILCTBOM Poccuiickon ®denepanuy,
HOpPMaTUBHbIMM akTaMu banka Poccun, a Taxxe
JNOTOBOpaMH, 3aKIIOYCHHBIMH MEXOy baHkoM u
KnuentoMm, Ha OCHOBaHUU KOTOPBIX KIHEHTY OTKPBITHI
Cuera.

2. UCITOJIb3OBAHUE CUCTEMBbI

2.1. JOCTYII K CUCTEME

2.1.1. loctyn x Cucreme npenocraBisiercss KineHrawm,
saxmounBmuM Jlorosop JIBO myTem mpucoenuHeHHS K
VYcnoBusiM, U 3aperucTpupoBaHHbIM bankoMm B Cucteme.
Bbank peructpupyer Knnenra 8 Cucteme npu 0TCyTCTBUH
COBITA/ICHUS HOMepa MOOHIIBHOTO Tenedona,
npepocraBieHHoro  Kmmentom B 3asBIEHHH O
NIPUCOCIMHEHNH K YCIOBUSM WM 3aiBICHHH O €ro
m3MeHeHnn (o gopme banka) ¢ HOMepamMu MOOMIBHBIX
Tesie)OHOB, paHee 3aperuCTPUPOBaHHBIX baHkOM B
Cucreme.

2.1.2. Hoctyn Kmuenta x Cucreme OCYIIECTBISICTCS
TOJIBKO TPHU YCJIOBHM 00si3aTenbHON AyTeHTH(UKamMu
Knuenra.

2.1.3. Oduumanbueii agpec CUCTEMBI B CETH MHTEPHET:
https://dbo.efbank.ru.

2.1.4. JormH 11 BXOJa B CHCTEMY IIPHUCBAaMBACTCS
bankom B MmomeHT peructpaunu Kinenrta B Cucreme. B
ciryqae yrpartsl/Kommpomerannn/6mokupoBku CucremMoit
JlornHa, a Takke B HMHBIX ciydasx Kiment
(nmpencrasurens Kimenra) BnpaBe oOpaTHThCS JIMYHO B
opuc banka 1 mpucBoeHuss HoBoro JlormHa C
COOTBETCTBYIOIIUM THCHMEHHBIM 3asgBleHHEM. KimeHt
BIIPaBE€ CAMOCTOSITETIbHO M3MEHHUTH JIOTMH MOCPenCTBOM
Cucrempr®.

2.1.5. BpemenHblii mnapoib

HanpaBigercs Kimenrty

bankom MOCPENCTBOM CMC-COOOILCHUS Ha
3aperucTpupoBaHHbI HOMep NpH mojade KimeHTom
(pencraBuTenemM Knuenra) 3anenenusn o

npucoedunenuu K Ycnoeusam, TpU BO30OHOBICHHH
paboTsl CHCTEMBI IOCIIE TPUOCTAHOBIICHUS IOCTYIIAa K HEH
npu noxade Kimentom (npexncraButenem KimeHrta)
COOTBETCTBYIOIIETO MTUCHMEHHOTO 3asBIICHUSI/TIO
nHunvatuBe banka. BpemeHHbIN maposib NEUCTBYET B
TEYCHHE CpOKa, YKAa3aHHOTO B HAINPAaBICHHOM CMC-
coobmernu. Ilpn Hampasnenmn Kimenty Bpemennoro
naponss bank aHHynupyer geiictByromui  Ilapons
Kinenra.

2.1.6. KiimeHt 006s3aH M3MeHHUTh BpeMeHHbII mapoib B
TEYEHUE CpOKa €ro AEHCTBHs Ha MOCTOsHHBIN [lapos,
mpu 3ToM BpemeHnnsli mnapons anHynupyercs. J[ns
NpoJoJKeHns paboTsl B CucteMe, B TOM YHCIIE B CiIydae
ytpatsl/KoMnpomeTanun/010KHpOBKI Cucremoit
Bpemennoro mapouns/Ilapons Knuent (npexacraButens
KnnenTa) nomken obpaTuthbes TudaHO B oduc banka mist

MOJTy4eHHs HOBOTO Bpemennoro napoJst c
COOTBETCTBYIOIIUM NMHCHMEHHBIM 3asIBIICHHEM.
21.7.B cayqae  Kommpomeranmu ~ Bpemennoro

napossi/Iaposnsi/Jloruaa/3aperucTpupoBaHHOTO

1.14 Relations between the Bank and the Client not
governed by these Terms and Conditions shall be governed
by the Russian legislation, regulations of the Bank of
Russia, as well as the agreements concluded between the
Bank and the Client, on the basis of which Accounts are
opened for the Client.

2. UTILIZATION OF THE SYSTEM

2.1. ACCESSTO THE SYSTEM

2.1.1. The access to the System is provided to the Clients
who have signed the RBS Contract by means of affiliation
to the Terms and Conditions and registered in the System
by the Bank. The Bank registers the Client in the System,
providing there is no coincidence of the mobile telephone
number, specified by the Client in the Application on
affiliation to the Terms and Conditions or an Application
on its changing (according to the Bank’s form), with the
mobile telephone numbers prior registered by the Bank in
the System.

2.1.2. The access to the System is granted to the Client only
after the Authentication.

2.1.3. The official address of the System in the Internet
network: https://dbo.efbank.ru.

2.1.4. The Login to enter the System is assigned by the
Bank at the moment of registration in the System. In case
of loss/Compromise/blocking by the System of the
Client’s Login and in other cases the Client (the Client's
Representative) may personally apply to a Bank Office in
writing to obtain a new Login. The Client shall have the
right to independently change the Login via the System®.

2.1.5. A Temporary Password shall be sent to the Client by
the Bank by means of SMS to the Registered Number upon
the Client (Client's Representative) submitting the
Application on affiliation to the Terms and Conditions
upon resumption of the System’s operation after
suspending access thereto upon submission of a respective
written application by the Client (Client's Representative)
/at the initiative of the Bank. The Temporary Password
shall be valid for the period specified in the SMS. When
sending a Temporary password to the Client, the Bank
cancels the current Client Password.

2.1.6. The Client must replace the Temporary Password
within its validity with a permanent Password. Then, the
Temporary Password will become null and void. To
continue working in the System, including in case of
loss/Compromise/blocking by the System of the Client’s
Temporary Password/Password, the Client (the Client's
Representative) shall personally apply to a Bank Office in
writing to obtain a new Temporary Password.

2.1.7.In case of Compromise of the Temporary
Password/Password/Login/Registered

5 [Tpu Hanuuuy TeXHUYECKOH Bo3MoxkHOCTH y Banka / Subject to technical capability of the Bank.
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nomepa/KonoBoro cnosa Kiment BmpaBe cooOmMTh
Barky o d¢akre Kommpomeranmnn depes Ciryx0y
KJIIMEHTCKOM MOAJEPKKH C YYETOM IOJOXKEHHM IyHKTa
2.3.7 HactoAmmx YcIoBUH Ui NOCIEAYOLIEH
6moxupoBku bankom mocryna Knnenta B Cucremy.

2.1.8. bank 6mokupyer moctyn Kimenta B Cucrtemy Ha
ocHOBaHMM TpeboBaHus KimeHTa, HampaBIEHHOTO IO
Cucreme 10O mTeEpegaHHOrO  WM/TIpEJCTaBUTENIEM
Knuenra npu nuunoi siBke B bank winm uepes CiryxOy
KIIMEHTCKOH MOJIEPIKKH.

2.1.9. Ins nponomkenus: padotel B Cucreme B ciryyae
yTpatsl KineHToM KOHTpOs Haja 3aperucTpupOBaHHBIM
HomepoM Kiment (npencraButens KimeHra) nomkeH
obparuTbest MMIHO B oduc banka miis yka3aHus HOBOTO
3aperucTpupoBaHHOTO HOMEpA.

2.1.10. Hcnonp3oBanue Bpemennoro
naposrsi/[Tapons/Jloruna/KomoBoro  cioBa, — neiicTBHe
KOTOporo ObuIO TpekpamieHo bankoM (mo Tpe®oBaHHIO
Kiunenra, mno coOCTBeHHOW WHHMIMATHBE B CIydae
Kommpomeranuu u T.7.), He TOMyCKaeTcsl.

2.1.11. Cmena Komororo cioBa npousBoautcst KimeHTom
(mpencraBurenem KimeHTa) mpu JHYHOM OOpAIleHUU B
oduc banka.

2.1.12. TloakmoyeHue K MOOWIbHON Bepcru CHCTEMBI
EuroLink ocymectBnsercs KimeHTOM caMoOCTOSTETHHO
MIOCPEACTBOM CKAa4yMBAaHUS M YCTAaHOBKM MOOWIJIBHOTO
npwioxenns Evrolink (B o¢dunmanpHBIX — OHIATH-
MarasuHax ~ MOOMIBHBIX — NPWIOXKEeHWH® ymbo  Ha
kopniopatiuBHOM MHTepHer-calite baHka), ee 3amycka Ha
CBOEM MOOWIIBHOM ycTpoicTBe. s paboThl B MOOMITBHON
BEpCUH Cucrembl UCIIOJIB3YHOTCSI Jlorun u
[Maposns/BpeMeHHBIH TTapoIib, HCIOJIB3yeMbIe JUIS BXOJIA B
Cucremy. KilneHT MOXKeT Tak)ke YCTaHOBHUTB ITPABUIIO JIJISI
BXojia B MoOwibHOe npuioxenne mno Koay mocryma
(mpemaraercst IpUIIOKEHUEM TIPH NIEPBOM BX0j1€) JIHOO C
momoteio Touch ID, Face ID u nmpyrux croco0oB,
MIPEAYCMOTPEHHBIX B MOOWJIBHOM TIPHJIOXKEHHH (IpH

HaIWYUU TEXHUYECKOM BO3MOXKHOCTH MOOWIBHOIO
YCTPOUCTBA).
2.1.13. Hudopmamus o0 TOCTaBOIMKE MOOWMIBHOTO

npwioxkenns: Evrolink m ycnoBust ero wcrnonb3oBaHus
pa3meniatoTcsa Ha kopriopatuBHOM MHTepHeT-calite banka
www.evrofinance.ru u Ha CTeHZaX B CTPYKTYPHBIX
NIO/IPa3JECIICHUSX banxka, OCYUIECTBIISIOIIUX
obcmyxxnBanue Kimento. Pa3memenue ykazaHHON
nHGOPMAIMK O3HAYAeT IOITBEPKACHHE BO3MOXKHOCTU
ncnonb3oBanus Kinnenrom mobunsHOM Bepcnn CHcTeMBI
B COOTBETCTBUHU C Y CJIOBUSAMH.

2.1.14. KnmeHT yBeIOMJEH M  COIJIaceH, 4TO
oOciyxuBaHre ¢ moMompio CHCTeMBI MOXET He
OCYIIECTBIISTHCS Bankom B cirydae, eciu

3apeructpupoBaHHbli Homep KimeHrta coBmamaer ¢
3aperucTpupoBaHHEIM HOMepoM Jpyroro Kiuenra.

2.2. IPUOCTAHOBKA 1
OI'PAHUYEHUE OBCIYXKUBAHUA

2.2.1. Bauk BrpaBe 0e3 MPeaABaPUTEIILHOTO YBEIOMIICHHUS
Knmenra, B ToM dnciie, HO HE OrpaHUYMBASCH, B CIIydae
Hapymenus Kimentom JloroBopa 16O, Kommpomeranuw,
BeLBIIeHUsT Omeparyii, COOTBETCTBYIOIIMX MpPHU3HAKAM
OCYIIECTBJICHHUs] TIEPEBOAA JCHEXKHBIX CpEACTB 0e3

Number/Memorable Word, the Client may inform the
Bank of the Compromise through the Client Support
Service taking into account the provisions of point 2.3.7 of
these Terms and Conditions, for subsequent blocking by
the Bank of the Client's access to the System.

2.1.8. The Bank shall block the Client’s access to the
System based on the Client’s personal request sent via the
System or submitted by the Client/his Representative
personally in the Bank or through the Client Support
Service.

2.1.9. To continue working in the System in case the Client
lost control over the Registered Number, the Client
(Client's Representative) shall personally apply to a Bank
Office to specify a new Registered Number.

2.1.10. It is not allowed to use the Temporary
Password/Password/Login/Memorable Word terminated
by the Bank (upon the Client’s request on their own
initiative in the event of Compromise, etc.).

2.1.11. The Memorable Word may be changed on the
Client’s (Client's Representative’s) personal request
submitted in the Bank personally.

2.1.12. Connection to the mobile version of the EuroLink
System is carried out by the Client himself by downloading
the Evrolink mobile application (from official online app
stores® or from the Bank's corporate website ), installing
and launching it on his mobile device. The Login and
Password/Temporary Password used to enter the System
are used to work in the mobile version of the System. The
Client may also set a rule to login to the mobile application
via the Access Code (offered by the application at the first
login) or via Touch ID, Face ID and other methods
supported by the mobile application (subject to technical
capability of the mobile device).

2.1.13. Information on the provider of the Evrolink mobile
application and terms of its use are placed on the Bank's
corporate  website  www.evrofinance.ru and on
information boards in the structural units of the Bank
servicing the Clients. The placement of the said
information shall mean the confirmation of the Client's
ability to use the mobile version of the System in
accordance with the Terms and Conditions.

2.1.14 The Client has been informed and agrees that
services rendered with the use of the System may not be
provided by the Bank, if the Registered number of the
Client concides with the Registered number of another
Client.

2.2. SERVICE SUSPENSION AND
RESTRICTION

2.2.1. The Bank reserves the right to suspend or restrict the
Client’s access to the System without preliminary
notification, including, but not limited to, in case of
violation of the RBS Contract by the Client or a

® [Tpu manuuuyu TexHUdecKoii BosmoxkHocTu. / Subject to technical capability.
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JIOOPOBOJIIBHOTO corjacust Kinenra, BPEMEHHO
NIPUOCTAHOBUTh WJIM OrpaHu4uTh Joctyn KimeHra k
Cucteme. B aTom cinydae baHk He3aMeIUIHTEIFHO ITOCTE
MIPUOCTAHOBKH/OTPAaHUYCHHS JIOCTYIIa YBEIOMIIAIET O
(hakTe MPUOCTAaHOBICHUS/OrpaHdeHns qoctyna Kimenrta
B Cucreme B mopsiake, IpeAyCMOTPEHHOM ITyHKTOM 1.7
HACTOSAIIHUX Y CIOBUH.

2.2.2. B ciiyyasix, mpeyCMOTPEHHBIX 3aKOHOIATEIHCTBOM
Poccuiickoit  @enepauuy, baHk NOpuHOCTaHAaBIUBAET
ob0cnyxuBanue Kimenta ¢ wucnonb3oBanueM CHCTEMBI
mpu moiydeHun oT banka Poccuu wuH(bOpMmarmy,
cozepskaileiics B baze naHHbIX, Ha IEPUOJ] HAXOXKICHHS B
Hell yka3zaHHBIX cBefieHui o Kinenre.

IIpu 3Tom bank HezamemmurenbHO yBepomisieT Kinenra
0 MPUOCTAHOBJIEHUH UCIOJIb30BaHU CHCTEMBI COTJIACHO
9.11.6, 11.7 c1.9 ®enepansHOTO 3aK0Ha oT 27.06.2011
Nel61-d3 «O HauMOHAIBHOW IUIATEIKHOM CHCTEME)
yTeM HaIlpaBJICHUS CMC-COOOIIICHHS Ha
3aperucTpupoBaHHBIH HOMED.

Hampasnenue YKa3aHHOTO CMC-COO0IIICHHS
OJIHOBPEMEHHO SIBIIIETCSl yBenomiieHHeM KimeHta o ero
mpaBe TMOJaTh B TOPSAJKE, YCTAaHOBICHHOM baHkoMm
Poccumn, 3asenenue B bank Poccun (B TOM umcie depes
baHk) 00 UCKIIOUCHHM CBEICHHMA, OTHOCSIIUXCS K
Knuenty, u3 ba3sl gaHHbIX.

B cnyyae nonydenus B nopsiike, ycTaHOBIEHHOM baHkoM
Poccun, wuHpOpMamum 00 HCKIIOYCHWH CBEICHHH,
otHocsaumxcss K Kimenry, u3 ba3zel nanHbix bank
HE3aMeUIUTEIbHO BO300HOBIISIET HCIOJIb30BaHUE
Kinuentom CucrteMbl M HE3aMENJIUTENBHO YBEAOMIISET
Knuenta o BO3MOKHOCTH UCTIONBb30BaHUs CUCTEMBI TTPHU
OTCYTCTBUU HWHBIX OCHOBAaHUH JUIsl TPUOCTAHOBIICHHSI

HCIIOJIb30BAaHUA Cucremsl B COOTBCTCTBUH C
3aKOHOAATENbCTBOM  Poccuiickoit  ®enepauuu Ui
Horosopom 15O.

2.2.3. baHk BmpaBe BBOAWTb OrPAaHMYCHUs Ha

ucrions3oBanne Kimentom Kawnanos npocryma, B ToM
YHUCJIE OTPaHMYHUTh IEPeueHb BHJOB OJIEKTPOHHBIX
JoKyMeHTOB, Onepauuii u PacniopsokeHuid, poBeIeHUE U
meperadya  KOTOPBHIX ~ BO3MOXHa  Kimentom 1o
ompeneneHHoMy Kanamy nocrtyma, a Takke H3MEHATh
nepedeHb Omneparuii W (yHKOWHA, KOTOPHIE MOTYT
ocymecTBisATECSl KinenTom ¢ ncnosnp3oBanneM CHCTEMBI

W OrpaHU4YMBaThb BpeMs NpUEMa W  HUCIOJHEHUs
Pacnopsbxenuid.
2.2.4. daxt MIPUOCTAHOBIICHHS/OT PAHUICHUS

obcnyxkuBanuss B CUCTeMe HE OTMEHSET 0053aTelnbCTB
Knuenra, BeITeKaommx M3 DJIEKTPOHHBIX JTOKYMEHTOB,
MIOJATBEPKICHHBIX ~ Pa30BBIM  CEKpETHBIM  IapoJieM,
NOJTy4eHHBIX baHKoM 1 3aperucTpupoBaHHbIX B Cucreme
JI0 TIPHOCTaHOBIICHHUS IeicTBUsI CHCTEMBI.

2.2.5. Cucrema aBroMaTniecku Onokupyer Jlorun
Knnenra na 180 cexyHn mnocie Tpex HENpaBHIbHBIX
nonsITOK BBoJa ITaposs. ITocne Tpex nocinenoBaTenbHbIX
omoxupoBok [lapomnst Kimenrta Cuctema aBTOMaTHYECKH
npuocTaHaBiIuBaeT  obOcmyxkuBanne Kmumenrta. st
TIPOJIOJKCHHUS paboThI B Cucreme KimenT
(npencraButens KiueHTa) BnpaBe oOpaTHTHCS JIMIHO B
o¢uc banka.

2.2.6. bank BnpaBe 0e3 NMpeABAPUTEIIHLHOTO YBEIOMIICHHS
KineHra BBOAWTH OrpaHMYEHUs, NPHUOCTAHABIMBATH W
(wM)  mpekpamath  BO3MOXHOCTb  NPHMEHEHHS
MoOMIbHOTO TIpHiIokeHus Evrolink.

Compromise, identification of Transactions that qualify
for a case of fund transfer without the Client’s voluntary
consent. In this case, the Bank should immediately notify
on the fact of suspension/ limitation of the Client’s access
to the system according to the procedure mentioned in
point 1.7 of the present Terms and Conditions.

2.2.2. Where provided for by the legislation of the
Russian Federation, The Bank suspends services for the
Client rendered with the use of the System in case of
receipt from the Bank of Russia of information contained
in the Database for the period of presence in the Database
of the mentioned data about the Client.

The Bank shall immediately notify the Client about
suspension of the use of the System in accordance with the
p. 11.6, 11.7 of the Art. 9 of the Federal Law No. 161-FZ,
dated 27 June 2011, “On the National Payment System” by
sending an SMS to the Registered Number.

Sending mentioned SMS also serves as a notification to the
Client about the right to submit an application to the Bank
of Russia in accordance with the procedure established by
the Bank of Russia (including via the Bank) for deletion of
the data related to the Clint from the Database.

In case of receiving, in accordance with the procedure
established by the Bank of Russia, of information about
deletion of the data, related to the Client, from the
Database, the Bank shall immediately resume the use of
the System by the Client and immediately notify the Client
about a possibility to use the System, provided there are no
other reasons to suspend the use of the System in
accordance with the legislation of the Russian Federation
or the RBS Contract.

2.2.3. The Bank reserves the right to impose limitations on
the usage of Access Channels by the Client, including the
list of types of Electronic Documents, Transactions, and
Orders, which can be conducted and transferred by the
Client using a specific Access Channels, as well as to
change the list of types of Transactions and functions that
may be carried out by the Client using the System and to
limit the time of acceptance and performance of Orders.

2.2.4. The fact of suspension / restriction of services in the
System does not cancel the obligations of the Client arisen
from the Electronic Documents verified by the Session
Key, received by the Bank and registered in the System
before suspension of the System operation.

2.2.5. The system automatically blocks the Client’s Login
for 180 seconds after three incorrect password attempts.
After three consecutive cases of the Client’s Password
blocking the System automatically suspends service
rendering to the Client. To continue working in the System
the Client (Client's Representative) may personally apply
to a Bank Office.

2.2.6. The Bank may introduce restrictions, suspend and/or
terminate the usability of the Evrolink mobile application
without prior notification of the Client.
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2.3. IOPSAJIOK B3AUMOJIENHCTBHUA
BAHKA U KIIMEHTA

2.3.1. bank ocymecteisier Onepanuu o Cuery Kinmenra
Ha ocHoBaHuM Pacnopsoxenuit Kiumenra. VYkazaHHble

P ACTIOPAKCHUSA nepeaaroTCs Kiuentom BaHKy C
HCIOJIb30BAHUCM OIPCACIICHHBIX Vcenopusmu Kananos
Aaoctyna.

2.3.2. TlonTBeprxaeHue aBTopcTBa PactopshkeHUid 1 MHBIX
DJIEeKTPOHHBIX JOKYMEHTOB Ipom3BoauTcs: Kimernrom npu
OMOIIIK Pa3oBOTo CEKPETHOTO MapoJIs.

2.3.3. [eiicTBus, mepevnciIeHHbe B I.1.9 HacToAmmMxX
VYcaoBui, OCYLIECTBISAIOTCS baHKOM B COOTBETCTBUHU C
JEHCTBYIOILUM 3aKOHOAaTEILCTBOM Poccuiickoint
®enepany, HOpMaTUBHBIMM akTamMu banka Poccun,
HACTOSINAMHU YCJIOBUSAMH U YCJIOBUSIMH JIOTOBOPOB
0aHKOBCKOTO CueTa, IOTOBOPOB OAHKOBCKOTO BKIAja,
JIOTOBOPOB BBIITyCKa U OOCITY)KUBaHUS OaHKOBCKHX Kapr,

JIOTOBOPOB ~ OPOKEPCKOTO  OOCIY)KMBaHUS, M  HMHBIX
JIOTOBOPOB, 3aKIIF0YaeMbIx Mexy bankom u KireHToM.
2.3.4. HUcnonp3oBanme CucremMsl sl mepegavu

ONEKTPOHHBIX JOKYMEHTOB HE OTrpPaHWYMBAcT IIpaBa
Knmenra no npenocrasieHnio B baHK cOOTBETCTBYIONIIMX
Pacnopsokenmit Ha mpoBemenme Ormepanuii, w/wimm
COOTBETCTBYIOIIMX JIOKYMEHTOB Ha OCYIIECTBIICHUE
BankoM ompeneneHHBIX OeHCTBUH Ha  OyMaKHOM
HOCHTEJIE, COCTABJICHHBIX M0 (hopMe, MpeayCMOTPEHHON
COOTBETCTBYIOIIUM JOTOBOPOM, 3aKITIOYCHHBIM MEXIY
CropoHamu, W/Uu c y4eToM TpeOoBaHuUit
3aKoHozarenbcTBa Poccuiickoit denepanuu.

ITpu 3Trom CTOPOHBI COTNAMIAIOTCSA C TE€M, YTO B CIIydae
MOCTyMJeHUs B baHK DJIEKTPOHHOrO [OKyMEHTa IO
Kananam moctymna m cOOTBETCTBYIOLIETO JIOKYMEHTa WITH
pacriopspkeHus: Ha nposefieHne Onepanyun Ha OyMaKHOM
HOCHTENE, COJEpXAIINX HACHTHYHBIE YCIOBHSA, JMOO
MOCTYIUICHHs B baHK MAEGHTHYHBIX DJIEKTPOHHBIX
JOKyMEHTOB, baHK OyneT paccMmarpuBaTh KaXKABIA 13
yKa3aHHbIX  JOKYMEHTOB  KaK  CaMOCTOSATENbHBIN
JOKYMEHT, M OCYIIECTBUT BCE AECHCTBUS, HEOOXOIUMBIE
s mpoBepeHust  Omepandu  TO  KaxaIoMy — U3
MIpeCTaBICHHBIX/TIepefaHHbIX KITMeHTOM TOKYyMEHTOB.
2.3.5. Eciiu B TekcTe YCIIOBHIA SIBHO HE OTOBOPEHO HHOE,
MOMEHTOM ITOJTydeHHS DIEKTPOHHOTO TOKyMeHTa bankoM
sBisieTcd ero Perucrpanus B Cucreme.

2.3.6. CTopoHBI NPU3HAIOT B KAyecTBE €IWHOM ILIKAJBI
BpeMeHHU TpH pabote ¢ Crucremoli MOCKOBCKOE MOSICHOE
BpeMsi. KOHTpOJIbHBIM SIBIISIETCS] BpEMSI CHCTEMHBIX 4acoB
anmapatHbIX cpeacTs banka.

2.3.7. CropoHBl TpHU3HAIOT, 4YTO CBs3b KimMeHTa co

Crnyx0oii KJIMEHTCKOM MTOAJIEPIKKH Banka
ycTaHaBiIHMBaeTcs Mo pabounm nHsAM banka c 09.30 mo
18.30u., B marauiy — ¢ 09.30 mo 17.154., mo

MOCKOBCKOMY BpEMEHHM B TpEANpa3IHHYHBICE JHA B
COOTBETCTBHUH ¢ IIpHKa3oM 1o baHKy, ommyOIMKOBaHHBIM B
MOpAJIKEe, IPETyCMOTPEHHOM MYHKTOM 1.5 YcnoBwit.
2.3.8. Ilpuem DOnekTpoHHBIX gOKyMeHTOB CucTeMoii
OCYIIECTBIISICTCS. KPYTIIOCYTOYHO.

2.3.9. lcnonnenne D1eKTpOHHBIX N0KyMeHTOB Kinenros
OCYILIECTBIISICTCS B CPOKH, YCTaHOBJICHHBIE
3aKOHOIaTEILCTBOM Poccuiickoi Oenepanu "
noroBopom mexay bankom u Kiimentom, onpeaensrommm

2.3.PROCEDURE OF INTERACTION
BETWEEN THE BANK AND THE
CLIENT

2.3.1. The Bank conducts Transactions on the Account of
the Client based on the Clients’ Orders. These Orders are
transferred by the Client to the Bank using the Access
Channels established by the Terms and Conditions.

2.3.2. Confirmation of the authorship of Orders and other
Electronic Documents is carried out by the Client by using
Session Keys.

2.3.3. Activities listed above in point 1.9 of the present
Terms and Conditions are conducted by the Bank in
accordance with the effective legislation of the Russian
Federation, regulatory acts of the Bank of Russia, the
present Terms and Conditions and terms and conditions of
the agreements on bank account, bank deposits, issuing out
and maintenance of bank cards as well as brokerage
service agreements, and other agreements signed between
the Bank and the Client.

2.3.4. The use of the System for transferring Electronic
Documents to the Bank do not limit the rights of the Client
on submitting to the Bank corresponding Orders on
conduction of Transactions, and/or corresponding
documents on conduction of specified actions by the Bank
in hard copy, made in the form provided for by the relevant

agreement concluded between the Parties and/or
considering the legal requirements of the Russian
Federation.

Thereat, the Parties agree that in case the Bank receives an
Electronic Document via the Access Channels and
corresponding document or order on Transaction
conduction in hard copy, containing identical conditions
on Transaction conduction, either in case the Bank
receives identical Electronic Documents, the Bank will
process each of the mentioned documents as independent
document and will execute all actions required for the
conduction of Transaction for each document submitted /
transferred by the Client.

2.3.5. Unless otherwise explicitly stipulated in the Terms
and Conditions, the time of receipt of an Electronic
Document by the Bank shall be the time of its Registration
in the System.

2.3.6. The Parties acknowledge the Moscow local standard
time as unified time-scale when working in the System.
Check time is considered to be the RTC of the Bank
hardware.

2.3.7. The connection between the Client and the Client
Support Service of the Bank is established on working
days of the Bank from 9:30 a.m. till 6.30 p.m., on Friday
from 9.30 a.m. till 5.15 p.m. (Moscow time), on days
before holidays according to the order of the Bank
published in compliance with the procedure, stipulated by
paragraph 1.5 of the present Terms and Conditions.

2.3.8. Electronic Documents are accepted by the System
24 hours a day.

2.3.9. The Client’s Electronic Documents are performed
within the timing established in accordance with the
legislation of the Russian Federation and the agreement
between the Bank and the Client setting out the procedure
of performing transitions on the respective Account.
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MOPSAAOK NMPOBEICHUS ONEpaIUil M0 COOTBETCTBYIOLIEMY
Cuery.

2.3.10. Bamrorusre omepanuu mo Cueram KimeHTOB C
UCTIONBb30BaHNEM CHCTEMBI OCYIIECTBISIOTCS C YY4ETOM
TpeOOBaHMI BANIOTHOTO 3aKOHOJATENhCTBAa Poccuiickoit
®denepanuu.

2.3.11. CTopoHBI IpU3HAIOT, YTO NepeaanHbie KimeHToMm,
NPOLIEIIINM B Ka)XJIOM CiIydyae HaJJIeKalluM 00pa3om
pouenypy AyreHTuduKanmy, ONeKTpOHHBIE
JOKYMEHTBI, TOJATBEpXKACHHbIE Pa30BBIM CEKpETHBIM
apoJieM, COOTBETCTBEHHO:

- YIOBJICTBOPSIIOT TPEOOBAHMIO 3aKJIIOUCHHUSI C/ENIKU B
NPOCTOH NHCBMEHHON (OpME W BIEKYT HOPHIMYECKHE
MIOCIIEACTBHA, aHaJOTUYHBIC MOCJIC/ICTBHSAM,
MOPOXKIAEMBIM  CICNKaMM,  3aKIIOYCHHBIMH  ITyTEM
TIOJNIUCAHUS. JOKYMEHTOB NpH (PU3NYECKOM (B3aMHOM)
MIPUCYTCTBUH JINL], COBEPIIAIOIINX CACIKY;

PaBHO3HAYHBL, B TOM 4YHCIE€ HWMEIOT paBHYIO
IOPUINYECKYIO u JI0Ka3aTeIbCTBEHHYIO CHITy
AHAJIOTMYHBIM I10 COJCPKAHUIO M CMBICITY JOKYMEHTaM Ha
OyMa)XHOM HOCHUTEJIe, COCTaBJICHHbIM B COOTBETCTBHH C
TpeOOBAHUAMH, IPEABABIIEMBIMH K JOKYMEHTaM TaKoro
poda, W TOANMUCAHHBIM COOCTBEHHOPYYHOW ITOJIKCHIO
Knuenra, u SBIAIOTCS OCHOBAaHMEM JJIs TIPOBEACHUS
bankom Omnepanuii or umenu Knuenta, ocyliecTBiaeHUs
bankoM cOOTBETCTBYIOIIMX AEHCTBUM;

- HE MOTYT OBITh OCIIOpPEHbI WM oTpunarscs CTOpoHAMH
W TPEThUMH  JHMIAMH I  OBITh  TIPU3HAHBI
HeJIeHCTBUTEILHBIMH TOJIBKO Ha TOM OCHOBaHWH, YTO OHU
niepenanbl B bank ¢ ncnonezoBanueM Crucremsl n Kananos
JIOCTYyTIa,;

- MOTYT OBITh NPEJCTABIICHBI B KaUYECTBE JOKA3aTEIIbCTB,
PaBHOCWJIBHBIX ~ ITUCBMEHHBIM  JIOKa3aTelIbCTBaM, B
opsiKe, MPEIyCMOTPEHHOM 3aKOHOJIATeIbCTBOM
Poccuiickoit denepanuu.

I[Ipuy »sTOoM  coobmeHuss  cBobomHOrO  (hopmara,
nepenannsle  Kimmenrom mo Cucreme, B 4acTu
pacniopspkeHust KimeHTa [I€HEXXHBIMH CpEJICTBAMH Ha
Cuere (BKIazme), a TakKe B YaCTH PACIOPSDKCHHS 00
OTKpPBITUH cueTa (BKJIaaa) U 3aKphITUH BKiIana bankoM x
WCIIONIHEHUIO He mpuHUMaioTca. Tawoke baHkom He
IMPUHUMAIOTCS K ucnojHeHuto Pacnopspkenus Kimenta
Ha TIepeBOJ JCHEKHBIX CPEICTB B POCCHHICKUX pyOIIsIX Ha
CBOM cueTa (BKJIAABI) B APYTUX KPEIUTHBIX OPTaHN3aIUIX
WIM CHEHUAIBHBIA cyYeT omeparopa (HHAHCOBOH
wiaThopmsl, OeHepUIMapOM MO KOTOPOMY BBICTYHAeT
JIaHHBIN Kinenr, IepelaHHbIE Kinentom c
ucrionp3oBanueM uHTepdeiica Cucremsr «PyOneBbit
HEePEeBOI».

2.3.12. CrtopoHBI NpU3HAIOT, YTO IeperaHHble baHkoM
coo0rienust cBobotHOTO (hopMmara:

pPaBHO3HA4YHB, B TOM 4YHCIE€ HMEIOT paBHYIO
IOPUINYECKYIO u JIOKa3aTeIbCTBEHHYIO cuiy
AHAJIOTMYHBIM I10 COJEPKAHUIO M CMBICITY JOKYMEHTaM Ha
OyMa)KHOM HOCHTEJNE, COCTABICHHBIM B COOTBETCTBHH C
TpeOOBaHUAMH, NPEIBSIBIIEMBIMHA K JOKYMEHTaM TaKOTO
poja, W TONNHMCAaHHBIM COOCTBEHHOPYYHOH IOIMHCHIO
YIIOJTHOMOYEHHOTO TpencTaBuTeNis baHka, 3aBepeHHOMN
neJatpio banka;

- HE MOTYT OBITh OCIOpEHbI WK oTpulathcs CTopoHaMH
W TPETbMMH  JMLUAMH  WIM  OBITh  NPHU3HAHBI
HeIeUCTBUTEIBHBIMU TOJIBKO HA TOM OCHOBaHMHU, UTO OHU
nepefansl bankoM ¢ ucnons3oBanueM CHCTEMBI U
Kananos nocryna;

2.3.10. Foreign currency transactions on the Clients’
Accounts using the System are performed in compliance
with the foreign currency legislation of the Russian
Federation.

2.3.11. The Parties acknowledge that Electronic
Documents transferred by the Client, every time properly
passing the procedure of Authentication, confirmed by
means of a Session Key, correspondingly:

- meet the transaction conclusion requirements in a
simple written form and bring to legal implications,
originated by the transactions, concluded by means of
ratification of documents in physical (mutual) presence of
individuals concluding the transaction;

- are equivalent, including having equal legal and
evidential force, to identical documents in hard copies in
terms of content and meaning, created in line with
requirements to such type of documents with handwritten
signature of the Client, and are considered as foundation
for transactions conduction by the Bank on behalf of the
Client, for making corresponding actions by the Bank;

cannot be contested or denied by the Parties and
third entities or be acknowledged void only based on the
fact that they have been transferred to the Bank by means
of the System and Access Channels;

- can be presented as testimonies, equal to written
evidences, according to the procedure stipulated by the
legislation of the Russian Federation.

In this case the free format messages that contain the
Client's instructions as to how to dispose of the funds on
the Account (deposit) as well as instructions how to open
the Account (deposit) and to close the deposit with the
Bank transferred by the Client via the System are not
accepted and given effect to. The Bank also does not
accept for execution the Client’s Orders for money
transfer in Russian Ruble to his own accounts (deposits)
hold in other credit institutions or to the special account of
operator of the financial platform, whose beneficiary is
this same Client, submitted by the Client with use of the
System’s interface “Ruble transfer”.

2.3.12. The Parties hereby acknowledge that the free
format messages, transferred by the Bank:

- are equivalent, including having equal legal and
evidential force, to identical documents in hard copies in
terms of content and meaning, created in line with
requirements to such type of documents with handwritten
signature of the authorized representative of the Bank and
verified by the stamp of the Bank;

cannot be contested or denied by the Parties and
third entities or be acknowledged void only based on the
fact that they have been transferred by the Bank by means
of the System and Access Channels;
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- MOT'YT OBITH IIPE/ICTABIECHBI B KAYECTBE JOKA3aTEIbCTB,
PaBHOCWIIBHBIX ~ NTHUCBMEHHBIM  JOKa3aTElNbCTBAM, B
TIOPSIIKE, MIPEAYCMOTPEHHOM 3aKOHOJIATEILCTBOM
Poccuiickoit denepaunu, mpu 3T0M JTOMYCTUMOCTh TAKUX
JI0Ka3aTeIbCTB HE MOXET OTPHIATHCS TOJBKO HAa TOM
OCHOBaHHH, YTO OHH MPE/ICTABICHBI B BUE DIEKTPOHHBIX

JOKYMEHTOB.
2.3.13. B COOTBETCTBUHU c TpeGOBaHUAMHU
3aKOHOZATenbCcTBA  Poccuiickoi Denepanuun 00

WHPOPMHUPOBAHUHN KIIMUEHTA O COBEPIICHUU KaXIOU
omepalyy ¢ HCIOJb30BaHUEM 3JIEKTPOHHOIO CpEeACTBa
miatexxa bank ¢ momouiplo CHCTEeMBl  YBEIOMIISIET
Knuenta o coBepmiennn kaxaod Omnepauuu  c
HCTIONB30BaHUEeM Pa3oBOTo CeKpeTHOTo maposs.

I[lo mepe cosepumienuss Onepauuii ¢ HCHOIb30BaHHUEM
PazoBoro cexperHoro mapons, baHk He mo3aHEE
CIIEeYIOIETO pabouero TTHS ¢dbopmupyer B
ABTOMATHYECKOM peXHUMe XKypHai orepanuii B Cucreme,
K kotopomy y KiueHta uMeeTcs TMOCTOSHHBII
(e>kenHEeBHBIN, KPYIVIOCYTOUHBIH) noctyn no Kanamam
JocTymna. B yka3aHHBIX jXypHaslaX omnepanuil CoaepKUTCs
uH(pOPMAIIUS O JBIKCHHH ICHEKHBIX cpeacTB o CueTy u
o cocrosiHuu Cuera.

Take baHk He3amemnuTeNnbHO MO Mepe 00pabOTKH
Pacnopsoxennii Kimnenra ¢popMmupyer B aBTOMaTHYECKOM
pexxume u nepenaet B Cuctemy HHGOpPMAIIHIO O CTaTyce
Pacnopsoxenuit.

®opmupoBanrie baHKOM BBINIEyKa3aHHOTO J>KypHaja
onepauui B Cucreme, a Takxe NpucBoeHHe baHkoM B
CucrteMe COOTBETCTBYIOLIETO cTaTyca PacmopspkeHuto,
SIBIISIETCSL HQ/JISXKAIIUM yBenomiieHneM KineHnrta, B ToM
4HpclIe O pe3ysbTaTax IpueMa K HCIOJHEHMIO, OT3BIBA,
OTKa3a B UCMOJHEHUM PacmopspkeHHsl B COOTBETCTBHHU C
HOpMAaTUBHBIMM akTamMu banka Poccun, u He Tpebyer
JIOTIOJTHUTEHHOTO HarnpaBieHus bankom KiueHTy kakux-
60 yBeIOMIICHUH.

Hduem nonyuyenuss Knuentom ot banka yBenomieHust o
coBeprIeHHOH Onepary, SBIsSeTCs 1eHb (POPMHUPOBAHUS
BaHkoM BEIIIIEyKa3aHHOTO XypHaja onepamuii B Cucreme
— mo Mepe coBepmieHus Omnepanmii, HO HE MO3IHEE
pabodero [mHS, CIEAYIOMIETO0 3a THEM COBEPIICHHS
COOTBeTCTBYMOMIEH Oneparum.

2.3.14. KiueHT 00s13yeTCs He peske OHOr0 pa3a B 1eHb
ocymecTBIATs JocTyn K Cucreme mo Kanmamam mocryma
JUIS TIOJy4eHUs] WHGOPMAIMU O 3apeTUCTPUPOBAHHBIX
Pacniopspxenusix, u o coctossann CueTa B HENSIX MPOBEPKHU
mpoBeneHHBIX bamkom Omnepammii, a Take s
MOJIyYEHUsl JKypHaja oOIepauud O COBEPLICHHBIX
Onepanusx ¢ HUCHOJB30BaHHMEM Pa3zoBoro cekpeTHoro
apoJsl.

2.3.15. Henocrymuienne B Teuenune 10  (mecsitm)
KaJICHIApHBIX THEW ¢ naTtel Peructpanum PacmopshkeHus
nucbMeHHOW mnpereH3un KimeHTta, cocTaBieHHOH B
cBoOoHOU (hopme, HampaBisieMol B BaHK ¢ TOMOIIBIO
Cucremsl o Kananam moctymna/ma OyMa)xXHOM HOCHTENE,
o Hecornacuu ¢ Onepanyel, TpoBEACHHON Ha OCHOBaHUH

JAHHOTO Pacnopsoxenns n/unm CITUCAaHHBIM
KOMHCCHOHHBIM BO3HATPaXKICHHEM, CUHTaeTCA
npuzHanueM Kiwmenrtom Takoro Pacnopsbkenuss u

MOJITBEPXKICHIUEM TMPOBEJACHHON Ornepamun/cnucanHOro
KOMHUCCHOHHOTO BO3HATpaXkICHUSI.

2.3.16. TIlocne mnomyuenus bankom ot Kimenra
MMCBMEHHOW TMpeTeH3uu o Hecornacuu ¢ Omnepauuei,
MIPOBEJICHHOW Ha  OCHOBAHWU  COOTBETCTBYIOIIETO
PacriopspxeHust/CiucaHHbIM KOMHCCHOHHBIM

can be presented as testimonies, equal to written
evidences, according to the procedure, foreseen by the
legislation of the Russian Federation, thereat the
admissibility of such testimonies cannot be denied only
due to the fact that they have been presented in the form of
Electronic Documents.

2.3.13. In accordance with the legislation of the Russian
Federation on informing clients of transaction
performance with the use of electronic means of payment,
the Bank shall notify the Client of each Transaction
performance using the System confirmed with a Session
Key.

Upon conduction of Transaction by means of Session Key,
the Bank, not later than the next working day,
automatically generates transactions statement in the
System, to which the Client has permanent access (daily,
round-the-clock) via the Access Channels. The above
mentioned statements contain information on the cash
flows on the Account, as well as on the balance of the
Account.

Also, the Bank, upon processing the Orders of the Client,
automatically generates and transfers to the System
information on the status of the Orders.

The creation of the mentioned statement in the System as
well as assigning corresponding status of the Order by the
Bank is considered to be proper notification given to the
Client, including related to the results on accepting for
execution, revocation, refusal from execution of the Order
according to the regulatory acts of the Bank of Russia, and
do not require additional submittal of any notification to
the Client by the Bank.

The day of receiving notification on conducted
Transaction from the Bank by the Client is considered to
be the day of generating the above mentioned statement in
the System by the Bank — upon conduction of Transaction,
but the day succeeding the corresponding Transaction
conduction day at the latest.

2.3.14. The Client is obliged to enter into the System at
least once a day via the Access Channels for obtaining
information on registered Orders, and on the Account
balance for the purposes of checking the Transactions
conducted by the Bank, as well as obtaining statement on
Transactions by using Session Key.

2.3.15. In case the Client does not submit a written claim
on disagreement with Transactions, conducted based on
the mentioned Order and/or deducted commission fee,
formed in free format and submitted to the Bank by means
of the System via Access Channels / in hard copy within
10 (ten) calendar days as of the date of Order registration,
such Order is considered acknowledged by the Client of
such Order, and such Transaction/deducted commission
fee — confirmed by the Client.

2.3.16. After receiving by the Bank a written claim from
the Client on disagreement on the Transaction conducted
based on corresponding Order/deducted commission fee
the Bank suspends the System service for the Client and
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BO3HarpaKJAeHHeM, baHK NpUOCTaHABIUBAET JeiCTBHE
Cuctembl B oTHOIIeHMH KireHTa M BO300HOBJISET €ro
TONIBKO Tocie mnepenaun KimeHToMm (TpeacTaBUTENEM
Kmmenta) B bBaHK COOTBETCTBYIOHIETO 3asiBICHHUS Ha
OyMa)XHOM HOCHWTENe TpH JWIHOM Bu3nute KimeHnra
(mpencrasurens Kinuenra) B bank.

2.3.17. Tlpu BouBrennn banmkom Omnepammit (3a
HCKIIIOUEHUEM Onepanuit B paMKax CBII),
COOTBETCTBYIOIIMX MPHU3HAKAM OCYIIECTBIICHUS MEPEBOA
JICHEeXKHBIX CpPEACTB 0e3 JOOpPOBOJNILHOIO — COTJIAcHs
Knuenta, bank nproctaHaBiuBaeT MpueM K UCTIOJTHEHHUIO
Pacniopspxenust Ha CPOK, Mpe1yCMOTPEHHBIN
3aKOHO/AaTeNbcTBOM Poccuiickoit @enepanuu.

O T[pUOCTAaHOBICHWHM WCIIONHEHHS  PacmopspkeHus
Knmenra o coBeplieHHH OI€palyi, COOTBETCTBYIOIICH
MIpU3HAKaM OCYIIECTBICHHUS MTePeBO/Ia ICHEKHBIX CPEICTB
6e3  moOpoBomsHOTO  corniacusi  Kimenra, bBank
He3aMeIUINTeNBHO yBepomisier 00 3tom Kimenra B
MOpSAIKEe, PETYCMOTPEHHOM T1. 1.7 HACTOAIUX Y CIIOBUIA.
KiueHT moaTBepskaaeT/He MOATBEPKIaeT BO30OHOBICHME
ucrofiHeHus1 PacnopsikeHusi B CPOKH, yCTaHOBJICHHBIE
3aKOHOATEILCTBOM Poccuiickoi ®Depepanuy,
obOpatuBich B bank uepes Cuyx0y KIMEHTCKON
nojJJiepkku B paboune nuu banka cormacHo 1m.2.3.7
HACTOAIIHX Y CIOBUH.

B cnyuae, ecnu Knument nocne mnposeneHuss bankom

npoueaypsl  AyTeHTHGHWKanuy  HE  IOATBEpXKIaeT
BO30OHOBIICHHS  HWCIONHEHUS  PacmopsokeHus,  TO
cooTBeTCcTByIOIIee  PacropspkeHne — cumTaeTcs — HE

NIPUHATBIM K HCIIOJHEHHIO, NPH 3TOM II0 MHHUIMATHBE
Kiuenra bank npuocranaBniBaeT paboty CHCTEMBI.
Bozob6noBnerne pabotsl CuCTEeMBI B JaHHOM CIydae
OCYIIECTBJIIETCSI TONBKO Tmociie mepemadn KineHTOM
(mpenctaBurenem Kimenrta) B BaHk coOTBETCTBYIOIIEToO
3agBlieHUS Ha OyMaXHOM HOCHTEJE IpH JUYHOU SBKE
Knuenra (mpencrasutens Kinuenra) B bank.

B cnyuae, ecnu Kiment mnocine mnposenenuss bankom
TIPOLEAYPHI AyTteHTH(UKaINN TOATBEPXKIAeT
BO30OHOBJICHWE  WCIOJNHEHHS  PacnopspkeHus,  TO
cooTBeTcTBYyIoIIee PacnopspkeHne ucnonusercs: bankom B
CIIEAYIOIIEM TIOPSAKE:

IpH TOCTYIUIEHHH B bBaHK MNOATBEp)XICHHS
HCTIONTHEHUS B TEUCHHE OINEPAIMOHHOTO JHA, ACHEXHbIC
cpeacTBa chmchiBaroTca co Cuera B TeKyIIMHA pabodmii
neHb banka;

IpH TOCTYIJICHWH  TOATBEPXKACHUS  IOCIe
OTIEPAIOHHOTO JHSA, IEHEKHBIE CPE/ICTBA CIHCHIBAIOTCS
co Cuera He no3JHEe cieylomero paboyero qus banka.
BaHK caMOCTOATENBHO ONpeAenseT MPOAOIKUTEIbHOCTD
omneparonHoro aHsa. OO0 omepanmonHoM aHe Kiment
YBEIOMIISIETCS] TIOCPEJICTBOM HArpaBJieHUs] HHPOPMaIn
00 sToM 1o Crcreme 1k pa3MeleH st COOTBETCTBYIOLIEH
nHdopmManuy Ha JOCKe OOBSBICHUI B ONEPALMOHHOM
3aje  OOCTyXMBaHMA (U3MUECKUX JIHI WM Ha
xopnopatuBHOM MHTepHeT-calite banka.
Ilpuy  Hemoiy4eHUH B  CpOKH,
3akoHoAarenbcTBoM  Poccuiickoit  ®enepamuu,  OT
Knnenta BBILICYKa3aHHOTO TIOATBEPKICHUS/HE
MOATBEPKACHNS PaciopspKeHNe CUNTAETCS HE MPUHSITHIM
K UCIIOJIHEHHUIO.

Iopsnok aelicTBuii npu BesiBIeHNH bankom Onepanuii B
paMKax CBII, COOTBETCTBYIOLINX [IpU3HAKaM
OCYIIECTBJICHHUSI TIE€PEBOJia JICHEXHBIX CpEeICTB 0e3
no6poBoibHOrO  cormacusi  Kimenra, — ompeneineH
VYCcnoBusIMA TPENOCTAaBICHUS CEPBHCA 110 TIEPEBOLY

YCTaHOBJICHHBIC

renews it only after submittal of corresponding written
application in hard copy by the Client (Client's
Representative) upon in-person visit of the Client (Client's
Representative) to the Bank.

2.3.17. Should the Bank identify any Transactions (save
operations performed within SBP/FPS) qualifying for a
case of fund transfer without the Client’s voluntary
consent, the former shall suspend execution of the Order
for the period stipulated in the legislation of the Russian
Federation.

The Bank shall immediately notify the Client, in the
manner prescribed by para. 1.7 hereof, about suspension of
execution of the Client’s Order on a transaction
corresponding to signs of funds transfer without the
Client’s voluntary consent.

The Client confirms/does not confirm the execution of the
Order, within the timeframe established by the legislation
of the Russian Federation, by contacting the Client Support
Service of the Bank during the Bank’s Business days
according to p. 2.3.7 hereof.

If the Client, identified by the Bank through the
Authentication procedure, does not confirm that the Order
is executable again, the corresponding Order shall be
considered not accepted for the execution, and the Bank
shall suspend the System service on the initiative of the
Client.

In this case, the System’s operation shall be resumed only
after the Client (Client's Representative) files the relevant
application to the Bank in hard copy during in-person visit
of the Client (Client's Representative) to the Bank.

If the Client, identified by the Bank through the
Authentication procedure, confirms that the Order is
executable again, the Bank shall resume the System’s
operation, and the respective Order shall be executed by
the Bank in the order as follows:

if the Bank receives confirmation of execution
within the banking hours, the funds shall be debited from
the Account on the current business day of the Bank;

if the Bank receives confirmation outside the
banking hours, the funds shall be debited from the Account
no later than the next business day of the Bank. The Bank
shall independently determine the length of the banking
day. The Client shall be notified of the banking day
through the System or by placing the relevant information
on the Bulletin Board in the customer area or on the Bank’s
corporate website.

No such a confirmation/non-confirmation received from
the Client within the timeframe established by the
legislation of the Russian Federation, the Order is
considered not accepted for the execution.

The procedure applied by the Bank after detecting
Transactions performed through SBP/FPS without the
Client’s voluntary consent is defined by the Terms and
Conditions of providing money transfer service with use of
mobile phone number as an identifier of money recipient




16

JEHEXHBIX CPEACTB C  HUCIONb30BAaHHEM HOMeEpa
MoOmpHOTO Tene)oHa B KadecTBE HMIACHTH(UKATOPA
PEKBU3UTOB TIONy4YaTeNsl NEHEKHBIX CPEACTB B PaMKax
cucreMsl  OplcTppix  Tmatexxer B AO  AKB
«EBPO®MTHAHC MOCHAPBAHK».

2.3.18. B ciyuae, ecny, HECMOTPS Ha MOATBEPIKICHHE
Knuentom Pacnopspkenuss B coorBerctBuu ¢ 1m.2.3.17.
HacrosAmux YcinoBuid, bank nmomyuun or banka Poccum
nHdopmanuio, conepkamiyocss B base naHHBIX, ero
UCTIONIHEHUE MpHOCTaHaBIMBaeTcs baHKOM Ha CpOK,
NIPENYCMOTPEHHBI  3aKOHOJATENBLCTBOM — Poccuiickoi
®denepanuu.

B oaTroM ciydae yBenoMIeHHE O TNPHOCTAHOBIICHHU
ucnonHeHus: Pacnopsbkenus Kiuenta o coBeplueHun

oTepanum, COOTBETCTBYIOIICH MIpU3HAKaM
OCYIICCTBIICHUS TIEpeBONa JEHEeXKHBIX CpeAcTB 0e3
IoOpoBOIBHOTO  coriacus KimeHTa, HampaBJICHHOE
Bankom B cooTBeTcTBHH ¢ m.2.3.17 HacTOAMMX Y CIOBHH,
SIBIIIETCS TaKKe YBEIOMIICHHEM Knuenra o
MIPUOCTAHOBIICHUU npuema K HCIIOJHEHUIO
noATBepxkaeHHoro Pacnopspkenus Kinuenra.

2.3.19. Ilpu Henomy4yeHMH B  YCTAHOBJICHHBIE

3aKOHOAATeNbCTBOM Poccuiickoii Denepanuu CpoKH OT
KnueHTa CcOOTBETCTBYIOIIErO OTKa3a B HCIOIHEHHE

baHkOM  TOATBEPXKICHHOTO  PACHOpsDKEHHs, IO
UCTEYEHHHM  JAaHHOTO  Cpoka  baHk  mcmomHser
MOATBEPXKICHHOE  pacropspkeHne — Knmenra — mpu

OTCYTCTBUHM HMHBIX YCTaHOBJICHHBIX 3aKOHOAATEIHCTBOM
Poccuiickoit ®enepanuu OCHOBaHUM HE NIPUHUMATB €T0 K
UCTIOJTHEHUIO.

2.3.20. bank He paccbuiaeT cOOOIIEHHSI MOCPEACTBOM
CMC-COOOIIIeHNIT Ha 3aperucTpUpOBaHHBIN HOMEp H/WiIn
HMHON HOMep MOOMIIBHOTO TeneoHa, IPEeJ0CTaBICHHBIH B
Bank, nim anpec anekTpoHHOU mouTsl KineHra, a Takxke
HE MIPOMU3BOUT TeJieOHHBIE 3BOHKH C 1IEJIBIO TOTYYESHUS
YKa3aHHBIMH CIIOCO0aMU KaKOH-THO0 HH(POPMALIUU O
KinuenTe unu nanneix o Cucreme.

23.21. B memsix CHIKEHHS pHUCKAa COBEPIICHHS
Omeparui, COOTBETCTBYIOLINX MIpHU3HaKaM
OCYIIIECTBJICHHSI TI€peBOJia JICHEeXHBIX CpENCTB 0e3
JI0OPOBOJIBHOTO coruacus Knwuenra, Kimenr
(mpencrasurens Knmenra) BmpaBe B Jr000M ciydae Mo
CBOEMY YCMOTpPEHHIO OOpaTuThcsi B bank g
YCTAaHOBIICHHUSI ~ OTPAaHMYCHHWS HAa  OCYIIECTBICHHE
onepanuii B Cucreme myTem:

- mepeBosia ee B THPOPMAIMOHHBIN PEXIM;
YCTaHOBIICHHS  COOTBETCTBYIOIIMX  OTPaHMYCHHUI
(JuMuTOB) O O0IIEH CyMMe omepanuii 3a KaJeHIapHbIi
JICHb ¥/WIH Mecs1], TPOBOANMBIX 10 CyeTaM ¢ OMOIIBIO
CucteMsl.

Bce orpannyenus ycranasimBaroTcsi baHkom He no3aHee
pabodero maHS CIEOYIOIIEr0 3a JHEM INPHHATHI WM
COOTBETCTBYIOLIETO 3asBJCHUS, IPEAOCTABICHHOIO Ha
OyMa)XHOM HOCHTeNe TpH JW4YHOM sBke Kimenra
(mpencrasurens Knuenra) B bank, mubo HampaBiIeHHOTO
Knmentom nocpenctsom Cucremsi.

3asBieHne 00  YCTAaHOBJICHHH  COOTBETCTBYIOIIMX
OTpaHWYCHUH (JITMUTOB) IO OOIIEH CyMMe omeparuii 3a
KaJICHAApHBIA [EHb W/WIM MECSIL, NPOBOAUMBIX IIO
Cueram ¢ nomompto CHcTeMBI, B BUJAE DIEKTPOHHOIO
JOKyMeHTa (cooOmieHue cBoOOIHOrO popMaTa) ITOKHO
nepenaBatbcsi Knmentom B baHk ¢ ykasaHueM B HeM
CyTO4YHOro JjuMuTa (cymma B pyomsax P®) wu (umm)
MecsyHOro ymmura (cymma B pyomsx P®), mpu srtom
MECSYHBIH JITMHUT HE MOKET OBITh MEHBIIE CYTOYHOTO.

in the frame of the faster payments system in

EVROFINANCE MOSNARBANK.

2.3.18. Despite the confirmation of the order being sent by
the Client in accordance with p.2.3.17. of the present
Terms and Conditions, if the Bank receives from the Bank
of Russia information from the Database, the execution of
the order shall be suspended by the Bank for a term
stipulated by the legislation of the Russian Federation.

In this case, a notification about suspension of the
execution of the Order of the Client on performing a
transaction with the signs of funds transfer without the
Client’s voluntary consent, sent by the Bank in a manner
prescribed by p. 2.3.17 hereof, also serves as a notification
to the Client on suspension of acceptance for execution of
the confirmed Order of the Client.

2.3.19. If the Bank does not receive from the Client the
respective revocation of the confirmed order within the
timeframe established by the legislation of the Russian
Federation, after expiry of the defined term the Bank shall
execute the confirmed order of the Client provided there
are no other reasons, stipulated by the legislation of the
Russian Federation, not to execute it.

2.3.20. The Bank shall neither send SMS to the Registered
Number and/or another mobile phone number submitted to
the Bank nor messages to the Client’s e-mail address, and
shall not make phone calls for the purpose of obtaining any
information about the Client or the System.

2.3.21. With the purpose to reduce the risk of money
transfer performed without the Client’s voluntary consent,
the Client (Client's Representative) has the right to apply
to the Bank at his/her discretion to impose restrictions on
performance of operations in the System through:

switching the System to the Information mode;
setting up respective limitations (limits) on the
total amount of operations performed within Accounts
during the calendar day and/or calendar month through the
System.

All the limitations should be activated by the Bank not later
than the business day next to receiving the relevant
application from the Client in hard copy, submitted
personally by the Client (Client's Representative) or sent
through the System.

The application for setting up respective limitations
(limits) on the total amount of operations performed within
accounts during the calendar day and/or calendar month
through the System should be submitted in form of an
Electronic Document (free format message) by the Client
to the Bank, specifying there a daily or monthly limit in
Russian Ruble, taking into account that the monthly limit
may not be less than the daily one.
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OtMeHa/M3MEHEHNE YCTAHOBIICHHBIX OIPaHUUCHUH, B TOM
yucine HGOPMAIMOHHOTO pEXHMa, OCYIIECTBISETCS
bankoM Tmocie TOPUHATHST UM COOTBETCTBYIOILIETO
3agBneHna KimmeHTa Ha OyMakHOM HOCHUTEJIE TIPH JINTHOI
sieke Kimmenra (npencrasurens Kimenra) B bank.

2.4. IEPEBOJ AEHEKHBIX CPEJICTB C
IMMOMOIIBIO CEPBUCA BEST2PAY".

2.4.1. C nomompto Ceppuca Best2Pay Kmuent Bmpase
OCYIIECTBISITH TIEPEBOJl JECHEXKHBIX CPEICTB MEXKIY
GaHKOBCKHMH KapTaMH IUIaTeXHBIX cHcTeM  Visa,
MasterCard, MUP, BBINYIICHHBIMH  POCCHHCKUMHE
KPEOUTHBIMH OpPTaHU3AIMAME, B PEKHUME PEaTbHOTO
BPEMEHH, [IPU 3TOM CPOK 3aUHMCIICHHS ACHEKHbBIX CPEICTB
3aBUCHT oT 0aHKa-dMHUTEHTa, BBIITYCTHBIIIETO
0aHKOBCKYIO KapTy IOJIy4aTelsl JICHEeXKHBIX CPEJICTB.
2.4.2. TlepeBoa ¢ 0OaHKOBCKOI KapThl Ha OaHKOBCKYIO
KapTy MOXeT OBbITh OCYILECTBIICH IpH coriacuu KiueHra
¢ nyomuuHoit odeprtoii Oanka Cepsuca Best2Pay. B
ciyyae oTkaza Knmenra banka ot cornacusi ¢ yCJIOBUSIMH,
W3JIOKCHHBIMA B TyOnmudHOW odepre Oamka CepBuca
Best2Pay, mepeBox ¢ 0aHKOBCKO# KapThl Ha OAaHKOBCKYIO
KapTy HE MOXET OBITh OCYIIECTBIICH.

2.4.3. Hacrosmmm KnmeHT yBeZoOMIIEH M COTIIaceH, YTO
CTOPOHHHMH OaHK-3MHTCHT, BBITyCTHBIINH OaHKOBCKYIO
KapTy, BIpPaBe B3UMaTh JOMOJHUTEIbHYI0 KOMUCCHIO 32
NEepeBOJ  JICHEXKHBIX CPENCTB, OCYLIECTBIISIEMbIH ¢
momoineio Cepeuca Best2Pay. C Tapudamu cTopoHHET0
0aHKa-DMHUTEHTA, BBIMYCTUBIIETO OAaHKOBCKYIO KapTy,
KiueHT nomkeH 03HaKOMHUTBCS 10 COBEPIICHUS ACHCTBUH
10 TIEPEBOJY ICHEXKHBIX CPENCTB, OCYIIECTBISIEMBIX C
nomouipto Cepuca Best2Pay.

2.4.4. Hacrosmmum KnmeHT yBeZOMIIEH M COTIJIACEH, YTO
nepeBox ¢ Kaprel banka Ha kapTy cropoHHero OaHKa-
smuTeHTa ¢ momotbio Cepsuca Best2Pay BozmoskeH mpu
ycrmoBuH  monkimroueHus  Komentom  yeayrm  SMS-
nHGOPMHUPOBAHMS, TIOCKOJNBKY O€30I1acCHOCTh TaKUX
nepeBosioB  obecneunBaeTcss TexHosorued 3DSecure
(Verified by Visa/MasterCard Secure Code/MirAccept).
IlepeBon MOITBEPKIAETCSI Knunenrom BBOJIOM
OJIHOPA30BOrO  MapoJisi, Hampasiasiemoro B  SMS-
coobmennn Knmenty. Bo3MOXHOCTE TepeBOIOB C
0aHKOBCKMX KapT CTOPOHHHUX OAaHKOB-IMHTEHTOB, HE
nojyiepkuBatomux 3DSecure, MoxeT OBITH OrpaHUYEHA.
2.4.5. Tlpu mepeBojie AEHEKHBIX CPEICTB C IOMOILBIO
Cepsuca Best2Pay o6s3anHocTH baHka orpaHnuuBaroTcs
TOJNBKO cOopoM U mepenadeid omeparopy Cepsuca
Best2Pay wndopmanum o Hamepenuun —Kimmenra
OCYIIIECTBUTH NEPEBO/] C OAHKOBCKOM KapThl OTHPABUTEIS
Ha 0aHKOBCKYIO KapTy nojyuareis. bank He ¢popmupyer
Ha OCHOBe IpencTaBileHHoi Kimentom wunHbopMarmm
Pacnopsoxennst Kimenra/unsie pacriopsbkenus mo Cueram
KiueHTta, He OCYIIECTBISIET UX IPHEM M HCIIOJIHEHHUE, a
TaK)Ke HE OCYIIECTBIIAET pacueT KOMHUCCHH 3a IPOBEACHHUE
orepanyuy C MOMOIIBI0 YKa3aHHOTO cepBHca. baHK He
HEceT OTBETCTBEHHOCTH 3a paboTy Cucremsl MHTepuer-
[Tnatexeli, a Takxke ee omepatopa u Oanka Cepsuca
Best2Pay.

The cancelling/modification of limitations imposed,
including the Information mode, is performed by the Bank
after receiving the Client’s respective application in hard
copy, submitted personally by the Client (Client's
Representative) to the Bank.

2.4. TRANSFER OF FUNDS WITHIN THE
BEST2PAY SERVICE’

2.4.1. With help of the Best2Pay service the Client may
transfer money between bank cards of the payment
systems Visa, MasterCard and MIR issued by the Russian
credit institutions, real-time, meanwhile the term of
crediting depends on the bank, which issued the recipient’s
bank card.

2.4.2. The transfer from card to card may be performed if
the Client accepts the public offer of the Best2Pay bank. If
the Client rejects conditions exposed in the public offer of
the Best2Pay bank, the transfer from card to card can not
be performed.

2.4.3. By means of the present, the Client is notified and
agrees that other bank, which issued the bank card, may
retain an additional commission for money transfer
performed with help of the Best2Pay service. The Client
should consult the other bank’s tariffs before undertaking
activities of money transfer through the Best2Pay service.

2.4.4. By means of the present, the Client is notified and
agrees that the transfer from the Bank’s card to the card
issued by other bank with help of the Best2Pay service is
available if the Client sat up the SMS-informing service,
given that such transfers are secured by the 3DSecure
technology (Verified by Visa/MasterCard Secure
Code/Mir Accept). The Client confirms the transfer
entering a one-time password sent via SMS. The
possibility of transfers from other banks’ cards without
3DSecure could be restricted.

2.4.5. When funds transferring with help of the Best2Pay
service, the Bank s responsibilities are limited to gathering
and transfer of information to the Best2Pay operator about
the Client’s intention to transfer money form the sender’s
card to the recipient’s one. The Bank does not elaborate on
the basis of information provided by the Client any Client
Orders/other orders related to the Client Accounts neither
receives nor executes them, nor calculates commission for
operation performing through the abovementioned service.
The Bank does not assume responsibility for functionality
of the Internet payment system neither of its operator nor
of the Best2Pay bank.

" ITpu Hanuuuu TeXHUYECKOM BO3MOKHOCTH y Banka u oneparopa Cepeuca Best2Pay/If technically possible for both the

Bank and Best2Pay operator.
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2.5. IEPEBOJ AEHE’KHbBIX CPEJICTB
BHYTPU BAHKA C
NCITIOJIb3OBAHUEM HOMEPA
MOBUWJIBHOI'O TEJIE®@OHA/ HOMEPA
BAHKOBCKOM KAPTBI/HOMEPA

CYETA®
2.5.1. bank B pamkax Cuctemsr EuroLink, B Tom uncie ee
MOOWIBHOM  Bepcuu,  npepocTtaBisier  KiueHry
BO3MOXXHOCTb:

- COBEpIIaTh ONEpaIiy 110 NePEeBOAY ACHEXKHBIX CPEICTB
co cBoero Cuera B banke nHa Cuer npyroro Kiuenra,
OTKpHITHIH B banke, ¢ ykasanumem HMnenrudukaropa
MoJIy4aTessi CpeACTB/HoMepa OAHKOBCKOW KapThl/HOMEpa
Cuera KimmeHTa-momydaTens [ICHEXKHBIX CPEICTB
moas3oBaress Cucrembl EuroLink (mamee — «Kimenrt-
noydaTensy»). IlepeBon neHexxHsIx cpencts co Cuera
omHoro Kmmenta B Bamke Ha Cuer mpyroro Kimenra,
OTKpBITBIH B baHke, nmamee Takke HMEHYyeTCS
«BHYTPECHHUH IIEPEBOIY;

- nmony4daTh Ha cBoil Cuer B baHke NneHexHBIE cpelcTBa
BHYTPEHHUM  II€PEBOJOM  MOCPEICTBOM  yKa3aHHS
KnueHToM-TuIaTeNnpImuKoM Wnenruduxaropa
MoJTy4aTessi CpeCTB/ HoMepa OaHKOBCKOW KapThl/HOMEpa
Cuera Knuenra-nomayyarens.

2.5.2. KimmeHT naet cBoe corsacue Ha UCIIOIb30BaHHUE €ro
3aperucTpupoBaHHOTO HOMepa B KauyecTBe
Wnentndukaropa nosydaresis cpeicTB IIPHU BHyTPEHHEM
NIepeBOie B €ro MOJb3y IMyTeM MOIKIIOUEHHS YCIyTH
3a4qnciIeHns ¢ momoniblo Mnenrtuduraropa mosrydaresns
cpeactB n BbiOOpa Kmmenrom Cuera m3 udmcia CBOWX
CueroB B wuHTepdeiice «HacTpoiiku IIepeBonbi»
Cuctemsr EuroLink (B wuntepdeiice «Hactpoiiku —
Cuctema OBICTPBIX IUTATEXKEi» — IPU HCIIONB30BAHUH
MoOmbHOM Bepcun Cuctemsl EuroLink).

KnueHT yBemomiieH M COIJIaceH, YTO B Cllydae, €CiH
3apeructpupoBaHHblii HOMep KiueHTa coBmamaer ¢
3aperucTpupoBaHHBIM  HOMepoM japyroro KimeHra,
BHYTPEHHUII TIepeBOJl C  HCIOJb30BaHMEM  TaKUX
3aperucTpupoBaHHbBIX HOMEpOB B KavyecTBe
Wnentnduxaropa HOJTydaTess CpencTB HE
OCYILIECTBIISETCS.

KiueHT yBeOMIJICH M COTJIaCeH, 4TO B CIydae, €ClIi UM
MOJKIIOYEHA  yCIyra  3a4UCICHHs C  IOMOIIBIO
Wnentudukatopa noxyqarens CpeAcTB, IPH 3TOM paHee
BbIOpaHHblid Kiuentom CueT 3adncieHHs] MEepPEeBOJIOB
3aKpBIT 170171 0GaHKOBCKas kapra® SBIISIETCS
HEJICUCTBYIOIIEH, TO JIEHEKHbIE CPEACTBA 3a4MCIISIOTCS
Ha Cuer, ompeneneHHbIH bBaHKOM CaMOCTOATENBHO W3
yucna Cueros KimeHra, 10 MOMEHTa O4€peHOTO BEIOOPA
Knuenrom Cuera 3aunciieHus NEPEBOIOB U3 YHUCIIA CBOUX
CueroB B wuHrepdeiice «Hactpoiiku — IlepeBogbi»
Cuctembl EuroLink (B wuntepdeiice «Hactpoiiku —
Cucrema OBICTPBIX IIIATEXKEH» - NPU HCIOJIb30BAHHU
MoOmsHOM Bepcuu Cuctemsl EuroLink).

253. Tlpm ykasanuu  KIIMEHTOM-ILIATEIBIIUKOM
3apeructpupoBaHHOr0o HoMepa KimeHta-mosydarens B
kagectBe MpeHTndukaropa  momydaTenst — CpEACTB
JeHeXHbIe cpencTta 3aumcisaorcs Ha Cuer Kimenta,

2.5. TRANFER OF MONEY INSIDE THE
BANK WITH USE OF MOBILE PHONE
NUMBER/NUMBER OF BANK
CARD/ACCOUNT NUMBER®

2.5.1. The Bank via EuroLink System, including its mobile
version, provides the Client with the following
opportunities:

- to conduct transfers of funds from his/her own account
with the Bank to the account of another Client opened with
the Bank, indicating Recipient ldentifier/ Bank Card
Number/ Account Number of the Receiving Client — user
of the EuroLink System (hereinafter referred to as the
Receiving Client). Transfer of funds from the account of
the Client with the Bank to the account of another Client
opened with the Bank is hereinafter referred to as internal
transfer;

- to receive funds by means of internal transfers to his/her
own account with the Bank by indicating the Receiving
Client’s Recipient Identifier / Bank Card Number /
Account Number by the Paying Client.

2.5.2. The Client gives his/her consent to use his/her
Registered Number as the Recipient Identifier for internal
transfers in his/her favour through activation of the
crediting service with help of the Recipient Identifier and
selection of an Account among his own accounts through
interface “Settings-Transfer” of the EuroLink System
(within the interface “Settings-Faster payments system”, if
the EuroLink’s mobile version is used).

The Client is notified and agrees that in case the Registered
Number of the Client is the same as the Registered Number
of another Client, an internal transfer using such
Registered Numbers as the Recipient Identifier of the
funds will not be performed.

The Client is notified and agrees that in case of activating
the crediting service with help of the Recipient Identifier
and the previously selected Account for crediting funds is
closed, or the bank card® is invalid, thus, the money will be
credited to the Account defined by the Bank independently
and selected from the Client Accounts, until the Client will
select once again the Account for crediting funds among
his own accounts through interface “Settings-Transfer” of
the EuroLink system (within the interface “Settings-Faster
payments system”, if the EuroLink’s mobile version is
used).

2.5.3. If the Paying Client specifies the Registered Number
of the Receiving Client as the Recipient Identifier, the
funds shall be credited to the Client's Account determined
by himself from the list of the his own Accounts. If the

8 [Ipu nanuuuu Texnuueckoil BosmoxkHoctn y banka / Subject to technical capability of the Bank.
® Cuer, COOTBETCTBYIOIIMI JaHHOM OaHKOBCKOM KapTe, BbIOpaH Kimentom B kauectBe CueTa 3auuCieHHS
nepesogos/An account corresponding to this bank card selected by the Client as the Account for crediting funds.
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OHpe[[eHeHHLIﬁ KineHTOM CaMOCTOSITEILHO U3 YUCIa €ro

CueroB. Ilpm ykazanmm KimeHTOM-TIATEIBITUKOM
HOMepa OaHKOBCKOW KapTel KimeHTta-momydatens,
JCHeXXHBIE ~ cpenctBa  3aumcnaorcs  Ha  Cuer,

COOTBETCTBYIOIIIMI HaHHOW OaHKOBCKOW Kapre. Ilpm
ykazanun Kimentom-mmatensmukom Cuera Kimenra-
MOJTy4aTeNs, ACHEKHbBIC CPEACTBA 3aUHCIIAIOTCS Ha TAKOH
Cuer Kimmenra-nomyuarens. Ilpm 3ToM JeHEXHBIE
CpEeACTBa MO COOTBETCTBYIOIIEH Onepanyu MOTyT OBITh
3a4yuciieHbl  ToiNbko Ha Cyer, peXuM KOTOpPOro
MpeycMaTpUBaET BO3MOXKHOCTh TAKOT'O 3aYHCIICHHS.
25.4. Jlna cosepumeHnss KIIMeHTOM-IIATENBITUKOM
omepanMd MO0  BHYTpeHHeMY  mepeBoiy  baHk
npenocraBisieT  KIMEHTy-maTenbIIuKy BO3MOKHOCTB
UCTIONH30BaTh Wnentuduxarop MOTy4aTeNs
cpeacTB/HOMep OaHKOBCKOH KapTe/HOMep Cuera s
ueneit  ¢gopmupoBanus B Cucreme  EuroLink
Pacniopsoxenust. Wnentnduxarop MOTy4aTes
cpeactB/Homep  OaHkOBCcKOil  kapTel/Homep  Cuera
BBoAuTCS KiMeHTOM-TaTenbIiukoM B HHTepdeiice
“TlepeBon knuenty 6anka” Cucremsr EuroLink.

KiueHT yBe1oMIICH U COTJIACeH, UTO B LEJIIX COBEPIICHUS
orepanuii MO BHYTPEHHEMY IEpEBOAY HCIOIb3YIOTCS
CBElIeHHs1 B O00beMe, IPEeIyCMOTPEHHOM JACHCTBYIOLINM
3akoHoAarenscTBOM Poccuiickoit ®enepanun.

Ipn yKa3aHUU KimeHTOM-TIIaTe B IIMKOM
Wnentnduxaropa MOJTydaTems cpeAcTB/HOMEpa
O0aHKOBCKOW  KapTe/HOMepa Cuera [UIa  meJei
cocTaBleHUs PacriopspkeHus! A7l BHYTPEHHETO NepeBoa
UCTIONB3YIOTCS JaHHbIE, TIpelocTaBIeHHbIe baHkoM.

[pu yKa3aHUuH KineHTOM-1IaTENBIIMKOM
Wnentudukaropa  nomyyarens/Homepa  OaHKOBCKOM
kapTel/HOMepa CueTa CpeAcTB AJsl LeNedl COCTaBIICHMs
Pacnopsoxennst  bank  mpenocraBmser  Kimenry-
IUTaTENBIIUKY COOTBETCTBYIOIIHE yKa3aHHOMY
Unentudukatopy MOJTydaTest CPEIICTB/HOMEDPY
0aHKOBCKOW KapTel/HoMepy Cuera cBefeHUs Ui
MPOBEpKH: (aMIIIHs, WMs, OTYECTBO (IIPH HAIUYUH)
Knuenra-nmonmywarens (pamunms mpemocraBisieTcss B
MacKMpOBaHHOM Buze). KiIMeHT yBenomileH M coryiaceH
Ha Tepenady YKa3aHHBIX CBEJICHHH ISl TPOBEPKH
apyromy Kinenry, ykaszaBiiemy st Liesieil BHyTpeHHEro
nepeBojia cooTBeTcTBytomuii Kimmenty Unentudukarop
ToJTydatensl cpeAcTB/HoMep OaHKOBCKOW KapThl/HOMEp
Cuera.

B cinyuae  ycnmemHoi — mposepku  KimeHToM-
IUIATEJIBIIMKOM  TPEJOCTABICHHBIX  CBEJCHHUH, OH
NoJnuchBaeT M Tepenaer B bank Pacnopsbkenue B
TIOPSIIKE,  ONPEIETICHHOM HACTOSIIIUMHU Y CIIOBHSIMH.
KrnueHrt-nosryyarens yBeJJOMIICH M COTJIACEH, YTO IOCIIE

ucnionHeHus:  Pacnopspkenust  KimeHTa-muiaTenbliuka,
YKa3aHHOTO B HacToswmeM  nyHkre, KiueHty-
IJIATENbIIUKY CTAHOBATCS JOCTYIHBI  IOCPEACTBOM

CucteMbl (W3BECTHBI) PEKBH3HTHI COOTBETCTBYIOIIETO
IepeBosia, B TOM 4HciIe (aMIIus, UMs, OT4eCTBO (IIpH
Hanmuny) KomeHrta-momywarenss W HOMeEp cuera, Ha
KOTOPBIH 3a4KCIICHBI ICHEKHBIE CPEJICTBA.

255, bauk Bnpase omnpegenst Buabl CueToB, ¢
KOTOPBIX/HA ~ KOTOPBIE ~ MOXKET  OCYIIECTBIIATHCA
BHYTPEHHUI IEpeBOj B MOPAIKE, MPEeIyCMOTPEHHOM
paszaenoM 2.5 HacToOSIUX Y CIIOBHIA.

Paying Client specifies the Receiving Client's bank card
number, the funds shall be credited to the Account of this
bank card. If the Paying Client specifies the Receiving
Client's Account, the funds shall be credited to such
Account of the Receiving Client. In this case, the funds
under the respective transaction can be transferred only to
an Account, the mode of which provides for the possibility
of such transfer.

2.5.4. In order for the Paying Client to execute an internal
transfer, the Bank shall provide the Paying Client with the
possibility to use the Recipient Identifier / Bank Card
Number / Account Number for the purposes of forming an
Order in the EuroLink System. The Recipient Identifier
/Bank Card Number/Account Number is entered by the
Paying Client in the interface "Transfer to Bank Client" of
the EuroLink System.

The Client is notified and agrees that for the purposes of
internal transfers the information is used to the extent
provided by the current legislation of the Russian
Federation.

The data provided by the Bank shall be used for internal
transfers for the purposes of drafting the Order, when the
Paying Client specifies the Recipient Identifier / Bank
Card Number / Account Number.

If the Paying Client specifies the Recipient Identifier /
Bank Card Number / Account Number for the purposes of
drafting an Order, the Bank shall provide the Paying Client
with the following information corresponding to the
specified Recipient Identifier / Bank Card Number /
Account Number to verify: name, surname, patronymic (if
any) of the Receiving Client (surname provided in
disguise). The Client is notified and agrees to convey this
information for verification to another Client who
specified the respective Client's Recipient Identifier / Bank
Card Number / Account number for internal transfer
purposes.

In case of successful verification of the submitted
information by the Paying Client, he shall sign and submit
the Order to the Bank in the manner determined by these
Terms and Conditions. The Receiving Client is notified
and agrees that, since the Order of the Paying Client
specified in the present point is executed, the Paying Client
receives access through the System to the Receiving
Client payment data, including his name, surname,
patronymic (if any) and the number of credited account.

2.5.5. The Bank is entitled to determine the types of
Accounts from which/to which an internal transfer can be
conducted in accordance with the procedure stipulated in
Section 2.5 of these Terms and Conditions.
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2.6. XPAHEHHUE PACIIOPSI)KEHUM O
IMPOBEJEHWUU ONNEPALIUN, 3SAITMCEN
TEJE®OHHBIX PA3TOBOPOB

2.6.1. bank 00s3aH 00eCHeYUTh XPaHEHHE MOITYYEHHBIX
ot Knuenra Pacnopspkenuii, JIOkyMEeHTOB MO BKJIaay B
Te4eHue HPEIyCMOTPEHHBIX 3aKOHOJaTEeILCTBOM
Poccuiickoit  depepauuu  CpOKOB AN XpaHEHUs
AQHAJIOTUYHBIX JIOKYMEHTOB, COCTAaBJIEHHBIX HA OYMa>KHOM
Hocurene. Criocod u (opmar XpaHEHHUsS ONpeNeNsoTCs
baHKOM caMOCTOATENBHO.

2.6.2. Bce omepannu, mpousBoxuMmeie CTOpoHaMH B
Cucteme, OUKCHPYIOTCSI B  MNPOTOKONAX  PabOTHI
MPOTpaMMBbl, XpaHSmmXcs B 0a3e gaHHBIX CHCTEMBI B
banke. B cnyyae pasHornmacuss mexnay bankom u
KnneHToM B OTHOIICHMM NEpENaHHBIX OICKTPOHHBIX
nokymMeHToB ~ CTOpOHBI ~ NpPU3HAIOT B KauecTBe
JIOKa3aTeNbCTB yKa3aHHBIE 3allUCH, a TaKKe 3aIllUCH B
mpoTokosie paboTs! CucTeMsl, XpaHamuecs B banke.

Cuctema BefmeT yd4eT JeHCTBHH, MPOU3BOIUMBIX
Croponamu B Heil. CdopmupoBanHble baHkom
COOTBETCTBYIOIIIUE  OTYETHI 1O  IIPOU3BEICHHBIM
omepanusaM (merictBusiM) B CHcteMe Ha OyMaXKHBIX
HOCHUTENSAX  IIO ¢dopme  Bamka, MOAITMCAHHbBIE
YIOJHOMOYCHHBIM JHIIOM baHka ¥  CKpemieHHEBIC
I1€YaThI0 Banka, SIBIITFOTCSI JIOCTaTOYHBIMHU

J0Ka3aTenbCcTBaMu  (pakToB coBepiieHnss CropoHamu
omepauuii u geiictBuit (B ToM umciae Cucremoit

aBTOMAaTHYECKH),  NPEIyCMOTPEHHBIX  HACTOSLINMHU
YcioBusIMH, W MOTYT OBITh MHCHOJB30BAHBI IPH
pa3pelieHny JT00BIX CIOPOB, a TaK)Ke MPEJTOCTAaBICHbI B
Cynl.

2.6.3. KieHT yBesomiieH O TOM, 4TO Bce TenedOHHbIe
Ppa3roBOPEI 3aMUCHIBAOTCS M XpaHATcs B baHke B TeueHune
CpOKa, YCTaHOBJICHHOTO 3aKOHOAATENECTBOM Poccuiickoi
denepanuum. 3anmMcu  yKa3aHHBIX  TeNe(OHHBIX
Pa3roBOpPOB MOTYT OBITh HCIIOJIB30BAHBI IIPU Pa3pEIICHUH
JFOOBIX CHIOPOB, a TAKXXE MPEIOCTABICHEI B CY/I.

3. KOHOUAEHIMAJIBHOCTb

3.1. bank 00s3yeTcs NPUHATH BCE JOCTYIHbBIE MEPHI IS
NPEeJOTBPALICHNUS  HECAaHKLIMOHUPOBAHHOTO  JIOCTyIa
TPETHHX JIUI K HHPOPMAIIMHN, COCTABIISIONIEH OaHKOBCKYIO
taitny Knnenra. JIto6as nH(GOpMaIys Takoro poja MOXeT
OBITh TPEIOCTaBJICHA TPETHHM JIMIAM HE HHAde KaK B
TopsiAKe, YCTaHOBJICHHOM 3aKOHOJATEIbCTBOM
Poccuiickoit denepanuu.

3.2. Hacrosiuum KitneHT npu3sHaert, 4To HCIoIb30BaHUE B
COOTBETCTBUM C HACTOAWMMM YciaoBUAMH Pa3oBbIX
CEKPETHBIX MapoJIeH, a TakXKe MOPII0K AyTeHTHPHUKAINN
n jocryna Knmenta k Cucreme J0CTaTO4HBI AJIst
obecrieueHnst 3aIIUTHl IepepaBaeMoil 1o Kanamam
Joctyna HMHGOPMAaUUMM OT  HECAHKIIMOHHUPOBAHHOTO
jJoctynma K Hed Tpersux juu. Ilpm stom Kiment
MOJTBEPAKAAET, YTO €My U3BECTHO O TOM, UTO B IpoLECcCe
JAMCTaHIIMOHHOT'O GAHKOBCKOTO 00CITYKMBaHHSI BO3MOXKEH
PHCK HECAaHKIIMOHMPOBAHHOIO JOCTyNA TPETbUX JIAL K
TakoW HWH(OPMALMK M HACTOSIIMM BBIPAKACT CBOE
coracue ¢ TeM, 4To baHk He HeceT OTBETCTBEHHOCTH 3a
pasmiamenne nHMGopManun o Knnenre B ciydae Takoro
HECAHKIIMOHMPOBAHHOIO JOCTYIIA.

3.3. Ilepenaua Knuenrom Jlornna, BpemenHoro nmapods,
ITaposns, Konosoro ciosa, Pa3oBbIx cekpeTHbIX maposei

2.6. STORAGE OF ORDERS ON
TRANSACTIONS, TELEPHONE
CONVERSATION RECORDS

2.6.1. The Bank shall ensure that Orders, Deposit
Documents received from the Client are stored within the
term stipulated by legislation of the Russian Federation for
storing similar documents drawn up on paper. The method
and format of storing are determined by the Bank
independently.

2.6.2. All the operations carried out by the Parties in the
System are fixed in the protocols of the System operations,
which are kept in the database of the Bank System. In case
of disagreement between the Bank and the Client related
to the transferred Electronic Documents, the Parties
acknowledge the mentioned notes, as well as the notes
fixed in the System operations protocol stored in the Bank,
as evidences.

The System tracks the actions carried out by the Parties
therein. The corresponding reports on conducted
operations (actions) in the System, generated by the Bank,
made in hard copies according to the Bank’s form, signed
by the authorized signatory of the Bank, and sealed by the
Bank, are considered to be sufficient evidences of facts of
operations and actions made by the Parties (including
automatically by the System), foreseen by the present
Terms and Conditions, and can be applied for settlement
of any disputes, as well as submitted to the court.

2.6.3. The Client is notified that all telephone
conversations are recorded and stored in the Bank within
the time period established by the laws of the Russian
Federation. Records of these telephone conversations can
be used when resolving any disputes, as well as submitted
to the court.

3. CONFIDENTIALITY

3.1. The Bank is obliged to take all available measures for
preventing the unauthorized access of third parties to the
information considered bank confidentiality of the Client.
Any type of such information can be provided to the third
parties only according to the procedure stipulated by the
legislation of the Russian Federation.

3.2. Hereby the Client acknowledges that the application
of Session keys according to the present Terms and
Conditions, as well as the Authentication procedure and
the procedure regulating the Client’s access to the System
are sufficient for protection of the information transferred
via the Access Channels from unauthorized access of third
parties. Thereat, the Client confirms that he/she is
informed about the possibility of a risk of unauthorized
access of third parties to such information in the process of
remote banking services and hereby agrees with the fact
that the Bank does not bear responsibility for disclosure of
information on the Client in case of such unauthorized
access.

3.3. Transferring of information on the Login, Temporary
Password, Password, Memorable Word, Session Keys by




21

TPETbUM JIMLAM HE JOMYyCKaeTCs,, TaK KaK BJIEYeT PUCK
HECAaHKIIMOHMPOBAHHOTO  JOCTyNa TPETbUX JHI K
nepenaBaeMoii mo Kamamam moctynma umapopmarum. B
caydae nepenaun Knuentom Jlormna, BpemenHnoro
napods, Ilapons, KogoBoro cioBa, Pa3oBbIX ceKpeTHBIX
napoJjeil TpeTbUM JIMLaM baHK He HeCET OTBETCTBEHHOCTH
3a HECaHKUMOHHPOBAHHBIM JOCTYH K IeperaBaeMoil
nnpopmanm u  ymepd, npuuuMHEeHHbIH KimeHty
BCJIECTBHE TAKOI'O HECAHKIIMOHUPOBAHHOTO JOCTYTIA.
3.4. Hacrosmmum KimeHT mnpusHaer, 4ro B Ipolecce
nepenaun  MHGOPMALMM ITyTeM HANpaBICHUS CMC-
cooO1ieHns: Ha 3aperucTpUpOBaHHBI HOMEP BO3MOXKEH
PUCK HECAaHKI[MOHHUPOBAHHOTO JOCTYHa TPEThUX JHIl K
Takod WH(OPMALMK M HACTOSIIMM BBIPAXKAET CBOE
corylacue ¢ TeM, 4To baHK He HeceT OTBETCTBEHHOCTH 3a
pasrimamenne nHpopMarmu o Kimenre, Omepanusax B
ClTyyae TaKoTro HECAaHKIIMOHUPOBAHHOTO JOCTYTIA.

4. BO3BHAT'PAKAEHUE BAHKA

4.1. Pasmep W TOPSAOK yICepKaHUS KOMHCCHOHHOTO
BO3ZHAarpaKACHUs 3a MpeAocTaBieHHE baHkoMm yciayr B
COOTBETCTBUU C YCIOBUSMHU YCTAaHABIMBAIOTCS COIIACHO
Tapucdam banka.

4.2. KimeHT HACTOSAIMMM MpPEIOCTaBIsIeT baHKy IpaBo
cnMCchIBaTh ~ 0€3  JIOMOJHUTEIBHOTO  PaclOpsDKEHUS
KrnueHnTta cyMMbI KOMHCCHOHHOTO BO3HarpaxaeHus banka
3a ycIIyrd B cooTBeTcTBUU ¢ Tapudamu banka, a Taxke
JIpyrue pacxojbl, IMOHECeHHble baHKOM B CBS3M C
ucnoinHeHueM PacnopsbkeHuit, /JJokyMeHTOB 1o BKIIany
U/WIA MHBIX DJIEKTPOHHBIX JOKYMEHTOB, B TOM YHCIIE
KOMHCCHOHHBIC BO3HATPaXICHUS OaHKOB-KOHTPAreHTOB,
¢ mobrsrx CuetoB KnmeHnra B BaHke, kak OTKpBITBIX Ha
MOMEHT npucoenvHeHuss KimeHta K  HacTosALMM
VYcmousiM, Tak U co CUeToB, KOTOphIE MOTYT OBITh
oTkpeiTel  KnmeHTy baHkoM B Oymymem, COTJIaCHO
COOTBETCTBYIOIIMM JIOTOBOpaM, 3aKIIOYEHHBIM MEXIY
CropoHamu.

HecmoTps Ha ykasanHele mosoxkeHus KimeHT BmpaBe
OCYILIECTBJISATH OIUIaTy KOMHCCHOHHOTO BO3HATPaKICHUS
banka 3a ycinyru B coorBercTBuM ¢ Tapudamu banka, a
TaKkXKe JPYTHe pacxoipl, IOHECEHHbIe baHKOM B CBS3M ¢
ucrnonHenueM PacnopsbkeHuid, JIOKyMEHTOB MO BKIamy
/WA  WHBIX OJEKTPOHHBIX JOKyMeHTOB KimeHnrta
JMIOOBIMH ~ MHBIMH ~ CITIOCO0aMH,  TPETYCMOTPCHHBIMH
3aKoHoAarenscTBoM Poccuiickoit @enepanuu.

4.3. KireHT HaCTOSIIMM JTaeT COTJIacHe Ha HCIIOTHEHNUE (B
TOM 4YHCJIE 4YacTHYHOe) baHKOM B TIONHOH CcymMe
JIOKYMEHTOB, YCTaHOBJEHHbIX bankom Poccum, s
OCYILIECTBJICHHsI ~ TpaB,  IPEAYCMOTPEHHbIX 1. 4.2
HacTOSALIMX YCIOBUW, B TEYEHUE CpPOKA JEHCTBUS
HoroBopa JIBO ©0e3 orpaHuyeHuss IO KOJHUYECTBY
pacUeTHBIX JOKYMEHTOB, II0 CyMM€ M TpeOOBaHHSAM H3
00s13aTeNbCTB, BhITeKaromux u3 Jlorosopa JI5O.

4.4. BaHk wWMeeT NpPaBO B OJHOCTOPOHHEM IOPSIIIKE
n3meHsaTh Tapudsl banka c msBemenuem Kimenrta He
no3gHee, 4eM 3a 5 (mATh) KaJeHAApHBIX JHEH 10
BeTyieHUus: TapuoB B CHIy, IyTEM OIyOJUKOBAaHUS
“H(POPMALIUH B IOPSJIKE, PEITYCMOTPECHHOM B IIyHKTE 1.5
HACTOSIILUX Y CJIOBUM.

S. YPEI'YJIMPOBAHUE

PA3HOIJIACUM

the Client to third parties is prohibited, as it generates risk
of unauthorized access of third entities to the information
transferred via the Access Channels. In case of transferring
of information on Login, Temporary Password, Password,
Memorable Word, Session Keys by the Client to third
parties, the bank does not bear responsibility for
unauthorized access to transferred information and the loss
caused to the Client in the result of such unauthorized
access.

3.4. The Client hereby acknowledges that when sending
information by SMS to the Registered Number the risk of
third-party unauthorized access to such information arises
and hereby agrees that the Bank shall not be held liable for
the disclosure of information about the Client and
Transactions in the case of such unauthorized access.

4. BANK FEE

4.1 The size and procedure on collecting the fee for
the services rendered by the Bank according to the Terms
and Conditions, is identified according to the Bank Rates.

4.2. The Client hereby provides the Bank with a right to
write-off without additional instructions of the Client the
sum of Bank fee for rendered services according to the
Bank Rates, as well as other expenses covered by the Bank
for the purposes of execution of the Orders, Deposit
Documents and/or other Electronic Documents including
the fees of banks-contractors, from any Accounts of the
Client opened in the Bank, both opened at the moment of
affiliation of the Client to the present Terms and
Conditions and from the Accounts that the Client may
open in future, according to corresponding agreements
signed between the Parties.

Notwithstanding the mentioned provisions, the Client
reserves the right to pay the Bank fee for the rendered
services according to the Bank Rates, as well as other
expenses covered by the Bank in relation to execution of
the Orders, Deposit Documents and/or other Electronic
Documents of the Client by any other means, stipulated by
the legislation of the Russian Federation.

4.3. The Client hereby agrees on implementation
(including partial) by the Bank, in full sum, of the
documents, established by the Bank of Russia, for
execution of rights, stipulated in point 4.2 hereof, within
the period of validity of the RBS Contract without
limitations in terms of the quantity of settlement
documents, sum and requirements from obligations, arisen
from the RBS Contract.

4.4. The Bank reserves the right to change the Bank Rates
unilaterally by notifying the Client on it not later than 5
(five) calendar days prior to entry of the Rates into force
by means of publishing the information according to the
procedure stipulated in point 1.5 of these Terms and
Conditions.

o. SETTLEMENT OF DISPUTES
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5.1. Cnopbl, BO3HHKAIOIIME B CBS3M C HCIOJHCHUEM
Horosopa IBO, CTopoHBI 0043YIOTCSI pa3penaTs IIyTeM
MIEPErOBOPOB C YUETOM NPHHIUIOB JO0OPOCOBECTHOCTH U
B3aMMHOTO YyBaXeHHI. B cioy4ae HEBO3MOKHOCTU
YperylIHpOBaHUS  BO3HHUKIINX  pa3sHOTIIACHHA  IIyTeM
nieperoBopoB, CTOPOHBI OyAyT paccMaTpWBaTh CIIOPHI B
CyZie B COOTBETCTBUU C 3aKOHOAATENLCTBOM Poccuiickoil
®denepanuu.

5.2. B ciyuae Hecornacus Kiuenra ¢ pelictBusimu banka,
CBS3aHHBIMH C HUCHOJNHEHHEeM bankom PacrnopsbxeHuid,
JIOKyMEHTOB TIO BKIaAy W/WIH WHBIX ODJIEKTPOHHBIX
JNokyMeHTOB, KimeHT HampaBiseT B baHk ¢ MOMOIIbIO
Cuctemsl o Kanamam noctymna/Ha OyMa)KHOM HOCHTEIE
3asBIICHHE C M3JIOKCHUEM CYTH MIPETECH3UH.

5.3. bank B TeueHne 14 (YeTpIpHAANATH) padOINX THEH OT
JaThl TONydYeHUs TnpeTeH3nn KimeHta paccMmarpuBaet
3agBneHne KimeHTa #, B 3aBUCHMOCTH OT MPHUHSATOTO
pemreHus, MO0 YAOBIETBOpseT mpeTeH3mio KomeHTa,
100 nepenaet Knuenty 3aKITIOYCHHE o
HEOOOCHOBAaHHOCTH €ro TNpPEeTeH3Uu. 3aKIYeHHe O
HEOOOCHOBAHHOCTH MPETCH3MM HampapisieTcs KineHTy
o Cucteme, a TakyKe MOXKET OBITh BBIIAHO B TUCBMEHHOM
BUJIC C MOJIMHUCHIO YIIOJHOMOYEHHOrO paboTHHKa baHka
Knuenry (npeacrasurento Kimenra) mpu JTUYHOU sIBKE B
bank.

6. OTBETCTBEHHOCTb CTOPOH

6.1. IIPABA, OBSA3AHHOCTHU "
OTBETCTBEHHOCTbH BAHKA

6.1.1. bank o00s3yercs mpemocraBisTh  KimeHTy
(mpenctaBuremo KnneHTta) BO3MOXKHOCTH IOJY4EHHUS
aKTyaJIbHOM M JOCTOBEPHOI MH(MOPMALINK O TIepEeJaHHBIX
Knuentom Pacnopsixenusx, onepauusix no ero Cuerawm,
coctostHAM ero CYeTOB M MHYIO HH(OPMAIUIO B MOPSIIIKE,
MIPEAYCMOTPEHHOM Y CIIOBUSIMU.

6.1.2. Bank BmpaBe oTkazaTh KJIMEHTY B HCIOTHEHUH
3aperucTpupoBaHHOr0  PacmopspkeHus, ecnd  1pu
mocienymooneil mnpoepke OyAeT yCTaHOBIEHO, YTO
HCTIONIHEHHEe  mpeaycMoTpeHHoii  uMm  Omnepauun
MIPOTUBOPEUUT 3aKOHOJATEIbCTBY Poccuiickoit
®enepan, HOpMaTuBHBIM akTam banka Poccun,
VYcnosuaMm unm forosopy Mexay bankom m Knuenrtow,
ONpEAEIAIIEMY MNOPAJOK IPOBEACHUS oOmepaluil 1o
cooTBeTcTByOmEMY CUery.

6.1.3. bank BmpaBe B 11000 MOMEHT IO CBOEMY
YCMOTPEHHIO, B TOM 4YHCIE, HO HE OrPaHUYUBAsCh, B
cnydae Hapymenus Knwuentom  Jlorosopa  IBO,
Komnpomeranuu, BBISIBIICHUS Oneparnuu,
COOTBETCTBYIOIIEH MPU3HAKaM OCYIIECTBICHHS ITEPEeBOIa
JNEHS)KHBIX CPeICTB 0e3 JTOOpOBOJBLHOTO  COTJIACHS
Knmenra, otkasare KimeHTy B HCIOJHEHHH JHOO0OTO
3apETUCTPUPOBAHHOTO OIEeKTPOHHOTO
JOKyMEHTa/IIPHOCTAaHOBUTh €r0 HCIIOIHEHHE, MPU ITOM
Knuent (npeacraBurens Kiwenta) BmpaBe mnepenarh B
BaHK COOTBETCTBYIOIMI JOKyMEHT Ha OyMa)KHOM
HOCHTENE, COCTAaBICHHBIH 10 (opme, MpeaycMOTPEeHHOMH
COOTBETCTBYIOLUM JOrOBOPOM, 3aK/IIOUCHHBIM MEXIY

Croponamy, n/unm c yueToM TpeOoBaHMI
3akoHogarenbcTBa Poccuiickoit denepanun.
6.1.4. bamk BmnpaBe morpeboBare or Kiuenra

MPEeACTaBUTh, B TOM 4HCIE, ¢ MoMomsio CHCTEMBI,
MTOATBEPKIAIONINE  JOKYMEHTBI, HEOOXOIUMBIC ISt

5.1. The Parties are obliged to settle the disputes arisen in
relation to the implementation of the RBS Contract by
means of negotiations considering the principles of fidelity
and mutual respect. Provided that it is not possible to settle
the arisen disputes by negotiations, the Parties will address
the disputes in the court according to the legislation of the
Russian Federation.

5.2. In case the Client disagrees with the actions of the
Bank with regards to the implementation of the Orders,
Deposit Documents and/or other Electronic Documents by
the Bank, the Client transfers to the Bank an application,
mentioning the subject of complaint, by means of the
System via the Access Channel / in hard copy.

5.3.Within 14 (fourteen) working days as of the date of
receiving the complaint of the Client the Bank processes
the application of the Client and, depending on the
decision, either satisfies the Client’s complaint, or
transfers the Client a conclusion on groundlessness of the
complaint. The conclusion on groundlessness of the
complaint is transferred to the Client via the System, as
well as can be issued to the Client (Client's Representative)
upon in-person visit to the bank, in written form with the
signature of an authorized employee of the Bank.

6. LIABILITIES OF THE PARTIES

6.1. RIGHTS, OBLIGATIONS, AND
LIABILITIES OF THE BANK

6.1.1. The Bank shall provide the Client (Client's
Representative) with an opportunity to obtain relevant and
reliable information on the Orders transferred by the
Client, Transactions on their Accounts, the state of their
Accounts, and other information in accordance with the
procedure set out by the Terms and Conditions.

6.1.2. The Bank is entitled to refuse from the execution of
the registered Order of the Client in case the subsequent
checking will identify that execution of such Transaction
does not meet the requirements of the legislation of the
Russian Federation, regulatory acts of the Bank of Russia,
the present Terms and Conditions or the agreement
between the Bank and the Client, identifying the
transactions conduction procedure on the corresponding
Account.

6.1.3. The Bank is entitled to refuse from/suspend the
execution of any registered Electronic Document of the
Client at any time, at its own discretion, including, but not
limited to, in case of violation of the RBS Contract, a
Compromise, a Transaction with the signs of money
transfer performed without the Client’s voluntary consent,
thereat the Client (Client's Representative) reserves the
right to submit to the bank the corresponding document in
hard copy, made in the form of the Bank and according to
the agreement signed between the Parties and/or

considering the legal requirements of the Russian
Federation.
6.1.4. The Bank is entitled to request from the Client

submittal of justifying documents, including by means of
the System, required for carrying out the function of
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ocyliecTBicHUsT baHkOM ()yHKIMK areHTa BaJFOTHOTO
KOHTpOJsl, B Clydae oOCyllecTBIeHus KimeHtom
BaintotHoi1 onepanuu.

bank BnpaBe otkazarb KiueHTy B HCHOJHEHUH
3aperucTpupoBaHHoro  PacmopspkeHus, B ciyyae
HECOOTBETCTBUSL MpoBoIMMON BamtoTHoW omnepanuu
JNEUCTBYIOILEMY BAJIFOTHOMY 3aKOHOJATENbCTBY
Poccuiickoit  ®exepanui  W/WIA  HEMPEICTABICHUS
Knuentom nmoaTBepxkaaomux T0KyMEHTOB.

6.1.5. bank BmpaBe He BO3BpallaTh KOMHCCHOHHOE
BO3HarpaXKaeHue, MmoixydeHHoe oT Kimenra 3a
WcrofiHeHUe PacrnopspkeHus, 3aperucTpupoBaHHOIO B
Cucteme, ecnu qaHHOe PacropspkeHHE HE MOXET OBITh
BBIIIOJIHEHO IO HE3aBUCSIIKUM OT baHka npuuuHaM.

6.1.6. baHk He HeceT OTBETCTBEHHOCTH 332 HEHCIIOTHEHUE
PacnopspkeHust w/nimu WHOTO DJIEKTPOHHOTO TOKYMEHTA
Knuenta B cnyyae orka3a banHka oOT UCHOJHEHMS
PacniopspkeHust W/mimi WHOTO DJIEKTPOHHOTO JOKYMEHTA
Knuenta, a Takke B  ClIy4asX  HEUCTIOJTHEHHs
PacniopspkeHust W/ WHOTO DJICKTPOHHOTO JOKYMEHTa
Kiuenra, eciid UCTIONIHEHHE TPUBEIIO ObI K HAPYIICHUIO
TpeboBaHUN JIECTBYIOIIETO 3aKOHO/ATENIbCTBA
Poccuiickoit ®Denepanuy, HOpPMAaTUBHBIX akTOB baHka
Poccuu, HacTosmmx YCIOBHI, JOrOBOPOB OaHKOBCKOI'O
cdera (BKJIaja), a TaKKe YCIOBHUH WHBIX 3aKIIIOYCHHBIX
Mexny Kimmenrom u baHkoM cornmanreHuit (IoroBopos), B
TOM 4YHCIe, eciu PacnopsbkeHWe W/WiH — HWHOM
DJNEeKTPOHHBIH MOKYMEHT He OBUIO IIOATBEPKICHO
Knunenrom Pa3oBBIM cexpeTHBIM TTapoiieM, 00 IpoBepKa
PasoBoro cekperHoro mapojisi Jajga OTpULATENbHBII
pe3ynbTat, 1ubo JeHexHbIX cpeAcTB Ha Cuetax Knmenra
HE TOCTATOYHO IS MCHONHEHUs PacropspkeHus (u/win

WHOTO  DIIEKTPOHHOTO JOKYMEHTa) W/WIK  YIUIaThl
KOMHCCHOHHOIO BO3HArpaXACHUS  baHky  w/wiu
BO3MEIIICHHST HMHBIX pacxomoB baHka B CBSI3H C
MIPOBEACHUEM Oneparuuy, OCYILECTBIICHUS
COOTBETCTBYIOIIUX JCUCTBHH, a TAKKE B MHBIX CIydasX,
MPEAYCMOTPEHHBIX  YCIOBHUSMH,  COOTBETCTBYIOIIUM
JIOTOBOPOM 0aHKOBCKOTO cuera (BKIIa1a) u

3akoHoAarenscTBoM Poccuiickoit ®enepanum.

6.1.7. baHk He HECeT OTBETCTBEHHOCTH 32 HEBBIITOJIHECHNE,
HECBOEBPEMEHHOE WJIM HENPAaBWIBHOE BBIOJIHEHNE
PacniopspkeHuit /My WHBIX DJIEKTPOHHBIX JOKYMEHTOB
Knmenra, ecnmm 3T0 OBUIO BBI3BAHO IIPEIOCTABICHHEM
Kmmentom (mpencraButenem KnmeHTa) HemocToBepHON
W/WIA HEeTOYHOH MH(OPMAIMH TPH 3aKIIOYCHUH H/HIN
ucnionnenuu  Jlorosopa JIbO, BBomoM Kimentom
HEBEPHBIX JAHHBIX, & TaKKe 3a HapylmIeHHe padOTHI
CucteMbl B pe3yinbTare OMMOOK H HETOYHOCTEH,
JonymieHHbx Kinentom.

6.1.8. bamk He HeceT OTBETCTBEHHOCTH 3a yIepoO,

MIPUYHHEHHBIN Knuenty BCJIEZICTBHE
HECAaHKLMOHUPOBAHHOIO  MCIIOJI30BAHUSA  TPETbUMH
JUIAMU  3apeTUCTPUPOBAaHHOTO  Homepa, Ilapois,

Konosoro cnogsa, a takxke Jloruna, BpemenHoro naposs u
PazoBoro cekperHoro mapodsi, mnepenaHHbix KiumeHTy
(npencrasurento KimnenTa). baHk HeceT OTBETCTBEHHOCTD
3a TIOCTEACTBHS  HECAHKIMOHMPOBAHHOTO  JIOCTyMa
TpeThuX Jui K CHcTeMe HCKIIOYHMTEIHHO B CIIyYasX,
KOI/la TaKOW HECaHKIMOHMPOBAHHBIA JOCTYN BBI3BaH
HecoONmoJicHneM  baHkoM — TpeOOBaHHMH — HACTOSIIMX
VcnoBuid.

6.1.9. bank He HeceT OTBETCTBEHHOCTH 3a IIOJIHOE WA
YAaCTUYHOE  HEHUCIOJHEHHME  CBOMX  00S3aTElLCTB,
BBITCKAIOIIMX W3 YCIIOBUH, €CIIM TaKO€ HEHCIIOJHCHHE

currency control agent by the Bank in case the Client
conducts Currency transactions.

The Bank is entitled to refuse from the execution of the
registered Order of the Client in case the mentioned
Currency transaction does not meet the requirements of the
effective currency legislation of the Russian Federation
and/or failure of the Client to present confirming
documents.

6.1.5. The Bank is entitled to refuse from refunding the fee
received from the Client for execution of the Order
registered in the System, if the mentioned Order cannot be
executed due to reasons beyond the Bank’s control and
competence.

6.1.6. The Bank does not bear responsibility for execution
of Orders and/or other Electronic Documents of the Client
in case of refusal of the Bank from execution of the Order
and/or other Electronic Document of the Client, as well as
in cases of not executing the Order and/or other Electronic
Document of the Client if such execution could have
brought to violations of requirements of the effective
legislation of the Russian Federation, regulatory acts of the
Bank of Russia, present Terms and Conditions, bank
account (deposit) agreements, as well as conditions of
other agreements (contracts) signed between the Client and
the Bank, including if the Order and/or other Electronic
Document was not verified by the Client by means of
Session Key, either the Session Key identification gave
negative result, either there are not enough funds on the
Accounts of the Client for execution of the Order (and/or
other Electronic Document) and/or payment of the bank
fee and/or compensation of other expenses of the Bank
related to the Transaction conduction, taking
corresponding measures, as well as in other cases, foreseen
by the Terms and Conditions, corresponding bank account
(deposit) agreement and legislation of the Russian
Federation.

6.1.7. The Bank does not bear responsibility for non-
execution, untimely or improper execution of Orders
and/or other Electronic Documents of the Client, if it was
arisen from the fact of providing inaccurate and/or invalid
information by the Client (Client's Representative) upon
conclusion and/or fulfillment of the RBS Contract,
entering of incorrect data by the Client, as well as for
System operations faults due to mistakes and inaccuracies
made by the Client.

6.1.8. The Bank does not bear responsibility for the loss
caused to the Client as a result of unauthorized usage by
the third parties of the Registered Number, Password,
Memorable Word, as well as Login, Temporary Password,
and Session Key transferred to the Client (Client's
Representative). The Bank bears responsibility for the
consequences of unauthorized access of third parties to the
System, exceptionally in those cases when such
unauthorized access is obtained due to failure of the Bank
to comply with the requirements of the present Terms and
Conditions.

6.1.9. The Bank does not bear responsibility for full or
partial non-execution of its obligations, arisen from the
present Terms and Conditions, if such non-execution is
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BBI3BAHO 00CTOSATEILCTBAMH HETIPEOI0IMMON CHIIBI, B TOM
YrcIie peHIeHUsIMHI OPTaHOB 3aKOHOMATEIBHOH, CyaeOHOH
W/WIIH UCTIONHUTENBHOH BiacTu Poccuiickoit deneparim,
a taxke banka Poccun, KoTopble A€nat0T HEBO3MOMKHBIM
s baHka — BBITOJHEHME  CBOMX — OOSI3aTENBCTB;
3alepKKaMu  IiaTexxed 1mo BuHe banka Poccuw;
BOEHHBIMHM JIE€HCTBUSMH, CTUXHHHBIMH WJIM HHBIMH
OCICTBUSAMU, MPOUCXOMAIIMMHU B paiioHaX, OQHUIIMATBHO
MIPU3HAHHBIMU HaXOAIMMHUCS oz BIUSHAEM
BBIIIICYKA3aHHBIX 00CTOSITEIBCTB.

6.1.10. baHk He HeceT OTBETCTBEHHOCTH 3a ITOCIEIACTBUS
HapymieHuss KimeHTOM TpeOoBaHMHA W MOJOXKCHHUU
HacTOSAIMX Y CIOBUH.

6.1.11. baHk He HeceT OTBETCTBEHHOCTH 3a ITOCIIENCTBUS
HapymeHus paborocrocobrocTr Kananos nocryma.

6.1.12. bank He HeceT OTBETCTBCHHOCTH 3a HapyIICHHE
pabotsel CHCTEMBI, a TaKXKE CPEICTB CBSA3U, C MOMOIIBIO
KoTopblX KimeHTy HampaBisiercst CMc-COOOIeHHE Ha
3aperucTpupoBaHHBIM HOMEp, B pe3yibTaTe JeicTBHI
TPETHHX JIHLI.

BaHK He HeceT OTBETCTBEHHOCTHU 3a KakKue-ITHOO aBapHH,
cOon B 00OCIY)XMBaHUH, CBSI3aHHBIE C 00OpPYIOBaHHEM,
cUCTEeMaMH TIepelayd 3JeKTPOdHEPTHU W/WMIM JIMHUI
CBSI3M, CETH MHTEPHET, KOTOpBIE OOECIeYnBaroTCs,
MOJAIOTCS, AKCIUTYaTUPYIOTCS W/WIN  OOCITY>KUBAarOTCS
TPETHUMHU JINIIAMH B CBSI3H ¢ HanpaBieHneM KimeHTy cMmc-
co00MIeHN Ha 3apeTUCTPUPOBAHHBIA HOMED.

6.1.13. Banmk He HeceT OTBETCTBEHHOCTH 3a YOBITKH
Knuenra, BO3HHKIIHE BCIEICTBHE HECBOEBPEMEHHOTO
coobmerns banky o Komnpomerarmu u (wmm) o
HaTpaBIeHUH OJEKTPOHHBIX MOKyMeHTOB Mo Cucreme
II0JT BIMSHUEM OOMaHa WM NPH 3JI0YHNOTPEOJIICHHH ero
JIOBEpHEM.

6.1.14. BaHk He HeceT OTBETCTBEHHOCTH 3a YOBITKH
Knuenra, BO3HUKIIME B pe3ynbTaTe yTpaThl (IIOpYH,
nepenadu, yrepH, pasriamenun) Kimenrom Jlorusa,
Bpemennoro napo:s, [aposns, Konosoro ciosa, PazoBoro
CEKPETHOTO TapoJIsl.

6.1.15. bank He rapaHTHPYeT COBMECTUMOCTh CHCTEMBI C
OTIEPAIIMOHHONW CHUCTEMOH W CTOPOHHUM IPOrPaMMHBIM
obecrieueHneM, YCTaHOBJICHHBIM Ha
KOMITbIOTEpEe/MOOMIBHOM ycTpoiicTBe KineHTa.

6.1.16. Pemienue 00 oTMeHe HCHONHEHUsT PacnopshkeHus
o nposeaernn Onepanun 160 00 OTKIIOHEHHH 3ampoca
Ha OT3BIB DJIEKTPOHHOTO JOKyMeHTa baHk mpuHUMaeT ¢
ydeToM TpeOOBaHHS 3aKOHOAATENhCTBA PoccHUCKON
denepain 0 0€30T3BIBHOCTH TEPEBOJA  JICHEIKHBIX
cpenacts. B ciyuae ormensl Pacnopsbxkenus bank Bnpase
HE BO3BpallaTh KOMHCCHOHHOE  BO3HArpaxaeHue,
noixydyeHHoe ot  KimenTta, ecinm  OTMEHEHHOE
Pacniopsikenne ObL10 3apeructpupoBano B Cucreme.
6.1.17. baHk He HeceT OTBETCTBEHHOCTH 3a MOCIIEACTBHSA
HECaHKI[MOHUPOBAHHOTO  HCIOJb30BaHHUS  TPETHUMHU
munamMu Kona moctyma, MCHONB3yeMOro B MOOMIIBHOM
MPWIOKCHNH, B TOM YHCJIE 3a NpHINHEHHBIE KimeHTy
BCJICICTBHE 3TOTO YOBITKH.

6.1.18. baHk He HECET OTBETCTBEHHOCTH 3a HEIOIYUYCHHUE
Knuentom cMmc-cooOmennii Ha 3aperucTpUpOBAHHBIN
HOMep 110 BuHe KimeHTa min MOOMJIBHOTO omeparopa, a
TaKke 3a yObITKM KiMeHTa, BO3HHKIIME BCIICICTBHE
Herony4yenust KimeHTtoM cMmc-cooOlieHuid 1o  BHHE
Kiuenra uinmu MoOHIIBHOTO Onieparopa.

conditioned by force-majeure events, including decisions
of legislative, judiciary and/or executive authorities of the
Russian Federation, as well as the Bank of Russia, which
make it impossible for the Bank to perform those
obligations; payments delays due to the fault of the Bank
of Russia; military actions; natural disasters and other
disasters taking place in the regions, officially announced
as impacted by the above mentioned circumstances.

6.1.10. The Bank does not bear responsibilities for the
circumstances of violation of requirements and provisions
of the present Terms and Conditions by the Client.

6.1.11. The Bank does not bear responsibilities for the
circumstances of performance faults of the Access
Channels.

6.1.12. The Bank does not bear responsibilities for any
disruption in the operation of the System and the
communication means employed by the Client to send
SMS to the Registered Number through the fault of any
third parties.

The Bank shall not be held liable for any accidents, service
failures related to the equipment, power transmission
systems and/or communication lines, the Internet, which
are secured, served, operated and/or serviced by third
parties in connection with sending SMS to the Client’s
Registered Number.

6.1.13. The Bank does not bear responsibilities for the
losses of the Client caused due to late notification to the
Bank on Compromise and/or due to sending of Electronic
Documents using the System under the influence of fraud
or by breach of trust.

6.1.14. The Bank does not bear responsibilities for the
losses of the Client caused due to loss (damage, transfer,
loss, disclosure) by the Client of the Login, Temporary
Password, Password, Memorable Word, Session Key.

6.1.15. The Bank does not guarantee compatibility of the
System with the operating system and third-party software
installed on the Client’s computer/mobile device.

6.1.16. The decision to cancel a Transaction Order or to
reject a request on Electronic Document withdrawal shall
be taken by the Bank based on the requirements of the
legislation of the Russian Federation on irrevocability of
money transfers. In case of cancellation of an Order, the
Bank is entitled to refuse from refunding the fee received
from the Client if the canceled Order was registered in the
System.

6.1.17. The Bank shall not be held liable for the
consequences of unauthorized use by third parties of the
Access Code used in the mobile application, including
losses incurred by the Client as a result thereof.

6.1.18. The Bank shall not be liable for the Client's failure
to receive SMS sent to the Registered Number, where such
failure is due to the Client's own fault or the fault of the
mobile network provider. The Bank shall also not be liable
for any losses the Client suffers as a result of such failure
to receive SMS, where such failure is due to the Client's
own fault or the fault of the mobile network provider.
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6.1.19. bank He HeceT OTBETCTBEHHOCTH  3a
HECAaHKLMOHUPOBAaHHBIH [JOCTyH K I€pelaBacMoil Ha
3aperucTpupoBaHHBI HOMEp HWHQOpPMAIUU u ymepo,
NIPUYUHEHHBINH Knuenty BCJIEICTBUE TaKoro
HECaHKIIMOHNPOBAHHOTO JIOCTYIIA, B TOM YHUCIIE, B CIIydae
yTpatel KimreHTOM KOHTpOIs Haj 3aperucTprupOBaHHBIM
HOMEpOM, [0 MOMEHTa mnomydeHus orT Kinernra
yBeZIOMIIeHHs 00 yTpaTe 3aperncCTpUpOBaHHOTO HOMEpA.
6.1.20. bank BhopaBe mnoTpedoBath oT KimeHra
NPEACTaBUTh, B TOM 4YHcie, C momoupio Cucremsl,
MOATBEPKNAIOIINE JOKYMEHTBI, HEOOXOoAuMBIE IS
BhINoJHeHNs bankoM TpeboBanuii denepanbHOro 3aKoHa
or 07.08.2001 Nell5-®3 «O mnpotuBoneiicTBUU
neranu3anuy  (OTMBIBAHMIO) JIOXOAOB, ITOJIYYEHHBIX
MIPECTYIIHBIM IyTeM, ¥ (PHHAHCHPOBAHUIO TEPPOPU3MAY.
bank BmpaBe otrkazate KimeHTy B HCHONHEHHH
3aperuCTpUpPOBAaHHOTO  PacmopsokeHust B coydasx,
MIPEAYCMOTPEHHBIX JICHCTBYIOIINM 3aKOHOJATEIbCTBOM
Poccuiickoit Denepanun 0 IIPOTUBOACUCTBUU
jJeranu3anuy  (OTMBIBAaHHIO) JIOXOJOB, IIOJY4EHHBIX
MPECTYIHBIM IyTeM, U GUHAHCHPOBAHUIO TEPPOPHU3MA.

6.2. IIPABA, OBSI3AHHOCTHU "
OTBETCTBEHHOCTbDH KJIMEHTA

6.2.1. KnueHt o0si3yercsi coOuoaaTh peKOMEHAAIMU 10
nHPOPMAIMOHHOW  0Oe30macHOCTH TpHU  paboTe ¢
Cucremolil, ykazanusie B [Ipunoxxennn Ne2 k YcinoBusiM, a
TaKkKe NepHoInIecKH pacchutaeMble bankom o Cucreme
n myOMMKyeMmble Ha KOpPHOpaTHBHOM IHTepHeT-caiite
banka. KimeHT HeceT pHCK BO3MOXHBIX YOBITKOB B
pe3ynbTare HECAHKIMOHWPOBAHHOTO JIOCTYIA TPETHUX
qun k Cucreme, B TOM YHCJIE B pe3ybTaTe HCIOTHEHUS
BaHkoM DNeKTPOHHBIX IOKYMEHTOB, IIepeIaHHbIX B baHk
ot umenn Kimmenra n nognucanasix ACII Knnenra.

6.2.2. B cinyuae otka3za baHka OT HCIHOJHEHHUS
Pacnopsoxennst, Kumment (mpenctasurens Knmenta)
BIIpaBe oOpaTuThcd B  baHk 3a  momyyeHHEM

COOTBETCTBYIOIIEH HH(pOpMAaIHH,
MIPUYNHAX HEUCIOJIHEHHUS.

6.2.3. KimeHT HeceT OTBETCTBEHHOCTD 3a ITPAaBMIIBHOCTD U
aKTyaJIbHOCTh BCEX CBEJICHMH, coolmaeMblx M banky,
IIPU 3aKIIOUEHUH M HCIIOJIHEHHUU HacTosmero [loroeopa
JABO. Ilpm w3MeHeHWH YyKa3aHHOM B 3asgBICHHUH O
MIPUCOETUHEHNH K YcnoBusiM uHpopmanuy, KimeHnt
00s3aH HEMeJIeHHO YyBeZoMHUTH 00 »3Ttom bank B
MUCbMEHHOM BHAE TMpu Ju4yHOM sBke Kiwnenra
(mpencrasurens Kimenra) B bank. B cinygae, eciim Kimnent
HapymaeT MOPSANOK HCHOIb30BaHUS CHCTEMBI B YacTH
UCIIOJTHEHUsSI CBOEH O005M3aHHOCTH MO IPEJOCTABICHHUIO
banky  nmoctoBepHOil  mH(popManuu  (0OHOBIEHHOM
nHopmanmu B ciaydae ee W3MeHEHMs), baHk Bmpase
IIPUOCTAHOBUTH Ucnonb3oBanue Kiuenrom Cucremsl. Jlo
MOMeHTa mnonyyeHus bankom yBemomieHus Kimenra
(npencraBurenst Kirenta) o0 HM3MEHEHMM KOHTAKTHOM
nadopmannyn, baHk He HeceT OTBETCTBEHHOCTH 3a
HETIONMydYEHHE  WIM  HECBOCBPEMEHHOE  IOJIydCHHE
HanpaBiieHHOW Kinuenty xoppecnongeHiuu, a Kiument
HECET BCE pHUCKH BO3MOXKHBIX YOBITKOB, BBI3BAHHBIX
HETIONyYEHHEM MM HECBOCBPEMEHHBIM MOIyYCHHEM
HanpasieHHON KiueHTy KoppecnoHAeHIU.

6.2.4. KimeHnr o00s3yercsi oOecredyuTb  XpaHEHHUE
nHpopmannu 0 MOJIyYCHHOM Bpemennom
napoje/nameneHHoM [laposie crmocoboM, aenarmmm
Bpemennslii  napons/Ilaponb  HENOCTYHHBIM — TPETbUM

B TOM 4YHCIE O

6.1.19. The Bank shall not be liable for any unauthorized
access to information sent or transferred to the Registered
Number and for resulting losses the Client may suffer,
including in case the Client loses control over the
Registered Number, till the notice of the Registered
Number loss has been received from the Client.

6.1.20. The Bank shall have the right to demand that the
Client submit the supporting documents (including the
submission of such documents via the System) necessary
for the Bank to meet the requirements of Federal Law
No. 115-FZ dated 07.08.2001 "On the Counteraction of the
Legitimization of Proceeds of Crime and the Financing of
Terrorism".

The Bank shall have the right to deny the Client the
execution of the registered Order in cases provided for
under the effective laws of the Russian Federation on the
counteraction of the legitimization of proceeds of crime
and the financing of terrorism.

6.2. RIGHTS, OBLIGATIONS, AND
LIABILITIES OF THE CLIENT

6.2.1. When working in the System the Client is obliged
to follow the information safety recommendations
mentioned in Appendix No. 2 to the present Terms and
Conditions, as well periodically sent by the Bank via the
System and published in the corporate web site of the
Bank. The Client bears the risk of possible losses in the
result of unauthorized access of third parties to the System,
including in the result of execution of Electronic
Documents by the Bank transferred to the Bank on behalf
of the Client and signed with the EHS of the Client.

6.2.2. In case of refusal of the Bank from execution of an
Order the Client (Client's Representative) may apply to the
Bank for respective information, including that of the
reasons for such execution failure.

6.2.3. The Client bears responsibility for the accuracy and
relevance of all data transferred to the Bank upon
conclusion and implementation of the present RBS
Contract. In case of changes related to the information
mentioned in the Application on affiliation to the Terms
and Conditions, the Client is obliged to notify the Bank on
those changes immediately in a written form and in-person
visit of the Client (Client's Representative) to the Bank.
Provided that the Client violates the procedure on using the
System related to implementation of own obligations with
regards to providing the Bank with accurate information
(updated information in case of its change), the Bank
reserves the right to suspend the use of System by the
Client. Till the moment of receiving by the Bank a
notification from the Client (Client's Representative) on
changing contact information, the Bank does not bear
responsibility for non-receipt or delayed receipt of
correspondence directed to the address of the Client, and
the Client bears all the risks of possible losses, related to
non-receipt or delayed receipt of correspondence directed
to the address of the Client.

6.2.4. The Client shall store the information about the
received Temporary Password / changed Password in a
way that makes the Temporary Password / Password
inaccessible to any third party, including not provide the
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JMnaM, B TOM 4YMCie, He coo0marb BpemeHHBIN
maposis/[lapons  pabGotHukam  bamka, a  Taxke
He3aMeIUTUTEeNbHO yBenoMiIATh bank o Kommpomeranun
Bpemennoro nmapomns/Ilapoms.

6.2.5. Kmment o0s3yercs He mpoBomuth mo Cueram
olepanyy, CBSI3aHHBIC c OCYILECTBICHUEM
NpeNIPHUHIMATEIILCKOH ISSATSIIBHOCTH.

Kiuent o6s3yercs He mpoBoauTh o Cueram BaIFOTHBIE
orepanuy 0e3 pa3pelIieHHi, KOTOpble HEOOXOAUMBI B
COOTBETCTBUHM C JEHCTBYIOIIUM 3aKOHOJATEIbCTBOM
Poccuiickoit ®enepanuu.

6.2.6. B ciydae yTpaThl KOHTPOJIS Haj
3aperucTpupoBaHHbIM HOMepoM KimeHT o00s3yercs
He3aMeUTUTENBHO cOO0IMMTEL 00 3TOM B baHK.

6.2.7. Kimentr o0s3yeTcs o0ecneduTh MOAIepKaHUE
npueMa  CMC-COOOINCHHH Ha  3aperucTpUpOBaHHOM
HOMepe.

6.2.8. KimeHT 00s13yeTcst mpenocTaBuTh baHky B kKadecTBe
3aperucTpupoOBaHHOTO HOMEpPA ACUCTBUTEIBHBIH HOMEp
MOOWIBHOTO TenedoHa W 00ECHEeYHTh IOCTOSHHYIO
JOCTYITHOCTh HOMEpa MOOMIIBHOTO TeneoHa Ui IprueMa
coobmiennii B popmare SMS-cooOmieHui.

6.2.9. KiireHT HeceT OTBETCTBEHHOCTh 32 JIOCTOBEPHOCTh
HOMEpa MOOWJIBHOTO TeiedoHa, 00s3aH HE IOMYyCKaTh
co3aHue AyONMKaToOB (KJIOHOB) SIM-KapThl, a TakKe HE
JOITyCKaTh IOJyYCHUE, HCIIONB30BaHHE M 3aMEHy Sim-
KapThl W/WIH HOMepa MoOmwibHOTrO Tenedona, Komororo
CJIOBA HEYIIOJTHOMOYCHHBIMH JIUIIAMH.

6.2.10. KumeHt o00s3yeTcs 00€cleunTh XpaHEHHE
napopmauun o KonoBom cioBe crocoOoM, Ienaromum
KotoBo€ CII0BO HENOCTYITHBIM TPETHUM JIHLAM.

6.2.11. KireHT 00s13yeTcsi HeMeUICHHO HH(POPMHUPOBAThH
Bank o HampaBieHHH OJIEKTPOHHBIX JTOKYMEHTOB II0
Cucteme 1moj  BIMAHHEM  OOMaHa  WIH  TNPHU
3JI0yMIOTPEOJICHNH €TO TOBEPHEM.

7. I3AMEHEHME YCJIOBHI

7.1. YcnoBus MOryT OBITh H3MEHEHBI TO WHUIIHATHBE
BaHka myTeM BHECCHHS M3MECHEHUH W/HIIH JOTIOJHCHUH B
VYciioBus, B TOM 4YHCIIE IYyTEM YTBEPXKICHHS HOBOU
penakuuu  YCIOBUH, B IOpPAJIKE, YCTaHOBJICHHOM
HACTOSLIMM pa3JieJioM Y CIIOBUM.

7.2. VIsmMeHeHWss W/WIH [ONOJHEHWS B  YCJIOBHS,
BHECEHHbIE BaHKOM, BCTYNAlOT B CHIIy IO UCTEYCHHH S
(maATH) KaJNeHOApHBIX THEH ¢ JaThl OIyOJIMKOBAaHUS
bankom wHpopManmuu 00 3TUX W3MEHEHUWSX W/WIN
JIOTIOJIHEHHUSIX JTMOO C AaThl BCTYIUICHNS! N3MEHEHUH /W
JIONIOJIHEHNH B CHJIy, €CIIM Takas Jara ykKa3aHa B
oryOimkoBaHHOHM MH(pOpMaLMK, HO HE paHee 5 (IATH)
KaJICH/IapHBIX THEH ¢ AaThl Oy OIMKOBaHMS MH(POPMAIIHH.
B cayuae u3meHeHus 3akoHonaTenbcTBa Poccuiickoit
Oenepann - YCI0BUS, JO MOMEHTa WX HW3MEHEHUS
bankoM, mpuMeHSIOTCS B 4YacTH, HE NPOTHMBOpEYAlIeH
TpeOOBaHUAM 3aKOHOJIaTEILCTBA Poccuiickoit
denepanyu.

7.3. Knuent o0s3aH HE peke OMHOrO paza B 5 (11Th)
KaJICHJApHBIX JHEH 3HAKOMUTBCS C HWH(OpMaLUeH,
nyomukyemoit bankom B coorBercTBHM ¢ mynkmom 1.5
YcnoBuid.

7.4. B ciyuae Hecornacust KimeHTa ¢ ”3MEHEHHUSIMU W/HITH
JIONIOJTHEHUSIMU, BHECEHHBIMU B Y CJIOBUSI, WU YCIOBUAMU

Temporary Password / Password to the Bank employees,
as well as immediately notify the Bank if the Temporary
Password / Password is compromised.

6.2.5. The Client shall not carry out any transactions on the
Accounts related to entrepreneurial activities.

The Client shall not carry out any currency operations on
his/her Accounts without the permit required by the
applicable law of the Russian Federation.

6.2.6. In case the Client lost control over the Registered
Number, the Client must immediately notify the Bank
thereof.

6.2.7. The Client will secure continuous and uninterrupted
receiving of SMS at the Registered Number.

6.2.8. The Client undertakes to provide the Bank with a
valid mobile phone number as a Registered Number and to
ensure that the mobile phone number is always available
for receiving SMS.

6.2.9 The Client shall be held liable for the accuracy of the
mobile phone number and shall prevent the creation of
duplicates (clones) of the sim card, as well as the receipt,
use, and replacement of the sim card and/or mobile phone
number, Memorable Word by unauthorized persons.

6.2.10. The Client undertakes to ensure the storage of
information about the Memorable Word in a way that
makes the Memorable Word inaccessible to any third
parties.

6.2.11. The Client undertakes to immediately notify the
Bank about sending of the Electronic Documents under the
influence of fraud or by breach of trust.

7. CHANGE IN THE TERMS AND
CONDITIONS

7.1. The present Terms and Conditions may be changed by
the initiative of the Bank via making adjustments and/or
amendments in the Terms and Conditions, including via
verification of the new edition of the Terms and
Conditions, according to the procedure stipulated by the
present section of the Terms and Conditions.

7.2. Adjustments and/or amendments in the present Terms
and Conditions, made by the Bank, enter into force after 5
(five) calendar days as of the date of publication of
information by the Bank on such adjustments and/or
amendments, either as of the date of entering into force of
adjustments and/or amendments, if such date is mentioned
in the published information, but not earlier than 5 (five)
calendar days as of the day of publication of information.
In case of changes in the legislation of the Russian
Federation, the Terms and Conditions, till the moment of
their adjustment by the Bank, are applied insofar as they
do not conflict with the requirements of the legislation of
the Russian Federation.

7.3. The Client is obliged to get familiarized with the
information, published by the Bank according to point 1.5
of the present Terms and Conditions at least once in 5
(five) calendar days.

7.4. Provided that the Client disagrees with the adjustments
and/or amendments, made in the Terms and Conditions or
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HOBOH penakuuu Ycinouid, KnueHt BIpase pacTOprayTh
Horosop JIbO B mopsake, yCTaHOBICHHOM B pa3zdene 8
Ycnosuid.

75. B cmywae, ecnmm 10 BCTYIUIGHHS B CHIY
OIYOJIMKOBaHHBIX Barkom M3MEHEeHHH n/unn
JIOTIONIHEHUH, BHECEHHBIX B YcJOBHs, baHK He moiydni
yBenomienus Knuenra o pacropxenuun Jlorosopa HBO,
CTOpOHBI NMPU3HAIOT, YTO yKa3aHHbIE W3MEHEHHsS W/WIIH
JIONIOJTHEHUS B Y CI0BUS NPHHATHI KiteHTOM.

7.6. baHk He HeceT OTBETCTBEHHOCTH, €CIIM MH(POPMAIHs
00  M3MEHEHMM W/WIM  JIONIOJHEHHH Y CIIOBHH,
oImyOJIMKOBaHHAs B MOPAAKE M B CPOKHU, YCTAHOBICHHBIC
YcmousiMu, He ObLIa TMONMYYeHA /WM W3yYeHA W/WIN
NpaBUIEHO UCTOJKOBaHa KimeHTOM.

7.7. JIroOble M3MEHEHU W/WIM TOTOJHEHUS B Y CIIOBHUS C
MOMEHTAa X BCTYIUICHUS B CHITY paBHO
PACTIPOCTPAHSIOTCS Ha BCEX JIUI[, MPUCOCTMHUBIIUXCS K
Y CIIoBHSIM, B TOM YHUCIIC TPUCOCTUHUBIINXCS K Y CIIOBUSM
paHee AaThl BCTYIUICHHS M3MEHCHUIN W/WJIH JOTIOJTHEHUI B
CHUITY.

8. CPOK JEMCTBUS U MOPSAJOK
PACTOPKEHUS TOIOBOPA 15O

8.1. Jloroop JIBO BcTymaeTr B CHIy C MOMEHTa
nonydenus Kimentom (mpexnctaBureneM — KimeHTta)
3asBieHUs] O MPHUCOEANHEHUU K YCJOBHSIM C OTMETKOM
banka.

8.2. loroeop JABO neiicTByeT 10 MOMEHTa MPEKPaLIECHUs
BCEX IOTOBOPOB OaHKOBCKOTO cyeTa (HEe KacaloIIUXCs
CYETOB JUISl PACYETOB C HCIOJIb30BAHHUEM OaHKOBCKHX
KapT M CYETOB JUIS PAacYeTOB II0 ONEPAIUIM C IN(PPOBBIMU
(DMHAHCOBBIMM aKTHBaMM) M JIOTOBOPOB CUETA BKJIAJa «J10
BOCTpeOOBaHM», 3aKkII0ueHHBIX KineHToM ¢ bankom.
8.3. B ciyuae, ecnu KimeHT He ocymiecTBIsUT BXOJl B
Cuctremy Oonee 14 (ueTBIpHAAUATH) KaJCHIAPHBIX
MecsleB, baHk B 1IeISX CHMIKEHHS PHCKa COBEPIICHUS
Omnepannii, COOTBETCTBYIOIINX MpU3HaKaM
OCYIIECTBJICHUSI TIEPEBOAA [CHEXKHBIX CPEACTB 0e3
n00poBoIBHOTO cornacust KneHTa, BipaBe 0TKa3aThCs OT
ucnonHeHus: Hacrosimiero Jloroopa JABO, mnucbMeHHO
yBezioMuB 00 3ToM KinenTa.

8.4. JHorosop JBO Moxer OBITb pacTOPrHYT IO
TpeboBaHnIo oHON 13 CTOPOH B CIlIETyIOLIEM TTOPSIKE:
8.4.1. B cayuae pacropxxenus Jlorosopa JBO mo
nauiuaruse banka, bank yBegomisier 06 srom Kimenra
HEe To3aHee, 4eM 3a 14 ("4eThIpHaanaTh) KaJeHIApHBIX
THel 10 natel pactopxkenus JJorosopa JIBO nocpencteom
HaTpaBJIEHUS COOOIIEHHS 1O TIOYTOBOMY  aApecy
Kimenra, coobmeHHOMY UM IpH 3aKitoueHnH JloroBopa
JBO, mu60o ¢ nomoipio CUCTEMBI, THOO UHBIM CIIOCOOOM,
ycTaHOBIEHHBIM Y cioBusMHU. OOsi3aTenbeTBa banka mo
npueMy U ucroyiHeHuto Pacriopspkennii, JlokyMeHTOB 110
BKJIaQy W/WIA HHBIX OJEKTPOHHBIX JOKYMEHTOB C
ucronb3oBaHreM CHCTEMBI CUMTAIOTCS NPEKPAIEHHBIMU
C JIaThl ¥ BPEMEHH, YKA3aHHBIX B YBEJAOMJICHUH.

8.4.2. B cayuae pacropxenus Jlorosopa JBO mo
nnuimatuBe Kimmenra, KimmenT yBemomisiet 06 aTtom bank
IIyTEM HANpaBICHUS YBEIOMIIEHHS O pacTOPIKCHHUH
Jorosopa /IO no Cucreme b0 MyTeM MpeacTaBIeHUs

with the conditions of the new edition of the Terms and
Conditions the Client reserves the right to cancel the RBS
Contract according to the procedure mentioned in Section
8 of the present Terms and Conditions.

7.5. In case the Bank receives no notification from the
Client on cancellation of the RBS Contract prior to
entering into force of the adjustments and/or amendments
of the Terms and Conditions published by the Bank, the
Parties acknowledge that the mentioned adjustments
and/or amendments of the Terms and Conditions are
accepted by the Client.

7.6. The Bank bears no responsibility if the information on
adjustments and/or amendments of the Terms and
Conditions published according to the procedure and
within the deadlines, established by the present Terms and
Conditions, was not received and/or studied and/or
properly interpreted by the Client.

7.7. Any adjustments and/or amendments in the Terms and
Conditions, as of the day of entering into force, equally
refer to all parties affiliated to the Terms and Conditions,
including parties affiliated to the Terms and Conditions
earlier dates of entering into force of adjustments and/or
amendments.

8. PERIODS OF VALIDITY AND
PROCEDURE ON RBS CONTRACT
CANCELLATION

8.1. The RBS Contract enters into force as soon as the
Client (Client's Representative) receives the Application
on affiliation to the Terms and Conditions with the Bank’s
mark.

8.2. The RBS Contract is effective till the moment of
cancellation of all agreements on bank accounts (that have
no attitude to the accounts for settlements by using bank
cards and accounts for settlements with digital financial
assets) and "on-demand" deposit agreements signed
between the Client and the Bank.

8.3. If the Client has not logged in to the System for more
than 14 (fourteen) calendar months, with the purpose to
reduce the risk of money transfer performed without the
Client’s voluntary consent, the Bank has the right to refuse
to execute this RBS Contract, giving notice to the Client in
writing.

8.4. The RBS Contract can be canceled upon request of
one of the Parties according to the procedure as follows:
8.4.1. In case of RBS Contract cancellation by the
initiative of the Bank, the Bank notifies the Client on it not
later than 14 (fourteen) calendar days prior to the date of
RBS Contract cancellation by means of sending a message
to the post address of the Client, mentioned by the latter
upon conclusion of the RBS Contract either by means of
the System, or by any other means established by the
Terms and Conditions. The obligations of the Bank on
acceptance and execution of Orders, Deposit Documents
and/or other Electronic Documents by using the System
are considered terminated as of the date and time,
mentioned in the notification.

8.4.2. In case of RBS Contract cancellation by the initiative
of the Client, the Client notifies the Bank on it via
transferring a notification on RBS Contract cancellation by
means of the System either by submitting a written




28

B bBaHK NUCBMEHHOro YyBEIOMJICHHS O PAaCTOPXKEHUU
HoroBopa JIBO mnpm nmuHO#t  sBke  Kimmenra
(mpencrasurens Kimenra) B bank. J[orosop JBO
CYMTAeTCSs PACTOPTHYTBIM C JAaThl NpUHIATHS baHKOM
YKa3aHHOTO YBEJOMIICHHS, IIPH YCIOBHHM OTCYTCTBHS Y
Kimenrta 00s3aTenbCcTB MO TMOTAIIEHUIO Tmepen baxkom
3amomkeHHocTrn 1o Jlorosopy JABO. Ilpu nHammdmm
yKa3aHHBIX 00513aTEJIbCTB MO MMOTAICHUIO 33/10JDKEHHOCTH
nepen bankom Jlorosop IO cunrtaeTcst pacTOPrHYTHIM €
MOMEHTA UCTIOJTHEHHS 0013aHHOCTH 10 OIUIaTe yKa3aHHOH
33/J0JDKEHHOCTH.

Bce Pacniopsokenusi, JlIokyMeHTBI 110 BKJIay W/MJIM MHBIE
ONeKTpOHHBIE JIOKYMEHTBI Krnuenra,
3aperuCTPUPOBaHHbIE BaHKOM 10 MOMEHTa NPHHATHA
yBenomiieHus: Knuenra o pacropxxenun Jorosopa JBO,
MOJJIe’KaT HCIIONHEHUIO bBaHKOM B COOTBETCTBHH C
VYcnoBusamu.

C momeHTa npunsaTHs bankom yBenomnenus Knmenra o
pactopxenuu Jlorosopa IbO bank nmpekpaiaet npuem u
3aBEpIIACT UCIIOJIHEHNUE paHee NPUHATHIX PacnopshxeHuit
Knuenra, JIoOKkyMEHTOB NO BKJaTy, MHBIX DJIEKTPOHHBIX
JIOKYMEHTOB.

MomMmeHTOM  TpuHATHA  yBenomieHus KimeHta o
pactopxkerun JloroBopa JbO cuwmtaercs 10.00 mo
MOCKOBCKOMY BPEMEHH CIEAYIOIIETO pabouero AHs mocie
MoJTy4eHHs: baHKOM JaHHOTO yBEIOMIICHHS.

8.5. Ilpekpamienne obs3atenscTB Mo JJorosopy JABO He
BJIEYET NPEKpAIICHHS 00513aTENbCTB 110 HHBIM JOTOBOpaM
(cormamenusM), 3aKJIOYEHHBIM Mexny Kimentom wu
bankom.

notification on RBS Contract cancellation to the Bank for
which purpose the Client (the Client's representative) shall
visit the Bank personally. The RBS Contract is considered
canceled as of the date of receiving of the mentioned
notification by the Bank provided that the Client has no
debt service obligations to the Bank under the RBS
Contract. In case of presence of such debt service
obligations to the Bank, the RBS Contract is considered
canceled as of the moment of performance of obligations
on payment of the mentioned debt.

All Orders, Deposit Documents and/or other Electronic
Documents of the Client, registered in the Bank till the
moment of accepting the notification of the Client on RBS
Contract cancellation are subject to execution by the Bank
according to the mentioned Terms and Conditions.

As of the moment of accepting the notification of the
Client by the Bank on RBS Contract cancellation, the Bank
stops accepting and finalizes the execution of early Orders,
Deposit Documents and other Electronic Documents of the
Client.

As the moment of accepting of the Client’s notification on
the RBS Contract cancellation is considered 10:00 a.m.
Moscow Time of the working day next to the receiving of
this notification by the Bank.

8.5. Cancellation of obligations under the RBS Contract
does not bring to cancellation of obligation under other
agreements (contracts) signed between the Client and the
Bank.
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MPUJIOKEHHUE Nel/ APPENDIX NO. 1.
3AABJIEHUE O TIPUCOEJJMHEHHNU K YCJIOBUSAM
APPLICATION ON AFFILIATION TO THE TERMS AND CONDITIONS

3ASIBJIEHUE

O INTPUCOEJUHEHHWU K YCJIIOBUAM JUCTAHINIUOHHOI'O BAHKOBCKOI'O OBCJIYKUBAHUS

OU3NYECKUX JINI ITIOCPEACTBOM CUCTEMBI EUROLINK B AO AKBb «<EBPO®UHAHC
MOCHAPBAHK»
APPLICATION

on affiliation to the Terms and Conditions of remote banking services rendered to physical entities by means of

EuroLink system in Evrofinance Mosnarbank

damumust Umst Otyectso / Full name
Jara poxxnenus / Date of birth
I'paxxnancto / Citizenship

JloxymeHT,
(HamMeHOBaHME, Cepusi, HOMep, KOT/Ia U KeM

YAOCTOBEPSIIOIINIA  JINIHOCTH

BeinaH) / Personal identification document
(name, series, number, date of issue, issued

by)

Anpec peructpanys /

Address of registration
MoOunbHbIH TenedoH /

mobile telephone number

KopnoBoe ciioBo: / Memorable word:

HaCTOSIIJ_II/IM 3a4BJISII0 O MPUCOCANMHEHNUU K }IeﬁCTByIOLHCﬁ peaakuu Ycnoeuit JUCTAaHIIUOHHOT'O 0aHKOBCKOI'O O6CJ'Iy)KI/IBaHI/I$I

¢dusnueckux mun nmocpenctBoM Cuctemsl EuroLink 8 AO AKb «KEBPO®HAHC MOCHAPBAHK)» (nanee — YcioBusi) B mopsiike,
npenycMoTpeHHOM cratherd 428 I'paknanckoro kozaekca Poccuiickoit @enepauuu. Bee monosxeHus: YCIIOBHIM pa3bsCHEHbI MHE B
HOJHOM 00beMe, BKIIOYask OTBETCTBEHHOCTh cTOpoH, Tapupsl AO AKBE «EBPOOMHAHC MOCHAPBAHKY, ciy4yan u mopsaok
yBCHOMJ’ICHI/Iﬁ 00 onepanusax, COBEPIIacMbIX M0 MOUM OaHKOBCKHM CYETaM C HCIIOJIb30BAHHEM 3JICKTPOHHOTO CPEACTBA IUIATEXa U
MOPSIZIOK BHeceHus1 B YcioBust m3Menennii u pomonuennii. / Hereby | apply for affiliation to the effective edition to the Terms and
Conditions of the Remote Banking Services rendered to physical entities by means of EuroLink System in Evrofinance Mosnarbank
(hereinafter referred to as Terms and Conditions) according to the procedure stipulated by Article 428 of the Civil Code of the Russian
Federation. All provisions of the Terms and Conditions are explained to me in full, including the responsibility of parties, rates of
Evrofinance Mosnarbank, cases and the procedure for the notification of transactions on my bank accounts using electronic means of
payment and the procedure of changing and amendment of the Terms and Conditions.

Ha ocHoBanuu Hacrosiiero 3asinenus nporry: / Therefore, please:

Ne

1 | mpemoctaBuTh MHE HOCTYI K CHCTEME AUCTAHIIMOHHOTO OaHKOBCKOTO 00cyxuBaHus EuroLink u o6ecriednTs BO3MOKHOCTH €€
HUCIIOJIBb30BaHUA JJI1 TUCTAHIITUOHHOI'O 0aHKOBCKOI'O 06CJ'[y)KI/IBaHI/IH B COOTBETCTBHH C Y CIIOBHSIMHU U Tapl/ld)aMI/I / provide me
with access to the EuroLink Remote Banking System of Evrofinance Mosnharbank and ensure possibility of its use for remote
banking services according to the Terms and Conditions and the Rates.

2 | mpemocTaBIATh BpemeHHbIH mapons qocTyna k CrcTeMe QUCTaHIMOHHOTO OaHKOBckoro obcmyxuBanus EuroLink, PasoBbie

CCKPETHBIC MTAapOJIn, a TAKKE JOIIOJIHUTECIBHO (HOMI/IMO YBEAOMIJICHHS T10 CI/ICTeMe) I/IH(bOpMI/IpOBaTL MCEHA C IIOMOLIBIO CPEACTB
MOOMIIEHOM CBSI3M O COBEPIICHHUH KaXk[0H OIlepaniy 1o MoeMy cueTy (cderam), oTKpeIToMy(-6iM) B AO AKB «KEBPOOVHAHC
MOCHAPBAHKY, a Taoke 00 orepanusx, COOTBETCTBYIONIUX MTPU3HAKAM OCYIIECTBIICHHS MEPEBOJIa ICHEKHBIX CPECTB 0e3
MOCTO corjiacusa, o Q)aKTe BXOI{a/HOHI:ITKI/I BX0OJa B CI/ICTeMy C HCIIOJIB30BAHUEM DJJICKTPOHHOTO CPEACTBA IUIATEXKa II0
crenyroiieMy Homepy Tenedona: / provide me with a Temporary Password to access the EuroLink System of remote banking
services, Session Keys, and inform me additionally (besides the notification in the System) via mobile communications of each
transaction performed on my account (accounts) with Evrofinance Mosnarbank, of Transactions with the signs of money transfer
performed without my consent, and of any System sign-in or attempted sign-in using electronic means of payment to the
following telephone number:

Hacrosmum ~ S1

BBIp@KAKD ~ KOHKpeTHoe, mpexmerHoe, | | hereby give my express, substantive, uniform and informed

nH(popMHUpOBaHHOE, CO3HATEIBHOE ¥ OTHO3HAUHOE corylacue AO
AKB «kEBPOOMTHAHC MOCHAPBAHK» (MecTo Hax0>KaeHHSI:
r.121099, r. MockBa, yn. Hoseii ApbGar, n. 29, OI'PH
1027700565970, renepanbHas JULEH3US HA OCYLICCTBICHHEM
GankoBckux oneparuit Ne2402 ot 23.07.2015) (nanee — bank) Ha
00paboTKy (BKIIOYAs TOJyYSHHUE OT MEHSI M/UJIH JFOOBIX TPEThUX
JIHL, KOTOPbIE COCTOAT ¢ BaHKOM B JOrOBOPHBIX OTHOLIEHUSAX, U3
00IIeIOCTYITHBIX s OTKPBITBIX HCTOYHHKOB) c
HCTIONBb30BAHUEM CPEJCTB aBTOMATH3allMd WM 0e3 TaKOBBIX,
MOUX MEPCOHAIBHBIX JAHHBIX U ITOTBEPXKIAI0, UTO, AaBasi TAKOES

consent to Evrofinance Mosnarbank (address: 29 Novy Arbat
Street, Moscow, 121099, OGRN (Primary State Registration
Number) 1027700565970, general license for banking operations
No. 2402, dated 07.23.2015) (hereinafter referred to as the Bank)
for the processing (including receipt from me and/or other third
persons which have contractual relations with the Bank, from
open or publicly available sources), with or without automation
means, of my personal data and confirm that by giving such
consent, | act freely, on my own accord, and in my own interests.
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coryiacue, JCHCTBYIO CBOOOJHO, CBOCH BOJEH W B CBOUX
HHTEepecax.

Coracue naeTcst MHOH JUTS Iestu IpUHATHS baHkoM perrenns o
BO3MO>KHOCTH OTKPBITHSI GAHKOBCKOTO CU€Ta, CUeTa M0 BKIALY,
B TOM YHCIIE TIPOBEPKH JOCTOBEPHOCTH CBEICHUIl, yKa3aHHBIX
MHOH mpu oOpameHun B baHK W B IPeJoOCTaBICHHBIX
JOKYMEHTaX, 3aKIIOYEHHUs JIOOBIX CHAENOK, CBA3aHHBIX C
OTKPHITHEM OaHKOBCKOTO C4YeTa, cdeTa I0 BKIamxy, W UX
NAaJbHEHIIer0 HWCIIOMHCHUS, B TOM 4YHCIE, PACIOPSDKCHUS
JCHeXKHBIMH CPEICTBAaMH 110 YKa3aHHBIM cyeTaM Kak Ha
OyMa)XHBIX HOCHTEISIX, TaK W C IIOMOIUBIO 3JIEKTPOHHOU
CHCTEMBl  JIICTaHIIMOHHOTO OaHKOBCKOTO  OOCITY)KHBaHWS,
COBEPILEHUS] HHBIX OAHKOBCKUX ONEpaLii, ISl LeH IPHHITUSL
pelIeHnH WM COBEPUIEHHUS WHBIX NEMCTBHUH, MOPOKIAIOIINX
IOPUANYECKUE TIOCNIEACTBUSI B OTHOIMIEHUH MEHS W/MIU APYTHX
JHL, U PacIpOCTPaHAETCS HA MOU IIE€PCOHATbHBIC JaHHBIE,
yKa3aHHble MHOW B  HacrosuleM 3asBIeHUHM, AHKeTe
(u3nUecKoro JuIa, mojaydyaeMoii BaHKOM B COOTBETCTBHH C
3aKOHOAATEIILCTBOM O  INIPOTUBOJAGHCTBUM  JIEralu3aluu
(OTMBIBaHUIO) JIOXOJOB, MOJYYEHHBIX NPECTYIHBIM IIyTEeM, U
(MHAHCHPOBAaHUIO  TEPpPOpU3Ma, a  TaKkkKe  yKa3aHHBIX
(coaeprkammxcs) B HHBIX JOKYMEHTaX, IPEIOCTABIIEMbIX MHOM
B bamk, a Tamke BceX MOHMX IEPCOHAIBHBIX JaHHBIX,
HaXOASAIMINXCS B PACHOPSDKCHUH TPETHUX JIUII, KOTOPBIE COCTOST
¢ bankoM B OTOBOPHBIX OTHOIICHHMSX, a TAKKE MONYYEHHBIX
BaHkoM U3 00IIeIOCTYITHBIX HIIM OTKPBITHIX HCTOYHHUKOB.

Bank uMeeT mpaBO OCYIIECTBIIATH CICIYIOUIME JEHCTBUS
(omepamuu) WIM COBOKYNHOCTH JeHCTBHIl (omepanuid) B
OTHOIIEHWH  MOHMX  TIEPCOHANBHBIX  JAHHBIX, KOTOpHIE
HEOOXOIMMBI MIIH KEITAaeMbl A JOCTIKCHUS BBIIICYKa3aHHOMH
e, ¢ CoOMoAeHHeM TpeOoBaHUK OaHKOBCKOW TaifHBL: cOOp,
3aMHCh, CHCTEMATH3aINIO, HAKOIIEHHE, XPAHEHNE, YTOUYHEHHE
(oOHOBNIEHME, W3MEHEHMsI), HW3BJIEYCHHE, HCIIOIb30BaHUE,
nepefady (IpefocTaBieHHE, JOCTYIl) MHBIM JIMLaM B LEJSX,
MIPEyCMOTPEHHBIX 3aKOHOAATeNLCTBOM P® 1 HeoOX0AMMBIX
JUISL 3aKJIIOYEHUS M UCIIOJIHEHUS JOroBopa OAaHKOBCKOIO cYeTa,
cYeTa MO BKJIAJTy, COBEPIICHHS MHBIX OAaHKOBCKHX OMNEPAIHH,
ONOKMpOBaHUE, yraleHue, yHuuToxxkeHue. [IpexycmaTtpuBaercst
cMmemanHas 00paboTKa MOMX MEPCOHANBHBIX JaHHBIX — Kak 0e3

HCIOJIb30BaHUA CpeacTB aBTOMAaTH3alMH, TakKk "
aBTOMaTHU3UpOBaHHAasA o6pa60T1<a C nepez[aqel‘?r nonyquHoﬁ
I/IHd)OpMaL[I/II/I C HUCIIOJIb30BAHUEM PIH(bOpMaL[I/IOHHO-

TeIeKOMMYHUKAIIMOHHOM ceTu HTepHeT.

Hacrosimee cornmacue JOeHCTBUTENBHO B TEUCHHE CPOKOB
XpaHeHus:  JOKYMEHTOB W CBEIEHMH,  coJepiKalliux
NIEPCOHANBHBIE JAHHBIC, ONPENENSEMBIX B COOTBETCTBHH C
3aKOoHOJATeNbCTBOM P®, a Taxke JOroBopamu, 3aKIIOYEHHBIMI
Mexy MHOHM U bankom.

51 yBemomiieH (a) O CBOEM IIpaBe OTO3BaTh COTJIACHE ITyTEM
noja4yy B baHK MUCbMEHHOTO 3asBJIECHUS.

Sl yBemomiieH (@), YTO MNPENOCTaBICHUE MHOIO HETOYHOW H
HEJIOCTOBEPHON MH(OpMALMM U OT3BIB HACTOSLIEr0 COTJIACHS
MOTYT IOBJI€Yb HEBO3MOXKHOCTb OKa3aHMs yciayr bankom. S
yBemomieH (a), 9ro BaHK ocymiecTBisieT B COOTBETCTBUH C
BBIIIEYKA3aHHOH IIenbl0  00paboTky (mepedeHb AeicTBHit
(omepamnumii) W  OmMHMCaHWE CIOCOOOB  YKa3aHO  BHIIIC)
MIEPCOHANBHBIX TaHHBIX TPETHUX JIUI, YKa3aHHBIX MHOH B JTIOOBIX
JOKYMEHTax, IpefocTaBisieMbIx baHky.

[TpenocraBneHHble MHOM baHKy nepcoHanbHbIe JaHHbBIE TPETHUX
JIUIl TOJY4EHBI MHOM B COOTBETCTBHUHM C TPEOOBAHUSAMH U B
NOpSIZIKE, YCTAHOBJIEHHBIMH  3aKOHOJArelabcTBoM P o
MIEPCOHANBHBIX JAHHBIX, IPH 3TOM KaKHX-THOO OrpaHHYeHHH
CyOBEKTOM HEPCOHAIBHBIX JaHHBIX Ha X 00paboTky bankom B
LeIIIX 3aKIIOYCHUSI M HCTIOJHEHHUS I0TOBOPa GaHKOBCKOTO CUeTa,
cdYeTa Mo BKJIaay, COBEpIICHNS HHEIX 0AaHKOBCKUX OIepanuii He

YCTAQHOBJIEHO, YKa3aHHBIC TPETbH JIMLA YyBEIOMIEHbI 00
00paboTKe HX MEpPCOHANBHBIX JaHHBIX baHkoM, KoTopas
OCYILECTBIIACTCS bankom c coOoieHIeM

KOH(UICHINAIBLHOCTU MEPCOHANBHBIX JaHHBIX M O0ecIieueHHs
0e30MaCHOCTH MEPCOHANBHBIX JAHHBIX MPH HX 00paboTKe W C
HEH COTJIACHBL.

| hereby give my consent for the purpose of decision-making by
the Bank on the possibility of opening a bank account, deposit
account, including verification of the reliability of information
specified by me when contacting the Bank and in the documents
provided, the conclusion of any transactions related to the
opening of a bank account, deposit account, and their further
performance, including the disposal of funds on the above
accounts, both on paper and via the electronic remote banking
system, the performance of other banking operations, for the
purpose of decision-making or committing other actions
generating legal consequences for me and/or others, and my
consent shall apply to my personal data specified by me in the
present Application, Individual’s Questionnaire received by the
Bank in accordance with the laws on countering the legalization
(laundering) of criminal proceeds and terrorism funding, as well
as those specified (contained) in other documents provided by me
to the Bank, as well as all my personal data held by third parties
that are in the contractual relationship with the Bank, as well as
received by the Bank from open or publicly available sources.

The Bank may perform the following actions (operations) or set
of actions (operations) with respect to my personal data as
necessary or desired to achieve the above objective subject to the
compliance with the banking secrecy requirements: collection,
recording,  systematization,  accumulation,  safekeeping,
clarification (updating, changing), extraction, use, transfer
(provision, access) to other person with the purposes of the
Russian legislation and necessary for concluding and executing
the Contract of bank account, deposit account, performing other
bank operations, blocking, deletion and destruction. The mixed
processing of my personal data is provided, either automatized or
not, with transfer of received information via Internet network.

This consent shall be valid for the place of keeping documents
and data, which contain the personal data defined in accordance
with the Russian legislation, as well as with contracts celebrated
between the Bank and me.

I am notified of my right to revoke my consent by submitting a
written application to the Bank.

| am notified that inaccurate or unreliable information provided
by me and the revocation of this consent may result in the
impossibility of service rendering by the Bank.

I’'m informed that the Bank, in accordance with the
abovementioned purpose, will process (list of actions
(operations) and description of applicable modes is mentioned
above) the personal data of third persons specified by me in any
document submitted to the Bank.

I received the personal data of third parties provided by me to the
Bank in accordance with the requirements and the procedure
established by the personal data laws of the Russian Federation.
There are no restrictions on such personal data processing by the
Bank with the purpose of celebrating and executing the Contract
of bank account, deposit account, performing other bank
operations set out by the subject thereof. The third parties are
notified of their personal data processing that is performed by the
Bank in compliance with the requirements for the personal data
confidentiality and safety of personal data in the course of their
processing, and agree therewith.




HacrosmuM st yBeoMiteH (a) 0 ToM, 9TO TpeOOBaHMS K 3aIlUTe
00pabaTbiBaeMBIX ~ HEPCOHANBHBIX ~ JAHHBIX  HEOOXOIUMBIE
IIPaBOBBIE, OPTaHU3AIMOHHBIE U TEXHUYECKHE MEpPHI 110 3aIluTe
MEPCOHANBHBIX JAHHBIX OT HEMPaBOMEPHOIO WM CIydalHOro
JocTyna K HUM, YHWYTOXEHHS, W3MEHEHHs, OJIOKHPOBaHMS,
KONUPOBAHMS, TPENOCTABICHHS W UHBIX HEMPaBOMEPHBIX
JEeHCTBUI B OTHOIIEHUH NEPCOHANBHBIX JaHHBIX ONPEACIISIOTCS
Bankom c¢ yderom TpeOoBanmii denepadbHOrO 3aKOHA OT
27.07.2006 Nel52-@3 «O nepcoHalbHBIX JAHHBIX» U HHBIX
HOpPMATUBHO-NIPaBOBbIX ~ akToB  Poccuiickoii ~ denepanum.
IMoamucaB Hacrosimee 3asBICHWE, ITOATBEPXKIAl0, YTO [0
saxmouenust Jloroopa JIbO o3nakomiien ¢ Pekomennanusimu no
nHpopmaronHoil  6esomacHoctn  (IIpmmoxenume Ne 2k
Ycnousim).

CornmacHo TpebOoBaHuAM cT.9 DenepanpHoro 3akoHa OT
27.06.2011 r. Ne 161-®3 «O HaMOHAIBGHOH IUIATEKHOI
crcTeMe» 51 yBeJOMIIeH o ToM, uTo bank mHpopmupyer Kinnenra
0 COBEpLICHUM Ka)KA0H onepanuy ¢ Ucnob3oBaHueM CHCTEMBI
JMCTAHIIMOHHOTO GaHKOBCKOTo obcmyxuBanus EuroLink myrem
(dopmupoBanus U HanpasieHus B CucTeMy )KypHana onepannit
no cuery Knuenra.

Hactosammum noxareepkaairo, 4YTO yKa3aHHBIH B JaHHOM
3afBICHUH HOMep TeneOoHa MOAJCPKUBAET IIPUEM CMC-
cooburenmiil.

Bce pucku, cBs3aHHBIE C HEMOJIYYEHHEM CMC-COOOLICHHH MO
MoOeil BHHE WINM BHHE MOOWJIBHOTO OllepaTopa, MPUHHMAI0 Ha
ce0s.

I am hereby informed that the requirements for the protection of
personal data being processed, the legal, organizational and
technical measures required to protect personal data from
unauthorized or accidental access, destruction, modification,
blocking, copying, provision, and other unlawful actions in
relation to personal data shall be determined by the Bank based
on the requirements of Federal Law No. 152-FZ, dated
07.27.2006 “On Personal Data” and other regulations of the
Russian Federation.

By signing this Application, | certify that | have read the
Recommendations for information security prior to entering into
the RBS Contract. (Appendix No. 2 to the Terms and
Conditions).

In accordance with the requirements of Article 9 of Federal Law
No. 161-FZ, dated 06.27.2011, On the national payment system,
I am informed that the Bank shall inform the Client of performing
each transaction with the EuroLink System of remote banking
services by generating and submitting to the System of a
transactions statement on the Client’s account.

Hereby | confirm the phone number provided in this application
supports incoming SMS®.

I accept all the risks resulting from failure to receive SMS due to
my own fault or the fault of the mobile network provider.

Toonucye / Signature

Damunus U.0. | Surname and Initials

3anosansiercs bankom / To be filled in by the Bank

I[Mpu peructpaiuu B CucTeMe TUCTAHIIMOHHOTO GaHKOBCKOTO obciyxkuBanus EuroLink wmuenty mpucsoen Jlorun/The

following Login to the Client

System:

was assigned

upon

registration in the EuroLink Remote Banking

Pa6oruuk bauka: /
Employee of the Bank:

noonucs / signature

Damunus U.0. | Surname and

Initials

B ciyuae HemomyueHus cMc-coobIIeHu HeoOX0aMMO obpaTuThcs B BaHK, a Takke k cBoeMy MoOuIbHOMY omepatopy. / If you do not receive SMS,

you need to contact the Bank, as well as your mobile operator
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IPUJIOXKEHHUE Ne2

PEKOMEHJIAITUA TIO HH®OPMAIIMOHHOM
BE3OIIACHOCTH, B TOM YUCJIE 11O
CHUXEHHWIO PUCKOB IOBTOPHOI'O
OCYHECTBJIEHMA IIEPEBOJIA
JEHEXHBIX CPEJCTB BE3
JAOBPOBOJIBHOI'O COTJIACUSA KJIMEHTA

B cBi3M ¢ ydYacTHUBIIMMHCS CIy4asMH [POBEICHHUS
MOILIEHHUYECKUX OIepalMii 10 TepeBONy JACHEKHBIX
CPEACTB C HCIIOJIb30BAHUEM CHCTEM JHCTaHIMOHHOTO
0aHKOBCKOTO OOCITy)XHBaHHUS depe3 ceTh VIHTepHET U B
LENSAX MPEJOTBPAICHNS HECAHKIIHOHUPOBAHHOTO JIOCTYIA K
Cueram KimeHTa CcO CTOpOHBI 37TOYMBIIUIEHHHKOB baHK
HACTOATENPHO PEKOMCHAYeT (U3MUECKHM  JIMIAM  —
moas3oBaresiM Cucrembl  EuroLink (mamee — Cucrema)
coOmoaaTh  ciegyromue — Mepbl  MH(GOPMAIOHHOW
0e301acHOCTH:

e lcnons3oBarh Ha MOCTOSTHHOM OCHOBE
AQHTUBHPYCHOE IPOTrpaMMHOE olecredeHue ¢
MOCNIEIHEH aKTyalbHOW Bepcueil 06a3 (Ha Bcex
YCTPOWCTBAX, C KOTOPBIX OCYIIECTBISIETCS IOCTYI B
CucteMy W/WIM Ha KOTOpBIE MPUXOAUT SMS/push
YBEIOMIICHHE).

e PerymsipHO BBINONHATH AHTUBHUPYCHYIO IIPOBEPKY
JUISL CBOEBPEMEHHOTO OOHAPYKEHHS BPEIOHOCHBIX
mporpamMMm (Ha BCEX YCTpOMCTBax, C KOTOPBIX
ocymectBisiercss goctyn B Cucremy w/wim Ha
KOTOpBIE MPHUXOAUT SMS/push yBemomieHue).

e PerymspHo yCTaHaBJIMBaTh OOHOBIICHHS
OTepallMOHHON cucTeMbl M Opaysepa MHTepHer,
MOCPEACTBOM KOTOPOTO OCYLIECTBISIETCS JOCTYII K
Cucteme (Ha BceX YCTPOHCTBaX, C KOTOPBIX
ocymectBisiercss goctyn B Cucremy w/wim Ha
KOTOpBIE IPUXOIUT SMS/push yBenominenue).

e He ycranaBmmBaTh Ha YCTpOIicTBa, C KOTOPBIX
ocymecTBisieTcst 1octyn B CucreMy, MporpaMmsl
s ynaneHHoro ympasieHus (Team Viewer,
Ammyy Admin, AnyDesk, VNC u 1.11.).

e  biiokupoBath 1OCTYI K YCTPOHCTBaM, IOCPEACTBOM
KOTOpBIX ocymiecTisieTcs goctyn k Cucreme. He
OCTaBJIATH Pa30JIOKMPOBaHHBIE YCTpoicTBa 6€3
MPUCMOTPA.

e Ocymectiusate Bxoa B CucreMy MHOCPEACTBOM
npsimoro Habopa ccwuiku https://dbo.efbank.ru s
cTpoke  Opaysepa WIM 10  CCBUIKE  Ha
kopnopaTuBHoM UHTepHeT-caiire banka. IIpu aTom
BCeTr/a MPOBEPSITH, 4TO COe/IMHEHNE
ocymiecTBIsieTes 110 Oe301macHOMy IpOTOKoITy https
Ha azapec *.efbank.ru (Hanpumep, dbo.efbank.ru). B
aJipecHOil CTPOKE [IOJDKEH MOSBUTHCS 3HAYOK
3aKPBITOTO 3aMKa.

e 306erats UCTIONIb30BAHUS HEJIOBEPEHHBIX
KOMITHIOTEPOB (nHTEpHET-Kade u WHBIC
001IE0CTYIMHBIE KOMITLIOTEPHI) U MyOTHIHBIX Wi-
Fi cereti mpu moctyme k Cucreme, T.K. B 3TOM
cilyyae BO3MOJKEH II€PEXBaT 3JI0YMBIIIJICHHUKAMHU
Bcero Bamrero tpaduka, B ToM unciie vHpopMauuu

0 MaposIsx.
e VYcraHaBnuBaTh ~ OOHOBJIEHHMS  IPOIPAaMMHOTO
obecrieueHus TOJIBKO u3 ourmansHbIX

HUCTOYHHUKOB.

APPENDIX NO. 2

RECOMMENDATIONS ON INFORMATION
SECURITY, IN PARTICULAR ON
REDUCING THE RISKS OF RE-TRANSFER
OF FUNDS WITHOUT THE CLIENT'S
VOLUNTARY CONSENT

With a view to the increasing number of fraud
transactions of funds by means of remote banking
systems via Internet and for the purposes of prevention
of unauthorized access of hackers to the Accounts of the
Clients, the Bank strongly recommends to physical
entities — EuroLink System users (hereinafter — “the
System”) to meet the following measures of information
security:

e To use on permanent basis anti-virus software
with the last updated version of databases (on
all devices used to access the System and/or
that receive SMS/push notifications).

e To perform anti-virus screening on regular
basis for timely disclosure of hazardous
programs (on all devices used to access the
System and/or that receive SMS/push
notifications).

e To install regularly the updates of the
operational system and the Internet Browser
(which is used for accessing the System) (on all
devices used to access the System and/or that
receive SMS/push notifications).

e Do not install in devices used for access to the
System any software for remote manipulation
(Team Viewer, Ammyy Admin, AnyDesk,
VNC, etc.)

e To block access to the devices used to access
the System. Not to leave unlocked devices
unattended.

e To access the System via direct link
https://dbo.efbank.ru or the link on the
corporate web-site of the Bank. One should
always make sure that connection with
*.efbank.ru (e.g., dbo.efbank.ru) is established
via the secure protocol (https). A closed lock
icon will appear in the address bar.

e Do not access the System using the untrusted
computers (Internet cafés and other public
computers) amd public wi-fi networks when
accessing the System, as attackers may
intercept all your traffic, including password
information.

e Install updates of system software only from
official sources.



https://dbo.efbank.ru/
https://dbo.efbank.ru/
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e He coxpansars Jlorun u [Tapons Cucrems! B maMaTu
Opayzepa.

e He xpanuts Jlorun u [Taponas CHCTEMBI B OTKPBHITOM
BHUJIC Ha YCTPOICTBaX, C KOTOPHIX OCYIIECTBISETCS
noctyn B Cucremy.

e lcnomp30BaTh TNPWIOKEHHS Ha cMapTdoHax,
MOJTy4eHHbIE W3  O(QHUOMANBHBIX  Mara3uHOB
npwioxkeHuit. MoOwnpHas Bepcus  CucTeMbl
pasmenieHa Ha o¢uIMaIbHOM caiite banHka —
https://evrofinance.ru/chastnym-litsam/sistema-
eurolink/.

e PerynsapHo, He pexxe OJJHOTO pa3a B JIeHb, OJIy4aTh
U MIPOBEPSTH HHPOPMALIHIO O 3aPETHUCTPUPOBAHHBIX
Pacniopsoxennsix u o coctossHun CUeToB.

Bank pexomenayer KimeHTy y4nTBIBaTh PUCKH MPH padboTe
¢ Cucremoit yepe3 cetb MHTepHET W NOHUMAaThb, YTO
WCTONB30BaHUE TOJBKO AHTUBHUPYCHOTO IPOTPAMMHOTO
obecrieuennss He gaer 100% rapaHTUM 3amIMTBL  OT
MIPOBEACHUS 3JI0YMBIIIJICHHUKOM MOILICHHUYECKUX
onepanuii B Cucreme.

B cnyuae ecniu y Bac mepecrama pabortath cuM-Kapra,
CBSXKHTECh CO CBOMM OIIEPATOPOM COTOBOM CBSI3M U
BBUICHUTE  TNPUYMHY. BO3MOXHO,  370yMBIIUIEHHUKH
TIOTYYIITH KJIOH (yOnmkat) Bameit cuM-kapThI.

Crnemyer y4WTBHIBaTH CaMble paclpOCTPAHCHHBIC HA
CeTONHAIIHMM JEHb CXEMbl MOUICGHHHYECTBA B CETH
Wnrepner:

e «CouuanbHblii HHKUHUPUHTY — 3JI0YMBIIUICHHUKH
pacchuIaoT coobuieHus MOCPEJICTBOM
SMS/31eKTpOHHOM MOYTHl WM 3BOHAT OT UMCHH
baHka u moj pa3MYHBIMU MPEJIOTaMH TBITAIOTCS
nosnyuuth oT Knuenta Jlorunsl, [Tapomun, ©.1N.0.,
HOMeEpa CYETOB, KapT, IIMH-KOJIOB H T.1I.

o  «DumuHr» — KitMeHTy npuChIIaeTcs 1Mo MoYTe WIN
HWHBIM CIIOCOOOM CCBUIKA Ha TOIJENBHBIA CaiT,
KOTOPBI MOXET BH3yaJbHO HE OTIMYATHECA OT
OJUTMHHOTO, ¢ TpockOoii BBectu Jlorun, [lapons
Ha goctyn k CHcTeMe W Jpyrue JaHHBIE TOJ
J0OBIM TIpeaioroM (MCTeK CPOK JISHCTBUS Mapois,
HEOOXOIUMOCTh MIPONTH JIOTIOJTHUTENBHYTO
aBTOPH3ALINIO, Pa30JIOKUPOBKA 3a0JIOKMPOBAHHOTO
JIOCTyTA U T.11.).

e 3apakeHHE BPEIOHOCHBIM KOJOM — MPOHUCXOAUT
Yyepe3 pacnpocTpaHeHHE BPEJOHOCHBIX NPOrpaMM
yepe3 MHTEpHeT-pecypchl, HampuMep, CanTbl
COLMAJBHBIX CETeH WM TIIOCPEJCTBOM CIIaM-
pacchbUIKM 4epe3 JJEeKTpOHHYyw mouty. Ilocne
3apaxenuss Cucrembl Kimenra Bupycom wim
«TPOSTHOM» 3JIOYMBIIUICHHUK TIOJIy4aeT IIOJIHBIN
KOHTPOJb HaJ CUCTEMOH.

HpI/I HCII0JIb30BaHNH CHUCTEMBI HeO6X0,ZII/IMO IIOMHHUTB, YTO:

B cayuyae BbIsiBieHHs KiHMeHTOM M0J03pHUTENBHBIX
onepannii B CucreMe Heo0X0AMMO He3aMedTHTEIbLHO
cBs3aTbes co Cayx00ii KIHEeHTCKOH moagep:kkn banka
no HoMmepy TejdedoHa, Oomy0IMKOBAHHOMY  Ha
kopnopatuBHoM MHTepHeT-caiiTe Banka.

e Do not save Login and Password for the
System in the browser’s memory.

e Do not store Login and Password for the
System openly in devices used for access to the
System.

e Use only those smartphone apps that are
downloaded from official app stores. The
mobile version of the System is posted on the

Bank’s official website -
https://evrofinance.ru/eng/individuals//system-
eurolink/.

e Receive information about the registered
Orders and the status of the Accounts and
verify it at least once a day.

The Bank recommends the Client to consider the risks
upon working in the System via Internet and understand
that only use of anti-virus software provides with 100%
protection guarantee from fraud transactions by hackers
in the System of the Client.

In case if your sim card appears inactive, please contact
your mobile service provider and clarify the reasons.
May be intruders received a clone (copy) of your sim
card.

It is necessary to consider the most widely spread
schemes of fraudulent activities in the Internet for today:

e “Social engineering” hackers send SMS /email
or call you on behalf of the Bank and under
various pretexts try to get the Client’s Login,
Password, Print Name, numbers of accounts,
cards, pin codes, etc.

e  “Phishing” — The Client receives by mail or
otherwise a link to fake web-site, which can be
visually identical to the official one, with a
request to enter the Login and Password for any
reasons (Password is out-of-date, additional
authorization is required, unlocking of the
blocked access, etc.).

e Infection by a malicious code by means of
spreading malicious programs via Internet
resources, for example, social networks web-
sites, or by spamming via electronic mail. After
infecting the Client’s System with a virus or a
“Troyan” program the hacker gets full control
over the System.

When using the System it is required to remember that;

In case the Client discloses suspicious transactions in
the System, it is required to refer to the Bank’s Client
Support Service immediately via telephone number
published on the corporate website of the Bank.
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