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TEPMHWHBI U OITPEJEJIEHUSA

ACII KimenTa — aHanor cOOCTBCHHOPYYHOH MOJIIHCH
Kiuenra, ynocroepsitomuii  (akT COCTaBICHUS U
MOJIHCAaHus DJIEKTPOHHOIO JAOKYMEHTa, IeperaBaeMoro
B bank ot umenun Knuenra ¢ ucnons3oBanneMm CucTemsl,
YIOCTOBEPSIOMUN MOJIMHHOCTh TAaKOro OJIEKTPOHHOI'O
JOKyMEHTa, BKJIIOYasi BCE €ro 00s3aTebHble PEKBU3UTEHI,
TIO3BOJIIOIIN I JOCTOBEPHO YCTaHOBHTH, 9TO
ONeKTpOHHBIH JOKyMEHT wucxogutr ot Kimenra. B
kagectBe ACII wmcmomp3yercss PazoBbIli  ceKpeTHBIN
1apoJb.

AyTeHTH(UMKALUSA — IPOLEAYpa IPOBEPKH NOIITMHHOCTH
Knuenta ¢ nomousto Jloruna, Ilaposns, BpemenHoro

napois, KomoBoro cmoBa WIM HMHBIM  croco0OoM,
NPETYCMOTPEHHBIM YcnoBuamu. [TonoxurenbHbIi
pe3yabTar  AYTCHTHU(HKAIIMKA  MOATBEPXKAACT,  YTO

¢dbopmupoBanne u mepemada B bBaHK DJIEKTPOHHBIX

JNOKyMeHTOB/OOpamienue B bank uepes  CiyxOy
KITUCHTCKOW  TOIACPIKKH, TIPOM3BOTUTCS caMUM
Kinentom.

Ba3a gannbIx — 0a3a maHabx banka Poccuu o cirydasx
MOTBITKAX ~ OCYIIECTBICHUS  TEPEBONOB  ICHEKHBIX

CpCACTB oe3 I[O6pOBOJ'IBHOFO corjiacus KJIIMCHTA, KOTOpas
COACPIKUT CBCACHUA, OTHOCAIINUECCA K KJ‘II/ICHTy u (I/IJ'II/I) c€ro
3JIEKTPOHHOMY CPEACTBY ILIATEXKa, B TOM YHCJIC CBEACHUS
(enepanbHOro OpraHa MCIOJHHUTEIBHOW BIACTH B cdepe
BHYTPCHHHX JICI O COBCPIICHHBIX MPOTUBOMIPABHBIX
):[CﬁCTBPIS[X, HOJ’Iy‘IaeMI:.Ie B COOTBETCTBUHN C
3akoHoAarenbcTBOM Poccuiickoit @enepanuu.

Bauk — AKIIMOHEPHbBII KOMMEPYECKHI BAHK

«EBPOOMMHAHC MOCHAPBEAHK» (akumonepHoe
obmecTBo). Mecto HaxoxaeHws: 121099, Poccus,
r. MockBa, yin. Hoserit Ap0ar, n1.29. ['eHepanpnas
nunensusa banka Poccun Ne 2402.

BanoTHple omepanmMHd — OIEpaldH, SBISIONIHECS
BaJIFOTHBIMU oTmepanusIMu B COOTBETCTBHH c
JIEHCTBYIOIIUM 3aKOHO/IaTEIbCTBOM Poccuiickoit
denepanuu.

BpemeHHblii NapoJib — YHUKaJIbHAS MOCIEI0BATEILHOCTh
CHUMBOJIOB, HanpaBisieMas Kinenty bankom mocpenctsom
CMC-cOOOmIeHNT Ha 3aperucTpUpOBaHHBI HOMEp, H
ucnons3yemas Kimmentom B kauectse [laposist npu nepsom
Bxoze B CucreMy, a Takke B CIydae BOCCTaHOBJIICHUS
nocryna k Cucreme nociie Kommnpomeraumu/yTpaTsl Wim

OJIOKNPOBKH Cucremoit IMaponsa W/vim
Jlornna/mprocranoBnenus nocryna k Cucreme.
JucTaHnMoHHOe  0AaHKOBCKOe  OOCIy:KHBaHHE  —

npenocTaBienne bankom KimeHTy ¢ ucmonb3oBaHHEM
KanamoB mocTyma BO3MOXXHOCTH TIiepenadu  baHky
DONEeKTPOHHBIX JOKYMEHTOB B IIENAX TMPOBEACHHUS
Omnepanuii, TPEIOCTABICHWE BO3MOXHOCTH TIEepenadn
Mexnay bankoM u Kimentom ¢ ucnons3oBanuem Kananos
noctyna JIOKYMEHTOB TI0 BKJIATy, TNPEIOCTaBIcHUE
bankom Kimenty ¢ ucnonws3oBanuem KananoB jgocryna
uHpOpPMAMK O TONyYeHHBIX B baHke KpeawTax,
pa3MEIEHHBIX CPOYHBIX BKJIAJaX, BBIMYIICHHBIX Ha UMS
Kiuenra 6aHKOBCKUX KapTaX, octaTkax u Onepanusx 1mo
Cuetam, UHBIX CBEJICHUH, IPEJOCTABICHUE BO3MOKHOCTH
OCYLIECTBJICHUS Nlepenucku Mexay bankom u Kinnenrom
¢ ucnoab3zoBanuem Kananos gocryna.

Horosop AUCTAHLMOHHOIO 0aHKOBCKOI0
oocayxuBanus (JJorosop) — norosop mexay Kimenrom

TERMS AND DEFINITIONS

EHS of the Client — an equivalent of handwritten
signature of the Client certifying the deed of drafting and
signing an Electronic document transferred to the Bank on
behalf of the Client using the System, authenticating such
Electronic document including all its compulsory details,
in order to reliably determine that the Electronic document
is coming from the Client/ A Session Key is used as the
EHS.

Authentication — a procedure of the Client authentication
using Login, Password, Temporary Password, Memorable
Word or any other means set out in the Terms and
Conditions. The positive outcome of Authentication
verifies that the creation and submittal of electronic
documents to the Bank/the application to the Bank’s
Customer Support is carried out by the Client.

Database — database of the Bank of Russia with cases and
attempts of funds transfers without the Client’s voluntary
consent which contains the data related to the Client and/or
their electronic payment instrument, including data of the
federal executive body in the area of internal affairs on
commited unlawful actions obtained in accordance with
the legislation of the Russian Federation.

Bank — Evrofinance Mosnarbank. Location: 29 Novy
Arbat, Moscow, Russia, 121099. General license No. 2402
of the Bank of Russia.

Currency transactions — transactions that are currency
transactions according to the legislation of the Russian
Federation in force.

Temporary Password — a unique sequence of symbols
sent to the Client by the Bank by means of SMS to the
Registered Number and used by the Client as a Password
at first login, as well as in case of the System access
recovery after a Compromise/loss or blocking by the
System of the Password and/or Login/suspension of access
to the System.

Remote Banking Services — rendering by the Bank to the
Client, using the Access Channels, possibility to transfer
to the Bank Electronic Documents for the purposes of
Transactions conduction and Deposit management, the
Bank's submittal of information to the Client on the credits
obtained in the Bank, opened term deposits, bank cards
issued out in the name of the Client, balances and
Transactions on the Accounts, other information via the
Access Channels, as well as providing possibility to hold
correspondence between the Bank and Client using the
Access Channels.

Remote Banking Services Agreement (the Agreement)
—an agreement between the Client and the Bank concluded




n baHkoM, 3aKIIOYEHHBIM MyTeM PUCOEIUHEHUS
Kmmenra x VYcmoBusim. JloroBop BKIOWaeT B cels
MOJNMCAaHHOE 3asiBICHNE O TIPHCOCIUHEHNH K Y CIIOBHSM,
Hacrosmue YcnoBus u Tapudsr banka.

JloKyMeHTbI 1O BKJAAy — 3asgBICHHC Ha OTKPBITHE
CpPOYHOTO OAHKOBCKOTO BKJIa/a, 3asBJICHHE HA 3aKPHITHE
CPOYHOT0 OaHKOBCKOTO BKJIa/Ia, W/UITU UHBIC JOKYMEHTHI,
HampasJisieMble C LEIbI0 3aKIIOUCHHS WM PACTOPIKEHHS
JIOTOBOpA CPOYHOT0 OAaHKOBCKOIO BKJIaJa, MEpEeIaHHbIe
Kmuentom B bank wnm bankom Kimenty B Bume
DIEeKTPOHHBIX JTOKYMEHTOB C UCHOJb30BaHHMeM KaHamos

JOCTyTa.
3asiBjeHHMe O TPUCOEJIMHEHMM K YCJIOBHSIM —
MIICBMEHHOE  BOJEM3bsiBICHHE KimneHTa 3aKI04HTh
Horogop.

3aperucTpupoBaHHBINi HOMEpP — HOMEp MOOMIIEHOTO
tenedona, ykazaHHeIW KimeHToM B 3asgBieHHH O
MPUCOCANHECHUN K VcaoBussM WM 3agBJICHUU O €TI0
m3meHennn (o ¢opme baHka) is nened MOaydYCHUS
nHpopmanmu B  cOOTBETCTBUM ¢  JloroBopom u
TpeOOBaHUAMU 3aKOHOJATENbCTBA Poccuiickoit
denepanyu 00 obs13aTensHOM HHGOpMHUPOBaHUU bankom
Krnuenra, B TOM unciie 00 HCTEYCHUHU CpOoKa OAHKOBCKOT'O
BKJIaja.

Hnentuduxarop mnosaydareas CpeacTrB — HOMEp
MobminpHOro  Ttenedona  Knmenra,  mosBossrommit
OJHO3HAYHO yCTaHOBHUTH KimeHTa cpenu onpeaeIeHHoro
MHO)KECTBa KJIMEHTOB B baHKe M ONpenennuTh PEeKBU3UTHI
JUIL  OCYLIECTBIICHWSI TI€PEBOJA JICHEXHBIX CpEACTB
Knuenty na ero Cuer B banke co Cuera nqpyroro Knuenra,
OTKpbITOrO B banke.

HNudopmannoHHbIi PeKUM - pexuM
¢ynkronupoBanust Cuctembl, npu kotopom KimeHty
JOCTYNEH  OTPaHMYEHHBIH  (QYHKIHOHAI  (PEXHUM

«IPOCMOTPay», a TaKke HampaslieHue B bank cooOieHnii
cB0oOOIHOTO (hopMara).

Kanan pocryma — kaHan mepenadd  OJIEKTPOHHBIX
JOKyMEHTOB, 00CITy>KHUBaHHE 110 KOTOPOMY TIPOU3BOIUTCS
C WUCIIOJIb30BAaHMEM CIIEHHAIM3UPOBAHHBIX TEXHUYECKHX
cpencte (MHTepHEeT) Oe3 ywactus paborHuKOB baHka,
obecrieunBarOmnit Knuenram BO3MOXKHOCTb
caMoCTosATeNIbHO (opMHpOBaTh W TepenaBaTh B baHk
DNeKTpOHHbIE JOKYMEHTHl U TIoJy4aTh OT baHka
ONEeKTPOHHBIE TOKYMEHTEHI.

Kapra banka — oMmutupyemas baHkoMm pacueTHas
(mebGeToBast) KapTa, pacyeThl C MCIOJIb30BAaHUEM KOTOPOM
OCYIIECTBIISIIOTCS B COOTBETCTBUH C 3aKOHOJIATEIbCTBOM
Poccuiickoit ®enepauuu ¥ YCHOBUSIMH BBIIYCKAa U
oOcimyxuBanus  OankoBckux  kapr  AO  AKB
«EBPO®MHAHC MOCHAPBAHK».

Kaunent — ¢usnueckoe nmno, uMeromee cuera B banke,
OTKpPBITBIE HA OCHOBAaHHMM JOTOBOpa OAHKOBCKOTO cyeTa
(e  Kacaromerocs  C4eTOB A PacyeToB  C
HCTIONIb30BaHWEeM OaHKOBCKMX KapT) W/WIM JOTOBOpa
cYeTa BKJIaJa «J0 BOCTPEOOBAHUS».

Kon pnocryma — 1uudpoBoii Koj, YCTaHABJIMBAaeMBIH
Knnentom B MmoOmisHOM Bepcun Cuctemsl EuroLink, mist
OBICTPOH AyTEeHTH(PUKAITNH.

KogoBoe c¢j10BO — mocienoBaTedbHOCTh CHUMBOJIOB,
n3BectHast Tobko Kimenty u banky, ncnons3yemast aist
Aytentnduxanun Kiuenta npu oOciyXKMBaHUHM uepe3

through affiliation of the Client to the Terms and
Conditions. The Agreement includes a signed Application
on affiliation to the Terms and signed Application on
affiliation to the Terms and Condition, these Terms and
Condition, and the Rates of the Bank.

Deposit Documents — Application on opening Term
Deposit, Application on closing Term Deposit, and/or
other documents sent for the purposes to conclude or
terminate the Term Deposit agreement, transferred to the
Bank by the Client or by the Bank to Client in form of
Electronic documents wit use of Access Channels.

Application on affiliation to the Terms and Condition
— a written expression of the Client’s will to enter into an
Agreement.

Registered Number — a mobile telephone number
specified by the Client in the Application on affiliation to
the Terms and Condition or an Application on its changing
(according to the Bank's form) for the purposes of
receiving information under the Agreement and the
requirements of the Russian Federation legislation on
mandatory informing the Client by the Bank, including of
the bank deposit expiration.

Recipient Identifier — a mobile telephone number of the
Client, which allows to unambiguously identify the Client
among a certain number of the Bank Clients and determine
the details for transferring funds to the Client's account
with the Bank from the account of another Client opened
with the Bank.

Information mode — functioning of the System when only
limited functionality is available for the Client (view mode
and the possibility to send free-form messages to the
Bank).

Access Channel — electronic documents transfer channel,
which is serviced by means of special technical tools
(Internet) without engagement of the employees of the
Bank, providing the Clients with an opportunity to
generate and transfer to the Bank electronic documents on
their own.

Bank Card — payment (debit) card issued by the Bank,
used for payments performed in accordance with the
Russian law and Evrofinance Mosnarbank’s Conditions of
issuance and maintenance of bank cards as well.

Client — a physical entity, holding accounts in the Bank
opened under the bank account agreement (that is not
related to any settlement accounts with bank cards linked
to them) and/or the "on-demand" deposit account
agreement.

Access Code — a digital code set by the Client in the
mobile version of the EuroLink System for fast
Authentication.

Memorable Word — a sequence of symbols, known only
by the Client and the Bank, used for Authentication of the
Client when dealing with the Client Support Service. The
Memorable word can be multiply used.




Crnyx0y KIueHTCKO# moanepxku. KomoBoe CII0BO MOKET
HCTIOIB30BaTHCSI MHOTOKPATHO.

Komnpomeranusa — ytpara KinmeHTOM KOHTpons Hap
3aperucTpupoBaHHEIM HOMEPOM, a Takke yTpaTa bankom
wm  Kimentom  yBepeHHOCTH B TOM,  9TO
KoHpuneHmanbHass wHpopMmanus (Jlormn, BpemenusbIl
maposis, Ilapoms, KomoBoe cnoBo) He MOXeT OBITh
HCTIOJIb30BaHa TPETHUMHU JIHIIAMHU.

Jlorun — YHUKaJIbHAsI MOCJIEI0BATEILHOCTh
OYKBEHHBIX/IIU(POBBIX CHMBOJIOB, HCIOJIb3yeMas IS
Ayrtentudukanuu Kinuenra B Cucteme. [Ipu perucrparmu
Kmuenra B Cucreme Jlormn ¢dopmupyercs Bankom B
aBTomMaTuyeckoM pexume. B mocneactBum  KiumeHt
BIIpaBe W3MEHUTh JIOTWMH B TOpsIKE, YCTaHOBICHHOM
Venosusamul.

Omnepanusi — He TMPOTHBOpEUAmas ICHCTBYIOUMIEMY
3akoHoAarenscTBY Poccuiickoit denepannn onepanus mno
PACIIOpSHKCHHIO  ICHEXHBIMH — cpeacTBaMu  KimeHTa,
ucnojHsemMass baHkoM Ha OCHOBaHMU BHCKTpOHHI)IX

Z[OKyMeHTOB, nepeuaBaeme B COOTBCTCTBUU [}
VYcnoBusamu.
IMapoJas - MOCJIEI0BAaTEILHOCTD CHMBOJIOB,

CaMOCTOATENIBHO co3AaHHas KnueHToMm, wucmois3yeMas
st Ayrentudukanun Kimenta npu o0CIyKUBaHUU 110
Kananam poctryma. Ilapoms MOXET HCIOIB30BATHCS
MHOTOKPATHO.

PacnopsxeHue — DIIEKTPOHHBIN JOKYMEHT, COAEP KA
pacnopsbxkenne KimeHTa Ha coBeplleHHE OJHOM HIH
Heckonbkux Onepauuii, nepenannsiii Knuenrom banky c
ucnons3oBanueM Kananos nocrymna.

Perncrpanusi —  aBTOMaTW4yeckoe  BHECEHHE B
SJIEKTpOHHOU (dopMe 3amucu O TodydeHnH baHkoMm
OrnexTpoHHOr0 JokyMeHTa Kinenra B mpoToKoJIB paboThl
MpOrpaMMbl, XpaHsmuecss B 0a3ze JaHHbIX CHCTEMBI,
KOTOpbIE aBTOMAaTH4YeCKH (OPMHUPYIOTCSI M BEAyTCS B
Cucteme. Peructpamms 3aBepmiaeTcs IPHUCBOCHUEM
ONEeKTPOHHOMY JOKYMEHTY craTyca «[IpuHaT».

Pa3oBblii  cekpeTHbIi  mapojb —  YHUKaJbHas
MOCIE0BATENBHOCTE  CUMBOJIOB, HCHOIb3yeMas Jis
MOJATBEPKAEHUS]  MOAIMHHOCTH, HEU3MEHHOCTH U
LEJIOCTHOCTH OIIEKTPOHHOTO JIOKYMEHTa, a TaKke
aBropcTBa KnmeHra B oTHOLIEHUM nepenaBaeMbix baHky
OJEeKTPOHHBIX  JTOKyMeHTOB. llocme wWcmomb30BaHUS
PasoBblit CEKpETHBIN 11apoJib CTaHOBUTCSA
HenencTBuTenbHbIM.  Kaxapiii  Pa3oBblil  cexpeTHBIHM
apoJib MIPHU3HACTCS CropoHamu aHaJIOTOM
COOCTBEHHOPYYHOH TMOANUCH H TPH  COBEPUIICHUH
Omnepauuii sBIsieTCSI CPEACTBOM YJIOCTOBEPEHHUS IpaB
pacnopsKeHUs: AEHEKHBIMU CPEICTBAMU, HAXOASAIUMUCS
Ha CyeTe, B COOTBETCTBUU CO cTatbel 847 ['paxkaaHckoro
koxekca Poccuiickoit denepanyu. Pa3oBslil cexpeTHBIN
1apojb MOKET ObITh moiydeH KimeHTOoM mocpeacTBoM
cMc-coobmenns wim nocpenctBoM PUSH-coobmenus
(IpM HAMWYMH TEXHIYECKOW BO3MOXKHOCTH).

CepBuc Best2Pay — cepBuc 1o mepeBOay ICHEKHBIX
CPEACTB C  HCIOAb30BAaHMEM OAHKOBCKOM  KapTbl
OTHpaBUTENs Ha OAHKOBCKYIO KapTy MONMydaTelns IIo
pacmnopspkerusiM KimmeHra, ocyiecTBIsseMblid ¢ TOMOIIBIO
Cucrembr Unteprer-Ilnarexeil omeparopa yka3aHHOTO
cepuca  (mocraBmmka ycuayr) —  OOmecrtBa ¢

Compromise — loss of control by the Client over the
Registered Number, as well as loss of confidence by the
Bank or the Client with regards to the fact that the
confidential information (Login, Temporary Password,
Password, Memorable Word) cannot be used by the third
parties.

Login — a unique sequence of alphanumeric characters
used for the Client Authentication in the System. When the
Client is first registered in the System the Login is
generated by the Bank automatically. The Client has the
right to later on change the Login following the procedure
stipulated in the Terms and Conditions®.

Transaction — the Client’s cash assets disposition
operations not contradicting the applicable legislation of
the Russian Federation, implemented by the Bank based
on the Client’s Order transferred according to the Terms
and Conditions.

Password — a sequence of symbols created by the Client
and used to authenticate the Client for servicing through
the Access Channels. The Password can be multiply used.

Order — an Electronic Document containing the Client’s
instruction for conducting one or several Transactions,
transferred by the Client to the Bank by means of Access
Channels.

Registration — an automatic process of making an
electronic entry on the Bank’s receipt of the Client’s
Electronic Document in the program protocols stored in
System database, which are automatically generated and
maintained within the System. The Registration is deemed
complete when the Electronic Document is assigned
"Accepted " status.

Session Key — a unique sequence of symbols used for
identification of the authenticity, immutability, and
coherency, as well as the Client’s authorship of the
Electronic Documents transferred to the Bank. A Session
Key becomes invalid after it is used. Every Session Key is
acknowledged by the Parties as an equivalent of
handwritten signature. When making any Transactions, the
Session Key certifies the rights to dispose of the funds on
the Account under Article 847 of the Russian Federation
Civil Code. The Session Key can be received by the Client
via SMS or a PUSH message (subject to technical
capability).

Best2Pay service — service for money transfers with use
of sender’s bank card to the recipient’s bank card
according to the Client orders, performed through the
Internet payment system of the mentioned service’s
operator (service provider) / Best2Pay LLC (taxpayer
identification number INN 7813531811).

! TIpu nanuuumn Texnuueckoil Bosmoxknoctn y banka/Subject to technical capability of the Bank.



http://context.reverso.net/translation/english-russian/alphanumeric+characters+and

orpaHM4YeHHON oTBeTcTBeHHOCThIO «bect2neit» (MHH
7813531811).

Cucrema ob1cTpbIx miatesxkeii (CBII) — cepsuc OpICTpBIX
IUIaTeKe MIIaTexXHoM cucteMsl banka Pocenn.

Cucrema MHurepHer-Ilnarexeii — wuHQOpMaOHHBIE
CHCTEMBI, HpOrpaMMHO-aIIapaTHbIC KOMILIEKCHI
omneparopa CepBuca Best2Pay, B ToM wuyucime caifr
https://pay.best2pay.net, nossonsronue Knuenry banka
(opMHpOBaTE W HANpaBIATh PACIOPSDKEHHS B OaHK
CepBuca Best2Pay nns ocymectBieHus mnepeBoja
JICHE)KHBIX CPEJICTB C OAHKOBCKOW KapThl OTIIPABUTENSI HA
0aHKOBCKYIO KapTy mojydareis (IepeBoJ C KapThl Ha

KapTy).

Cucrema  EuroLink  (Cucrema) —  cucrema
J¥CTaHIIHOHHOTO 0aHKOBCKOTO 00CITy)KUBaHHA
(bU3NIECKUX JINI], UCTIONIb3YyeMast, B TOM YHCIIe, B KAUeCTBE
OJEeKTPOHHOI'0 CPeACTBA IUIaTeXka.

Cayx0a KIMEHTCKONW NOAJEPKKH — TOApa3/eicHue
banka, ocymecTBisitoniee obcnyxkuBanne KnueHToB mpu
oOpariennu B bank mo TenedoHy, onyOJMKOBaHHOMY Ha
kopnopatuBHoM MHTepHeT-caiite banka.

CoennHeHne — MoCJIeI0BATEILHOCTD JekcTBUi KineHra,
HEOOXOMUMBIX JJIs MONydeHus noctyma Kk CHcTeme 1o
Kanmanmy poctyma B mpenenax OIHOTO HEIPEPHIBHOTO
uHTepBania BpemeHH. [lma kaxkgoro CoenuHEHHS
AyTeHTH(UKALINSA TPOU3BOANUTCS OAWH pa3 M CUUTACTCS
JeHCTBUTENBHON B TeueHue Bcero CoeTuHEHUs!.
Croponbl — bank u Knuenr.

Cuer — cuet Kinenra, oTkpsIThIif B baHke Ha OCHOBaHUU
JoroBopa OaHKOBCKOTO CdYeTa W/WJINM JOTOBOpa cyeTa
BKJIaJIa «J0 BOCTPEOOBaHUS» W/MIU JOTOBOPA CPOUYHOTO
0aHKOBCKOT'O BKJI/Ia.

Tapudbr banka — pasmep BosHarpaxaeHus baHka 3a
npenocrapieHne KineHTy yciyr MO HCHOJIb30BaHHUIO
CHCTEeMEI, B TOM YHCIIE 32 MPEIOCTABICHHUE BOZMOKHOCTH
nposeneHust Onepauuid mo CueTry C HCIOIb30BAaHUEM
Cucremsl.

VYeaoBusi — HacTosimpe YCIOBUSA AMCTAHIMOHHOIO
0aHKOBCKOI'O 00CITy)KUBaHHS ¢usndeckux JINIL]
mocpeacteom  Cucremsr  EuroLink B  AO AKB

«EBPOOMHAHC MOCHAPBAHKY.

uexkTponHoe cpeacTso miarexa (ACI) — cpenctso u
(mnm) crioco0, mo3Bostitontue Kimuenty banka coctaBisrs,
YAOCTOBEPATHL W NEPE€AAaBATHL PACHOPSIKECHUA B LEIAX
OCYILIECTBIICHHUS TIEPEBOJIa ICHEKHBIX CPEACTB B paMKax
mpUMEHSeMBIX  (GOpM  OC3HANMYHBIX  PAacyeTOB ¢
HCTOJB30BaHUEM WH(OPMAIUOHHO-KOMMYHHUKAIIHOHHBIX
TEXHOJIOTUH, JIIEKTPOHHBIX HOCHUTEICH WHPOpPMAluu, B
TOM YHUCIIC TUIATEXKHBIX KapT, a TAK)KE MHBIX TEXHUYECKUX
YCTPOMCTB.

DJIeKTPOHHBbIN JOKYMEHT — JJOKYMEHT, MMOAMUCAHHBIN
ACII Knuenra, napopmanus B KOTOPOM TIPEICTaBICHa B
AJIEKTPOHHOW (opMe, BKIIOYAs, HO HE OTPaHUYHMBASCH,
3asgBJICHHE HA OTKPBITHE/3aKPBITHE CPOYHBIX OAHKOBCKIX
BKJIQJIOB, PACIOPSDKEHHS O TIEPEBOJIE AEHEKHBIX CPEICTB,
yBeIOMJICHHE 00 W3MEHEHUW/OTCYTCTBUHM W3MCEHEHUH
paHee IpeACTaBICHHBIX HACHTH(UKAITMOHHBIX CBEICHHUN
B paMKax TpOBEAcHHs bBaHKOM  MEpONpUSTHIA,
HATIPABJICHHBIX HAa WICHTHU(OUKAIMIO U OOHOBICHHE
CBCACHUH O CBOMX KIHMEHTaX, HUX IPEACTABUTEIX,
OcHeUIMAPHBIX BJIAJCNbIaX U BBITOJONPUOOPETATEINSX,

Fast payment system (SBP/FPS) — service of fast
payments provided by the Bank of Russia’s payment
system.

Internet payment system — information systems, soft-
and hardware complexes belonging to the Best2Pay
operator, including the website https://pay.best2pay.net
which allow the Bank’s Client to create and send orders to
the bank of the Best2Pay service with the purpose of
money transfer from the sender’s bank card to the
recipient’s one (transfer from card to card).

EuroLink System (System) — a system of Remote
Banking Services rendered to physical entities, used,
without limitation, as an Electronic Means of Payment.

Clients Support Service — a Bank unit servicing Clients
upon referring to the Bank by the telephone published on
the Bank’s corporate website.

Connection — a sequence of Client’s actions required for
getting access to the System via the Access Channel within
the frameworks of one continuous interval of time. For
each Connection the Authentication is performed once and
considered valid for the entire period of Connection.

Parties — the Bank and the Client.

Account — the Client’s account, opened in the Bank under
the bank account agreement and/or under the "on-demand"
deposit account and/or Term Deposit agreement.

Bank Rates — the size of Bank fees for the System usage
services rendered to the Client, including for providing
with an opportunity to conduct Account transactions by
means of the System.

Terms and conditions — the present terms and conditions
on remote banking services rendered to physical entities
via EuroLink system in Evrofinance Mosnarbank.

Electronic Means of Payment (EMP) — a tool and (or)
method which enable the Bank’s Client to draft, certify,
and transfer orders for the purposes of transferring
monetary funds within the framework of applicable forms
of cashless settlements using information and
communication technologies, electronic information
carriers, including payment cards, as well as other
technical devices.

Electronic Document — a document signed with the
Client’s EHS containing information in electronic form,
including but not limited to, Application on
opening/termination of term deposits, instruction to
transfer funds, a notice of change/no change in the
identifying information previously submitted in the
framework of the Bank activities aimed at the
identification and update of information about its Clients,
their representatives, beneficial owners and beneficiaries,
Application on limitation of operations with accounts
performed through the System, other applications. The
Client acknowledges that an electronic document
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3asBieHHe 00 orpaHudeHnu omnepauuii 1o Cueram,
HPOBOJHMMBIX € NMOMOIIBI0 CHCTEMBI, MHBIC 3asBICHUS.
KimeHT npusHaer, 4To SMEKTPOHHBIH TOKYMEHT (B TOM
YHCIIe MPUWIOKEHHS K DICKTPOHHOMY NOKYMEHTY, €CIIH
TaKOBBIE UMEIOTCA), COOPMHUPOBAHHBIN U NepeTaHHBIN B
HOpsAKE, IPEIYCMOTPEHHOM J[0OrOBOpPOM, HMEET PaBHYIO
IOPUINYECKYI0 CHIY C IOKYMEHTOM Ha OyMa)KHOM
HOCHTEJIE, TIOAITMCAaHHBIM COOCTBEHHOPYYHOH IOIIHCHIO.
PUSH-coo6menune — cooOuieHue, HCIOIb3yeMOe JUIs
nepenaun MHQGopManuu Ha MOOWIBHBIE TeNe(OHBI IMOJ
ympaBiieHHeM omnepannonHsix cucteM i0S, Android OS
(mo texuomorusim Apple Push Notification Service u
Google Cloud Messaging).

1. OBIIME ITOJIOKEHUSA

1.1. Hacrosmue VYclOBHS YCTaHABIMBAIOT IOPSIOK
obcyxuBaHHs (DU3HMYECKHX JIMI C HCIOJIb30BAHHEM
CucTeMBl M ONPENEISIOT BO3HUKAMOIINE B OTOH CBS3H
npaBa, 00513aHHOCTH ¥ OTBETCTBEHHOCTH CTOPOH.

1.2. YcnoBus sBIAIOTCS THIIOBBIM (opMyJssipoM banka n
MOTyT ObITh HPHHATH KiMEHTOM He MHave Kak IyTeM
NPUCOEIMHEHHNsT K YCIOBHSM B 1I€JOM B IOPSJKE,
YCTAHOBJIEHHOM Y CIIOBUSIMHU.

1.3. 3axsrouenue Jlorosopa ocymiectBisiercs KinueHTom B
COOTBETCTBUU €O cTaTbeil 428 ['paxIaHCKOTO KoJekca
Poccuiickoit denepauun nyrem npexacrapieHuss B bank
3anenenun o npucoedunenuu K Ycnoguam Ha OyMaxHoM
HOCHTEIIE B IBYX IK3EMIUIAPaX, COCTABICHHOTO M0 (popme
[punoxenns Nel k ¥YcaoBusm.

1.4. Ins monTBepxaeHus (akta 3aximroueHus JloroBopa u
peructparmn B Cucreme bank mnepemaer Kimenty
IK3EMIUTAP 3aA61eHuUA 0 NPpUcoeOUHeHuu K Ycnosuam c
ommemkoii o nonyyenuu bankom u npuceoennvim
Jozunom ons éxooa ¢ Cucmemy.

15. bawk c¢ memslo o3HakoMJIeHHs KimeHTa C
uHpopManueii, mnpexycMoTpeHHo# JloroBopom, B TOM
gucie ¢ YCIOBHSAMHE, pa3MeIlacT BCIO HEOOXOTUMYIO
nHpOpMaNHUIo Ha KopriopatuBHoM MHTepHEeT-calite banka
www.evrofinance.ru w/unu pasmemiaetr OOBSBICHUS Ha
CTEeHJaX B CTPYKTYpHBIX mojpasjeneHusx banka,
OCYIIECTBITIONINX 00cmyxuBanue KiineHToB.

1.6. MomenTOoM mmyOiMKaiue Y Ca0BUi U HHPOPMALIHH, &

TakKe€  MOMEHTOM  O3HakowseHuss  Kimenra ¢
OMyONMKOBaHHBIMH ~ YCIOBHAMH W HH(pOpManuen
CUMTaeTcs MOMEHT WX IIepBOTO pa3MeIIeHus Ha

kopnopatuBHOM MHTepHeT-caiite banka.

1.7. OnoBemenne Knnenra mo Bompocam, CBS3aHHBIM C
UCcToNnHeHueM JloroBopa, B TOM 4YHCIE OINOBELICHUE
Knnenra 00 orpaHMYeHMH/TIPHOCTAHOBJICHUN JOCTYyIa K
Cucreme mno wuHHOMatuBe banka, 00 Omneparusx,
COOTBETCTBYIOLIUX MPU3HAKAM OCYLIECTBICHUS NIEPEBOAA

JNCHEXKHBIX  cpeiacTB  0e3  cormacus — Kimenra,
ocymectBisiercss banmkom mo CucremMe wW/uiau 1O
3aperucTpupoBaHHOMY HOMEPY 1/Anm yTeM

HaTpaBJICHUS MHUCHMEHHOTO YBEJAOMIICHHS IO ajpecy,
yka3zaHHOMy KIHMEeHTOM B KOHTakTHOH WH(pOpMaIuu
3asBJIeHHsI O IPUCOSAMHEHNH K Y CJIOBHSIM. baHk He HeceT
OTBETCTBEHHOCTH 32 HETaTUBHBIC TIOCIEACTBHSA, KOTOPHIE
MOTYT BO3HHKHYTh y KiMeHTa BciencTBue HemoaydeHus
YBEIOMJICHHS OT baHka yKka3aHHBIMH BBIIIE CIIOCOOAMU B
CBA3U c HEJIOCTOBEPHOCTHIO/HEAKTYaIbHOCTHIO

(including attachments to the electronic document, if any)
generated and transferred in the manner provided for in by
Agreement, has equal legal force with the document on
paper signed with the handwritten signature.

PUSH message — a message used to send information to
mobile phones running iOS, Android OS (via Apple Push
Notification Service and Google Cloud Messaging
technologies).

1. GENERAL PROVISIONS

1.1 The present terms and conditions stipulate hereby
the physical entities service procedure in connection with
the System and identify the rights, obligations and
responsibilities of the Parties arisen in this regard.

1.2. The Terms and Conditions are considered to be a
typical form of the Bank and shall be accepted by the
Client only by means of affiliation to the Terms and
Conditions in general according to the procedure stipulated
by the Terms and Conditions.

1.3. The Agreement conclusion is carried out by the Client
in line with the Article 428 of the Civil Code of the
Russian Federation by presentation to the Bank an
Application on affiliation to the Terms and Conditions in
hard copy according to the form presented in Appendix
No. 1 to the present Terms and Conditions.

1.4. To confirm the Agreement conclusion and registration
in the System the Bank provides the Client with a copy of
the Application on affiliation to the Terms and
Conditions with the Bank’s receipt mark and the
assigned Login to enter the System.

1.5. The Bank posts all the necessary information on the
corporate website of the Bank — www.evrofinance.ru
and/or posts announcement on information boards in the
structural units of the Bank servicing the Clients, for the
purposes of information provision to the Client as set out
by the Agreement, including the Terms and Conditions.

1.6. The time of publication of the Terms and Conditions
and information, as well as the time of presentation of the
published Terms and Conditions and information to the
Client shall be deemed to be the time when they are first
posted on the corporate website of the Bank.

1.7. The Client shall be notified by the Bank of the issues
related to the performance of the Agreement, including
notification of the Client of any restriction/suspension of
access to the System on the Bank’s initiative and
Transactions with the signs of money transfer performed
without the Client’s consent, via the System and/or the
Registered Number and/or by written notification to the
address specified by the Client in the contact information
of the Application on affiliation to the Terms and
Conditions. The Bank shall not be liable for any adverse
effects that may occur due to the Client’s non-receipt of a
notification from the Bank via the above communication
means due to wrong/outdated information specified by the
Client in the contact information, as well as due to the
inaccessibility of such communication means for the
Client.
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nHdopmanny, ykazaHHOM KiueHTOM B KOHTAaKTHOM
nHPOPMALINH, a TaKXKEe B CBSA3HM C HEIOCTYMHOCTHIO IS
Kimenra ykasaHHBIX CITIOCOOOB CBS3H.

1.8. ducranumonHoe OaHKOBCKOE  OOCITy>KHBaHHE
Kimenra ¢ ncnonp3oBanueM CHCTEMBI TPOU3BOIMTCS B
COOTBETCTBHUM C  3aKOHOJATEILCTBOM  Poccuiickon
Oenepanuy, YCIOBUSAMHU U JOTOBOPaMH, 3aKJIIOUEHHBIMU
Mexny bankom u KimueHTOM, WM MHBIME TOKYMEHTaMHU
banka, onpenensomuMu Nops0K NPOBEACHUS ONepaluit
o cooTBeTcTByMOMEMY Cuery.

1.9. Bank B cooTBeTCcTBUH C JIOTOBOPOM M Ha OCHOBaHHUH
COOTBETCTBYIOIIUX DIEeKTPOHHBIX JIOKYMCHTOB
okaspiBaeT KiMeHTaM yCcIoyrm 1O TPEeIOCTaBICHUIO
BO3MOKHOCTH TIPOBEICHUS C UCIONB30BaHUEM CHCTEMBI
CIEeAYIOLIUX NeHcTBHITZ:

- TIEpEBOJl NIEHEKHBIX CPEICTB B POCCHICKHX PYyOIsIX
Mexny cBoumu Cueramu B baHke m Ha cBoW cueTa B
JIPYTUX KPEIUTHBIX OPTaHU3AIHAX;

- MepeBO/| ICHEeKHBIX CPEJCTB B POCCUICKHUX PYOJsIX Ha
cyeTa MHBIX MoJjydvarenedl (FOpUANYCCKUX U (PU3MYCCKIX
TIHLT);

- MEepeBOA JICHEXKHBIX CPEJICTB B POCCHHCKHX PYOISIX C
nomoteio Cepsuca Best2Pay (c Kaptsl banka Ha xapTy
CTOpPOHHETro 0aHKa-3MHUTEHTA, C KapThl CTOPOHHET0 OaHKa-
smuteHTa Ha Kapty banka);

- TIepEeBOJ ICHEKHBIX CPEICTB B POCCHICKHUX PyOIsIX Ha
cuet baHka;

- TIEPEBOJT ICHEKHBIX CPEICTB B POCCHICKHUX PYOIIX U B
WHOCTPaHHOH BaJIOTE HAa OPOKEPCKUE CUeTa, OTKPHITHIC B
banke nns Knnenra;

- TIePEeBOJ] ICHEKHBIX CPEACTB B MHOCTPAHHOHN BalioTe Ha
CBOHM CUeTa, Ha CueTa MHBIX MOoJydaTeneil (FopuanIecKux
u pu3nyeckrx aun) B banke, a Takxke Ha CBOM cyera, cyera
HHBIX TOJTydaTesieil (FOpUINIeCKUX U (PU3HUCCKUX JIHII) B
JIPYTUX KPSIUTHBIX OPTaHU3AIHSIX;

- nonojHeHHne cBoux CUeToB (3a UCKIIOUEHHEM CYETOB,
OTPBITHIX Ha OCHOBAHUH JOTOBOPA CPOTHOTO OAHKOBCKOTO
BKIIa1a) B baHke B pocCHIfCKHX PYOIISIX CO CBOUX CUETOB B
JIPYTUX KPETUTHBIX OPTaHU3AIHAX;

- TepeBOi JCHEKHBIX CPEACTB B PYOIsIX B IONB3Y
FOPUIAICCKIX JIHIL u WHIABUIYaTbHBIX
MIpeaIpUHIMATENeH A OTUIATHl TOBApOB, PaboT U yCIyT
C HCHIOJB30BaHHEM PEKBHU3WTOB TEPEBOJA, MEPEJaHHBIX
MOJTy9yaTelIeM CpEACTB IIIATENBIINKY B 3JIEKTPOHHON
(opmMe U TIpeACTaBICHHBIX B TOM YHCIIE B BUJIE KOJIa;

- MOKYIIKH-TIPOJIa’K MHOCTPAHHOM BAIOTHI 3a PyOIIH;

- 3aKIIOYCHWE W PACTOP)KEHHE IOTOBOpa OaHKOBCKOTO
BKIIQ/1a;

- JOCTYH K COXPAaHCHHBIM KONHSIM OJIEKTPOHHBIX
JIOKYMEHTOB;

- HacTpoiiKka pa3pelleHHsl TONYYCHHUS MEPEBOJIOB C
moMomielo  VneHTudukaTopa moimydarens — CpPEJICTB
(BayTpu banka u yepe3 CBII), a Takxke ocymiecTBICHHS
MIEPEeBOIOB IO 3ampocaM M3 JAPYTHX KPEIUTHBIX
opraHuzauuii;

- TIoJTydeHue KypHana onepanuii mo Cueram (B pyossx u
MHOCTPAHHOMW BaJIIOTE);

- TToJTy4YeHrne MH(POPMAITH O CPOYHBIX BKIAJAX;

- ToJy4YeHne MH(POPMAITH O KpeANuTax;

- moiy4ycHue HHGopMaIuu o0 GAaHKOBCKUX KapTax;

- mosry4yeHue MH(opMaIuu 0 OPOKEPCKHX CUYeTax;

1.8. The Remote Banking Services shall be rendered to the
Client using the System in accordance with the legislation
of the Russian Federation, the Terms and Conditions, and
the agreements concluded between the Bank and the
Client, or any other documents setting out the procedure of
performing transitions on the respective Account.

1.9. The Bank, according to the Agreement and based on
the applicable Electronic Documents, renders services to
the Clients, providing the opportunity to conduct the
following activities by means of the System?:

- money transfer in Russian Rubles between own
Accounts opened with the Bank and to own accounts with
other credit organizations;

- money transfer in Russian Rubles to other
recipients’ accounts (legal and physical entities);

- money transfers in Russian Rubles through the
Best2Pay service (from the card issued by the Bank to the
card of other issuer, form the card of other issuer to the
card issued by the Bank);

- money transfers in Russian Rubles to the Bank
account;

- money transfers in Russian Rubles and foreign
currency to brokerage accounts opened for the Client with
the Bank;

- money transfer in foreign currency to own
accounts, to other recipients’ accounts (legal and physical
entities) opened in the Bank, as well as to own accounts
and to accounts of other recipients (legal and physical
entities) in other credit organizations;

- replenishment of own accounts opened with the
Bank in Russian Rubles from own accounts opened with
other credit institutions (except accounts opened on the
basis of term deposit agreement);

- transfer of money in Ruble in favour of legal
persons and autonomous entrepreneurs as payment of
goods, works and services with use of transfer details
submitted by the payee to the payer in digital form,
including in the form of a code;

- foreign currency exchange for Rubles;

- concluding and termination of Term Deposit
agreement;

- access to stored copies of the Electronic
Documents;

- resolution setting for receiving of transfers with
help of the recipient’s Identifier (inside the Bank and
through the SBP/FPS), as well as for money transfersr on
request of other credit institutions;

- retrieval of a transactions statement (in RF Rubles
or foreign currency);

- retrieval of information on term deposits;

- retrieval of information on credits;

- retrieval of information on bank cards;

- retrieval of information on brokerage accounts;

- retrieval of information on the Electronic
document processing phases in the Bank;

2 TIpu HanMuMyu TEXHUUECKOH Bo3moxkHocTh y Banka / Subject to technical capability of the Bank.
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- moJTyueHune nHpopManuu 06 ramax oopadboTku B banke
OTHpaBiIeHHOr0 KiMeHTOM DJIeKTPOHHOTO JOKYMEHTA;

- TIOJIyYeHHE YBEIOMIICHUH O HEOIUIAUYeHHBIX WTpadax u
Haorax (B ciydae OQOPMIICHHS COOTBETCTBYIOIIEH
TTO/IITHACKH);

- camocToATenbHast cMeHa I[laposs, Jloruna,

- (hopMupoBaHme cBOEH 0a3bl MTa0IOHOB IIATEKEH;

- obmeH c¢ baHkoM coo0mEeHHIMH CBOOOJHOTO
¢dopmaTta (C BOSMOKHOCTBIO NpHUCOEHEHHS (aiiioB), B
TOM uuciie 00 OT3bIBE DJEKTPOHHOTO JOKYMEHTa M0
MOMEHTa ero UCIOJIHeHHsT baHkoM.

1.10. Yenyrn B pamkax MoOuneHOH Bepcuu CHCTEMBI
EuroLink® JOCTYITHBI Knuenram banka,
3aperucTpupoBaHHBIM B CHcTeMe ¥ HMMEIOIIUM
TEXHHYECKYI0 ~ BO3MOXKHOCTb  JUIi  HCIOJNB30BaHHUSA
MoOunbHOM Bepenu Cuctems! EuroLink.

1.11. TIIpencraBurens  KimeHTa T1pu — HaIHYNHA
COOTBETCTBYIOIIEN JOBEPEHHOCTH! BNpaBe B pamKax
HoroBopa ot umeHn KimeHTa NOANUCHIBATh U MOAABATh
3asIBJICHUS O:

- IPUCOCTMHEHHNH K Y CTIOBHSIM (3aKimoueHuu Jlorosopa);

- 6nokupoBanuu CUCTEMBI

- cmene JlormHa wwumm Konosoro
3aperucTpupoBaHHOTO HOMEPA;

- HaTIpaBJICHUU BpeMeHHOTO Maposs;

- mepeBone CucteMsl B MTHPOpPMATMOHHBIN peXuM;

- YCTaHOBJIICHHHM OTpaHWYCHHHA 10 OO0mell cymme
omepanuii 3a KalleHAApHBIH JeHb W/WIN KaJeHIApHBIH
MeCSIII, TPOBOANMEIX TI0 CueraM ¢ moMoIibio CHCTEME,

- orMeHe VHQopManMOHHOTO peXUMa/OrpaHUYEHHH 1o
o0ImIell cymme omepanuil 3a KaJeHIapHBIA [CHb W/WIN
Mecsll, TPOBOAUMBIX TI0 CueTam ¢ moMoIbio CHCTEMBI;

ClI0Ba W/Wiu

- pactopxxenuu Jlorosopa.

Bce ocranbHble AeiicTBHS B paMKax HAacTOSLIETO
Horosopa KimeHT 00s3aH coBepmIaTh JIMIHO, €CIIH UHOE
MIPSIMO HE TIPEAYCMOTPEHO Y CIIOBHUSAMHU.

1.12. Ha otHomenms Mmexay bankom u Kimenrom
pacIpoCTpaHIIOTCS (Kimment CUHTACTCS
MPUCOCTUHUBIINMCS K) YCIOBHSA TPEIOCTABICHUS
cepBUCa MO TMEPEBOJAY JCHEKHBIX CPEACTB B paMKax
CHCTEMBI OBICTPBIX IUIATEIKEH, yTBEP)KIACHHBIC BaHKOM,
TEKCT KOTOPBIX ory0InKOBaH B HOpsIIKe,
npeaycMorpeHHoM 1. 1.5 u n. 1.6 Hactosimmx YcinoBuii.
1.13. Inst rieneid Y ciioBuit HepabOUYNMH JHIMHU CUUTAFOTCS

cy000OTBI M  BOCKpeceHbsl (BBIXOIHBIC JIHH), 3a
UCKJIFOUYCHHEM OOBSBICHHBIX pabOYUMH JHIMH B
YCTaHOBJIEHHOM 3aKOHO0/1aTeILCTBOM Poccutickoit

Odenepanyn MopsiaKe, a TakkKe Hepabouue Npa3THHIHEBIC
JHY, ycTaHOBIEHHble TpynoBsiM kogekcoMm Poccuiickoit
Oenepani, U T€ [HU, HAa KOTOpble B CHJIY HOPM
JIEHCTBYIOLIETrO 3aKOHOJIaTeJILCTBA Poccuiickoi
Odenepanii  IEPEHOCITCS] BBIXOJHBIE AHH. Paboumvu
JHIMH IS [eied YCIOBHM CUMTAlOTCS JHU, HE

- receiving notifications about unpaid fines and
taxes (if there is a corresponding subscription in place);

- independent change of Password and/or Login;

- creation of own base of payments templates;

- exchange of free format messages with the
Bank (that provides for the possibility of file
attachment), including on the revocation of the Electronic
document until its execution by the Bank.

1.10. The services provided via the mobile version of the
EuroLink System? are available to the Bank’s Clients who
are registered in the System and have the technical
capability to use the mobile version of the EuroLink
System.

1.11. Where there is a corresponding power of attorney* in
place, the Client's Representative shall have the right to
sign and submit the following applications on behalf of the
Client as provided for under the Agreement:

- On affiliation to the Terms and Condition (conclusion of
the Agreement);

- for System blocking;

- for Login and/or Memorable word and/or Registered
number changing;

- for receiving the Temporary Password;

- switching the System to the information mode;

- setting up limitations on the total amount of operations
with accounts performed during a calendar day and/or
calendar month through the System;

- cancelling the information mode/limitations imposed on
the total amount of operations performed on accounts
during the calendar day and/or calendar month through the
System;

- for the Agreement termination.

All the other actions and measures hereunder shall be taken
by the Client personally, unless provided otherwise by
these Terms and Conditions.

1.12. Relations between the Bank and the Client shall be
subject to (the Client is considered to have joined) the
Terms and Conditions for providing a money transfer
service within the fast payment system approved by the
Bank, the text of which is published in accordance with the
procedure stipulated in points 1.5 and 1.6 hereof.

1.13. For the purposes of these Terms and Conditions,
Saturdays and Sundays (weekends) shall be deemed non-
business days, except those declared business days in
accordance with the procedure established by the laws of
the Russian Federation, as well as non-working holidays
specified in the Labor Code of the Russian Federation and
the days which weekend days are carried over to by virtue
of the applicable laws of the Russian Federation. Business
days for the purposes of these Terms and Conditions shall
be deemed days that are not non-business days hereunder.

3 [Tpu Hanuuuy TeXHUYECKOH Bo3MoxkHOCTH y Banka / Subject to technical capability of the Bank.
4 Odopmnsercs B bamke mmm mnpemocraBiseTcas B baHK B HOTapuanbHOH (opMe (C amocTHIEM HIM WHBIMU
JIeTaJM3alMOHHBIMH OTMETKaMH, B Cllydae ee Oo(opMIIeHHS B MHOCTPAHHOM TOCYIapCTBE, C HaJICKallUM 00pa3oM
3aBepEeHHBIM MepeBoIoM Ha pycckwuii s13b1k)./ Shall be formalized at the Bank or shall be submitted to the Bank in notarial
form (with apostille or legalization marks, in case of its formalization in a foreign country, with duly certified Russian

translation).




SIBIISIFOIIMECS. HEPaOOYMMHU THIMH COTJIACHO HACTOSIIEMY
MyHKTY Y CJIOBUH.

1.14. Oroomenns banka n KimmenTa, HeyperymupoBaHHEIE
HACTOSIIAMH Y CIIOBHSAMH, PETYIHPYIOTCS NEHCTBYIOIINM
3aKOHOIaTEILCTBOM Poccuiickon Depnepanumy,
HOpPMaTUBHbIMM akTaMu banka Poccun, a Taxxe
JNOTOBOpaMH, 3aKIIOYCHHBIMH MEXOy baHkoM u
KnuentoMm, Ha OCHOBaHUU KOTOPBIX KIHEHTY OTKPBITHI
Cuera.

2. UCITOJIb3OBAHUE CUCTEMBbI

2.1. J0OCTYHI K CUCTEME

2.1.1. loctyn x Cucreme npenocraBisiercss KineHrawm,
3aKIFOYMBIIMM JlOTOBOP JUCTaHIMOHHOTO OaHKOBCKOTO
oOcCITy)KMBaHHs IyTeM IPUCOSAWHEHUs K YCIOBHSM, U
3aperucTpupoBaHHEIM bankom B Cucreme.

2.1.2. Hoctyn Kmmenta x CucTeMe OCYIIECTBIACTCS
TOJIBKO TPU YCJIOBHU O0s3aTeNbHON AyTeHTH(UKAIMN
Knuenra.

2.1.3. Odunmaneubiit agpec CHCTEMBI B CETH MHTEPHET:
https://dbo.efbank.ru.

2.1.4. JloruH i1 BXOJAa B CHUCTEMY IIPHUCBAMBACTCS
Bankom B MomeHT peructpanuu Knunenra B Cucrteme. B
cnydae yrpatbl/Kommpomeraruu/0mokupoku CrcteMoi
JlornHa, a Takke B HMHBIX ciy4asx KimeHt
(npencraBurens Kimenra) BnpaBe oOpaTHThCS JIMYHO B
opuc banka g mnpucBoeHus HoBoro JlormHa c
COOTBETCTBYIOIIMM IHCbMEHHBIM 3asBieHneM. KimeHnt
BIIPAaBE CaMOCTOSTENILHO M3MEHUTH JIOrMH mocpeacTBoM
Cucrempr®.

2.1.5. Bpemenuslii mapoms HampaBisercs KimeHty

Barkom TTOCPEICTBOM CMC-COOOICHHS Ha
3aperucTpupoBaHHbBIi HOMep TpHu mnojade KimeHTom
(mpencraBuTeIeM Krnuenra) 3anenenusn o

npucoeounenuu kK Ycnoeusam, TpU BO30OHOBIECHUU
pabotel CUCTEMBI TOCIIE IPUOCTAHOBIEHUS JOCTYTA K HEH
npu mnomade Kimentom (mpexacraButeneM KimenTa)
COOTBETCTBYIOIIETO MTHCEMEHHOTO 3as1BJICHUSI/TIO
nHunuatuBe banka. BpeMmeHHBIN maposs JeHCTByeT B
TEYEHUE CpOKa, YKA3aHHOTO B HANpaBIEHHOM CMC-
coobmennn. [Ipu nampaBnenun Kimenty Bpemennoro
naposiss  bank aHHymupyer gedctByromuii  Ilaposs
Knuenra.

2.1.6. KimeHnt 00s3aH M3MEHUTh BpeMeHHbII mapoib B
TEUEHUE CPOKa €ro AeMCTBUs Ha NOCTOsSHHBINA Ilapoib,
npu 3ToM BpemenHslli naponbs aHHyaupyetcs. [ns
npopoinkeHns pabotsl B Cucreme, B TOM YHCIE B CIIydae
yrpaTs/KommpomeTannn/6I0KHupOBKH Cucremoit
Bpemennoro mapossi/[Taponss Knment (mpeacraButens
Knuenra) nomxen obparutbcst nuyHo B opuc banka ais

NOJy4eHHss  HOBOro  BpemeHHoro  mapois  C
COOTBETCTBYIOIINM ITUCHMEHHBIM 3asIBIICHUEM.
217.B  cmywae  Kommpomeramm  Bpemennoro

napodst/[Taponst/Jlornna/3aperucTpupoBaHHOTO

nomepa/KonoBoro cnosa Kiment BopaBe cooOmuTh
banky o ¢dakre Kommpomeramuum uyepe3 CiyxOy
KJIMEHTCKOM TOJJEPKKH C YYETOM TMOJIOKEHHN IMyHKTa

1.14 Relations between the Bank and the Client not
governed by these Terms and Conditions shall be are
governed by the Russian legislation, regulations of the
Bank of Russia, as well as the agreements concluded
between the Bank and the Client, on the basis of which
Accounts are opened for the Client.

2. UTILIZATION OF THE SYSTEM

2.1. ACCESS TO THE SYSTEM

2.1.1. The access to the System is provided to the Clients
who have signed Agreements on remote banking services
by means of affiliation to the Terms and Conditions and
registered in the System by the Bank.

2.1.2. The access to the System is granted to the Client only
after the Authentication.

2.1.3. The official address of the System in the Internet
network: https://dbo.efbank.ru.

2.1.4. The Login to enter the System is assigned by the
Bank at the moment of registration in the System. In case
of loss/Compromise/blocking by the System of the
Client’s Login and in other cases the Client (the Client's
Representative) may personally apply to a Bank Office in
writing to obtain a new Login. The Client shall have the
right to independently change the Login via the System?®.

2.1.5. A Temporary Password shall be sent to the Client by
the Bank by means of SMS to the Registered Number upon
the Client (Client's Representative) submitting the
Application on affiliation to the Terms and Conditions
upon resumption of the System’s operation after
suspending access thereto upon submission of a respective
written application by the Client (Client's Representative)
/at the initiative of the Bank. The Temporary Password
shall be valid for the period specified in the SMS. When
sending a Temporary password to the Client, the Bank
cancels the current Client Password.

2.1.6. The Client must replace the Temporary Password
within its validity with a permanent Password. Then, the
Temporary Password will become null and void. To
continue working in the System, including in case of
loss/Compromise/blocking by the System of the Client’s
Temporary Password/Password, the Client (the Client's
Representative) shall personally apply to a Bank Office in
writing to obtain a new Temporary Password.

2.1.7.In case of Compromise of the Temporary
Password/Password/Login/Registered
Number/Memorable Word, the Client may inform the
Bank of the Compromise through the Client Support
Service taking into account the provisions of point 2.3.7 of
these Terms and Conditions, for subsequent blocking by
the Bank of the Client's access to the System.

% TIpu Hanuuyu TexHUUECKOM Bo3moxkHocTh y Banka / Subject to technical capability of the Bank.
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237 Hacrosmux YcioBUM s mocnedyromen
6moxupoBku bankom mocryna Knnenta B Cucremy.

2.1.8. bank 6mokupyer moctyn Kmmenta B Cucremy Ha
ocHOBaHMHM TpeboBaHus KimeHTa, mepeJaHHOrO UM HpH
TugHOW siBKe B bBaHK (IepeqaHHOTO TMpeacTaBUTEIEM
Kimenrta npu muanoit sBke B bank) mm gepes CiryxOy
KJINEHTCKOM MOAEPKKH.

2.1.9. Ins nponomkenust padotel B Cucreme B ciryyae
yTpatsl KineHToM KOHTpOis Haja 3aperucTpupoOBaHHBIM
HomepoM Kiment (npencraButens KimeHra) nomkeH
oOpatuthest TMYHO B ouc baHka [y yka3aHUs HOBOTO
3aperucTpupoBaHHOTO HOMEpa.

2.1.10. HUcnons3oBanue Bpemennoro
napossi/[Tapomns/Jloruna/KomoBoro  cinoBa,  nmeiicTBre
KoTOoporo ObuTO TpekpamieHo bankom (mmo TpeboBanHmIO
Knmenra, mo coOCTBeHHONH WHHIMATHBE B CIydae
Kommpomeranuu u 1.1.), HE AOITyCKaeTCA.

2.1.11. Cmena Kopmosoro cnoBa nmpousBoautcs KimmeaTom
(mpenctaBurenem KimeHTa) mpu JHUYHOM OOpAIIeHUU B
oduc banka.

2.1.12. TloakmoyeHue K MOOWIbHON Bepcru CHCTEMBI
EuroLink ocymectBisiercss KiimeHTOM caMOCTOSTENHHO
MOCPEACTBOM CKayMBaHUs M YCTAaHOBKHM MOOWIIBHOTO
npuitoxxenus Evrolink (muist iOS B App Store, nist Android
B Google Play), ee 3amycka Ha CBOEM MOOWIBHOM
ycrpotictBe. [ paboTel B MOOIIBHOM Bepcuu CHCTEMBI
ucnone3ytorcss Jlorun u I[lapons/BpeMeHHBIH maposb,
ucronp3yemble s Bxoga B Cucremy. KimeHT moxer
TaKKe YCTAaHOBHTH IIPAaBHJIO JUIA BXOJa B MOOMIBHOE
npwiokeane no  Komy  ngoctyma  (mpemsaraertcs
MIPUIIOKEHUEM IIPU TEepBOM BXOJE) JIMOO C MOMOIIBIO
Touch ID, Face ID wu jgpyrmx cmoco0os,
MIPEIYCMOTPEHHBIX B MOOWJIBHOM MPUIIOXKEHUH (IpU
HAJIMYUHM ~ TEXHUYECKOW BO3MOXXHOCTH  MOOWIILHOTO
YCTpPOMCTBA).

2.1.13. Uudopmauus O TOCTaBIIUKE MOOHIBHOTO
npwioxkennst Evrolink m ycnoBust ero mcrnonb3oBaHus
pa3mermaroTcs Ha KopriopatuBHoM MHTepHeT-calite banka
www.evrofinance.ru u Ha CTeHIax B CTPYKTYPHBIX
TIOJIpa3/IeIeHUAX banka, OCYIIECTBIISTIOIINX
obcmyxxuBanue KmmentoB. Pasmemenune ykazaHHOU
nHGOPMAIMK O3HA4YaeT IOITBEPKACHHE BO3MOXKHOCTU
ucnonb3oBanus Kiimentom moouspHON Bepcnu CUCTEMBI
B COOTBETCTBUU C Y CIOBUSIMH.

2.2. NPHUOCTAHOBKA 1N
OT'PAHUYEHMUE OBCJIYXKXNBAHUA

2.2.1. bauk BrnpaBe 0e3 MPEJABAPUTEIHLHOTO YBEIOMIICHHS
Knmenra, B ToM dnciie, HO HE OrpaHUYHMBASICH, B CIIydae
Hapymenus: Knuentom [loroBopa, Kommpomeranuu,
BbIsiBNIeHUsT Ormepanuii, COOTBETCTBYIOIIMX MpPU3HAKAM
OCYIIECTBJIICHHUSI IIepeBOJia JICHEXKHBIX CpeAcTB 0e3
J0OPOBOJILHOTO cormacust  Kimenra, BPEMEHHO
MPUOCTAHOBUTh WJIM OrPaHU4YUTh Joctyn Kimenra k
Cucteme. B 3ToM cnydae baHk He3aMeUIUTENBHO MOCTE
MPUOCTAHOBKH/OTPAHHYCHHSL JIOCTYIIa YBEJIOMIIIET O
(hakTe MpUOCTaHOBICHUS/OrpaHueHns qocTyna Kimenrta
B CucreMe B TMOpsAKE, MPETYCMOTPEHHOM IyHKTOM 1.7
HACTOSIIUX Y CJIOBUM.

2.2.2. bank mpuocTaHaBauBaeT oocayxxuBanne Kimenra ¢
ncnonb3oBanueM CHCTEMBI TpW TMOJMydeHWH OT bamka
Poccun nundopmanum, conepxkaiieiics B basze nanubIx, Ha

2.1.8. The Bank shall block the Client’s access to the
System based on the Client’s personal request submitted in
the Bank personally (submitted by the Client's
Representative personally) or through the Client Support
Service.

2.1.9. To continue working in the System in case the Client
lost control over the Registered Number, the Client
(Client's Representative) shall personally apply to a Bank
Office to specify a new Registered Number.

2.1.10. It is not allowed to use the Temporary
Password/Password/Login/Memorable Word terminated
by the Bank (upon the Client’s request on their own
initiative in the event of Compromise, etc.).

2.1.11. The Memorable Word may be changed on the
Client’s (Client's Representative’s) personal request
submitted in the Bank personally.

2.1.12. Connection to the mobile version of the EuroLink
System is carried out by the Client himself by downloading
the Evrolink mobile application (from App Store for iOS,
from Google Play for Android), installing and launching it
on his mobile device. The Login and Password/Temporary
Password used to enter the System are used to work in the
mobile version of the System. The Client may also set a
rule to login to the mobile application via the Access Code
(offered by the application at the first login) or via Touch
ID, Face ID and other methods supported by the mobile
application (subject to technical capability of the mobile
device).

2.1.13. Information on the provider of the Evrolink mobile
application and terms of its use are placed on the Bank's
corporate  website  www.evrofinance.ru and on
information boards in the structural units of the Bank
servicing the Clients. The placement of the said
information shall mean the confirmation of the Client's
ability to use the mobile version of the System in
accordance with the Terms and Conditions.

2.2. SERVICE SUSPENSION AND

RESTRICTION

2.2.1. The Bank reserves the right to suspend or restrict the
Client’s access to the System without preliminary
notification, including, but not limited to, in case of
violation of the Agreement by the Client or a Compromise,
identification of Transactions that qualify for a case of
fund transfer without the Client’s voluntary consent. In this
case, the Bank should immediately notify on the fact of
suspension/ limitation of the Client’s access to the system
according to the procedure mentioned in point 1.7 of the
present Terms and Conditions.

2.2.2. The Bank suspends services for the Client rendered
with the use of the system in case of receipt from the Bank
of Russia of information contained in the Databse for the
period of presence in the Database of the mentioned data
about the Client.
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MEepUOJl HAXOXJIEHHs B HEHW YKa3aHHBIX CBEICHUU O
Knuenre.

IIpu 3Tom bank HezamemurenbHo yBenpomisier Kimenra
0 MPUOCTAHOBJICHUH UCIIOIb30BaHNs CHCTEMBI, a TAKXKE O
mpaBe KimeHta mnomaTe B MOpSAOKE, YCTAaHOBJIECHHOM
bankom Poccum, 3asBrnenue B bank Poccun (B ToM uncie
yepe3 baHk) 00 MCKITFOUEHUH CBEACHUH, OTHOCSIIIXCS K
Knuenty, u3 ba3el jaHHBIX.

[pu nonyuenun bankom unpopmarnuu ot banka Poccun
00 uckimouyeHnn ceepeHnid o Kimenre u3 basel naHHBIX
noctyn Kimumenra k Cucreme BOCCTaHABIMBaeTCs B
MIOJTHOM 00BeMe.

2.2.3. bamk BmpaBe BBOAWTH OrPAaHMYEHUS Ha
ucnons3oBanue Kimenrom KananoB poctyma, B TOM
yycle OrPaHWYHTh IE€PEYEHb BHUAOB OIEKTPOHHBIX
JOKyMeHTOB, Onepanuii 1 PacniopsokeHUi, poBeIEeHUE U
mepefada  KOTOpbIX ~ Bo3MokHa — Kimentom — mo
onpeneneHHoMy Kanamy pmocTyma, a Takke H3MEHATH
nepedeb Omnepanuii ¥ (QyHKUMH, KOTOpBIE MOTYT
ocymecTBiAThCs KitnenToM ¢ ncnonb3oBanueM CHcTeMBI

W OrpaHU4YMBaTh BpeMs NpHEMa U  HUCIOJHEHUs
PacnopsxeHuid.
2.2.4. daxt MIPUOCTaHOBJICHUS/OTPaHUYCHHS

obcnyxuBanus B CucteMe HE OTMEHSCT 00s3aTENbCTB
Knmenra, BeITEKaomMX U3 DJNEKTPOHHBIX JTOKYMEHTOB,
MOATBEPKACHHBIX ~ Pa3oBBIM  CEKPETHBIM  MapoJeM,
MOJTy4eHHBIX baHKOM U 3aperncTpupoBaHHbIX B Cucteme
JI0 TIPHOCTaHOBIICHUS 1eHcTBUsI CHCTEMBI.

2.25. Cucrema apromartudeckd Onokumpyer JloruH
Kmuenra Ha 180 cexyHn mocie TpeX HEMpaBHIBHBIX
nonsITOk BBoJa ITaposst. ITocne Tpex nociaenoBaTenbHbIX
omokupoBok [lapomnst Knuenta Cuctema aBTOMaTHYECKH
IpuoCTaHaBIuMBaeT oOciyxuBanue Kinmenra. s
NPOAOKEHUS paboThI B Cucreme Knuent
(mpenctasurens Kiuenra) BmpaBe OOpaTHTHCS JIMYHO B
oduc banka.

2.2.6. banHk BrpaBe 0e3 MPeIBapUTEIEHOTO YBEAOMIICHUS
KineHTa BBOIUTH OrPaHWYCHUS], MPUOCTAHABIUBATE H
(wmm)  mpekpamiate  BO3MOXKHOCTH — NPHUMEHCHHUS
MoOmibHOTO TiprioxkeHus Evrolink.

2.3. TMOPSIIOK B3BAMMO/JIEVICTBUS

BAHKA U KVIMEHTA

2.3.1. bank ocymectsister Oneparyu o Cuery Kimenra
Ha ocHoBaHuM Pacnopspkenuit Kimenra. YkazaHHble
Pacnopsokenust  nepepatorcsi  Kimentom  banky ¢
WCTIOJNB30BaHUEM OIPEICICHHBIX YcnoBusMu KaHanoB
JIOCTyTIA.

2.3.2. TlonTBeprkaeHe aBTopcTBa PaciopshkeHUi 1 MHBIX
DNEKTPOHHBIX TOKYMEHTOB Mpou3BoAUTCs KimmeHtom mpu
roMoIy Pa3oBoro cekpeTHOro mapoJis.

2.3.3. leiicTBusi, mepevmciICHHBIe B I1.1.9 HACTOAIIMX
VYcnoBuid, ocymiecTBIsAIOTCS baHKOM B COOTBETCTBHH C
JENCTBYIOIUM 3aKOHOJIaTEIbCTBOM Poccutickoit
Oenepany, HOpMaTUBHBIMH akTamMu banka Poccun,
HACTOSIIIMMHU YCJOBUSAMH M YCIOBHUSIMH JOTOBOPOB
0aHKOBCKOTO CueTa, JIOTOBOPOB OAHKOBCKOTO BKJIAJa,
JIOTOBOPOB BEIITYCKa U OOCITY)KUBaHHs OaHKOBCKUX KaprT,
JIOTOBOPOB ~ OpPOKEPCKOTO  OOCTY)KWBaHUS, W  HWHBIX
JIOTOBOPOB, 3aKiItouaeMbIx Mexay bankom u Kinuenrom.

The Bank shall immediately notify the Client about
suspension of the use of the System, as well as about the
right to submit an application to the Bank of Russia in
accordance with the procedure established by the Bank of
Russia (including via the Bank) for deletion of the data
related to the Clint from the Database.

If the Bank receives from the Bank of Russia information
about deletion of the Client’s data from the Database, the
full access of the Client to the System is restored.

2.2.3. The Bank reserves the right to impose limitations on
the usage of Access Channels by the Client, including the
list of types of Electronic Documents, Transactions, and
Orders, which can be conducted and transferred by the
Client using a specific Access Channels, as well as to
change the list of types of Transactions and functions that
may be carried out by the Client using the System and to
limit the time of acceptance and performance of Orders.

2.2.4. The fact of suspension / restriction of services in the
System does not cancel the obligations of the Client arisen
from the Electronic Documents verified by the Session
Key, received by the Bank and registered in the System
before suspension of the System operation.

2.2.5. The system automatically blocks the Client’s Login
for 180 seconds after three incorrect password attempts.
After three consecutive cases of the Client’s Password
blocking the System automatically suspends service
rendering to the Client. To continue working in the System
the Client (Client's Representative) may personally apply
to a Bank Office.

2.2.6. The Bank may introduce restrictions, suspend and/or
terminate the usability of the Evrolink mobile application
without prior notification of the Client.

2.3. PROCEDURE OF INTERACTION

BETWEEN THE BANK AND THE
CLIENT

2.3.1. The Bank conducts Transactions on the Account of
the Client based on the Clients’ orders. These Orders are
transferred by the Client to the Bank using the Access
Channels established by the Terms and Conditions.

2.3.2. Confirmation of the authorship of Orders and other
Electronic Documents is carried out by the Client by using
Session Keys.

2.3.3. Activities listed above in point 1.9 of the present
Terms and Conditions are conducted by the Bank in
accordance with the effective legislation of the Russian
Federation, regulatory acts of the Bank of Russia, the
present Terms and Conditions and terms and conditions of
the agreements on bank account, bank deposits, issuing out
and maintenance of bank cards as well as brokerage
service agreements, and other agreements signed between
the Bank and the Client.

2.3.4. The applied systems for transferring Orders and/or
free format messages to the Bank do not limit the rights of
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2.3.4. Ucnonp3oBanne Cucrembl i meperavu
OJEeKTPOHHBIX JOKYMEHTOB HE OTpPaHWYHMBaeT IIpaBa
KinuenTa no npenocraBneHnio B baHk COOTBETCTBYIOIUX
Pacnopsoxenmit Ha mpoBemenme  Omepanuii, w/wimm
COOTBETCTBYIOIIIUX JTOKYMEHTOB Ha OCYIICCTBIICHHE
BankoM ompeneneHHBIX OeHCcTBUH Ha  OyMaKHOM
HOCHTEIIE, COCTABJICHHBIX M0 (hopMe, MpeaycCMOTPEHHON
COOTBETCTBYIOIUM JIOTOBOPOM, 3aKJTFOUCHHBIM MEXKY
CropoHamu, W/ UIH C YYETOM TpeOoBaHU
3aKoHozarenbcTBa Poccuiickoit denepauuu.

[Ipu 3TromM CTOPOHBI COMIAIIAOTCSA C TEM, YTO B CIIydae
MOCTYIJICHUS B baHK DJICKTPOHHOTO JOKYMEHTa II0
Kananam moctymna ¥ COOTBETCTBYIOIIETO TOKYMEHTA WU
pactopspkeHust Ha npoBeneHne Oneparyu Ha OyMakKHOM
HOCHTEIle, COACP)KAIlMX WICHTHYHBIC YCIOBHUS, IJMOO
MOCTYIUICHWST B bBaHK WACGHTHYHBIX  DICKTPOHHBIX
JOKyMeHTOB, baHk OymeT paccMaTpwBaTh KaKIbIH M3
YKa3aHHBIX  JOKYMEHTOB  KaK  CaMOCTOSTEIBHBIN
JIOKYMEHT, ¥ OCYIIECTBUT BCE NEHCTBUS, HEOOXOAMMBIE
s npoBedeHus  Omepanyd MO KOKIOMY U3
HpeI[CTaBJ'IeHHLIX/Hepe}IaHHI)IX KJ'II/ICHTOM JIOKyMeHTOB.
2.3.5. Eciu B TekcTe YCIIOBHIA SIBHO HE OTOBOPEHO HHOE,
MOMEHTOM IOJTy4eHHUs DIEKTPOHHOr0 ToKyMeHTa bankom
siBisietcs ero Peructpanus B Cucteme.

2.3.6. CTOpOHBI TPU3HAIOT B KAYeCTBE CIWHOW IITKAJBI
BpeMeHHU TpH pabote ¢ Crucremoli MOCKOBCKOE MOSICHOE
BpeMsi. KOHTpOJIbHBIM SBIISIETCSI BpEMSI CHCTEMHBIX 4acoB
anmaparHbIX cpeacTs banka.

2.3.7. CropoHBI TIpPU3HAIOT, 4YTO CBsI3b KimeHta co
Cayx0oii KIIMEHTCKOM MOJIEPIKKH banka
ycTaHaBIuBaeTca mo pabounm gHsM banka ¢ 09.30 mo
18.30 4., B nATHHUILY ¢ 0930 mo 17.154., mo
MOCKOBCKOMY BPEMEHHM B MpEANpPA3IHUYHBIE [HHU B
COOTBETCTBUH C ITPUKa30M 110 baHKy, OIyOJIMKOBaHHBIM B
MOpSJIKe, IPETYCMOTPEHHOM MMYHKTOM 1.5 Y CloBHiA.
2.3.8. Ilpmem OnekTpoHHBIX HOKyMEeHTOB CucTeMoi
OCYIIECTBIISICTCS KPYTJIOCYTOUHO.

2.3.9. UcnonHeHne DIeKTPOHHBIX JOKYMeHTOB KitneHToB
OCYIIECTBIISICTCS B CPOKH, YCTaHOBIICHHBIE
3aKOHOIaTEILCTBOM Poccuiickoi ®denepanuu u
noroBopom Mexay bankom u Kiimentom, onpenenstommum
MOPSIIOK TPOBENICHUST OTEPaIMid 10 COOTBETCTBYIOIEMY
Cuery.

2.3.10. Bamornbie omepanuu no Cueram KimeHToB ¢
ucnonb3oBaHrueM CHCTEMbl OCYIIECTBISIOTCS C Y4ETOM
TpeOOBaHUH BaIOTHOTO 3aKOHOJAATENhCTBA PoccHiickoit
Oenepanui.

2.3.11. CtopoHsl IpU3HAIOT, YTO TepenanHble Kinentom,
MPOLIEIINM B KaXJOM Cilydae HaJJIeKalluM 00pa3oM
poueaypy AyreHTnduKanmy, DNeKTpOHHBIE
JIOKyMEHTBI, TOATBEPXKJICHHBIE Pa30BBIM CEKpPETHBIM
1apojieM, COOTBETCTBEHHO:

- YIOBJICTBOPSIIOT TPEOOBAHMIO 3aKJIIOUEHHUSI C/IENIKU B
MIPOCTON TNHCBMEHHON (hopMe M BICKYT HOPHINYECKHE
MIOCIIEACTBHA, aHaJOTUYHBIC MOCJICICTBHSAM,
MOPOXKIAEMBIM  CICNIKAMM,  3aKIIOUCHHBIMH  ITyTEM
TTOAMUCAHUS JOKYMEHTOB NMPH (PU3NIECKOM (B3aHMHOM)
MIPUCYTCTBUH JINL], COBEPIIAIOIINX CACIIKY;

paBHO3HAYHBI, B TOM 4YHCJIE€ HWMEIOT paBHYIO
IOPUIMYECKYTO u JIOKa3aTeIbCTBEHHYIO CHITy
AQHAJIOTMYHBIM IO COJICPKAHHIO M CMBICITY JOKyMEHTaM Ha
OyMa)XHOM HOCHTEJIC, COCTaBJICHHBIM B COOTBETCTBHH C

the Client on submitting to the Bank corresponding orders
on conduction of Transactions, and/or corresponding
documents on conduction of specified actions by the Bank
in hard copy, made in the form provided for by the relevant
agreement between the Parties and/or considering the legal
requirements of the Russian Federation.

Thereat, the Parties agree that in case the Bank receives an
Electronic document via the Access Channels and
corresponding document or order on transaction
conduction in hard copy, containing identical conditions
on Transaction conduction, either in case the Bank
receives identical Electronic documents, the Bank will
process each of the mentioned documents as independent
document and will execute all actions required for the
conduction of Transaction for each document submitted /
transferred by the Client.

2.3.5. Unless otherwise explicitly stipulated in the Terms
and Conditions, the time of receipt of an Electronic
Document by the Bank shall be the time of its Registration
in the System.

2.3.6. The Parties acknowledge the Moscow local standard
time as unified time-scale when working in the System.
Check time is considered to be the RTC of the Bank
hardware.

2.3.7. The connection between the Client and the Client
Support Center of the Bank is established on working days
of the Bank from 9:30 a.m. till 6.30 p.m., on Friday from
9.30 a.m. till 5.15 p.m. (Moscow time)on days before
holidays according to the order of the Bank published in
compliance with the procedure, stipulated by
paragraph 1.5 of the present Terms and Conditions.

2.3.8. Electronic Documents are accepted by the System
24 hours a day.

2.3.9. The Client’s Electronic Documents are performed
within the timing established in accordance with the
legislation of the Russian Federation and the agreement
between the Bank and the Client setting out the procedure
of performing transitions on the respective Account.

2.3.10. Foreign currency transactions on the Clients’
Accounts using the System are performed in compliance
with the foreign currency legislation of the Russian
Federation.

2.3.11. The Parties acknowledge that Electronic
Documents transferred by the Client, every time properly
passing the procedure of Authentication, confirmed by
means of a Session Key, correspondingly:

- meet the transaction conclusion requirements in a
simple written form and bring to legal implications,
originated by the transactions, concluded by means of
ratification of documents in physical (mutual) presence of
individuals concluding the transaction;

- are equivalent, including having equal legal and
evidential force, to identical documents in hard copies in
terms of content and meaning, created in line with
requirements to such type of documents with handwritten
signature of the Client, and are considered as foundation
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TpeOOBAHUAMHU, PEABIBISCMBIME K JOKYMEHTAM TaKOI'O
pola, W TOANHCAHHBIM COOCTBEHHOPYYHOW MOIHCHIO
Knmenra, W SBISIIOTCS OCHOBAaHWEM /IS TIPOBEACHUS
Barkom Omnepanuii or mvMenn KimeHTa, ocyIecTBiIeHHS
baHkoM COOTBETCTBYIOIIMX AEUCTBUIA;

- HE MOTYT OBITh OCTIOPEHBI WIN OTpHIaThcsi CTOpOHAMH
U TPeThbUMH  JIMIAMH  WIH  OBITh  TPHU3HAHBI
HeIEeHCTBUTEILHBIMY TOJIBKO Ha TOM OCHOBAHMH, YTO OHH
nepenansl B bank ¢ nucnons3oBanueM Cucremsl u Kananos

JIOCTYTIa;

- MOTYT OBITH IPE/ICTABIECHBI B KAYECTBE JOKA3aTEIbCTB,
PaBHOCWIIBHBIX ~ NUCBMEHHBIM  JIOKA3aTelbCTBaM, B
TIOPSIIKE, IpeTyCMOTPEHHOM 3aKOHOJIATEJILCTBOM
Poccuiickoit ®enepanumn.

IIpp sToM  coobmeHms cBoOOmHOTO  (popmara,
nepenanssle  Kimentom mo  CucteMe, B 4acTu

pacniopspkeHust KumeHTa [I€HEXXHBIMH CpEIICTBaMH Ha
Cuere (BKIazme), a TakKe B YACTH PACIOPSKCHHA 00
OTKPBITUM M 3aKpbITMM cueTa (BKnaga) baHkom K
UCIOJHEHUIO He mpuHumarorcs. Taxke baHkom He
MPUHUMAIOTCA K HcnoiHeHuto Pacnopspkenus Kiuenrta
Ha MepeBOJ ICHEKHBIX CPENICTB B POCCUICKUX PYOIIsiX Ha
CBOM cueTa (BKJIaAbI) B JPYTUX KPEAUTHBIX OPraHU3AIUIX
WIM CIeUWaJbHBIH CcYeT omepaTopa (hUHAHCOBOM
wiatdopmbl, OeHEePHIMAPOM IO KOTOPOMY BBICTYIAET
JIAHHBIA Kinenr, Nepe1aHHbIe Knunentom C
UCTONB30BaHUeM uHTepdeiica Cuctembl «Py0OieBsrii
HIEPEBOY.

2.3.12. CtopoHBI TPHU3HAIOT, YTO TepenaHHble baHkOM
co00IIeHHsT CBOOOTHOTO hopmara:

paBHO3HAYHBI, B TOM YHCIE€ HMEIOT paBHYIO
IOPUINYECKYIO u JIOKa3aTeIbCTBEHHYIO CHITy
AHAJIOTMYHBIM I10 COJIEPKAHUIO M CMBICITY JOKYMEHTaM Ha
OyMa)XHOM HOCHTEJIe, COCTaBJIICHHbIM B COOTBETCTBHHU C
TpeOOBAHUAMH, IPEABIBISIEMBIMHE K JOKYMEHTaM TaKoIro
pona, W TOANHCAHHBIM COOCTBEHHOPYYHOH IOIIHCHIO
YIIOJIHOMOYEHHOTO TpejcTaBuTessi baHka, 3aBepeHHON
neJatbio banka;

- HE MOTYT OBITh OCIIOpPEHbI WM oTpunathcst CTopoHAMH
W TPETbMMH  JHMIAMH WO  OBITh  NIPU3HAHBI
HeJIeHCTBUTEILHBIMH TOJIBKO Ha TOM OCHOBaHWH, YTO OHU
nepenanbl bankoM ¢ ucnone3oBaHueM CHCTEMBI H
Kananos nocryna;

- MOTYT OBITh NPEJCTABIICHBI B KAUYECTBE JOKA3aTEIIbCTB,
PaBHOCWJIBHBIX ~ ITUCBMEHHBIM  JIOKa3aTelIbCTBaM, B
TopsiAKe, MPEIyCMOTPEHHOM 3aKOHOJATEIbCTBOM
Poccuiickoit denepaunu, mpu 3T0M JOIMYCTUMOCTb TaKUX
JIOKa3aTeIbCTB HE MOXET OTPHLATHCS TOJIBKO HAa TOM
OCHOBaHHH, YTO OHH MPE/ICTABIICHBI B BU/I€ DJIEKTPOHHBIX

JIOKYMEHTOB.
2.3.13. B COOTBETCTBUHU c TpeOOBaHUSIMHU
3aKOHOIaTeJILCTBA Poccuiickoi Oenepanuun 00

WHPOPMHUPOBAHUHN KIIMEHTA O COBEPIICHUU KaXKIOU
Omepanyy C WCIOJIB30BaHUEM D3JIEKTPOHHOTO CpEICTBa
miatexxa baHk ¢ momomiplo CHCTEMBI  YBEIOMIISIET
Kmuenta o coBepmennmu kaxaod Omepanuu  c
HCTIOBb30BaHUEeM Pa3oBOTO CEKpEeTHOTO MapoIIs.

ITo mepe coBepmenuss Onepanuii ¢ HCTOIB30BAHHEM
PazoBoro cexkpernoro mapossi, bank He mo3nHee
CIEYIOUIEro paboyero JTHS ¢dbopmupyer B
ABTOMAaTUYECKOM PEeXHUME XypHall onepauuii B Cucteme,
K kotopomy y KiumeHta uMmeeTcsi MOCTOSHHBII
(e>keTHEBHBIN, KPYIIIOCYTOYHBIN) noctyn no Kanamam

for transactions conduction by the Bank on behalf of the
Client, for making corresponding actions by the Bank;

cannot be contested or denied by the Parties and
third entities or be acknowledged void only based on the
fact that they have been transferred to the Bank by means
of the System and Access Channels;

- can be presented as testimonies, equal to written
evidences, according to the procedure stipulated by the
legislation of the Russian Federation.

In this case the free format messages that contain the
Client's instructions as to how to dispose of the funds on
the Account and to open/close an account (deposit) with
the Bank transferred by the Client via the System are not
accepted and given effect to. The Bank also does not
accept for execution the Client’s Orders for money
transfer in Russian Ruble to his own accounts (deposits)
hold in other credit institutions or to the special account of
operator of the financial platform, whose beneficiary is
this same Client, submitted by the Client with use of the
System’s interface “Ruble transfer”.

2.3.12. The Parties hereby acknowledge that the free
format messages, transferred by the Bank:

- are equivalent, including having equal legal and
evidential force, to identical documents in hard copies in
terms of content and meaning, created in line with
requirements to such type of documents with holographic
signature of the authorized representative of the Bank and
verified by the stamp of the Bank;

cannot be contested or denied by the Parties and
third entities or be acknowledged void only based on the
fact that they have been transferred by the Bank by means
of the System and Access Channels;

- can be presented as testimonies, equal to written
evidences, according to the procedure, foreseen by the
legislation of the Russian Federation, thereat the
admissibility of such testimonies cannot be denied only
due to the fact that they have been presented in the form of
Electronic documents.

2.3.13. In accordance with the legislation of the Russian
Federation on informing clients of transaction
performance with the use of electronic means of payment,
the Bank shall notify the Client of each Transaction
performance using the System confirmed with a Session
Key.

Upon conduction of Transaction by means of Session Key,
the Bank, not later than the next working day,
automatically generates transactions statement in the
System, to which the Client has permanent access (daily,
round-the-clock) via the Access Channels. The above
mentioned statements contain information on the cash
flows on the Account, as well as on the balance of the
Account.
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Joctyna. B ykazaHHBIX JKypHaJax onepaui CoAep HUTCs
nH(popManus 0 ABMKEHUN JCHEXHBIX cpeacTB 1o Cuety u
o cocrostann Cuera.

Taxxke bamk He3amemmTensHO MO Mepe 00paboTKH
Pacnopsoxennii Kimnenra ¢popmupyer B aBTOMaTHIECKOM
pexxnme u nepenaet B Cructemy HH(GOpPMAIHIO O CTaTyce
Pacnopsixenuit.

®opmupoBanne baHkoM BBIIEYKAa3aHHOTO JKypHaja
onepauuii B Cucreme, a Takke HpuUcBoeHUe baHkoM B
CucteMe COOTBETCTBYIOLIETO cTaTyca PacmopsikeHuto,
SIBJISIETCST HaJUIeKaIuM yBenomiienneM KimeHnra, B ToM
YuclIe O pe3yibTaTax IpHeMa K HCIOJIHEHHIO, OT3bIBA,
OTKa3a B UCIIOJHEHUH PacrmopshkeHHs B COOTBETCTBHU C
HOpMaTHBHEIMH akTamu banka Poccmm, m HEe Tpebyer
JOTOJIHUTENBHOTO HanpasieHus bankom Knuenty kaknx-
00 yBETOMIICHHUH.

Juem nonyuyenuss Knuentom ot banka yBenomieHus o
cosepuieHHOH Omnepanmu, sBiIseTCs IeHb (POPMUPOBAHUS
BaHkoM BhIIIEyKa3aHHOTO KypHaja onepaiuil B Cucreme
- mo Mepe coBepuieHus Omepauuii, HO He IO3/1HEE
pabodero [1HS, CIEAYIOIIEr0 3a JHEM COBEPIICHUA
COOTBETCTBYMONIEH Oneparyu.

2.3.14. KnueHT 00s3yeTcs He peske OJHOTO pa3a B 1eHb
ocymIecTBIATh A0ocTyll k Cucreme no Kanamam moctyma
JUISL TIONydeHUs] MHGOPMAIMA O 3aperHCTPHPOBAHHBIX
Pacniopspkenusix, u o coctossHuK Cuera B [EIsX MPOBEPKU
npoBeneHHbIX bankom Omnepauuii, a Takke I
MOJTyYeHHUs IKypHajda ONepamuidi O COBEPIICHHBIX
Omepanusx C HCIONb30BaHHEM Pa3oBOro cexkpeTHoro
TIapoJIst.

2.3.15. Henocrymmnenne B Teuenue 10  (zmecsity)
KaJIeHAApHBIX AHEH ¢ natel Peructpanuu PacnopsokeHust
NMUChMEHHOW TmpeTeH3un KimeHTa, cocTaBIeHHOW B
cBOOOMHOU (hopMme, HampamisieMoil B BaHK ¢ MOMOIIBIO
Cucremsl no Kananam nocryna/na 6ymMaxHOM HOCHTEIE,
0 Hecornacum ¢ Oneparyel, IpoBeICHHON Ha OCHOBAHUU

JaHHOT'O PaCHOpiDKCHI/Iﬂ W/WIIN CIIMCaHHBIM
KOMHUCCHOHHBIM BO3HAI'paXXJACHUCM, CUHUTACTCA
MIPU3HAHUEM Kiaunenrom Takoro PaCHOpH)KeHI/Iﬂ n

MTOJITBEPKICHIEM TPOBecHHON Omepanun/cCucanHOro
KOMHCCHOHHOT'O BO3HArpaXkICHUSI.

2.3.16. TIlocne monyuenus bankom ot Kimenra
MMUCBMEHHON TIpeTeH3WH O Hecorjacuu ¢ Omneparuen,
MPOBEACHHOH HAa  OCHOBAHMH  COOTBETCTBYIOIIETO
PacrnopspxeHst/cliicaHHbIM KOMHCCHOHHBIM
BO3HArpakJeHueM, baHK NpUOCTaHABIMBAET JEHUCTBHE
Cuctemsl B oTHomeHuN KimeHTa W BO300HOBISET €ro
TONBKO Tmocie mepenaun KimenroMm (mpencraButeneM
Knunenra) B BaHk COOTBETCTBYIOIIEro 3asBICHUS Ha
OyMa)XHOM HOCHUTENE IIpU JHYHOM BH3uTe KimeHra
(nmpencrasureinst Kimenra) B bank.

2.3.17. TIlpm BoiBnennun bankom Omnepamuii  (3a
HCKIIIOYEHUEM Onepanuii B paMKax CBII),
COOTBETCTBYIOIIUX MPHU3HAKAM OCYIIECTBIICHHS ITEPEBO/Ia
JNEHS)KHBIX CPelICTB 0e3 JTOOpOBOJBLHOTO  COTJIACHS
Knnenta, bank npuocranaBiMBaeT mprueM K UCTIOTHEHUIO
Pacnopsoxenust Ha CPOK, MpeayCMOTPEHHBIH
3aKoHOAaTeNbcTBOM Poccuiickoit denepanum.

O mpucranoBieHnu ncnoaaeHus Pacnopsokennst Kinenrta
0 COBEpILEHUH ONepaliy, COOTBETCTBYIOIIEH NpU3HaKaM
OCYIIECTBJICHHUSI IIEPEeBOJIa JICHEXKHBIX CPEACTB 0e3
JIOOPOBOJIIBHOTO corJyiacust Kinuenra, bank

Also, the Bank, upon processing the Orders of the Client,
automatically generates and transfers to the System
information on the status of the Orders.

The creation of the mentioned statement in the System as
well as assigning corresponding status of the Order by the
Bank is considered to be proper notification given to the
Client, including related to the results on accepting for
execution, revocation, refusal from execution of the Order
according to the regulatory acts of the Bank of Russia, and
do not require additional submittal of any notification to
the Client by the Bank.

The day of receiving notification on conducted
Transaction from the Bank by the Client is considered to
be the day of generating the above mentioned statement in
the System by the Bank - upon conduction of Transaction,
but the day succeeding the corresponding Transaction
conduction day at the latest.

2.3.14. The Client is obliged to enter into the System at
least once a day via the Access Channels for obtaining
information on registered Orders, and on the account
balance for the purposes of checking the Transactions
conducted by the Bank, as well as obtaining statement on
Transactions by using Session Key.

2.3.15. In case the Client does not submit a claim on
disagreement with Transactions, conducted based on the
mentioned Order and/or deducted commission fee, formed
in free format and submitted to the Bank by means of the
System via Access Channels / in hard copy within 10 (ten)
working days as of the date of Order registration, such
Order is considered acknowledged by the Client of such
Order, and such Transaction/deducted commission fee -
confirmed by the Client.

2.3.16. After receiving by the Bank a written claim from
the Client on disagreement on the Transaction conducted
based on corresponding Order/deducted commission fee
the Bank suspends the System service for the Client and
renews it only after submittal of corresponding written
application in hard copy by the Client (Client's
Representative) upon in-person visit of the Client (Client's
Representative) to the Bank.

2.3.17. Should the Bank identify any Transactions (save
operations performed within SBP/FPS) qualifying for a
case of fund transfer without the Client’s voluntary
consent, the former shall suspend execution of the Order
for the period stipulated in the legislation of the Russian
Federation.

The Bank shall immediately notify the Client, in the
manner prescribed by para. 1.7 hereof, about suspension
of execution of the Client’s Order on a transaction
corresponding to signs of funds transfer without the
Client’s voluntary consent.
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He3aMeLINTENIbHO  yBenomisieT o0 3tom Kimenra B
MOPAIKE, IPETYCMOTPEHHOM II. 1.7 HACTOAIMMX YCIOBUM.
KimeHnT moaTBepkaaeT/He MOATBEpKAAeT BO30OHOBIICHHE
ucrionHeHust  PacmopspkeHHs, B yCTaHOBJICHHBIE
3aKoHOAATeNbCTBOM Poccuiickoit ®enepauuu  cpokw,
obparuBmmce B bank uwepes Cmyx0y KIMEHTCKON
MO ICPKKH.

B ciyuae, ecnmun Kmment mocne mnpoBenenusi bankom
npoueaypsl  AyreHTH(GHUKanMK  HEe  IOATBEpXKIaeT
BO30OHOBJICHUSI ~ WCIOJNHEHWs  PacnopsokeHus,  TO
COOTBETCTBYIOLIEE Pacnopsoxenue cuuTaeTcs
OTO3BaHHBIM Knuenrom, npu 9TOM bank
MpUOCTaHaBIUBaET paboTy CHCTEMBI.

Bozo6uoBnerne paboTel CHCTEeMBI B JaHHOM CIydae
OCYIIECTBIISICTCA TOJNBKO Iocie mepenadn Kimentom
(mpencrasureniem Knmenta) B bank cooTBeTcTBYyIOIIETO
3asBJICHUS Ha OyMa)KHOM HOCHTEJIEC NPHU JIMYHOM BH3HTE
Kimmenra (mpencraBurens Kiuenra) B baHk.

B cayuae, ecnu Kmmenr mnocne nposeneHus bankom
NpOLENYPBL AytenTtuduxanuu IIOATBEPKAAET
BO300OHOBJICHWE  WCIIOJHEHHS  PacnopsokeHus,  TO
cooTBeTcTBYyMONIee Pacnopsikenue ucnonuserca bankom B
CIIEYIOUIeM MOpPsIIKe:

- Ipy TOCTYIUNICHWH B baHK TOATBEp)XKICHUS
WCTIOJTHEHUS B TEUCHUE OIEPALMOHHOTO JHS, ICHE)KHBIC
cpeacTBa cnmchBaoTes co Cuera B TEKyIHH paboumid
neHb banka;

IpU  TIOCTYIUIGHHMHM  TOATBEPXKICHUS  IOCIe
OTIEPAIIMOHHOTO JHS, ICHE)KHBIE CPEJICTBA CIIMCHIBAIOTCS
co Cuera He mo3iHee cleayrolero pabodero qHs banka.
BaHK caMOCTOATENBHO ONpeAessieT MPOAOKUTEIHHOCTD
onepanronHoro aHA. O6 oneparmoHHOM mHe KimeHt
yBEJIOMJISIETCS MTOCPEICTBOM HarpaBieHus: HH(opMaIu
00 3ToM 1o Crcreme MITH pa3MeIIeHNs COOTBETCTBYIONIEH
nHpopmanuu Ha NOCKE OOBSBICHUII B OINEPAllMOHHOM
3aje  oOCmyXxuBaHWsS (U3MUECKMX JIMIl WM Ha
koprnopatuBHoM WHTepHeT- caifte banka.

Ipn HETIOJIyYeHUH B yCTaHOBIICHHBIE
3aKoHoAarenscTBOM Poccuiikoit denepauuu Cpokd OT
Knuenta BBILIEYKa3aHHOTO TIOJTBEPKICHHSI/HE
TIOATBEPKACHU A bank oTka3plBaeT B HCIOJHEHHU
PacnopspxeHus 1o HCTEYSHUH JAaHHOTO CPOKa.

[Nopsimok meficTBuii py BBIsABICHNN barkom Onepannii B
paMKax CBII, COOTBETCTBYIOIIAX NIpU3HAKAM
OCYIIECTBJICHUSI TepeBOja JICHEeXKHBIX CpeAcTB 0e3
nobpoBoipHOTO  cornmacwst  KimeHTa, — ompezerieH
VYCcnoBUsIMA TIPEIOCTAaBIICHUSI CEpPBHCA 110 TEPEBOIY
JICHE)KHBIX ~ CPEJICTB C  HCIOJIB30BAaHHEM  HOMEpa
MOOMIBHOTO TenedoHa B KadecTBe HJICHTHU(PHUKATOPA
PEKBH3HMTOB IOJIy4aTelsl AEHEKHBIX CPEACTB B paMKax
cucteMbl  OblicTpix  mmarexeii B AO  AKB
«EBPO®MTHAHC MOCHAPBAHK».

2.3.18. B ciyuae, eciu, HECMOTPS Ha MOITBEPIKICHHE
Kmuentom Pacnopspkenust B cooTBeTcTBUH ¢ 1m.2.3.17.
Hacrosmux YcnoBui, bank momyuymn ot banka Poccum
nHdopmanuio, coxepkamryocss B ba3e naHHBIX, ero
UCTIOTHEHUE NPHOCTAHABIMBAaeTCA baHKOM Ha CpOK,
MPEeyCMOTPEHHBIH  3aKOHOJATEeNhCTBOM  Poccuiickoit
®denepanui.

O NpPUOCTAHOBIEHWUH WCIIOJIHEHHS IOATBEPIKICHHOTO
pacriopsbkeHust bank o0si3yercss yBenomuth Kimenra

The Client confirms/does not confirm that the execution of
the Order has been resumed, within the timeframe
established by the legislation of the Russian Federation, by
contacting the Bank’s Customer Support.

If the Client, identified by the Bank through the
Autentification procedure, does not confirm that the Order
is executable again, the corresponding Order shall be
considered to have been withdrawn by the Client, and the
Bank shall suspend the System service..

In this case the System’s operation shall be resumed only
after the Client (Client's Representative) files the relevant
application to the Bank in hard copy during in-person visit
of the Client (Client 's Representative) to the Bank.

If the Client, identified by the Bank through the
Autentification procedure, confirms that the Order is
executable again, the Bank shall resume the System’s
operation, and the respective Order shall be executed by
the Bank in the order as follows:

if the Bank receives confirmation of execution
within the banking day, the funds shall be debited from the
Account on the current business day of the Bank;

if the Bank receives confirmation outside the
business hours, the funds shall be debited from the
Account no later than the next business day of the Bank.
The Bank shall independently determine the length of the
banking day. The Client shall be notified of the banking
day through the System or by placing the relevant
information on the Bulletin Board in the customer area or
on the Bank’s corporate website.

No such a confirmation/non-confirmation received from
the Client within the timeframe established by the
legislation of the Russian Federation, the Bank shall refuse
to execute the Orders upon expiry of the defined term.

The procedure applied by the Bank after detecting money
transfer operations performed through SBP/FPS without
the Client’s voluntary consent is defined by the Conditions
of providing money transfer service with use of mobile
phone number as an identifier of money recipient in the
frame of the fast payment system in EVROFINANCE
MOSNARBANK.

2.3.18. Despite the confirmation of the order being sent by
the Client in accordance with n.2.3.17. of the present
Terms, if the Bank receives from the Bank of Russia
information from the Database, the execution of the order
shall be suspended by the Bank for a term stipulated by the
legislation of the Russian Federation.

The Bank undertakes to immediately notify the Client
about suspension of execution of the confirmed order in a
manner prescribed by n. 1.7 hereof.

2.3.19. If the Bank does not receive from the Client the
respective revocation of the order within the timeframe
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HEe3aMEIIUTENbHO B MOPAJKE, NPEeAyCMOTpEeHHOM m.1.7
HACTOAIIHUX Y CIOBUH.

2.3.19. Ilpm Henoiay4eHHH B  YCTAHOBICHHEIC
3aKOHOAATENLCTBOM Poccuiickoit ®denepanuu CpoKH OT
KnmeHta CcOOTBETCTBYIOIIEro OTKa3za B HCIIOJIHEHHE

baHKkOM  TOATBEPXKICHHOTO  PACHOpPSDKEHHA, IO
UCTEYEHNH  JAHHOTO  Cpoka  baHk  mcmommser
MOJATBEpKIEHHOE  pacmopsbkeHue — KnmeHta — mpu

OTCYTCTBUHM HHBIX YCTaHOBJIEHHBIX 3aKOHOAATENbCTBOM
Poccuiickoit ®enepanuu OCHOBaHUM HE IPUHUMATD €T0 K
HCTIOTHEHHUIO.

2.3.20. bank He paccbuiaeT COOOIIEHHSI MOCPEICTBOM
CMC-COO0IIeHNIT Ha 3aperucTpUpOBaHHBIN HOMEp H/WiIn
HWHON HOMEp MOOMIBHOTO Tene(oHa, MPEeIOCTaBICHHBIH B
bank, mnm agpec 3nekTpoHHON mouTsl KineHTa, a Takxe
HE MIPOU3BOAUT TeNIe()OHHBIC 3BOHKH C IIEIBI0 MOITYyYCHUS
YKa3aHHBIMH CIOCO0aMH KaKOW-THOO WH(pOpMAIUU O
KinuenTe unu nanneix o Cucreme.

2.3.21. B umemiXx CHWXXEHHMS pHUCKAa COBEPILICHUS
Omnepanuii, COOTBETCTBYIOLIUX MIpU3HAKaM
OCYILECTBJICHHSI TEepeBoja JICHEeXKHBIX CpeAcTB 0e3
JIOOPOBOJIBHOTO coryacus Knuenra, Knuent
(npencraBurtens Kimenra) BnpaBe B J10OOM cityyae O
CBOEMY YCMOTpPEHHI0O oOpaTuThcsi B bank 14
YCTAQHOBJICHHS ~ OTPAaHWYEHHs Ha  OCYIIECTBJICHHC
onepauuii B Cucreme myTem:

- nepeBosa ee B MIHOpMaIIMOHHBIN PEKIM;

- YCTaHOBJIICHHS COOTBETCTBYIOLIMX OTPAaHWYCHHH II0
o0meld cymme omepanwii 3a KaJeHIapHBIH ICHb W/WIH
MecsI, MPoBoANMBIX 10 CuetaMm ¢ moMoIbio CHCTEMBI.

Bce orpanndenus ycranaBiuBaroTcs baHkoMm He mo3nHee
pabodero mHSA CIEYIOUIETO 3a [JHEM IPUHATHS UM
COOTBETCTBYIOIIIETO 3asBJICHUS, IPEAOCTABICHHOTO Ha
OyMa)XHOM HOcHTeNe TpH JM4HOM sBke Kimenra
(mpencrasurens Knuenra) B bank, mubo HampaBiIeHHOTO
Knuentom nocpencrsom Cuctemsl.

3asBieHne 00  yCTAaHOBICHHHM  COOTBETCTBYIOIIMX
OTpaHMYCHUH 10 OoOmei cyMMe oOmepanuii  3a
KaJICHIApHBIA N€Hb W/WIM MeCsI, TNPOBOAUMBIX IIO
Cueram ¢ nomompio CHUCTEMBI, B BUAE DIJIEKTPOHHOTO
JIOKyMeHTa (coo0ImieHne cBoOoHOTO (hopMara) JOHKHO
nepenaBatbcss Kimentom B baHk c ykasaHueM B HEM
cyTouHoro jmmura (cymma B pyomsax P®) u (wm)
MecsgHOTO JuMuTa (cymma B pyomsx P®), mpu stom
MECSTYHBIN JIUMHUT HE MOXKET OBITh MEHBIIIE CYTOYHOTO.
OTMeHa/n3MEHEeHNE YCTaHOBJICHHBIX OTPAHUYEHHUH, B TOM
yucine MHPOPMAIMOHHOTO pEXUMa, OCYILIECTBIISETCS
bankoM mocne OpUHATHSA MM COOTBETCTBYIOLIETO
3asBieHus KimmeHTta Ha OyMa)XHOM HOCHTENIE TIPH JINYHON
sieke Kimenra (npencrasurens Kimenra) B bank.

2.4. MIEPEBOJ JEHEKHBIX CPEACTB C
MOMOIIBIO CEPBUCA BEST2PAYS®.

2.4.1. C nomomrsio Cepsuca Best2Pay Kiuent Bmpase
OCYILIECTBIISITh TIEPEBOJl JICHEKHBIX CPEICTB MEXIY
0aHKOBCKMMH KapTaMH IUIaTeXHBIX cHcTeM  Visa,
MasterCard, MUWP, BbIOYIEHHBIMH POCCHHCKHMH
KPCAWTHBIMH OPTaHM3ALMsIMH, B PEKHUME PEalbHOro

established by the legislation of the Russian Federation,
after expiry of the defined term the Bank shall exectute the
confirmed order of the Client provided there are no other
reasons, stipulated by the legislation of the Russian
Federation, not to execute it.

2.3.20. The Bank shall neither send SMS to the Registered
Number and/or another mobile phone number submitted to
the Bank nor messages to the Client’s e-mail address, and
shall not make phone calls for the purpose of obtaining any
information about the Client or the System.

2.3.21. With the purpose to reduce the risk of money
transfer performed without the Client’s voluntary consent,
the Client (Client's Representative) has anyway the right to
apply the Bank at his/her discretion to impose restrictions
on performance of operations in the System through:

switching the System to the Information mode;
setting up respective limitations on the total
amount of operations performed within accounts during
the calendar day and/or calendar month through the
System.

All the limitations should be activated by the Bank not later
than the business day next to receiving the relevant
application from the Client in hard copy, submitted
personally by the Client (Client's Representative) or sent
through the System.

The application for setting up respective limitations on the
total amount of operations performed within accounts
during the calendar day and/or calendar month through the
System should be submitted in form of a digital document
(freely written form) by the Client to the Bank, specifying
there a daily or monthly amount in Russian Ruble, taking
into account that the monthly amount may not be less than
the daily one.

The cancelling/modification of limitations imposed,
including the information mode, is performed by the Bank
after receiving the Client’s respective application in hard
copy, submitted personally by the Client (Client's
Representative) to the Bank.

2.4. TRANSFER OF FUNDS WITHIN THE
BEST2PAY SERVICES®

2.4.1. With help of the Best2Pay service the Client may
transfer money between bank cards of the payment
systems Visa, MasterCard and MIR issued by the Russian
credit institutions, real-time, meanwhile the term of
crediting depends on the bank which issued the recipient’s
bank card.

2.4.2. The transfer from card to card may be performed if
the Client accepts the public offer of the Best2Pay bank. If

® [Tpu Hanuuuu TexHUUeCcKol BO3MOKHOCTH y Banka u oneparopa Cepeuca Best2Pay/If technically possible for both the

Bank and Best2Pay operator.
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BPEMEHH, IPU 3TOM CPOK 3aYHCIICHHS ACHEKHbBIX CPEICTB
3aBUCHT oT 0aHKa-IMHUTCHTA, BBIITYCTHBIIIETO
0aHKOBCKYIO KapTy TMOJy4aTelsl [ICHEXKHBIX CPEICTB.
2.4.2. TlepeBox ¢ 0aHKOBCKOI KapThl Ha OaHKOBCKYIO
KapTy MOXET OBITh OCYILECTBIICH NpH cornacuu KinmneHta
¢ myOmmaHO# odeproit Oamka Cepsuca Best2Pay. B
ciaydae oTka3za Kinuenra banka ot cornacus ¢ yClIoBUsMH,
W3JIOKEHHBIMU B TIyOnmuyHoil odepre Oanka CepBuca
Best2Pay, nepeBo ¢ 6aHKOBCKOM KapThl Ha OaHKOBCKYIO
KapTy HE MOXET OBITh OCYLIECTBIICH.

2.4.3. Hacrosimum KimeHT yBeZOMIIEH M COIJIAcEH, YTO
CTOPOHHHH OaHK-dMHUTEHT, BBITYCTHBIIMHA OaHKOBCKYIO
KapTy, BIpaBe B3MMaTh JOMOJHUTEIbHYI0 KOMUCCHIO 32
NEPEBOA  JICHEXKHBIX CPEICTB, OCYIIECTBISIEMBIH C
momombsio Cepsrca Best2Pay. C Tapudamu ctopoHHETO
0aHKa-IMHUTECHTA, BBIITYCTUBIIETO OAHKOBCKYIO KapTy,
KnmeHT nomKeH 03HaKOMUTBCS IO COBEPIICHUS ICHCTBIN
10 TIEPEBONY IEHEKHBIX CPEJCTB, OCYIIECTBISIEMBIX C
momoinkio Ceparca Best2Pay.

2.4.4. Hacrosiuum KimeHT yBeZIOMIIEH M COIJIACEH, YTO
nepeBox ¢ Kaptel banka Ha kapTy cropoHHero OaHka-
smuTeHTa ¢ nomouipto CepBuca Best2Pay BozmoskeH npu
yciaoBuM  noakimtouenuss Kimenrtom  ycnyrm  SMS-
nH(GOPMHUPOBaHHs, TIOCKOJIBKY O€30MacHOCTh TaKUX
mepeBoioB  obecmeunBaercss TexHoyormer 3DSecure
(Verified by Visa/MasterCard Secure Code/MirAccept).
IlepeBox  monrBepxkmaercsi ~ KimeHtoMm  BBOIOM
OTHOpPAa30BOTO  Mapoysi, Hampaeisiemoro B  SMS-
coobmennn Knmenty. B0O3MOXHOCTH IEepeBOAOB C
0aHKOBCKMX KapT CTOPOHHMX OaHKOB-DMHUTEHTOB, HE
nojaepxuBatoux 3DSecure, MoxeT OBITH OrpaHHYEHA.
2.4.5. Tlpu mepeBojlie ACHEKHBIX CPEJCTB C IOMOIIBIO
Cepsuca Best2Pay o6s3annocTi banka orpaHHYHBAOTCS
TONbKO cOopoM u mepenadeit omeparopy Cepsuca
Best2Pay undpopmanuu o Hamepenun Kiuenra
OCYIIECTBUTH MEPEBO/] C OAHKOBCKOM KapThl OTIPABUTEIS
Ha OaHKOBCKYIO KapTy noiydarens. bank He ¢popmupyer
Ha OCHOBe mpexacTaBieHHOH KimeHroMm wuH(poOpMammn
Pacniopsoxennst Kimmenra/unsie pactiopspkenust mo Cueram
Knmenra, He ocyIiecTBisieT MX NPHEM M HUCIIOJIHEHHUE, a
TaKKe HE OCYIIECTBISIET pacueT KOMHUCCHH 32 IPOBEICHHUE
orepalyy C MOMOUIBI0 YKa3aHHOTO cepBuca. baHk He
HECeT OTBETCTBEHHOCTH 3a paboTy Cuctemsl MHTEpHET-
ITnarexedt, a Takke ee omeparopa u Oanka Cepsuca
Best2Pay.

2.5. MIEPEBO/JI JEHEXHBIX CPEJCTB
BHYTpH 6anka C UCIIOJIb3OBAHUEM
HOMEPA MOBHUJIBHOI'O TEJIE®OHA/
HOMEPA BAHKOBCKOM
KAPTBI/HOMEPA CUETA’

2.5.1. bank B pamkax Cuctemsl EuroLink, B Tom uncine ee
MOOMIIbHOM BEPCUH, MIPEOCTABIISET Kiuenry
BO3MOKHOCTB:

- COBEpIIATh ONEpaIiH 110 MEPEBOAY JACHEKHBIX CPEICTB
co coero Cuera B Banke ma Cuer apyroro Kiumenra,
OTKpHITBIA B banke, ¢ ykazanmeM MWaeHTudukaropa
TIOJTyJaTeNsl CPeICTB/HOMEpa OAHKOBCKOW KapThl/HOMeEpa
Cuera KimeHTa—TonydaTensi JEHEXHBIX CPEACTB

the Client rejects conditions exposed in the public offer of
the Best2Pay bank, the transfer from card to card can not
be performed.

2.4.3. By means of the present, the Client is notified and
agrees that other bank which issued the bank card may
retain an additional commission for money transfer
performed with help of the Best2Pay service. The Client
should consult the other bank’s tariffs before undertaking
activities of money transfer through the Best2Pay service.

2.4.4. By means of the present, the Client is notified and
agrees that the transfer from the Bank’s card to the card
issued by other bank with help of the Best2Pay service is
available if the Client sat up the SMS-informing service,
given that such transfers are secured by the 3DSecure
technology (Verified by Visa/MasterCard Secure
Code/Mir Accept). The Client confirms the transfer
entering a single password sent within SMS message. The
possibility of transfers from other banks’ cards without
3DSecure could be restricted.

2.4.5. When funds transferring with help of the Best2Pay
service, the Bank s responsibilities are limited to gathering
and transfer of information to the Best2Pay operator about
the Client’s intention to transfer money form the sender’s
card to the recipient’s one. The Bank does not elaborate on
the basis of information provided by the Client any Client
orders/other orders related to the Client accounts neither
receives nor executes them, nor calculates commission for
operation performing through the abovementioned service.
The Bank does not assume responsibility for functionality
of the Internet payment system neither of its operator nor
of the Best2Pay bank.

2.5. TRANFER OF MONEY INSIDE THE
BANK WITH USE OF MOBILE PHONE
NUMBER/NUMBER OF BANK
CARD/ACCOUNT NUMBER?

2.5.1. The Bank via EuroLink System, including its mobile
version, provides the Client with the following
opportunities:

- to conduct transfers of funds from his/her own account
with the Bank to the account of another Client opened with
the Bank, indicating Recipient Identifier/ Bank Card
Number/ Account Number of the Receiving Client — user
of the EuroLink System (hereinafter referred to as the
Receiving Client). Transfer of funds from the account of
the Client with the Bank to the account of another Client
opened with the Bank is hereinafter referred to as Internal
Transfer;

" TIpu nanuuumn TexHUUeCKoi Bo3moxkHocTh y Banka / Subject to technical capability of the Bank.
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nmoab3oBaress Cucremel EuroLink (manee — «Kimenrt-
mony4arenby). IlepeBon meHexxHBIX cpenctB co Cuera
omnoro Kmmenta B bamke Ha Cuer mpyroro Kimenra,
OTKpbITEI B baHke, panmee Takke MMEHYETCS
«BHYTPEHHHUH MIEPEBOAY;

- moy4daTth Ha cBoii Cuer B banke neHexHBIE cpencTBa
BHYTPEHHHM  TIEPEBOJIOM  IIOCPEACTBOM  YKa3aHHA
KiueHtoM-maTensmukom Wnenrnduxaropa
TOJTydaTesst CpelICTB/HOMepa OaHKOBCKOM KapThl/HOMEpa
Cuera KnuenTa — nomyyarens.

2.5.2. KimmeHT naeT cBoe coriiacue Ha UCIOJIb30BaHUE €ro
3aperucTpupoBaHHOTO  HOMepa B KauecTBe
Wnentndukaropa nonydarelss cpeJcTB IIPU BHyTPEHHEM
MIEPEBOAEC B €r0 MOJb3Y IMyTEM MOIKIIOUEHHUS YCIyTH
3a4qnciIeHns ¢ momomlplo Mnentuduraropa mosydaresns
cpeactB n BbiOOpa Kmmenrom Cuera m3 dmcima CBOWX
CueroB B wmHTepdeiice «Hactpoitku — IlepeBompi»
Cucrembr EuroLink (B wunrepdeiice «Hactpoiiku —
Cucrema OBICTPBIX IUIATEKEH» - NPU HUCIOJIH30BAHUU
MoOmbHOM Bepcun Cuctemsl EuroLink).

KnueHT yBemomJieH M COIVIaceH, YTO B Cllydyae, €CiH
3apeructpupoBaHHblii HoMmep KiuenTta coBmamaer ¢
3aperucTpupoBaHHBIM ~HOMepoM Jpyroro KimeHra,

BHYTPEHHUH TMepeBOJl C  HCIOJIb30BaHMEM  TaKuX
3aperucTpupoBaHHbIX HOMEpPOB B Ka4yecTBe
Wnentuduxaropa MOJy4aTens CpencTB HE
OCYILIECTBIISIETCSL.

KnmeHT yBeoMieH u cornaceH, 4To B CIydae, €ClIi UM
MOJKIIIOYEHA  yCJIyra  3a4dCICHHSI C  IIOMOIIBIO
Wnentndukaropa nomyyarens CpeiCcTB, IPH 3TOM paHee
BbIOpaHHBIH Knnentom Cuer 3auyMcieHHs IEpeBOJOB
3aKpBIT WIH OGaHKOBCKas xapra® SIBIISIETCSA
HEJCHCTBYIOIIEH, TO JEHEKHbIE CPEACTBA 3a4UMCISAIOTCS
Ha Cuder, omnpejeneHHbII BaHKOM CcaMOCTOATENHHO W3
yucna CueroB KnreHra, 10 MOMEHTa 04epeIHOTO BRIOOpa
Knuentom Cuera 3a4nciieHHs IEPEBOIOB U3 YHCIIa CBOUX
CueroB B wmHTepdeiice «Hactpoitku — IlepeBompi»
Cucrembr EuroLink (B wunrepdeiice «Hactpoiiku —
Cucrema OBICTPBIX IIIATEXKEH» - TPH HCIOIH30BAHHU
MoOwmibHOM Bepcuu Cucremsl EuroLink).

253. Tlpm ykazamunm  KiMeHTOM-TDIATEIBITUKOM
3apeructpupoBaHHOr0 HOMepa KimmeHTta-momydatens B
kadecTBe VneHTupukaTopa  mosydaTens — CPEICTB
JeHeXHble cpeacTBa 3auncisatorcss Ha Cuer KimeHra,
onpeneseHHblil KilneHToM caMoCTOSTENbHO U3 YUCIIa €ro

CuetoB. Ilpm ykazanuum KiIHEHTOM-TLIATENBITIKOM
HOMepa OaHKOBCKOW KapTel Kimenta — momydatens,
JEHeXHble  cpeacTBa  3auMcimsitorcs  Ha  Cuer,

COOTBETCTBYIOIINH IaHHON OaHkoBckoi kapte. Ilpnm
ykazanuu Knuenrom-mnatensuukom Cuera Knuenrta —
[0JIy4aTessi, IEHEKHbIE CPEJICTBA 3aUUCIIAIOTCS Ha TaKOU
Cuer Kumenra—monyyatens. Ilpu 5ToM JeHEXHbIE
CpEICTBa MO COOTBETCTBYIOIICH Omepalyii MOTYT OBITh
3auncieHbl  Toabko Ha Cdyer, peXHM KOTOPOTO
MpeaycMaTpruBaeT BO3MOKHOCTh TAKOTO 3aUUCIICHUSI.

254, Jlna coseprieHuss KiIMeHTOM—IUIATEIBIIAKOM
onepanuu j3(0) BHYTPCHHEMY  TIEPEBOAY Bank
npenocTaBisger KIMEHTY-TIATeNbIIUKY BO3MOXHOCTh
HCIIO0JIH30BaTh Wnentudukarop TTOJTyJaTest
cpencTB/HOMep OaHKOBCKOHM KapTel/HoMep Cuera Jyis

- to receive funds by means of internal transfers to his/her
own account with the Bank by indicating the Receiving
Client’s Recipient Identifier / Bank Card Number /
Account Number by the Paying Client.

2.5.2. The Client gives his/her consent to use his/her
Registered Number as the Recipient Identifier for internal
transfers in his/her favour through activation of the
crediting service with help of the Identifier of money
recipient and selection of an Account among his own
accounts through interface “Settings-Transfer” of the
EuroLink system (within the interface “Settings-Fast
payment system”, if the EuroLink’s mobile version is
used).

The Client is notified and agrees that in case the Registered
Number of the Client is the same as the Registered Number
of another Client, an internal transfer using such
Registered Numbers as the Recipient Identifier of the
funds will not be performed.

The Client is notified and agrees that in case of activating
the crediting service with help of the Identifier of money
recipient and the previously selected Account for crediting
funds is closed, or the bank card® is invalid, thus, the
money will be credited to the Account defined by the Bank
independently and selected from the Client accounts, until
the Client will select once again the Account for crediting
funds among his own accounts through interface “Settings-
Transfer” of the EuroLink system (within the interface
“Settings-Fast payment system”, if the EuroLink’s mobile
version is used).

2.5.3. If the Paying Client specifies the Registered Number
of the Receiving Client as the Recipient Identifier, the
funds shall be credited to the Client's account determined
by himself from the list of the his own accounts. If the
Paying Client specifies the Receiving Client's bank card
number, the funds shall be credited to the Account of this
bank card. If the Paying Client specifies the Receiving
Client's Account, the funds shall be credited to such
Account of the Receiving Client. In this case, the funds
under the respective transaction can be transferred only to
an Account, the mode of which provides for the possibility
of such transfer.

2.5.4. In order for the Paying Client to execute an internal
transfer, the Bank shall provide the Paying Client with the
possibility to use the Recipient Identifier / Bank Card
Number / Account Number for the purposes of forming an
Order in the EuroLink System. The Recipient Identifier
/Bank Card Number/Account Number is entered by the
Paying Client in the interface "Transfer to Bank Client" of
the EuroLink System.

8 Cuer, coorBeTcTByIOImMI NaHHOI GaHKOBCKOM Kapre, BhiOpan Kimentom B kauecTBe Cuera 3auuCIIEHHs
nepeBogos/An account corresponding to this bank card selected by the Client as the Account for crediting funds.
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uenet  ¢gopmupoBanus B Cucreme  EuroLink
Pacnopsxenust. Wnentudukatop MOJTy4aTest
cpencts/HoMep — OaHKOBCKOWM — KapTe/HoMep  Cuera
BBoauTCcs KimeHTOM-TIaTtenspIKoM B HHTepdetice
“TTepeBon kiuenTy 6anka” Cucremsr EuroLink.

KrmeHT yBe1OMIIEH U COTTIACEH, YTO B LIENAX COBEPIICHUS
omepanuii MO BHYTPEHHEMY IIEPEBOAY HCIIOIb3YIOTCA
CBelleHHs1 B 00beMe, IPEeTyCMOTPEHHOM AEHCTBYIOLUIMM
3akoHoAarenbcTBOM Poccuiickoit @enepanuu.

[pu yKa3aHUU KnuenroM-nnarensumkomM
Wnentnduxaropa HoJyJarens cpeacTB/HOMeEpa
OaHKOBCcKOW  kapTe/HOmepa Cuera Juin  1eied
cocTaBieHus PacniopspkeHus A7l BHYTPEHHETO epeBoa
UCTIONB3YIOTCS JaHHbIE, TIPeI0CTaBIcHHbIE baHKOM.

Ipn yKa3aHUU KimeHTOM-TIIaTENBIIMKOM
Unentudukatopa  modydaTelsi/HOMepa  OaHKOBCKOI
KapTel/HOMepa CueTa CpeAcTB A LeNedl COCTaBICHHS
Pacnopsoxenuss  bank  mpenocrasimser  Kiuenty-
IUTaTeNBIIUKY COOTBETCTBYIOIIHE yKa3aHHOMY
Wnentuduxaropy HoJyJarens Cpe/ACTB/HOMEPY
OaHKOBCKOW KapThl/HoMepy Cuera cBemeHHS JUIst
OpOBepKu: (amunus, UMs, OTY4eCTBO (TMPU HATAYUH)
Knuenra — nomyyarens (¢pamuins NpenocTaBiseTcs B
MacKHUpOBaHHOM Buje). KiMeHT yBeloOMIIEH M COIJlaceH
Ha Tepegady YKa3aHHBIX CBEIOCHHUH M TPOBEPKH
apyromy Kimenry, ykazaBimemy Aist nesieil BHyTpeHHETO
nepeBona cooTBercTByronni Kmmenty Waentudukarop
TOJTydaTenst CPeiCTB/HOMEp OaHKOBCKOW KapThl/HOMEp
Cuera.

B cuyuae ycnmemnoidl npoBepku — Knuentom
IUTaTeJIBIIUKOM  MPEJOCTABJIEHHBIX  CBEJACHHWH, OH
NOANKCHIBAET U nepenaer B bank Pacnopsbkenue B
MOpSiAKE, OMPENEICHHOM HACTOSIIUMH Y CIOBHSAMU.
KnueHT - nomydaTens yBeJOMJIEH U COTJIACEH, YTO MOCTe
ucnionHeHus: Pacnopsbkenus KnmeHTa — mumaTenbInuka,
yKa3aHHOTO B HacTosdlmleM MyHKTe, KimeHTy
IUIATEBIINKY CTaHOBATCS  JIOCTYIHBI  ITOCPEICTBOM
Cucrembl (M3BECTHBI) PEKBU3HTHI COOTBETCTBYIOLIETO
NepeBoia, B TOM 4Hcie (aMuiIus, UMs, OTYECTBO (IIpH
Hanmmuny) KiweHTa — mosrydyarens M HOMep cdera, Ha
KOTOPBIH 3a4KCIICHBI ICHEXKHBIE CPEJICTBA.

2.5.5. bauk BmpaBe ompenenste Buabl CueToB, ¢
KOTOPBIX/HA  KOTOPBIE  MOXXET  OCYIIECTBISATHCA
BHYTPEHHHH TIEPEBOJ] B TOPAIKE, INPEIyCMOTPEHHOM
pasnenom 2.5 HacTOSHX Y CITIOBHM.

2.6. XPAHEHUE PACHOPSKEHUHN O
IMPOBEJEHWUU ONNEPAIINN, 3SAITMCEN
TEJE®OHHBIX PA3BI'OBOPOB

2.6.1. bank 00s3aH 00eCHEYUTh XPAHEHHE MOJTYUEHHBIX
ot Knuenra Pacnopspkenuii, JIOkyMEHTOB MO BKIany B
TedeHHe HpeTyCMOTPEHHBIX 3aKOHO/IATEIbCTBOM
Poccuiickoit  @Denepanuu  CpOKOB ANl XpaHEHHS
AHAJIOTMYHBIX JIOKYMEHTOB, COCTAaBJIECHHBIX HA OYMa>KHOM
Hocurene. Criocod u (opmar XpaHEHHUs! ONPENeISIOTCs
BankoMm camocTosITENbHO.

2.6.2. Bce omepanuu, mpousBomumeie CTOpoHamMH B
Cucreme, (QUKCHPYIOTCSI B IPOTOKOJIAX  pabOTHI
MPOTpaMMBbl, XpaHsmmxcs B 0a3e gaHHBIX CHCTEMBI B
banke. B cimywae pasHormacus wexnay bankom wu
KnneHToM B OTHOIICHMM NEPENaHHBIX OIEKTPOHHBIX
JokyMeHTOB  CTOpOHBI  NPU3HAIOT B KayecTBe

The Client is notified and agrees that for the purposes of
internal transfers the information is used to the extent
provided by the current legislation of the Russian
Federation.

The data provided by the Bank shall be used for internal
transfers for the purposes of drafting the Order, when the
Paying Client specifies the Recipient Identifier / Bank
Card Number / Account Number.

If the Paying Client specifies the Recipient Identifier /
Bank Card Number / Account Number for the purposes of
drafting an Order, the Bank shall provide the Paying Client
with the following information corresponding to the
specified Recipient Identifier / Bank Card Number /
Account Number to verify: name, surname, patronymic (if
any) of the Recipient Client (surname provided in
disguise). The Client is notified and agrees to convey this
information for verification to another Client who
specified the respective Client's Fund Recipient Identifier
/ Bank Card Number / Account number for internal
transfer purposes.

In case of successful verification of the submitted
information by the Paying Client, he shall sign and submit
the Order to the Bank in the manner determined by these
Conditions. The Recipient is notified and agrees that, since
the Payer’s order specified in the present point is executed,
the Payer receives access through the System to the
Recipient’s payment data, including his name and surname
and the number of credited account.

2.5.5. The Bank is entitled to determine the types of
Accounts from which/to which an internal transfer can be
conducted in accordance with the procedure stipulated in
Section 2.5 of these Conditions.

2.6. STORAGE OF ORDERS ON
TRANSACTIONS, TELEPHONE
CONVERSATION RECORDS

2.6.1. The Bank shall ensure that Orders, Deposit
documents received from the Client are stored within the
term stipulated by legislation of the Russian Federation for
storing similar documents drawn up on paper. The method
and format of storing are determined by the Bank
independently.

2.6.2. All the operations carried out by the Parties in the
System are fixed in the protocols of the System operations,
which are kept in the database of the Bank System. In case
of disagreement between the Bank and the Client related
to the transferred Electronic Documents, the Parties
acknowledge the mentioned notes, as well as the notes
fixed in the System operations protocol stored in the Bank,
as evidences.

The System tracks the actions carried out by the Parties
therein. The corresponding reports on conducted
operations (actions) in the System, generated by the Bank,
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JIOKa3aTeNbCTB YKa3aHHBIC 3allUCH, a TaKKe 3aliCH B
mpoTokoie paboTsl CucteMsl, XpaHsmuecs B banke.

Cuctema Bemer yd4eT [OEHCTBHH, MPOM3BOIUMBIX
Croponamun B Heil. CdopmupoBanaeie bankom
COOTBETCTBYIOIIME  OTYETHl 10  IPOU3BEICHHBIM
omepanusaM (mericTBusiM) B CucteMe Ha OyMaXKHBIX
HocuTenax mo  ¢opme  banka, moxnmcaHHBIE
YIIOJHOMOYEHHBIM JIMIIOM baHka ¥ CKpeIuieHHbIE
NeyaTbio banka, SIBIISIFOTCS JOCTaTOYHBIMHU

JIOKa3aTenbCcTBaMu  (pakToB coBepiicHuss CTopoHamu
onmepauuii u gedictBuii (B Tom uymciae Cucremoit

aBTOMAaTHYECKH),  NPEAyCMOTPEHHBIX  HACTOSLIUMHU
VYcnoBusiMH, W MOTYT OBITH HCIIOJB30BaHBI  IpU
pa3pemeHnH TI00BIX CIOPOB, a TAKXKE MIPEAOCTaBICHbI B
Cya.

2.6.3. KimeHT yBemoMIleH O TOM, YTO BCe Telie()OHHBIC
Pa3roBOPEI 3aMUCHIBAOTCS M XpaHATcs B baHke B TeueHue
CpOKa, YCTaHOBJICHHOTO 3aKOHOAATENECTBOM Poccuiickoit
Deneparyu. 3anucu yKa3aHHBIX  TeleOHHBIX
PasroBOpOB MOT'YT OBITh HCIOJIb30BAHBI IPH Pa3pELICHUH
JIOOBIX CHIOPOB, a TAKKE MPEIOCTABICHBI B CY/I.

3. KOHOUJIEHIIUAJBHOCTD

3.1. bank 00s3yeTcs NPUHATH BCE JOCTYIHBIE MEPHI IS
MIPEJOTBPALICHUS  HECAaHKIMOHUPOBAaHHOTO  JIOCTyIa
TPETHHX JIUII K HHPOPMAIIHHU, COCTABIISIONIEH OaHKOBCKYIO
taitny Knuenra. Jlto6as nH(popMaIys Takoro poja MOXeT
OBITH TPEIOCTaBJICHAa TPETHUM JIMI[AM HE HHaue Kak B
opsiKe, YCTaHOBJICHHOM 3aKOHOATEIbCTBOM
Poccuiickoit denepanuu.

3.2. Hacrostmum KimnenT npusHaert, 4To MCIoIb30BaHue B
COOTBETCTBUM C HACTOAIMMH YcCIOBHsAMHU Pa30BbIX
CEKPETHBIX MapoJiel, a Takke MOPSAI0K AyTeHTH(HUKAIINT
n gjocryna Knmenta k Cucreme J0CTaTO4HBI IS
obecrieueHnst 3alIUTHl IepepaBaeMoil mno Kanamam
Joctyna HMHOOPMAaMM OT  HECAaHKIMOHHUPOBAHHOTO
Joctyna K Hed Tperbux swmi. Ilpu stom  KiueHt
MIOJITBEPKIACT, YTO €My M3BECTHO O TOM, YTO B IIpoIecce
JuctaHnnoHHOT0 6aHKOBCKOTO 0OCITY>KMBaHUSI BO3MOXKEH
PHUCK HECAHKIIMOHHMPOBAHHOTO JOCTYIMa TPETBUX JHIl K
Takoil wWH(OpPMaMy © HACTOSAIIMM BBIPAaXKaeT CBOE
coriacue ¢ TeM, 4yTo baHk He HeceT OTBETCTBEHHOCTH 3a
pasriamenue nHdopmanuu o KiueHre B ciyyae Takoro
HECAHKIIMOHMPOBAHHOIO AOCTYIIA.

3.3. Ilepenaua Knuenrom Jlornna, BpemenHoro mapous,
IMapons, Konosoro cinosa, Pa3oBbIX CeKpeTHBIX Mapoien
TPETBUM JIMLAM HE JOMYCKaeTCs,, TaK KaK BIIEYET PHUCK
HECAaHKIIMOHWPOBAHHOTO  JIOCTyNa TPETbUX JIMI[ K
nepenaBaemoii mo Kamamam moctyma mabopMmarmm. B
cnyuyae mnepegaun  Knuwentom Jlornna, BpemenHoro
napoust, [lapons, KomoBoro cinosa, Pa3oBbix cekpeTHbIX
napoJiei TpeThbuM JiniiaM baHk He HeCceT OTBETCTBEHHOCTH
3a HECAaHKUMOHHUPOBAHHBIM JOCTYI K I€pelaBaeMoil
nHpopmanmu  u  ymepOd, npuuuMHEeHHbIH ~Kiuenty
BCJIEACTBHE TAKOIO HECAHKIIMOHUPOBAHHOTO JOCTYIIA.
3.4. Hacrosmum KiueHT mnpusHaer, 4ro B Ipolecce
nepenaud  MHGOPMALMM ITyTEM HANPaBICHHUS CMC-
cooO1ieHns: Ha 3aperucTpUpOBaHHBI HOMEP BO3MOXKEH
PHCK HECAaHKIIMOHMPOBAHHOIO JOCTyNA TPETbUX JIAL K
TakoW HWH(OPMALMK M HACTOSIIMM BBIPAKACT CBOE
cornacue ¢ TeM, 4To baHk He HeceT OTBETCTBEHHOCTH 3a

made in hard copies according to the Bank’s form, signed
by the authorized signatory of the Bank, and sealed by the
Bank , are considered to be sufficient evidences of facts of
operations and actions made by the Parties (including
automatically by the System), foreseen by the present
Terms and Conditions, and can be applied for settlement
of and disputes, as well as submitted to the court.

2.6.3. The Client is notified that all telephone
conversations are recorded and stored in the Bank within
the time period established by the laws of the Russian
Federation. Records of these telephone conversations can
be used when resolving any disputes, as well as submitted
to the court.

3. CONFIDENTIALITY

3.1. The Bank is obliged to take all available measures for
preventing the unauthorized access of third parties to the
information considered bank confidentiality of the Client.
Any type of such information can be provided to the third
parties only according to the procedure stipulated by the
legislation of the Russian Federation.

3.2. Hereby the Client acknowledges that the application
of Session keys according to the present Terms and
Conditions, as well as the Authentication procedure and
the procedure regulating the Client’s access to the System
by using Identifiers are sufficient for protection of the
information transferred via the Access Channels from
unauthorized access of third parties. Thereat, the Client
confirms that he/she is informed about the possibility of a
risk of unauthorized access of third parties to such
information in the process of remote banking services and
hereby agrees with the fact that the Bank does not bear
responsibility for disclosure of information on the Client
in case of such unauthorized access.

3.3. Transferring of information on the Login, Temporary
Password, Password, Memorable Word, Session Keys by
the Client to third parties is prohibited, as it generates risk
of unauthorized access of third entities to the information
transferred via the Channel of Access. In case of
transferring of information on Login, Temporary
Password, Password, Memorable Word, Session Keys by
the Client to third parties, the bank does not bear
responsibility for unauthorized access to transferred
information and the loss caused to the Client in the result
of such unauthorized access.

3.4. The Client hereby acknowledges that when sending
information by SMS to the Registered Number the risk of
third-party unauthorized access to such information arises
and hereby agrees that the Bank shall not be held liable for
the disclosure of information about the Client and
Transactions in the case of such unauthorized access.

4. BANK FEE
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pasriamenue nHpopmaimu o Kimenre, Omnepanusx B
ClTyJae TaKoT0 HECAaHKIIMOHUPOBAHHOTO JOCTYTIA.

4. BO3HAI'PA’KJIEHUE BAHKA

4.1. Pasmep W mOpSNOK ylepKaHUS KOMHCCHOHHOTO
BO3HArpaXKACHUS 3a IpejocTaBileHHe bankoMm ycmyr B
COOTBETCTBUM C YCIOBUSIMH yCTaHABIUBAIOTCS COIJIACHO
Tapucdam banka.

4.2. KimeHT HaCTOAIMMM IMpenocTaBisieT baHKy mpaBo
CHHCHIBaTh  0€3  JIOMOJHUTEIBHOTO  PAaCHOPSKEHUS
KineHnrta cyMMBI KOMHCCHOHHOTO BO3HAarpaxaeHus banka
3a ycrmyrH B cooTBeTcTBHH ¢ Tapmdamm banka, a Taxke
IpyTHE PACXOAbl, IOHECEHHbIE baHKOM B CBS3UM C
ucnoinHeHueM Pacnopsbkenuid, /J[JokyMeHTOB o BKIany
W/WIM UHBIX ODJIEKTPOHHBIX JOKYMEHTOB, B TOM YHCIE
KOMHCCHOHHBIE BO3HATpaXKACHUSI OaHKOB-KOHTPAreHTOB,
¢ moOrix CuetoB Knmenrta B baHke, kak OTKpBITBIX Ha
MOMEHT mpucoeauHeHus Kimenra k  HacTosAmuM
VYcnoBusiM, Tak u co CYeToB, KOTOpbIE MOTYT OBITH
oTkpbITel  Kimenty bamkom B Oymymem, coriacHo
COOTBETCTBYIOIUM JOIOBOpPaM, 3aKIIIOYEHHBIM MEXKIY
CropoHnamu.

Hecmotpsa Ha ykasanHele monoxxeHus KimeHT Bropase
OCYILECTBIJIAATH OIUIaTy KOMHCCHOHHOTO BO3HATPaXKICHUS
banka 3a ycinyru B coorBercTBuM ¢ Tapudamu banka, a
TaKXke JApPYrHe pacxoipbl, IOHECEHHbIC baHKOM B CBSI3H C
ucnoinHeHueM Pacnopsbxkenuit, /J[okyMeHTOB o BKIany
W/WIM  UHBIX ODJEKTPOHHBIX J0KyMeHTOB Kimenra
JMIOOBIMH ~ MHBIMH ~ CIIOCOOaMH,  TPETyCMOTPEHHBIMH
3akoHoAarenbcTBOM Poccuiickoit @enepanuu.

4.3. KiTMeHT HacTOAIINM JaeT COTiache Ha NCHOIHEHHE (B
TOM uHcie dYacTuyHoe) bankoM B momHON cymme
JOKYMEHTOB, YyCTAaHOBIEHHBIX bankoM Poccum, mms
OCYIIECTBJIICHHUS ~ TIpaB,  IPEAYCMOTPEHHbIX 1. 4.2
HACTOSIIIMX YCIOBUH, B TEUEHUE CpOKa JEHCTBUS
JoroBopa 0e3 OrpaHHyYCHUS 1O KOJIUYECTBY PACUETHBIX
JOKYMEHTOB, [0 CYMM€ U TPeOOBaHMUIM U3 0053aTEIbCTB,
BbITEKaroux u3 Jlorosopa.

4.4. baHk WMeeT MpaBO B OJHOCTOPOHHEM TOPSIIKE
mMeHATh Tapudsr banka ¢ m3Bemennem Kimenta He
mosgHee, 4eM 3a 5 (msATh) KaleHOApHBIX ITHEH JI0
BerymiieHus: Tapudos B cuiry, myTeM OIyOJIMKOBaHUS
nH}opManuu B Mopsiike, MPEAYCMOTPEHHOM B ITyHKTE 1.5
HaACTOSIUX Y CIOBUIH.

S. YPEI'YJINPOBAHUE

PA3BHOIJIACUM

5.1. Cnopbl, BO3HUKAIOIIHE B CBS3M C HCIOJHCHUEM
HoroBopa, CTOpOHBI O00s3yIOTCS paspemath IMyTeM
[IEPErOBOPOB C YYETOM MPHUHIIUIIOB JOOPOCOBECTHOCTH U
B3aMMHOIO YB@XEHHSI. B cioy4ae HEBO3MOXXHOCTHU
YPEryJupoBaHUs  BO3HUKIIMX  pa3HOTJIACUH  MyTeM
nieperoBopoB, CTOPOHBI OyAyT paccMaTpHUBaTh CIOPHI B
cyZie B COOTBETCTBUH C 3aKOHOJATEILCTBOM Poccuiickoit
Ddenepanyu.

5.2. B ciyuae Hecornacust Kiuenra ¢ pelictBusiMu banka,
CBS3aHHBIMU C HCHONHEHHEeM bankom PacrnopsbkeHwuid,
JIOKyMEHTOB TIO BKIQAy W/WIH WHBIX OIECKTPOHHBIX
nokymeHToB, KimeHT HampasiseT B baHk ¢ MOMOIIBIO
Cucremsl o Kananmam gocrtyma/Ha OyMa>KHOM HOCHTEIE
3asBJICHHE C M3JIOKCHUEM CYTH MTPETECH3UM.

4.1. The size and procedure on collecting the fee for
the services rendered by the Bank according to the Terms
and Conditions, is identified according to the Rates of the
Bank.

4.2. The Client hereby provides the Bank with a right to
write-off without additional instructions of the Client the
sum of Bank fee for rendered services according to the
Rates of the Bank, as well as other expenses covered by
the Bank for the purposes of execution of the Orders,
Deposit documents and/or other Electronic Documents
including the fees of banks-contractors, from any Accounts
of the Client opened in the Bank, both opened at the
moment of affiliation of the Client to the present Terms
and Conditions and from the accounts that the Client may
open in future, according to corresponding agreements
signed between the Parties.

Notwithstanding the mentioned provisions, the Client
reserves the right to pay the Bank fee for the rendered
services according to the Rates of the Bank, as well as
other expenses covered by the Bank in relation to
execution of the Orders, Deposit documents and/or other
Electronic Documents of the Client by any other means,
stipulated by the legislation of the Russian Federation.

4.3. The Client hereby agrees (including partially) on
implementation by the Bank, in full sum, of the documents,
established by the Bank of Russia, for execution of rights,
stipulated in point 4.2 hereof, within the period of validity
of the Remote Banking Services Agreement without
limitations in terms of the quantity of settlement
documents, sum and requirements from obligations, arisen
from the Agreement.

4.4. The Bank reserves the right to change the Rates
of the Bank unilaterally by notifying the Client on it not
later than 5 (five) calendar days prior to entry of the Rates
into force by means of publishing the information
according to the procedure stipulated in point 1.5 of these
Terms and Conditions.

S5. SETTLEMENT OF DISPUTES

5.1. The Parties are obliged to settle the disputes
arisen in relation to the implementation of the Agreement
by means of negotiations considering the principles of
fidelity and mutual respect. Provided that it is not possible
to settle the arisen disputes by negotiations, the Parties will
address the disputes in the court according to the
legislation of the Russian Federation.

5.2. In case the Client disagrees with the actions of the
Bank with regards to the implementation of the Orders,
Deposit documents and/or other Electronic Documents by
the Bank, the Client transfers to the Bank an application,
mentioning the subject of complaint, by means of the
System via the Access Channel / in hard copy.

5.3. Within 14 (fourteen) working days as of the date
of receiving the claim of the Client the Bank processes the
application of the client and, depending on the decision,
either satisfies the Client’s claim, or transfers the Client a
conclusion on groundlessness of the claim. The conclusion
on groundlessness of the claim is transferred to the Client
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5.3. bank B Teuenue 14 (yeTpipHaaLATH) pabOUNX THEH OT
JaTel MONydYeHHs mpereH3uu KimeHTra paccMmaTpuBaeT
3asBieHne KimeHTa M, B 3aBUCHMOCTH OT TPHHATOTO
pemieHus, TMOO YROBIETBOpSAET mpeTeH3mio KimeHTa,
mmbo nepenaer Kimenty 3aKITFOUCHHE 0
HEOOOCHOBAaHHOCTH €T0 MPETCH3WU. 3aKII0YeHHE O
HEOOOCHOBAaHHOCTH MpETEH3UH HampasisieTcss KimeHTy
no Cucreme, a TaKKe MOXKET OBITh BBIIAHO B TUCBMEHHOM
BUJIE C IOJMKCHIO YIIOJIHOMOYEHHOTO paboTHuKa baHka
Knuenty (npeactasurento KineHnTa) npu JTHYHO# SIBKE B
bank.

6. OTBETCTBEHHOCTB CTOPOH

6.1. TMPABA, OBSA3AHHOCTU U
OTBETCTBEHHOCTbBb BAHKA

6.1.1. bank o00s3yercs mpemocraBiATh  KimeHTy
(mpenctaBurento KnueHTta) BO3MOMKHOCTH IOJTY4EHHUS
aKTyaJIbHOM M JOCTOBEPHOI MH(OPMALIMK O TIepeJaHHbIX
Knuentom Pacnopsikenusix, onepanusax no ero Cueram,
coctostHAM ero CYeToB M MHYI0 HH(pOpManuio B MOPSIKE,
MIPEAYCMOTPEHHOM Y CIIOBHUSIMU.

6.1.2. Bank BmpaBe OTKa3zaTh KUIMEHTY B HCHOIHEHUH
3apEerHCTPUPOBAHHOTO  PacmopspkeHus, ecium  IpH
MOCNIEAYIOMIEH MpOBEpKe OyAeT YCTAaHOBJIEHO, YTO
UCTIONTHEHUE  IpeAycMoTpeHHo  uMm  Omnepannu
NIPOTUBOPEUUT 3aKOHOATEIbCTBY Poccuiickoi
®enepany, HOpMaTtuBHBIM akTtam banka Poccun,
YcnousiM win rorosopy Mexay bankom m KimenTtowm,
OTIpENIEIAIONIEMY TOPAJOK IPOBEACHUS OIepanuid 10
cooTBeTcTRyOIEMY CUery.

6.1.3. bank BmpaBe B 11000 MOMEHT MO CBOEMY
YCMOTpEHHIO, B TOM 4YHCJe, HO HE OrpaHHYMBasCh, B
ciry4ae HapyHIeHUs Knnenrom Horosopa
JMCTAHIIHOHHOTO 6aHKOBCKOTO 00CITyKUBaHHUS,
Kommpomeranum, BBISIBIICHUS Omneparyu,
COOTBETCTBYIOIIEH MPU3HAKaM OCYIIECTBIICHHUS IIEpeBOia
JIEHe)KHBIX CPeICTB 0€3 JT0OpOBOJBLHOTO  COTJIACHS
Knuenra, otkasare KimeHTy B HCIOJHEHHH JHOOOTO
3apETUCTPUPOBAHHOTO OIEeKTPOHHOTO
JOKYMEHTa/IIPUOCTAHOBUTH €TI0 HCIOJHEHHUE, MPH ITOM
Kmuent (mpencrasurens KimeHnra) BmpaBe mepenatb B
BaHK COOTBETCTBYIOIIMI JOKYMEHT Ha OyMaKHOM
HOCHTENEe, COCTAaBIEHHBIH 10 (opme, NMpeaycMOTpEeHHOMH
COOTBETCTBYIOIIUM JOrOBOPOM, 3aK/IIOUEHHBIM MEXIY
CropoHamy, n/unm c y4eToM TpeOGoBaHMI
3aKoHoAarenscTBa Poccuiickoit denepauuu.

6.1.4. bank BnpaBe mnoTtpeboBath oT KimeHra
IpeACTaBUTh, B TOM 4ucie, ¢ momompro CHcTeMsl,
MOJITBEPXKAAIOIINE  JOKYMEHTH, HEOOXOAMMBIE  IJIs
ocymecTBieHNsT baHkoM (yHKIMK areHTa BaIOTHOTO
KOHTpPOJs, B cCiydae ocymiecTBieHus KimeHToM
BantotHoi1 onepanuu.

bank BmnpaBe otkazate KinmeHTy B UCHOJHEHHH
3apernuCTpUpPOBaHHOTO  PacmopsokeHus, B ciydae
HECOOTBETCTBMsI TMpoBOAMMON BamoTHOl omnepauun
JEeUCTBYIOLIEMY BaJIIOTHOMY 3aKOHOJATENbCTBY
Poccmiickoii  @denepaumu  W/MIKM  HENPEACTAaBICHUS
KnuentoMm noaTBepKIaIOMKUX JOKYMEHTOB.

6.1.5. bank BmpaBe He BO3BpamaTh KOMHCCHOHHOE
BO3HAarpakeHHe, MoiaydeHHoe oT Kimenta 3a
UCTIONTHEHUE PaclopspKeHus, 3apernCTPUPOBAHHOIO B

via the System, as well as can be issued to the Client
(Client's Representative) upon in-person visit to the bank,
in written for with the signature of an authorized employee
of the Bank.

6. LIABILITIES OF THE PARTIES

6.1. RIGHTS, OBLIGATIONS, AND
LIABILITIES OF THE BANK
6.1.1. The Bank shall provide the Client (Client's

Representative) with an opportunity to obtain relevant and
reliable information on the Orders transferred by the
Client, Transactions on their Accounts, the state of their
Accounts, and other information in accordance with the
procedure set out by the Terms and Conditions.

6.1.2. The Bank is entitled to refuse from the execution
of the registered Order of the Client in case the subsequent
checking will identify that execution of such Transaction
does not meet the requirements of the legislation of the
Russian Federation, regulatory acts of the Bank of Russia,
the present Terms and Conditions or the Agreement
between the Bank and the Client, identifying the
transactions conduction procedure on the corresponding
Account.

6.1.3. The Bank is entitled to refuse from/suspend the
execution of any registered Electronic Document of the
Client at any time, at its own discretion, including, but not
limited to, in case of violation of the Remote Banking
Services Agreement, a Compromise, a Transaction with
the signs of money transfer performed without the Client’s
voluntary  consent, thereat the Client (Client's
Representative) reserves the right to submit to the bank the
corresponding document in hard copy, made in the form of
the Bank and according to the agreement signed between
the Parties and/or considering the legal requirements of the
Russian Federation.

6.1.4. The Bank is entitled to request from the Client
submittal of justifying documents, including by means of
the System, required for carrying out the function of
currency control agent by the Bank in case the Client
conducts Currency transactions.

The Bank is entitled to refuse from the execution of the
registered Order of the Client in case of the mentioned
Currency Transaction does not meet the requirements of
the effective currency legislation of the Russian Federation
and/or failure of the Client to present confirming
documents.

6.1.5. The Bank is entitled to refuse from refunding the fee
received from the Client for execution of the Order
registered in the System, if the mentioned Order cannot be
executed due to reasons beyond the Bank’s control and
competence.

6.1.6. The Bank does not bear responsibility for execution
of Orders and/or other Electronic Documents of the Client
in case of refusal of the Bank from execution of the Order
and/or other Electronic Document of the Client, as well as
in cases of not executing the Order and/or other Electronic
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Cucreme, ecnu naHHOoe PacropspkeHne HE MOXKET OBITh
BEITIOJTHEHO TI0 HE3aBHCALINM OT baHka mpuanHaMm.

6.1.6. bank He HeceT OTBETCTBEHHOCTH 332 HEHCIIOTHEHUE
PacnopspkeHust W/nimu WHOTO DJIEKTPOHHOTO TOKYMEHTa
Knuenta B cinyuae orka3a baHka OT UCHOJHEHMS
PacnopspkeHust W/nimm WHOTO DJIEKTPOHHOTO TOKYMEHTa
Kimmenra, a Takke B CiIydasX  HEHCIOTHEHHSA
PacniopspkeHuss W/uiaM MHOTO DJIEKTPOHHOTO JOKYMEHTa
Kiuenra, ecnu ucnonHeHHe NPUBENO Obl K HapyLICHUIO
TpeOoBaHMI JeHCTBYIOLIETro 3aKOHOJaTeIbCTBA
Poccuiickoit ®Denepanuy, HOpPMAaTUBHBIX akToB baHka
Poccuu, HacTosmmx YcCioBHUil, TOTOBOPOB OaHKOBCKOTO
cyera (BKJIaja), a TaKKE YCIOBHH WHBIX 3aKITFOUCHHBIX
Mexy Kmmenrom u baHkoMm cornmamreHui (oroBopos), B
TOM 4YHCIe, eciu PacnopsbkeHWe W/WiH — HWHOM
DJNEeKTPOHHBIH MOKYMEHT He OBUIO IIOATBEPKICHO
Kimmentom Pa3oBBIM cexpeTHBIM apoiieM, TH00 IpoBepKa
PazoBoro cekpeTHOro mapons Jaia OTPHIATEIBHBIN
pe3yabTat, 1100 JeHEeKHBIX cpeacTB Ha Cuerax Knuenra
HE JIOCTATOYHO JJIsI UCTOSMHEeHus PacropspkeHus (W/vimu

WHOTO DJIEKTPOHHOTO JOKYMEHTa) W/WIIM  YIUIAThl
KOMHCCHOHHOTO  BO3HarpaxkaeHuss  banky — n/wim
BO3MEULICHHS MWHBIX pacxojoB baHka B CBs3u C
MIPOBEJCHUEM Onepanyy, OCYILIECTBICHUS
COOTBETCTBYIOIIUX JCUCTBHH, a TAKKE B MHBIX CIydasXx,
MPEAYCMOTPEHHBIX  YCIOBHUSMH,  COOTBETCTBYIOIIUM
JIOTOBOPOM OaHKOBCKOTO cyera (BxIama) u

3akoHoAarenscTBOM Poccuiickoit ®enepanun.

6.1.7. baHk He HECeT OTBETCTBEHHOCTH 33 HEBBIIOJIHEHNE,
HECBOEBPEMEHHOE WJIM HEMPaBIJIBHOE BBITOIHCHHE
PacniopspkeHui W/WIH UHBIX DJICKTPOHHBIX TOKYMEHTOB
Knuenra, ecnu 370 OBUIO BBI3BAHO IPEAOCTABICHHEM
Knuentom (mpencraButenem KimeHTa) HemocToBepHON
W/WIM HETOYHOW MH(OpMAlUU TIPH 3aKIOYEHUH W/UITU
ucrnionHeHun JloroBopa, BBogoM KimmeHTOM HeBepHBIX
JaHHBIX, a Taloke 3a HapymeHHe padboTsl CHCTeMBbI B
pe3ynpTaTe OMMOOK H HETOYHOCTEH, OIMYIIECHHBIX
Kinentom.

6.1.8. banmk He HeceT OTBETCTBEHHOCTH 3a yIepoO,
TIPUIHHESHHBIN Kimmenty BCIIC/ICTBHE
HECAaHKIIMOHHPOBAHHOTO  WCIIONB30BAHUSA  TPETHHMU
JUIAMU  3aperuCTpUpPOBaHHOTO  HoMmepa,  I[laposs,
Konosoro cnosa, a takxke Jloruna, BpemenHoro naposs u
PazoBoro cexperHoro mapois, IepedaHHbIX KimeHTy
(mpencrasureno Knuenra). bank HeceT OTBETCTBEHHOCTh
3a TOCIENCTBUS  HECAHKIIMOHHPOBAHHOTO  JIOCTYTIA
TpeTbux Jull K CHcTeMe HCKIIOYUTENBHO B CIIydasx,
KOI/la TaKOW HECaHKUMOHMPOBAHHBIA JOCTYN BBI3BaH
HecoONmoJicHneM  baHkoM — TpeOOBaHHMU  HACTOSIINX
YcnoBuid.

6.1.9. bank He HeceT OTBETCTBCHHOCTH 3a TOJHOE FUTU
YaCTUYHOE  HEUCIOIHEHHE  CBOUX  00S3aTEIbCTB,
BBITEKAIOIIUX W3 YCIOBHM, €CIM Takoe HEUCIHOJHEHHE
BBI3BAHO 0OCTOSATEIECTBAMH HETIPEOLOINMON CHITBI, B TOM
YHCcIIe PeIIeHUsIMI OPTaHOB 3aKOHOATEIFHOM, CyaeOHOH
W/WW UCTIOHATENbHON BracTu Poccuiickoit Depeparum,
a taxoke banka Poccun, KOTOpble A€nal0T HEBO3MOMXKHBIM
i banka  BRIONHEHWE  CBOMX — 00S3aTENBCTB;
3a7iep>KkkaMu  miatexedt 1o BuHe banka Poccum;
BOGHHBIMU JCUCTBUSIMH, CTUXUUHBIMH WIM HHBIMH
OCICTBUSAMU, MPOUCXOIAIIMMHU B paiioHaX, O(PHUIIMATEHO
MIPU3HAHHBIMU HaxOSIUMHUCS noj BIIUSTHUEM
BBIIIICYKA3aHHBIX 00CTOSITEIBCTB.

Document of the Client if such execution could have
brought to violations of requirements of the effective
legislation of the Russian Federation, regulatory acts of the
Bank of Russia, present Terms and Conditions, bank
account (deposit) agreements, as well as conditions of
other agreements (contracts) signed between the Client and
the Bank, including if the Order and/or other Electronic
Document was not verified by the Client by means of
Session Key, either the Session Key identification gave
negative result, either there are not enough funds on the
Accounts of the Client for execution of the Order (and/or
other Electronic Document) and/or payment of the bank
fee and/or compensation of other expenses of the Bank
related to the Transaction conduction, taking
corresponding measures, as well as in other cases, foreseen
by the Terms and Conditions, corresponding bank account
(deposit) agreement and legislation of the Russian
Federation.

6.1.7. The Bank does not bear responsibility for non-
execution, untimely or improper execution of Orders
and/or other Electronic Documents of the Client, if it was
arisen from the fact of providing inaccurate and/or invalid
information by the Client (Client's Representative) upon
conclusion and/or fulfillment of the Agreement, entering
of incorrect data by the Client, as well as for System
operations faults due to mistakes and inaccuracies made by
the Client.

6.1.8. The Bank does not bear responsibility for the loss
caused to the Client as a result of unauthorized usage by
the third parties of the Registered Number, Password,
Memorable Word, as well as Login, Temporary Password,
and Session Key transferred to the Client (Client's
Representative). The Bank bears responsibility for the
consequences of unauthorized access of third parties to the
System, exceptionally in those cases when such
unauthorized access is obtained due to failure of the Bank
to comply with the requirements of the present Terms and
Conditions.

6.1.9. The Bank does not bear responsibility for full or
partial non-execution of its obligations, arisen from the
present Terms and Conditions, if such non-execution is
conditioned by circumstances of the acts of God, as well
as by decisions of legislative, judiciary and/or executive
authorities of the Russian Federation, as well as the Bank
of Russia, which make it impossible for the Bank to
perform those obligations; payments delays due to the fault
of the Bank of Russia; military actions; natural disasters
and other disasters taking place in the regions, officially
announced as impacted by the above mentioned
circumstances.

6.1.10. The Bank does not bear responsibilities for the
circumstances of violation of requirements and provisions
of the present Terms and Conditions by the Client.

6.1.11. The Bank does not bear responsibilities for the
circumstances of performance faults of the Channels of
Access.

6.1.12. The Bank does not bear responsibilities for any
disruption in the operation of the System and the
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6.1.10. bank He HeceT OTBETCTBEHHOCTHU 3a IOCIEACTBUS
HapymeHuss KimeHToM TpeOoBaHMKA W TMOJOXCHHUU
HACTOSAIIHUX Y CIOBUH.

6.1.11. baHk He HeceT OTBETCTBEHHOCTH 3a ITOCIIENCTBUS
HapymeHus paborocrocobrocTr Kananos nocryma.

6.1.12. bank He HeceT OTBETCTBEHHOCTH 3a HapyIICHHE
pabotsl CHCTEMBI, a TaK)KE CPENCTB CBS3U, C TOMOIIBIO
KoTophlX KimeHTy HampaBisiercst cMc-COOOIeHHe Ha
3aperucTpupoBaHHBIH HOMEp, B pe3ynbTaTe JeicTBUI
TPETHHX JIHLI.

BaHk He HeceT OTBETCTBEHHOCTHU 3a KaKue-ITUOO aBapHH,
cOon B 0O0OCIY)XMBaHUH, CBSI3aHHBIE C 00OpPYIOBaHHEM,
CHCTEMaMH TIepelad 3JCKTPO3HEPTHH W/WIM JIMHHH
CBSI3M, CETH MHTECPHET, KOTOpBIE O00ECIeYnBarOTCs,
MOJAIOTCS, AKCIUTYaTUPYIOTCS W/WIN  OOCITY>KUBArOTCS
TPETHUMHU JINIIAMH B CBSI3H ¢ HanpaBiieHneM KimeHTy cmc-
co00IIeHN Ha 3apeTUCTPUPOBAHHBIN HOMED.

6.1.13. Bank He HeceT OTBETCTBEHHOCTH 3a YOBITKH
KnueHnrta, BO3HMKIIHE BCJIEICTBHE HECBOEBPEMEHHOIO
coobmenns banky o Kommpomerammu u (wim) o
HampaBlIeHUU OJEKTPOHHBIX MOKyMeHTOB Mo Cucreme
10JI BIMSHUEM OOMaHa WIIM IIPH 3JI0YNOTPEOJICHUH €ro
JIOBEPHEM. .

6.1.14. Bank He HeceT OTBETCTBEHHOCTH 3a YOBITKH
Knnenra, Bo3HHMKIIME B pe3ynbTare yTpartsl (Topuw,
nepenadu, yrepH, pasriamenun) Kinmentom JloruHa,
Bpemennoro napous, Ilapons, Konosoro ciosa, PazoBoro
CEKPETHOTO TapoJIsl.

6.1.15. bank He rapaHTHPYET COBMECTHMOCTE CHCTEMEI C
OTIEPAllMOHHOW CHCTEMOH M CTOPOHHMM IPOTPaMMHBIM
obecrieyeHneM, YCTaHOBJIEHHBIM Ha
KOMIBIOTEPEe/MOOUIBHOM ycTpoiicTBe Kinenra.

6.1.16. Pemenue 06 orMeHe ucnonHeHus: PacnopsokeHus
o nposeaernn Onepanuu 1160 006 OTKIIOHEHHH 3ampoca
Ha OT3bIB DJIEKTPOHHOTO JOKyMEHTa baHK mpHHUMaeT ¢
ydeToM TpeOOBaHUS 3aKOHOJATENbCTBa PoccHiickoi
@enepai 0 0€30T3BIBHOCTH TEPEBOJA  JICHEKHBIX
cpenctB. B cmyuae ormens! Pacniopsbkenus bank Bripase
HE BO3BpallaTh KOMHCCHOHHOE  BO3HArpax</ieHmue,
noixydeHHoe ot  KimenTta, ecnm  oTMEHEHHOe
Pacnopsixenne 66uT0 3aperucTpupoBano B Cucreme.
6.1.17. baHk He HeceT OTBETCTBEHHOCTH 32 MOCIEACTBHS
HECAHKIIMOHWPOBAHHOTO  WCIIONB30BAHHSA  TPETHHMH
miuamu Kojga [gocTyma, MCHONB3yeMOro B MOOMIBHOM
MIPUIOXKECHUH, B TOM YHCJIE 3a NpHYMHEHHBIe KimeHTy
BCJIEJICTBHE ITOTO YOBITKH.

6.1.18. bank He HeceT OTBETCTBEHHOCTH 32 HETIOJy4YEHHE
Knmnenrom cmc-cooOmieHnit Ha 3aperucTpupoBaHHBIN
HOMep 1o BuHe KimeHTa min MOOHMIBHOTO omeparopa, a
Takke 3a yObITKM KiMeHTa, BO3HHKIINE BCIICICTBHE
HeronyuyeHust KimeHToM cMc-cooOmieHnid 10  BHHE
Krnuenra nnm MoOHiIbHOTO onieparopa.

6.1.19. bBank He HeceT OTBETCTBEHHOCTH  3a
HECAHKIIMOHUPOBAHHBIM JIOCTYIl K IepeJaBaeMod Ha
3aperucTpupoBaHHBIA HOMEp HHGOpPMANUKA W yHIiepo,
TIPUYUHEHHBIN Kiuenty BCIIEJICTBHE TaKoTo
HECAHKIIMOHUPOBAHHOTO JOCTYIIa, B TOM YHCIIE, B CIIydae
yrpatbl KiMeHTOM KOHTpOIS Haj 3aperucTPHPOBAHHBIM
HOMEpOM, [0 MoOMeHTa mnoiydeHus oT Kiuenra
yBeIOMJICHHS 00 yTpaTe 3aperucTpupoBaHHOTO HOMEpa.

communication means employed by the Client to send
SMS to the Registered Number through the fault of any
third parties.

The Bank shall not be held liable for any accidents, service
failures related to the equipment, power transmission
systems and/or communication lines, the Internet, which
are secured, served, operated and/or serviced by third
parties in connection with sending SMS to the Client’s
Registered Number.

6.1.13. The Bank does not bear responsibilities for the
losses of the Client caused due to late notification to the
Bank on Compromise and/or due to sending of Electronic
documents using the System under the influence of fraud
or by breach of trust.

6.1.14. The Bank does not bear responsibilities for the
losses of the Client caused due to loss (damage, transfer,
loss, disclosure) by the Client of the Login, Temporary
Password, Password, Memorable Word, Session Key.

6.1.15. The Bank does not guarantee compatibility of the
System with the operating system and third-party software
installed on the Client’s computer/mobile device.

6.1.16. The decision to cancel a Transaction Order or to
reject a request on Electronic Document withdrawal shall
be taken by the Bank based on the requirements of the
legislation of the Russian Federation on irrevocability of
money transfers. In case of cancellation of an Order, the
Bank is entitled to refuse from refunding the fee received
from the Client if the canceled Order was registered in the
System.

6.1.17. The Bank shall not be held liable for the
consequences of unauthorized use by third parties of the
Access Code used in the mobile application, including
losses incurred by the Client as a result thereof.

6.1.18. The Bank shall not be liable for the Client's failure
to receive SMS sent to the Registered Number, where such
failure is due to the Client's own fault or the fault of the
mobile network provider. The Bank shall also not be liable
for any losses the Client suffers as a result of such failure
to receive SMS, where such failure is due to the Client's
own fault or the fault of the mobile network provider.
6.1.19. Where the Client loses control over the Registered
Number, the Bank shall not be liable for any unauthorized
access to information sent or transferred to such Registered
Number and for resulting losses the Client may suffer till
the notice of the Registered Number loss has been received
from the Client.

6.1.20. The Bank shall have the right to demand that the
Client submit the supporting documents (including the
submission of such documents via the System) necessary
for the Bank to meet the requirements of Federal Law
No. 115-FZ dated 07.08.2001 "On the Counteraction of the
Legitimization of Proceeds of Crime and the Financing of
Terrorism".
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6.1.20. bank BhopaBe mnoTpedoBath oT KimeHnra
MIPEACTaBUTh, B TOM 4YHCIE, C TMOMOUbI0 CHCTEMBI,
MOATBEPXKAAIOIINE JTOKYMEHTBI, HEOOXOAMMBIC IS
BEITONTHeHNs bankoM TpeboBanmnit @enepanbHOTO 3aKOHA
or 07.08.2001 Nell5-®3 «O mnporuBomeiicTBHA
neranu3anuy  (OTMBIBAHMIO) JIOXOAOB, ITOJIYYEHHBIX
MIPECTYIHBIM ITyTeM, ¥ (PHHAHCHPOBAHUIO TEPPOPU3MAY.
bank BmpaBe orkazath KimeHTY B HMCHOJIHEHHUH
3aperuCTpUpPOBaHHOrO  PacnopsokeHust B corydasx,
MIPEIYCMOTPEHHBIX JIEHCTBYIOIIMM 3aKOHOAATEIECTBOM
Poccuiickoit Denepanun 0 IIPOTUBOACUCTBUU
jeranu3anuy  (OTMBIBAHMIO)  JIOXOAOB, ITOJYYEHHBIX
MIPECTYIHBIM IyTeM, U GUHAHCHPOBAHUIO TEPPOPHU3MA.

6.2. TIPABA, OBA3AHHOCTH n

OTBETCTBEHHOCTbDB KJIMEHTA

6.2.1. KnueHT 00s3yeTcs coOMonaTh peKOMEHIANN 110
nHPOPMAMOHHOW  0Oe30macHOCTH TpH  padoTe ¢
Cucremolil, ykazanubie B [Ipunoxennu Ne2 k YcnoBusiM, a
TaKXke IMepruoAndeckr paccoutaeMble bankom no Cucteme
u nyOiauKyeMmble Ha KoprnopaTHBHOM MHTepHeT-caiite
banka. KimeHT HeceT pHCK BO3MOXHBIX YOBITKOB B
pe3yiapTaTe HECAHKIMOHHPOBAHHOTO JOCTYHa TPEThUX
qun k Cucreme, B TOM 4HCJIE B pe3ybTaTe HCIIOJHEHUS
BaHkoM DNeKTpOHHBIX JOKYMEHTOB, IIepelaHHbIX B baHk
ot umenu Kinenra n noagnucanueix ACIT Knuenra.

6.2.2. B cmyyae otkaza baHka OT uUCTHONHEHUS
Pacnopsokenns, Kmment (mpencrasurens Kimenta)
BIpaBe oOpatuThcs B baHk 32  monydeHHEM

COOTBETCTBYIOIIEH HH(pOpMAaIHH,
MIPUYMHAX HEUCIIOIHEHHUS.

6.2.3. KiteHT HeceT OTBETCTBEHHOCTD 32 ITPAaBUIILHOCTD
aKTyaJIbHOCTh BCEX CBEJEHHH, cooOIraeMpix uM baHky,
IIPU 3aKIIFOYEHUH M UCIIOJIHEHHH HacTosmero Jlorosopa.
I[Ipu  w3MeHeHMH  yKa3aHHON B  3asdBICHHH O
npucoenMHeHnn K YcioBusiM uH(opmanuu, KireHT
00s3aH HEMeJIEHHO YBeZOMHTh 00 »3ToM bank B
MUCBMEHHOM BHAE TMpH JM4HOW sBKe KimeHrta
(mpencrasurens Kimenra) B bark. B cinygae, eciiu KimeHnT
HapyllaeT MOPSAOK HCHonb3oBaHUS CHUCTEMBI B 4acTd
UCIIOJTHEHUsSI CBOEH O00S3aHHOCTH MO IPEJOCTABICHHUIO
banky  nmoctoBepHOil  mH(popManuu  (OOHOBIEHHOM
nHpOpPMAaIMK B CiIy4ae ee W3MeHeHus), baHk Bmpase
MIPUOCTAHOBHTH UcTonb3oBanne Kimenrom Cucremsr. o
MOMeEHTa mnonydeHus bankom ysenomuienus Kimenra
(mpencrasurens KimeHnta) o0 W3MEHEHMHM KOHTaKTHOM
nHpopmanuu, baHK HE HECeT OTBETCTBEHHOCTH 3a
HETIOy4eHHEe WM  HECBOCBPEMEHHOE  IOJydCHHE
HanpaBieHHoH Kimenty koppecnongeHuuu, a Kiomenr
HECET BCE PHUCKH BO3MOXKHBIX YOBITKOB, BBI3BAaHHBIX
HEMOIY4YEHUEM WM HECBOEBPEMEHHBIM IOJIy4YCHHEM
HanpasieHHON KiMeHTy koppecnoHAeHIUY.

6.2.4. KimeHnt o00s3yercsi oOecrieunTb  XpaHEHHUE
nHpopmannu 0 MOJIyYCHHOM Bpemennom
napone/msmeneHHoM Ilaposne crmocoOoM, aenaronium
Bpemennswrii  maposs/[laposis  HETOCTYIMHBIM — TPETHUM
JuIaM, B TOM 4HCIe, He coolmarb BpemeHHBIH
napons/Ilapons  paborHukam  banka, a  Takxe
HEe3aMEIINTENBHO yBeIOMIATh bank o Kommpomerannn
Bpemennoro napossi/Iaposs.

B TOM 4YHCIE O

The Bank shall have the right to deny the Client the
execution of the registered Order in cases provided for
under the effective laws of the Russian Federation on the
counteraction of the legitimization of proceeds of crime
and the financing of terrorism.

6.2. RIGHTS, OBLIGATIONS,
LIABILITIES OF THE CLIENT

AND

6.2.1.  When working in the System the Client is obliged
to follow the information safety recommendations
mentioned in Appendix No. 2 to the present Terms and
Conditions, as well periodically sent by the Bank via the
System and published in the corporate web site of the
Bank. The Client bears the risk of possible losses in the
result of unauthorized access of third parties to the System,
including in the result of execution of Electronic
Documents by the Bank transferred to the Bank on behalf
of the Client and signed with the EHS of the Client.

6.2.2. In case of refusal of the Bank from execution of an
Order the Client (Client's Representative) may apply to the
Bank for respective information, including that of the
reasons for such execution failure.

6.2.3. The Client bears responsibility for the accuracy and
relevance of all data transferred to the Bank upon
conclusion and implementation of the present Agreement.
In case of changes related to the information mentioned in
the Application on affiliation to the Terms and Conditions,
the Client is obliged to notify the Bank on those changes
immediately in a written form and in-person visit of the
Client (Client's Representative) to the Bank. Provided that
the Client violates the procedure on using the System
related to implementation of own obligations with regards
to providing the Bank with accurate information (updated
information in case of its change), the Bank reserves the
right to suspend the use of System by the Client. Till the
moment of receiving by the Bank a notification from the
Client (Client's Representative) on changing contact
information, the Bank does not bear responsibility for non-
receipt or delayed receipt of correspondence directed to the
address of the Client, and the Client bears all the risks of
possible losses, related to non-receipt or delayed receipt of
correspondence directed to the address of the Client.

6.2.4. The Client shall store the information about the
received Temporary Password / changed Password in a
way that makes the Temporary Password / Password
inaccessible to any third party, including not provide the
Temporary Password / Password to the Bank employees,
as well as immediately notify the Bank if the Temporary
Password / Password is compromised.

6.2.5. The Client shall not carry out any transactions on the
Accounts related to entrepreneurial activities.

The Client shall not carry out any currency operations on
his/her Accounts without the permit required by the
applicable law of the Russian Federation.
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6.2.5. Kiuenr o0s3yercss He npoBoauTh mno Cueram
orepanyy, CBSI3aHHBIC c OCYIIECTBICHUEM
HpeNIPHUHIMATEIILCKOH ISSATSIIBHOCTH.

Kimment o6s3yercss He mpoBoanuTh 10 CyeTram BamIOTHBIC
omepanny 0e3 pa3peuieHHi, KOTOpBIe HEOOXOTUMBI B
COOTBETCTBHH C [JCHCTBYIOIIMM 3aKOHOIATEIbCTBOM
Poccuiickoit ®enepanumn.

6.2.6. B ciydae yTpaThl KOHTPOJIS Haj
3aperucTpupoBaHHbBIM HOMepoM KimeHT o00s3yercs
He3aMeIUTENIHO cOOOIHTh 00 3TOM B baHk.

6.2.7. KimeHT o00s3yercss o0OecneuuTh MOJAEpKAHUC
npueMa  CMC-COOOIIEHMH Ha  3aperucTpupOBaHHOM
HOMepe.

6.2.8. KimmenT 00s3yeTcst mpenoctaBuTh baHky B kKadecTBe
3aperucTpUpoOBaHHOTO HOMeEpa JeHCTBUTENBHBIH HOMEp
MOOMIBHOTO TeneoHa © OOECHEYUTh ITOCTOSHHYIO
JIOCTYHNHOCTB HOMepa MOOHIIBHOTO TeledoHa At mpreMa
coobmennit B popmare SMS-coobmeHni.

6.2.9. KiireHT HeceT OTBETCTBEHHOCTh 32 JIOCTOBEPHOCTh
HOMEpa MOOWJIBHOTO TeiedoHa, 00s3aH HE IOMyCKaTh
co3lanue ayOnukaToB (KJIOHOB) Sim-KapThl, a TaKXKe HE
JIOIyCKaTh IOJy4eHHE, HCIIOJIb30BaHWE M 3aMEHy sim-
KapThl W/WIM HOMepa MoOuiIbHOTO TenedoHa, KomoBoro
CJIOBA HEYIIOJIHOMOYEHHBIMH JIUIIAMH.

6.2.10. Kiment o00s3yeTcs o00ecmednTh XpaHEHUE
napopmauun o KonoBom cioBe crocoOoM, Ienaromum
KonoBoe cJI0BO HEAOCTYIHBIM TPETHHM JIHLAM.

6.2.11. KnmeHT 00s13yeTcss HeMeUIeHHO HHPOPMHUPOBATh
baHk o HanpaBleHHMHM OJEKTPOHHBIX JOKYMEHTOB IO

Cucteme  mojg BJIUSHUEM oOMaHa WM npu
3JI0yNIOTPEOJICHNH €TO TOBEPHEM.
7. N3MEHEHUE YCJIOBUM

7.1. YcnoBust MOTyT OBITh HM3MEHEHBI IO WHUIIMATHBE
Banka myTeM BHECCHHS M3MCHEHHUI /WM JOTIOJHCHUH B
VYcaoBus, B TOM 4HCIE IIYTEM YTBEPXKAECHHUS HOBOM
penakuuu  YCIOBUH, B MOPAIKE, YCTaHOBJICHHOM
HACTOSILLMM pa3/iesioM Y CIIOBUH.

7.2. U3MmeHeHHs W/HWIM [ONOJHEHHS B Y CIOBUI,
BHECEHHbIE BaHKOM, BCTYMalOT B CHIIYy MO HCTCUCHHUH S
(maATH) KaJNeHOApHBIX THEH ¢ JaThl OIyOJIMKOBAaHUS
bankom wHpopManuu 00 ITHX WM3MEHEHUSX W/WIH
JIOTIOJTHEHUSX JTUOO C AaThl BCTYIUICHUS U3MEHEHUH 1/ UTN
JNONOTHEHWH B CHWIIy, €CIM Takas Jara yKa3aHa B
OmyONIMKOBaHHOW WH(pOpMAIMK, HO HE paHee 5 (IATH)
KaJICHIAPHBIX JTHEH C JaThl Oy OIMKOBaHMS HH()OPMAIIHH.
B cayuae u3meHeHus 3akoHonaTenbcTBa Poccuiickoit
Oenepant YCIoBHs, O MOMEHTAa HUX HW3MEHEHHUS
bankoM, mpuMeHsIOTCA B 4YacTH, HE MNPOTUBOpedallei
TpeOOBaHUAM 3aKOHOAATENbCTBA Poccuiickoit
Ddenepanyu.

7.3. Knuent o0s3aH HE peke OMHOrO paza B 5 (11Th)
KaJICHAApHBIX JHEH 3HAKOMUTBCS ¢ WH(pOpMaIueH,
myomukyemMoli baHKOM B COOTBETCTBUU C myHKmom 1.5
VYcnoBuid.

7.4. B ciiydae Hecornacust KiimeHTa ¢ i3MEHEHHUSIME W/ WITH
JIOTIOJTHEHUSIMU, BHECEHHBIMU B Y CJIOBUS, WJIH YCIOBUSIMU
HOBOH penakuuu Ycinouid, KnueHt Brpase pacTOprHyTh

6.2.6. In case the Client lost control over the Registered
Number, the Client must immediately notify the Bank
thereof.

6.2.7. The Client will secure continuous and uninterrupted
receiving of SMS at the Registered Number.

6.2.8. The Client undertakes to provide the Bank with a
valid mobile phone number as a Registered Number and to
ensure that the mobile phone number is always available
for receiving SMS.

6.2.9 The Client shall be held liable for the accuracy of the
mobile phone number and shall prevent the creation of
duplicates (clones) of the sim card, as well as the receipt,
use, and replacement of the sim card and/or mobile phone
number, Memorable Word by unauthorized persons.

6.2.10. The Client undertakes to ensure the storage of
information about the Memorable Word in a way that
makes the Memorable Word inaccessible to any third
parties.

6.2.11. The Client undertakes to immediately notify the
Bank about sending of the Electronic documents under the
influence of fraud or by breach of trust.

7. CHANGE IN THE TERMS AND

CONDITIONS

7.1 The present Terms and Conditions may be
changed by the initiative of the Bank via making
adjustments and/or amendments in the Terms and
Conditions, including via verification of the new edition of
the Terms and Conditions, according to the procedure
stipulated by the present section of the Terms and
Conditions.

7.2. Adjustments and/or amendments in the present
Terms and Conditions, made by the Bank, enter into force
after 5 (five) calendar days as of the date of publication of
information by the Bank on such adjustments and/or
amendments, either as of the date of entering into force of
adjustments and/or amendments, if such date is mentioned
in the published information, but not earlier than 5 (five)
calendar days as of the day of publication of information.

In case of changes in the legislation of the Russian
Federation, the Terms and Conditions, till the moment of
their adjustment by the Bank, are applied insofar as they
do not conflict with the requirements of the legislation of
the Russian Federation.

7.3. The Client is obliged to get familiarized with the
information, published by the Bank according to point 1.5
of the present Terms and Conditions at least once in 5
(five) calendar days.

7.4. Provided that the Client disagrees with the adjustments
and/or amendments, made in the Terms and Conditions or
with the conditions of the new edition of the Terms and
Conditions the Client reserves the right to cancel the
Agreement according to the procedure mentioned in
Section 8 of the present Terms and Conditions.

7.5. In case the Bank receives no notification from the
Client on cancellation of the Agreement prior to entering
into force of the adjustments and/or amendments of the
Terms and Conditions published by the Bank, the Parties
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JloroBop B MOpsAAKe, YCTAaHOBIEHHOM B pa3dene 8§
Ycnosuid.

75. B cmywae, ecnmum 10 BCTYIUIGHHS B CHIY
OIYOJIMKOBAaHHBIX Barkom W3MEHEeHHH n/unn
JIOTIONIHEHUH, BHECEHHBIX B YCJOBHs, baHK He momydnin
yBenomiueHuss Kimenra o pactopkeHun Jlorosopa,
CTOpOHBI NMPU3HAIOT, YTO yKa3aHHbIE W3MEHEHHsS W/WIIH
JIONIOJTHEHUS B Y CJI0BUS NPHHATHI KiteHTOM.

7.6. baHk He HeceT OTBETCTBEHHOCTH, €CIIM MH(POPMAIHs
00  M3MEHEHMM  W/WIM  JIONIOJHEHHH Y CIIOBHH,
oIyOJIMKOBaHHAsI B OPSJKE U B CPOKH, YCTaHOBJICHHBIE
VYcmousiMu, He OblIa TMOJyYeHA /WM W3ydYeHa W/WIN
NpaBUIEHO UCTOJIKOBaHa KimeHTOM.

7.7. JTIroOble M3MEHEHU W/WIN TOTOJHEHUA B Y CIIOBHUS C
MOMEHTa X BCTYILICHUS B CHITy paBHO
PACTIPOCTPAHSIOTCS. Ha BCEX JIMI[, IPUCOCIMHUBIINXCS K
Y CIIoBHSIM, B TOM YHUCIIC TPUCOCTUHUBIINXCS K Y CIIOBHSIM
paHee AaThl BCTYIUICHHS M3MEHCHUIN /UK JOTIOJTHECHUI B
CHUITy.

8. CPOK JEVCTBUS U IOPSJIOK
PACTOPKEHHS JOT'OBOPA

8.1. JloroBop BcTymaeT B CHJIy C MOMEHTa IOJYy4EHHS
Knuentom (mpencraBurenem Kimenrta) 3asBieHus o
MIPUCOEANHEHUH K Y CIIOBUSIM ¢ OTMeTKOoW banka.

8.2. JloroBop AEHCTBYET 0 MOMEHTA MPEKPAILICHUS BCEX
JIOTOBOPOB OaHKOBCKOTO CHeTa (HE KACArOMIMXCSl CUETOB
JUIL pacdeTOB C HCIOJNB30BaHUEM OAaHKOBCKHX KapT) U
JOTOBOPOB ~ CcYeTa BKJIaJa «JI0 BOCTPEOOBaHUS,
3axnoueHHbIX Kinuentom ¢ bankom.

8.3. B cmyuae, ecnmum KimeHT He OCYIIECTBISUT BXOXI B
Cucremy Oomee 14 (YeTHIpHAINIATH) KaJCHOAPHBIX
MecsleB, baHk B 1IeISX CHMKEHHS PHCKa COBEPIICHUS
Omnepanuii, COOTBETCTBYIOUIMX MPU3HAKAM
OCYIIECTBJIEHUSI TI€peBOAA JCHEXKHBIX CPEACTB 0e3
n00poBOIBHOTO cornacust KnmeHTa, BipaBe 0TKa3aThCs OT
WCTIONHEHUsT  Hacrtosmiero  JloroBopa,  HHCHEMEHHO
yBeomuB 060 3ToMm Kinenra.

8.4. JloroBop MOXeT OBITH PAacCTOPTHYT IO TPEOOBAHHIO
onHoM 3 CTOPOH B cleIyIOLEM NOPSIKE:

8.4.1. B ciyqae pacropskenust JloroBopa 1o WHHIMATHBE
Banka, bank yBemomirszer 06 3ToM KimenTa He mo3zgHee,
4yem 3a 14 (4eThIpHAALATH) KaJCHOAPHBIX THEH 10 NaTHI
pactopxenuss JloroBopa MOCPEICTBOM HAIPABICHHS
coo0meHnss MO0  TOYTOBOMY  ajpecy  Kumenra,
COOOIIIEHHOMY WM TIpW 3akiroveHun JloroBopa, nmbo ¢
nmoMonipto  Cuctembl, JHUOO  HMHBIM  CIIOCOOOM,
ycTaHOBIIEHHBIM YcnoBusamu. Obs3arenscTBa banka mo
npueMy ¥ ucnoiiHeHuto Pacnopspkennit, JJokymeHToB 110
BKIIAAy W/WIM WHBIX OJICKTPOHHBIX JOKYMEHTOB C
ucnonb30BaHueM CHCTEMBI CYUTAIOTCS MPEKPAIICHHBIMU
C IaThl ¥ BPEMCHU, YKa3aHHBIX B YBEOMJICHUU.

8.4.2. B ciyyae pacropskenust JloroBopa 1o MHHIMATHBE
Knuenra, Kiuent yBemomisier 00 3tom bank mytem
HATIPABJICHUS YBEAOMIICHUS O pacTopxenuu JJoropopa mo
Cucreme mbO TyTeM TIpeICTaBieHHS B  baHK
IMMCHPMEHHOT'O YBEIOMJICHHSI O pacTopxeHuu [loroBopa

acknowledge that the mentioned adjustments and/or
amendments of the Terms and Conditions are accepted by
the Client.

7.6. The Bank bears no responsibility if the information on
adjustments and/or amendments of the Terms and
Conditions published according to the procedure and
within the deadlines, established by the present Terms and
Conditions, was not received and/or studied and/or
properly interpreted by the Client.

7.7. Any adjustments and/or amendments in the Terms and
Conditions, as of the day of entering into force, equally
refer to all parties affiliated to the Terms and Conditions,
including parties affiliated to the Terms and Conditions
earlier dates of entering into force of adjustments and/or
amendments.

8. PERIODS OF VALIDITY AND
PROCEDURE ON AGREEMENT
CANCELLATION

8.1. The Agreement enters into force as soon as the
Client (Client's Representative) receives the Application
on affiliation to the Terms and Conditions with the Bank’s
mark.

8.2. The Agreement is effective till the moment of
cancellation of all agreements on bank accounts (that have
no attitude to the accounts for settlements by using bank
cards) and "on-demand" deposit agreements signed
between the Client and the Bank.

8.3. If the Client has not logged in to the System for
more than 14 (fourteen) calendar months, with the purpose
to reduce the risk of money transfer performed without the
Client’s voluntary consent, the Bank has the right to refuse
to execute this Agreement, giving notice to the Client in
writing.

8.4. The Agreement can be canceled upon request of
one of the Parties according to the procedure as follows:
8.4.1. In case of Agreement cancellation by the
initiative of the Bank, the Bank notifies the Client on it not
later than 14 (fourteen) calendar days prior to the date of
Agreement cancellation by means of sending a message to
the post address of the Client, mentioned by the latter upon
conclusion of the Agreement either by means of the
System, or by any other means established by the Terms
and Conditions. The obligations of the Bank on acceptance
and execution of Orders, Deposit documents and/or free
format messages by using the System are considered
terminated as of the date and time, mentioned in the
notification.

8.4.2. In case of Agreement cancellation by the initiative
of the Client, the Client notifies the Bank on it via
transferring a notification on Agreement cancellation by
means of the System either by submitting a written
notification on Agreement cancellation to the Bank for
which purpose the Client (the Client's representative) shall
visit the Bank personally. The Agreement is considered
canceled as of the date of receiving of the mentioned
notification by the Bank provided that the Client has no
debt service obligations to the Bank under the Agreement.
In case of presence of such debt service obligations to the
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npu smyHoH siBke Kimenra (mpencraBurens Knuenra) B
bauk. JloroBop cuuTaeTcd pPAacTOPTHYTBIM C JaThl
npuHATHS  BaHKOM yKa3aHHOTO yYBEAOMIICHHS, NpH
ycnoBun oTcyTcTBusl 'y KimeHTa 00s3aTenscTB 1O
MOTalIeHNI0  repex  baHKOM — 330DKEHHOCTH 110
Horosopy. Ilpn Hanumauu yka3aHHBIX 00S3aTENBCTB II0
MOTAlIeHUIO 3aJ0JKeHHOCcTH nepen bankom Jlorosop
CUMTAeTCd pPACTOPTHYTBIM C MOMEHTa MCHOJIHEHUS
00513aHHOCTH 10 OIUIaTe YKa3aHHOW 3a/10JDKEHHOCTH.

Bce Pacniopsokenusi, JlIokyMeHTBI 110 BKJIay W/MJIM MHBIE
ONeKTpOHHBIE JIOKYMEHTBI Knuenra,
3aperUCTpUpPOBAHHBIE BaHKOM [0 MOMEHTa NPUHATHA
yBenomiuenus Knmenta o pactopskeHun Jlorosopa,
MOJJIEKAT HCIIONHEHUIO bBaHKOM B COOTBETCTBHH C
VYcnoBusamu.

C momeHTa npunsaTs bankom yBenomnenus Knmenra o
pacropxernu JloroBopa baHk mpekparmaer npuem u
3aBepIIaeT NCIOIHEHNE PaHee MPUHATHIX PacropspkeHnit
Knuenra, /IokyMeHTOB 1O BKJIAAy, HMHBIX DJIEKTPOHHBIX

JIOKYMEHTOB.
MomMmeHTOM  TpuHATHA  yBenomieHus KimeHta o
pactopxkenun  JloroBopa  cuuTaeTcs 10.00 mo

MOCKOBCKOMY BPEMEHH CJICIYIOIIETO pabouero JHs MOoCie
noJiyueHus: baHkoM JJaHHOTO yBEIOMJICHUSI.

8.5. [Ipekpamenne 00s3aTenbeTB 0 JJOTOBOPY HE BICYET
MpeKpamieHuss 00s3aTeNbCTB 10 WHBIM  JTOTOBOPaM
(cormameHnsaM), 3aKIIOYCHHBIM Mexny KomeHToM U
Bankowm.

Bank, the Agreement is considered canceled as of the
moment of performance of obligations on payment of the
mentioned debt.

All Orders, Deposit documents and/or other Electronic
Documents of the Client, registered in the Bank till the
moment of accepting the notification of the Client on
Agreement cancellation are subject to execution by the
Bank according to the mentioned Terms and Conditions.

As of the moment of accepting the notification of the
Client by the Bank on Agreement Cancellation, the Bank
stops accepting and finalizes the execution of early Orders,
Deposit documents and other Electronic Documents of the
Client.

As the moment of accepting of the Client’s notification on
the Agreement cancellation is considered 10.00 MT of the
working day next to the receiving of this notification by
the Bank.

8.5. Cancellation of obligations under the Agreement
does not bring to cancellation of obligation under other
agreements (contracts) signed between the Client and the
Bank.
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MPUJIOKEHHUE Nel/ APPENDIX NO. 1.
3AABJIEHUE O TIPUCOEJJMHEHHNU K YCJIOBUSAM
APPLICATION ON AFFILIATION TO THE TERMS AND CONDITIONS

3ASIBJIEHUE

O INTPUCOEJUHEHHWHU K YCJIIOBUAM JUCTAHINIUOHHOI'O BAHKOBCKOI'O OBCJIYKUBAHUSA

OU3NYECKUX JINI ITIOCPEACTBOM CUCTEMBI EUROLINK B AO AKBb «<EBPO®UHAHC
MOCHAPBAHK»
APPLICATION

on affiliation to the Terms and Conditions on remote banking services rendered to physical entities via EuroLink

system in Evrofinance Mosnarbank

damumust Umst Otyectso / Full name
Jara poxxnenus / Date of birth
I'paxxnancto / Citizenship

JloxymeHT,
(HamMeHOBaHME, Cepusi, HOMep, KOT/Ia U KeM

YAOCTOBEPSIIOIINIA  JINIHOCTH

BeinaH) / Personal identification document
(name, series, number, date of issue, issued

by)

Anpec peructpanys /

Address of registration
MoOunbHbIH TenedoH /

mobile telephone number

KopnoBoe ciioBo: / Memorable word:

HaCTOSIIJ_II/IM 3a4BJISII0 O MPUCOCANMHEHNUU K }IeﬁCTByIOLHCﬁ peaakuu Ycnoeuit JUCTAaHIIUOHHOT'O 0aHKOBCKOI'O O6CJ'Iy)KI/IBaHI/I$I

¢dusnueckux mun nmocpenctBoM Cuctemsl EuroLink 8 AO AKb «KEBPO®HAHC MOCHAPBAHK)» (nanee — YcioBusi) B mopsiike,
npenycMoTpeHHOM cratherd 428 I'paknanckoro kozaekca Poccuiickoit @enepauuu. Bee monosxeHus: YCIIOBHIM pa3bsCHEHbI MHE B
HOJHOM 00beMe, BKIIOYask OTBETCTBEHHOCTh cTOpoH, Tapupsl AO AKBE «EBPOOMHAHC MOCHAPBAHKY, ciy4yan u mopsaok
yBCHOMJ’ICHI/Iﬁ 00 onepanusax, COBEPIIacMbIX M0 MOUM OaHKOBCKHM CYETaM C HCIIOJIb30BAHHEM 3JICKTPOHHOTO CPEACTBA IUIATEXa U
MOPSIZIOK BHeceHus1 B YcioBust m3Menennii u pomonuennii. / Hereby | apply for affiliation to the effective edition to the Terms and
Conditions of the Remote Banking Services rendered to physical entities by means of Euro Link System in Evrofinance Mosnarbank
(hereinafter referred to as Terms and Conditions) according to the procedure stipulated by Article 428 of the Civil Code of the Russian
Federation. All provisions of the Terms and Conditions are explained to me in full, including the responsibility of parties, rates of
Evrofinance Mosnarbank, cases and the procedure for the notification of transactions on my bank accounts using electronic means of
payment and the procedure of changing and amendment of the Terms and Conditions.

Ha ocHoBanuu Hacrosiiero 3asinenus nporry: / Therefore, please:

Ne

1 | mpemoctaBuTh MHE HOCTYI K CHCTEME AUCTAHIIMOHHOTO OaHKOBCKOTO 00cyxuBaHus EuroLink u o6ecriednTs BO3MOKHOCTH €€
HUCIIOJIBb30BaHUA JJI1 TUCTAHIITUOHHOI'O 0aHKOBCKOI'O 06CJ'[y)KI/IBaHI/IH B COOTBETCTBHH C Y CIIOBHSIMHU U Tapl/ld)aMI/I / provide me
with access to the Euro Link Remote Banking System of Evrofinance Mosnarbank and ensure possibility of its use for remote
banking services according to the Terms and Conditions and the Rates.

2 | mpemocTaBIATh BpemeHHbINH maposs qoctyna k CHcTeMe QUCTaHIMOHHOTO OaHKOBckoro obcmyxuBanus EuroLink, Pasosbie

CCKPETHBIC MTAapOJIn, a TAKKE JOIIOJIHUTECIBHO (HOMI/IMO YBEAOMIJICHHS T10 CI/ICTeMe) I/IH(bOpMI/IpOBaTL MCEHA C IIOMOLIBIO CPEACTB
MOOMITEHOM CBSI3M O COBEPIICHHUH KaXk[0H OIIepaIiy 1o MoeMy cueTy (cderam), oTkpsIToMy(-6iM) B AO AKB «KEBPOOVHAHC
MOCHAPBAHKY, a Taoke 00 orepanusx, COOTBETCTBYIONIUX MTPU3HAKAM OCYIIECTBIICHHS MEPEBOJIa ICHEKHBIX CPECTB 0e3
MOCTO corjiacusa, o Q)aKTe BXOI{a/HOHI:ITKI/I BX0OJa B CI/ICTeMy C HCIIOJIb30BAHHUEM DJJIEKTPOHHOTO CPEACTBa ILIATEXa IIO
crenyroiemMy Homepy tenedona: / provide me with a Temporary Password to access the Euro Link System of remote banking
services, Session Keys, and inform me additionally (besides the notification in the System) via mobile communications of each
transaction performed on my account (accounts) with Evrofinance Mosnarbank, of Transactions with the signs of money transfer
performed without my consent, and of any System sign-in or attempted sign-in using electronic means of payment to the
following telephone number:

Hacrosmum ~ S1

BBIp@KAKD  KOHKpeTHoe, mpexmerHoe, | | hereby give my express, substantive, uniform and informed

nH(popMHUpOBaHHOE, CO3HATEIBHOE ¥ OTHO3HAUHOE corylacue AO
AKB «kEBPOOMTHAHC MOCHAPBAHK» (MecTo Hax0>KaeHHSI:
r.121099, r. MockBa, yn. Hoseii ApbGar, n. 29, OI'PH
1027700565970, renepanbHas JIULEH3HS Ha OCYLIECTBICHHEM
GankoBckux oneparuit Ne2402 ot 23.07.2015) (nanee — bank) Ha
00paboTKy (BKIIOYAs TOJyYSHHUE OT MEHSI M/UJIH JFOOBIX TPEThUX
JIHL, KOTOPbIE COCTOAT ¢ BaHKOM B JOrOBOPHBIX OTHOLIEHUSAX, U3
00IIeIOCTYITHBIX W OTKPBITBIX HCTOYHHKOB) c

consent to Evrofinance Mosnarbank (address: 29 Novy Arbat
Street, Moscow, 121099, OGRN (Primary State Registration
Number) 1027700565970, general license for banking operations
No. 2402, dated 07.23.2015) (hereinafter referred to as the Bank)
for the processing (including receipt from me and/or other third
persons which have contractual relations with the Bank, from
open or publicly available sources), with or without automation
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WCIIOJIb30BAHUEM CPEACTB aBTOMATH3AalUU WIH 0€3 TaKOBBIX,
MOMX TIEPCOHATIBHBIX JTAHHBIX ¥ TIOJTBEPIK/IAI0, UTO, TaBast TAKOE
coryiacue, JCHCTBYIO CBOOOJHO, CBOCH BOJEH W B CBOUX
HHTEpecax.

Cornacue naetcsi MHOW AJIS LIeNK NpUHATHA baHkoM pemienus o
BO3MOXXHOCTH OTKPBITHS OaHKOBCKOT'O CUeTa, cyeTa MO BKIANy,
B TOM YHCIIC NIPOBEPKU JOCTOBEPHOCTH CBEICHUH, yKa3aHHBIX
MHOW Tmipu oOpamieHun B baHK W B IPEJOCTAaBICHHBIX
JMOKYMEHTaX, 3aKIFOUCHHS JIOOBIX CICTOK, CBSI3aHHBIX C
OTKpBITHEM OaHKOBCKOTO C4YeTa, cyeTa MO BKIAmy, W HUX
NATBHEUIIIETO WCIIONHCHUS, B TOM WYHUCIE, PaCIOPsHKCHUS
JICHC)KHBIMU  CPEIICTBAMH TI0 yKa3aHHBIM cyYeTaM Kak Ha
OyMaXHBIX HOCHTENAX, TaK M C TIOMOIIBIO 3JIEKTPOHHOM
CHUCTEMBl  JUCTAHIIMOHHOTO OaHKOBCKOTO  OOCIY)XKHBaHUS,
COBEPILCHUS WHBIX OAHKOBCKUX ONEpauui, s eI MPUHATHS
pelIeHNuH WM COBEPUIEHMS HHBIX JEMCTBHUH, MOPOKIAIOIINX
FOPUIUYCCKHIE TIOCICACTBUS B OTHOIICHUU MCHS W/WITH TPYTUX
JIUIl, U PACIPOCTPAHICTCS HAa MOW TEPCOHAJBHBIC JaHHbBIC,
yKazaHHble MHOW B  HacrosiuieM 3asBIeHUHM, AHKeTe
(u3nUecKoro Juia, mojaydyaeMoil BaHKOM B COOTBETCTBHH C
3aKOHOJATENLCTBOM O  MPOTHBOACHCTBUHM  JIETaTH3ALUH
(OTMBIBaHUIO) JOXOMOB, MOJYYEHHBIX NPECTYIMHBIM IIyTEM, U
(UHAHCHPOBAaHHWIO  Teppopu3Ma, a TakkKe  YyKa3aHHBIX
(comepramuxcs) B HHBIX TOKYMEHTaX, MPEJOCTABISIEMBIX MHON
B baHk, a Takke BCeX MOUX TMEPCOHATBHBIX JAHHBIX,
HAXOJSIIUXCS B PACTIOPSHKCHUHN TPETHUX JIMII, KOTOPBIE COCTOST
¢ BaHKOM B JIOTOBOPHBIX OTHOIICHHUSX, a TAKXKE MOJYYCHHBIX
BankoM U3 00IIETIOCTYITHBIX MM OTKPBITHIX HCTOYHHUKOB.

bank wumeer mnpaBoO OCYIIECTBIATH CIEAYIOUIME ACHCTBUS
(omepanuu) WM COBOKYIHOCTH JEHCTBHI (omepammii) B
OTHOWICHWHM  MOWX  IEPCOHANBHBIX  JaHHBIX, KOTOPBIE
HEOOXOIMMBI WJIH KeJaeMBbl IJIS JOCTH)KEHHS BBIIICYKa3aHHOM
LeNM, ¢ COOoIeHHeM TpeOoBaHMl OAaHKOBCKOW TaifHBI: cOOp,
3aMMch, CUCTEMATHU3ALIMIO, HAKOIJICHHE, XPAaHEHUE, YTOYHEHUE
(oOHOBNIEHME, W3MEHEHMsI), HW3BJIEYCHHE, HCIIOIb30BaHUE,
nepenady (MpeaoCTaBICHHE, JOCTYI) WHBIM JIHIIAM B LENAX,
MIPEIYCMOTPEHHBIX 3aKOHOIATEeIhcTBOM P® W HEoOXOoaMMBIX
JUISL 3aKITIOYCHHUS] M UCTIOIHEHHUS TOTOBOpa OaHKOBCKOTO CYETa,
cyera 1O BKJIAJIy, COBEpIICHHS HHBIX OAHKOBCKUX OTIE€paLHii,
OJIOKHpOBaHME, yIalleHHe, YHUUTOXKeHue. IpemxycmarpuBaeTcs
cMelanHas 00paboTKa MOMX MEPCOHATBHBIX JAHHBIX — Kak 0e3

HUCIIOJIb30BaHUs CpeacTs aBTOMaTUu3aluu, TaK u
aBTOMaTHU3UpOBaHHAsA 06pa60T1<a C nepez[aqef/'r HOHy‘{eHHOﬁ
I/IHd)OpMaL[I/II/I C HUCIIOJIb30BAHUEM PIH(l)OpMaL[I/IOHHO-

TEIeKOMMYHHUKAIIMOHHOM ceTn MHTepHeT.

Hacrosmee cornacue OeWCTBUTENbHO B TEUEHHE CPOKOB
XpaHEeHUs:  JOKyMEHTOB W CBEICHHH,  COJepKaIIux
MePCOHANBHBIE JIaHHBIC, OINpPENENSEeMbIX B COOTBETCTBHUH C
3aKOHOAATENLCTBOM P®D, a Tarke ZOrOBOpaMHU, 3aKIIFOYEHHBIMH
MEX 1y MHOM ¥ bankoM.

Sl yBenomuieH (a) O CBOEM IIpaBeé OTO3BaTh COIJIacHe IIyTeM
moaayu B Bank mMCbMEHHOTO 3asIBJIEHUS.

Sl yBemomiieH (@), YTO MNPENOCTaBICHUE MHOI0 HETOYHOW H
HEIOCTOBEPHOI HH(GOPMALMK M OT3BIB HACTOSIIETO COTJIACHS
MOTYT IIOBJIEYh HEBO3MOXKHOCTh OKazaHHs yciyr bankom. S
yBemomieH (a), 4to baHK ocymIecTBIsSIET B COOTBETCTBHH C
BBHIIICYKA3aHHOW IIeNbi0  00paboTKy (TepedeHs NeHcTBUi
(omepamumii) ©  OmUcaHHWE CHOCOOOB  YKa3aHO  BBIIIE)
NEPCOHAIbHBIX JaHHBIX TPETHUX JIUII, yKa3aHHbIX MHOI>’I B J'I}O6]>IX
JIOKYMEHTaX, IpeoCcTaBIsieMbIX baHKy.

ITpenocraBieHHble MHOM baHKy epcoOHalIbHBIE IaHHBIE TPETBUX
JIUI] TIOJYYEHBl MHOW B COOTBETCTBUH C TPEOOBaHUSAMH U B
MOpsiIKe,  YCTAHOBJICHHBIMU ~ 3aKOHOJATENLCTBOM PO o
MEPCOHANBHBIX JIAHHBIX, MPH 3TOM KaKHX-THOO OrpaHHYCHUI
CyOBEKTOM IEPCOHABHBIX TAHHBIX Ha X 00paboTKy bankoM B
LeJISX 3aKJII0UEHUSI K HCIIOJHEHHS IOroBOpa OaHKOBCKOTO cUeTa,
cyeTa IO BKJIaTy, COBEPIICHUS HHBIX OAHKOBCKUX OIepauuii He

YCTAQHOBJIEHO, YKa3aHHBIC TPETbH JIMLA YyBEIOMIEHbI 00
00paboTKe HX MEpPCOHANBHBIX JAaHHBIX baHkoM, KoTopas
OCYIIECTBIIIETCS Bankxom c coOnroieHreM

means, of my personal data and confirm that by giving such
consent, | act freely, on my own accord, and in my own interests.

| hereby give my consent for the purpose of decision-making by
the Bank on the possibility of opening a bank account, deposit
account, including verification of the reliability of information
specified by me when contacting the Bank and in the documents
provided, the conclusion of any transactions related to the
opening of a bank account, deposit account, and their further
performance, including the disposal of funds on the above
accounts, both on paper and via the electronic remote banking
system, the performance of other banking operations, for the
purpose of decision-making or committing other actions
generating legal consequences for me and/or others, and my
consent shall apply to my personal data specified by me in the
present Application, Individual’s Questionnaire received by the
Bank in accordance with the laws on countering the legalization
(laundering) of criminal proceeds and terrorism funding, as well
as those specified (contained) in other documents provided by me
to the Bank, as well as all my personal data held by third parties
that are in the contractual relationship with the Bank, as well as
received by the Bank from open or publicly available sources.

The Bank may perform the following actions (operations) or set
of actions (operations) with respect to my personal data as
necessary or desired to achieve the above objective subject to the
compliance with the banking secrecy requirements: collection,
recording,  systematization,  accumulation,  safekeeping,
clarification (updating, changing), extraction, use, transfer
(provision, access) to other person with the purposes of the
Russian legislation and necessary for concluding and executing
the Contract of bank account, deposit account, performing other
bank operations, depersonalization, blocking, deletion and
destruction. The mixed processing of my personal data is
provided, either automatized or not, with transfer of received
information via Internet network.

This consent shall be valid for the place of keeping documents
and data, which contain the personal data defined in accordance
with the Russian legislation, as well as with contracts celebrated
between the Bank and me.

I am notified of my right to revoke my consent by submitting a
written application to the Bank.

| am notified that inaccurate or unreliable information provided
by me and the revocation of this consent may result in the
impossibility of service rendering by the Bank.

I’'m informed that the Bank, in accordance with the
abovementioned purpose, will process (list of actions
(operations) and description of applicable modes is mentioned
above) the personal data of third persons specified by me in any
document submitted to the Bank.

I received the personal data of third parties provided by me to the
Bank in accordance with the requirements and the procedure
established by the personal data laws. There are no restrictions on
such personal data processing by the Bank with the purpose of
celebrating and executing the Contract of bank account, deposit
account, performing other bank operations set out by the subject
thereof. The third parties are notified of their personal data
processing that is performed by the Bank in compliance with the
requirements for the personal data confidentiality and safety of




KOH(MHUICHITHAIFHOCTH TIEPCOHATBHBIX JTaHHBIX M 00ecTIeueHuUs
0€30IIaCHOCTH NTePCOHANBHBIX JaHHBIX HpH X 00paboTke U ¢
Heil corylacHBI.

Hacrosiium st yBeomiieH (a) 0 TOM, 4TO TpeOOBaHUS K 3aIlUTe
00pabaTbiBaeMbIX MEPCOHAIBHBIX JAHHBIX  HEOOXOJMMBIE
MIPaBOBBIE, OPraHU3AIIMOHHbBIE U TEXHUYECKHE MEpPHI TI0 3alllUTe
MEPCOHANBHBIX JAHHBIX OT HEMPAaBOMEPHOIO MM CIydalHOro
JocTyna K HUM, YHWYTOXEHHS, W3MEHEHUs, OJIOKHPOBaHMS,
KONIMPOBAHMS, TIPENOCTaBICHHS W WHBIX HEMPaBOMEPHBIX
JeHCTBUI B OTHOIICHUH NEPCOHANBHBIX JAHHBIX ONPEACIITIOTCS
Bankom c¢ yderom TpeOoBanmii denepadbHOrO 3aKOHA OT
27.07.2006 Nel52-@3 «O nepcoHalbHBIX JAHHBIX» U HHBIX
HOPMaTUBHO-TIPaBOBBIX ~ akToB  Poccuiickoit ~ ®exnepauuu.
IMoamucaB Hacrosmiee 3asBlIEHUE, MOATBEPXKIAI0, YTO [0
3axmouenus Jlorosopa o3HakoMileH ¢ PexoMenpanusmu 1o
“HPOPMAITIOHHOHM 6€30MaCHOCTH.

CornacHo TpeGoBanusiM cr.9 @enmepasbHOro 3akoHa OT
27.06.2011 r. Ne 161-®3 «O HaUOHAILHOW IUIATEKHOM
cucTeMe» s yBeJOMIIeH o ToM, uTo bank mHpopmupyer Kinnenra
0 COBEpLICHHN KaXKIOH Olepanuy ¢ UCIoiab3oBaHieM CHCTEMBI
JIMCTaHIIMOHHOTO GaHKOBCKOro obcmykuBanust EuroLink myrem
¢dbopmupoBanus 1 HampaieHH B CHCTeMy JKypHaja onepanui
no cuetry Knnenra.

Hactosamum mnoxaTBepkiaio, 4YTO yKa3aHHBIH B JaHHOM
3as{BJICHNM HOMep TeneOHa NOAJCPKUBACT IIPUEM CMC-
coobenmii 1

Bce pucku, cBsi3aHHBIE C HEMOJIYYEHHEM CMC-COOOLICHHH MO
MOeil BHHE WINM BHHE MOOWIBHOTO OllepaTopa, MPUHHMAI0 Ha
ceOst.

personal data in the course of their processing, and agree
therewith.

I am hereby informed that the requirements for the protection of
personal data being processed, the legal, organizational and
technical measures required to protect personal data from
unauthorized or accidental access, destruction, modification,
blocking, copying, provision, and other unlawful actions in
relation to personal data shall be determined by the Bank based
on the requirements of Federal Law No. 152-FZ, dated
07.27.2006 “On Personal Data” and other regulations of the
Russian Federation.

By signing this Application, | certify that | have read the
Recommendations for information security prior to entering into
the Agreement.

In accordance with the requirements of Article 9 of Federal Law
No. 161-FZ, dated 06.27.2011, On the national payment system,
I am informed that the Bank shall inform the Client of performing
each transaction with the EuroLink System of remote banking
services by generating and submitting to the System of a
transactions statement on the Client’s account.

Hereby | confirm the phone number provided in this application
supports incoming SMS™.

I accept all the risks resulting from failure to receive SMS due to
my own fault or the fault of the mobile network provider.

Hoonuce / Signature

Damunus Y.0. [ Surname and Initials

3anosansiercs bankom / To be filled in by the Bank

Ipu perucrpanuu B CucteMe AUCTAHIIMOHHOTO OaHKOBCKOTro obciykuBaHus EuroLink wimmenty npucBoen Jlorun/The

following Login was to the Client

System:

assigned

upon

registration in the EuroLink Remote Banking

Paboruuk banka: /
Employee of the Bank:

noonucs / signature

Damunus U.0. | Surname and

Initials

B ciyuae HemomyueHus cMc-coobIIeHuH HeoOX0aMMO oBpaTuThcs B BaHK, a Takke k cBoeMy MoOmIbHOMY onepatopy. / If you do not receive SMS,

you need to contact the Bank, as well as your mobile operator
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IHNPUJIIOKEHHUE Ne2

PEKOMEHJIAIIUA 110 UHO®OPMAIIMOHHOM
BE3OIIACHOCTH, B TOM 4YMCIIE, IIO
CHUKEHUIO PUCKOB IHOBTOPHOTI'O
OCYHECTBJIEHUA IIEPEBOJA JAEHEXKHBIX
CPEJACTB BE3 JOBPOBOJIBHOI'O COI'VIACHUS
KJIMEHTA

B cBi3M ¢ y4yacTHBIIMMHUCS  CIIy4assMd  IIPOBEJCHHMS
MOILICHHUYECKUX OTepaLuii o NepeBOgy JEHEKHBIX CPEICTB ¢
UCIIONIb30BAaHMEM CHUCTEM JIUCTAaHIIMOHHOTO OaHKOBCKOTO
oOcimyxuBaHMA depe3 ceTb MHTepHET © B LeNAX
MIPEAOTBPALICHUS] HECAHKIIMOHUPOBAHHOTO gocTymna Kk Cueram
Knmenta co cTopoHBI 310yMbIIUIEHHNKOB baHK HAacTOsTENEHO
peKOMEHAyeT (PU3UUECKUM JIMLAM - oib30oBaTessiM CHcTeMbl
co0moaTh CIIEAYIOIIHE MepBI nH(pOpMaMOHHOH
0e301acHOCTH:

e Hcnosnb30BaTh Ha OCTOSIHHOM OCHOBE AHTUBUPYCHOE
porpaMMHOe oOecrieueHHe ¢ MOCNIeIHeH aKTyaIbHON
Bepcueld 6a3 (Ha BceX YCTpoOicTBax, ¢ KOTOPBIX
ocymectBisieTcss goctyn B CucreMy wWuiM Ha
KOTOpBIE MPUXOAUT SMS/push yBemomieHue).

e  PeryssipHO BBINOJHATH AHTUBUPYCHYIO IIPOBEPKY LIS
CBOEBPEMEHHOTO  OOHApY)XEHHS  BPEIOHOCHBIX
mporpamMMm (Ha BCeX YCTPOWCTBaX, C KOTOPBIX
ocymectBisieTcss fgoctyn B CucreMy w/wim Ha
KOTOpBIE IPUXOIHUT SMS/push yeenomnenue).

e PerymspHo yCTaHABINBATb OOHOBIICHHS
OTepalMoOHHOM cucTeMbl u Opaysepa MHTepHeT
(mocpencTBOM KOTOPOTO OCYIIECTBISIETCS JOCTYH K
Cucreme) (Ha BCeX YCTPOHCTBaX, C KOTOPBIX
ocymiectBisiercss jgoctyn B Cucremy uW/mim Ha
KOTOpBIE MPHUXOAUT SMS/push yBemomieHue).

e He ycranaBiuBaiiTe Ha yCTpoicTBa, C KOTOPBIX
ocymectBisieTcss  foctyn B CHCTeMy, HHKaKHX
nporpamm JuIs  yaaneHHoro ynpasienus (Team
Viewer, Ammyy Admin, AnyDesk, VNC u T.11.).

e brokupoBarh OCTYI K yCTPOWCTBAaM, MOCPEICTBOM
KOTOpBIX ocymiecTBisieTcs: poctyn kK Cucreme. He
OCTaBJISITh  pa30JOKMPOBAaHHBIE yCTpoiicTBa  0e3
MIPUCMOTpA.

e OcymectBiars Bxox B CuHCTeMy IOCPEACTBOM
npsimoro HaGopa cceutku  https://dbo.efbank.ru s
CTpOKe Opay3epa WIH MO CCBUIKE Ha KOPIIOPAaTHBHOM
Wntepner-caiite banka. I[Ipu a3ToM Bceraa npoBepsTs,
YTO COEJMHEHHE OCYLIECTBIIETCS MO OE30IacHOMY
nporokony https Ha angpec *.efbank.ru (manmpumep,
dbo.efbank.ru). B azmpecHoii cTpoke HomKeH
TIOSIBUTBHCS 3HAYOK 3aKPBITOTO 3aMKa.

e He mnome3oBarbcs CHcTeMOH C TOCTEBBIX PabOUMX
MecT (MHTepHeT-Kade u mp.).

e He ycraHaBimBaTh  OOHOBJICHHS  CHCTEMHOTO
MpOrpaMMHOTO  o0ecriedeHuss  wiud  Opaysepa
HNurepuer, mnomydeHHble OT WMeHHM baHka 10
JIEKTPOHHOH MOYTE, CMC-COOOIIEHHEM WIIN OPYTHM
crnocoboM, HE OTKpPBIBaTb CCBUIKM B  TakKuX
COOOIICHHUSAX. IMonmyuyuB  Takoe  cooOIICHUE,
He3aMeLIUTENILHO cOOOMHNTh 00 3TOM baHky.

e He coxpansars Jlorun u Ilapons Cucremsl B mamstu
Opay3sepa.

APPENDIX NO. 2

RECOMMENDATIONS ON
INFORMATION SECURITY, IN
PARTICULAR, ON REDUCING THE
RISKS OF RE-TRANSFER OF FUNDS
WITHOUT THE CLIENT'S VOLUNTARY
CONSENT

With a view to the increasing number of fraud
transactions of funds by means of remote banking
systems via Internet and for the purposes of
prevention of unauthorized access of hackers to the
Accounts of the Clients, the Bank strongly
recommends to physical entities - System users to
meet the following measures of information security:

e To use on permanent basis anti-virus
software with the last updated version of
databases (on all devices used to access the
System and/or that receive SMS/push
notifications).

e To perform anti-virus screening on regular
basis for timely disclosure of hazardous
programs (on all devices used to access the
System and/or that receive SMS/push
notifications).

e To install regularly the updates of the
operational system and the Internet Browser
(which is used for accessing the System) (on
all devices used to access the System and/or
that receive SMS/push notifications).

e Don’tinstall in devices used for access to the
System any software for  remote
manipulation (Team Viewer, Ammyy
Admin, AnyDesk, VNC, etc.)

e Toblock access to the devices used to access
the System. Not to leave unlocked devices
unattended.

e It is recommended to access the System via
direct link https://dbo.efbank.ru or the link
on the corporate web-site of the Bank. One
should always make sure that connection
with *.efbank.ru (e.g., dbo.efbank.ru) is
established via the secure protocol (https). A
closed lock icon will appear in the address
bar.

e Do not access the System using the guest
workplaces (cyber cafe, etc.).

e Do not install updates of system software or
Internet browser received from the Bank via
electronic mail, sms or otherwise, do not
open links in such messages. Inform the
Bank on the above mentioned upon receiving
such messages.

e Don’t save Login and Password for the
System in the browser’s memory.
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e He xpanure Jlorun u ITapons Cucremsl B OTKPBITOM
BU/IE Ha YCTPOMCTBAaX, C KOTOPBIX OCYIIECTBIISCTCS
noctyn B Cucremy.

e lcnonp30BaTh MPHIOXKEHUS Ha CMAapT(OHAX TOIHKO
u3 odurmanbHeIx uctounnkos (Apple Store, Google
Play/ Play Market).

e PerymsipHo, HE pexxe OIHOTO pas3a B JEHH IOIYdaTh
nHdopmanuio 0 3aperuCTPUPOBAHHBIX
PacnopspxeHusix u o coctostHun C4eTos.

Bank pekomenayer KiMeHTY yYUTHIBAaTH PUCKHU MPH PadboOTE €
Cuctemoit uepe3 ceTb UWHTEpHET W TMOHHMATh, YTO
UCIMONIb30BaHHE TOJBKO AHTHBUPYCHOTO  MPOTPAMMHOTO
obecneuerns He naet 100% rapaHTHH 3aIIUTH OT IIPOBEACHUS
37I0yMBIIIJICHHIKOM MOIICHHIYECKUX omepaiuii B Cucreme.
B cnyuae ecnmu y Bac mepecraia pabotaTh CHUM-Kapra,
CBSDKUTECH CO CBOMM OTIEPATOPOM COTOBO#! CBSI3U U BBISICHUTE
npuunHy. BO3MOXHO, 3I0YMBINUICHHUKH MOJYYHIA KJIOH
(ny6nukar) Bameit cum-KkapThI.

Crnemyer  yuuThIBaTh  CaMble  PAcIpOCTpaHEHHBIE  Ha
CEroJHAIIHUN JCHb CXEMbl MOLIEHHUYECTBA B ceTU MIHTEpHET:

e «ConManbHbIl HHXUHUPUHT» — 3JI0YMBIIUICHHUKA
pacchUIaoT cooOmuieHns TTOCPEICTBOM
SMS/3neKTpOHHOW TOYTHl WX 3BOHAT OT HMMEHH
Banka m mon pa3MUYHBIMHA TIPEAJIOTaMH IIBITAIOTCS
nonyuuts ot Kiwmenrta Jlorunel, Ilapomu, ®.1.0O,
HOMeEpa CYETOB, KapT, ITMH-KOJIOB H T.1I.

o  «DumuHry — KIMEeHTy mpuchlIaeTcs Mo MouTe WU
MHBIM CIIOCOOOM CCHUIKA Ha MOAJEIbHBIM CaiT,
KOTOPBI MOXET BH3yallbHO HE OTIMYAThCS OT
IIOJUTMHHOTO, ¢ TipockOoi BBecTu Jlorus, Ilapons Ha
noctyn kK Cucteme W Jpyrue JaHHbBIE TOJ JTHOOBIM
mpeioroM  (MCTEK  CPOK  JCWCTBUSL  Mapouis,
HEO0XOIUMOCTh MpOUTH JIOTIOJTHUTENEHYTO
aBTOPH3ALNIO, Pa30JIOKUPOBKA 3a0JIOKUPOBAHHOTO
JOCTYTIA | T.IL.).

e 3apakeHHE BPEIOHOCHBIM KOIOM — IPOUCXOIUT
4gepe3 paclpoCTpaHEHHWE BPEJOHOCHBIX MPOTPaMM
yepe3 UHTepHET-pecypchl, Hampumep, CauThl
CONMANBHBIX CETell WM TOCPEACTBOM  CIaM-
pacchUIKM  uYepe3 JJIeKTpOoHHyIo mouty. Ilocie
3apaxennst Cucrtembl KimeHTa BHpycOM WM
«TPOSHOM»  3JOYMBIIUIEHHUK TOJIYy49aeT MOJHBII
KOHTpOJb Hag CHCTEMOH.

HpI/I HCNOJIb30BaHUN CUCTEMEI H€06XOHI/IMO IIOMHHUTB, YTO:

B cayyae BbifiBaeHus KimeHTOM mnog03pHTEIbHBIX
onepauuii B Cucreme Heo0X0AMMO He3aMeAJIUTEILHO
cBs3aTbes co Cayx00ii KJIHeHTcKo noaaep:xku banka mo
HOMepYy TesedoHa, oNy0JUKOBAHHOMY Ha KOPIIOPATHBHOM
HNHurepHer-caiite Banka.

e Don’t store Login and Password for the
System openly in devices used for access to
the System.

e Use only those smartphone apps that are
downloaded from trusted official sources
(Apple Store, Google Play/ Play Market).

e Receive information about the registered
Orders and the status of the Accounts at least
once a day.

The Bank recommends the Client to consider the risks
upon working in the System via Internet and
understand that only use of anti-virus software
provides with 100% protection guarantee from fraud
transactions by hackers in the System of the Client.
In case if your sim card appears inactive, please
contact your mobile service provider and clarify the
reasons. May be intruders received a clone (copy) of
your sim card.

It is necessary to consider the most widely spread
schemes of fraudulent activities in the Internet for
today:

e “Social engineering” hackers send SMS
/email or call you on behalf of the Bank and
under various pretexts try to get the Client’s
Login, Password, Print Name, numbers of
accounts, cards, pin codes, etc.

e  “Phishing” — The Client receives by mail or
otherwise a link to fake web-site, which can
be visually identical to the official one, with
a request to enter the Login and Password for
any reasons (Password is out-of-date,
additional  authorization is  required,
unlocking of the blocked access, etc.).

e Infection by a malicious code by means of
spreading malicious programs via Internet
resources, for example, social networks web-
sites, or by spamming via electronic mail.
After infecting the Client’s System with a
virus or a “Troyan” program the hacker gets
full control over the System.

When using the System it is required to remember
that:

In case the Client discloses suspicious transactions
in the System, it is required to refer to the Bank’s
Customer Support immediately via telephone
number published on the corporate website of the
Bank.




