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COI'IAIIEHUE
00 HCNOJIL30BAHNH 3JIEKTPOHHOI CHCTEMBI
JUCTAHIIMOHHOI0 0AHKOBCKOI'0

00CTy:KNBaAHU S
Hacrosmee Cornamenue 00
UCIOJIb30BaHUU ANEKTPOHHOU CUCTEMbI
JUCTAHIIMOHHOTO OaHKOBCKOTO OOCIIY>KUBaHUS
(manee — CornaimieHue) SBISETCS JOTOBOPOM
IPUCOEAUHEHNS B COOTBETCTBUU CO CT.428
['paxxmanckoro KOJEKCca Poccutickoit

<1)e):[epauHH, n  3aKJIro49acTcs B Iopsake,
YCTAHOBJICHHOM HACTOAIIUM CornanieHueM.

TepMuHbI M onIpeneJIeHUs

B HaCTOAIIEM CornameHuu CJICAYIOIIHNC
OMnpeacICHrUA UMCIOT CIICAYIONICC 3HAYCHUC.

AkT npusHaHusi OtkpbiTOro kJiawoya JII -
JOKYMEHT Ha OyMaxHOM HOCUTEE,
BBIJIaBaEMBIi bankxom
KnuenTty/YnonHoMOuYeHHOMY — TPEICTaBUTEIIO
Kinenrta, B xotopom CTOpPOHBI YJOCTOBEPSIOT
dakT mnepenaun TexXHONIOTMYECKHX KIIOUeH,
Ceprudukara TeXHOIOTUUECKOTO KIIFOYA.

Bank — AKIITUOHEPHbBII KOMMEPYECKUN
BAHK «EBPO®HMHAHC MOCHAPBAHK»

(akroHepHoE 00111eCcTBO) (momHOE
HaumenoBanue), AO AKb «EBPOOHNHAHC
MOCHAPBAHK» (cokpareHHOe

HauMeHoBaHue), aapec: 121099, r. Mocksa, yi.
Hogeiit ApOar, 1.29, opunuaibHblil caliT B ceTu
«Muteprery»: wWww.evrofinance.ru, reaepanbHas
JUIEH3UsT  Ha  [poBelJeHHEe  OaHKOBCKUX

onepaunii Ne2402, Beinannas bankom Poccun
23.07.2015.

Baagesen cepruukara KiI04Ya IPOBEPKH
II1 — Knuent, Ha uMst kotoporo bankom BbI1aH
Ceprudukar TexHONTOTHYECKOTO KJIOYA W
Ceptudukar Paboyero kiroua.

JdoxymeHTanus - BCE PYKOBOJCTBA,
MHCTPYKIIUH, peKOMEH Al 0 Mepax
0€30MacHOCTH TPH COBEPIICHUU SIEKTPOHHOTO
nokyMmeHToobopora B Cucreme, TeXHUYECKHE
ONMUCAaHUA U Apyrasd JOKYMCHTAlUA, KaCaroasicCsa
Cucrembl, KOTOpble Tepemarorcsi baHkom
KnueHty B 3J€KTpOHHOM BHJIE IO aKTy 00
OKa3aHUU YCIYT Mo ycTaHOBKe CHCTEMBI.

AGREEMENT
on the use of an electronic system for
remote banking services

This Agreement on the use of an electronic
system for remote banking services (the
Agreement) is a joinder agreement as per
Article 428 of the Civil Code of the Russian
Federation and is entered into in accordance
with the procedure established hereby.

Terms and definitions

In this Agreement, the following definitions
shall have the following meanings.

Act of acknowledgement of an ES Public
Key — document on paper, issued by the Bank
to the Client/Authorized Representative of the
Client, in which the Parties confirm the fact of
transfer of Technological Keys, Technological
Key Certificate.

Bank — Evrofinance Mosnarbank, address: 29
Novy Arbat Street, Moscow, 121099, official
website in the Internet: www.evrofinance.ru,
general license for banking transactions No.
2402 issued Dby the Bank of Russia on
07.23.2015.

Holder of the ES verification key certificate
— a Client, to whose name the Bank has issued
a Technological Key Certificate and an
Operational Key Certificate.

Documentation - all the manuals,
instructions, recommendations on security
matters for electronic document flow in the
System, functional descriptions and other
documentation, relating to the System, which
are transferred by the Bank to the Client in
electronic format under the act of System
installation services.



http://www.evrofinance.ru/

Horosop 06 ucnouab3zoBanuu JABO - norosop
00 HCMONB30BAHUHM  AJIEKTPOHHOH  CHCTEMBI
JUCTAHIIMOHHOTO OaHKOBCKOTO OOCITYKHBaHUS
(mo d¢opme banka), B3aKIOUYEHHBIH MEXIY
Knuenrom u baHkoM, ¢ IOMOLIBIO KOTOPOTO
Knuent mnpucoenunsiercs k CornameHuro B
1EJIOM B COOTBETCTBMU CO CTaThed CT.428
['paxxmanckoro KOJIEKCa Poccutickoit
O®enepanuu.  3akmouyeHue  JloroBopa 00
ucnonp3oBanu  JIbO  ocymectBisieTcs B
nopsiike, ycraHoBJIeHHOM CoraieHueM.

3akpbiThiii  kiawou Il —  yHukanbHas
MOCJIEIOBATEIbHOCT ~ CHUMBOJIOB,  M3BECTHAA
Toibko  Bmageneny  ceptudukara - kiroua
MIPOBEPKU oIl u YIIOJTHOMOYEHHOMY

npeacraBuTento Kimenra, npenHasHadeHHas 1ist
co3JaHusl B ODIJIEKTPOHHBIX AOKyMeHTax Oll u
UIeHTU(DUKAITIN Y0JIHOMOYEHHOTO
npencrasutenss  Knwenta B Cucreme, wu
OJIHO3HAYHO CBsi3aHHAs ¢ OTKPBITBIM KIHOYOM
OIl.

KBuUTaHIMA — 3JIEKTPOHHOE COOOILIEHHE O
npueMe OJEKTPOHHOro JokyMeHTa CTOpOHBI-

orrpaButenss ~ CTOpOHOW-TIONyYaTeneM WU
cMeHe  cratyca  jgokymeHta  CTOpOHOI-
moilyyaterieM B Tpolecce  00pabOTKH.

[Honyuenne xkBuTaniuu B Cucreme BieUeT 3a
coboif cMmeHy cTaryca AokymeHTa B Cucreme
CTOpOHBI-OTIIPAaBUTESL.

KumenT — ropuanueckoe auIo, 3aKJIFOUNBIIEE C
bankom Cornamienue myTeM HOPUCOEAMHEHHUS K
HEMY.

Kiou (M) — COBMECTHO WM, €CIM YKa3aHO
0co00, pasmensHo, OTkpeiTEId  KiM0u Ol
3akpbITeiid K04y OII, CekpeTHBI M OTKPBITHIN
KITFOYH MH(POBAHUS.

KogoBoe ciaoBo —  IOCIENOBATEHLHOCTh
CHUMBOJIOB, U3BecTHas ToJibko Knuenty u banky,
I/ICHOJ'H)SyeMaSI JJIA I/IJICHTI/I(i)I/IKaI_[I/IH K.]'II/IGHTa
npu Terne@oHHOM pazroBope ¢ KimenTom B miemsix
HOJITBep)KHeHI/IS[/ H eHOJITBep)K}IeHI/ISI

BO306HOBHCHI/I$I HUCIIOJIHCHU A onepaunn,
COOTBETCTBYIOIICH TMpPU3HAKAM OCYIIECTBICHUS
nepeBojia JICHEXKHBIX CPEACTB 0e3 corjacus
Knuenra. Konosoe CJIOBO MOJKET
UCIOJIb30BaThCsd MHOTokpatHo. KomoBoe cioBo

Contract on the Use of RBS — a contract on
the use of an electronic system for remote
banking services (in the Bank’s format)
between the Client and the Bank, whereby the
Client joins the Agreement as a whole in
accordance with Article 422 of the Civil Code
of the Russian Federation. The Contract on the
Use of RBS shall be entered into in
accordance with the procedure established
hereby.

ES Private Key — a unique symbol sequence
known only to the Holder of the ES
verification key certificate and the Authorized
Representative of the Client and designed for
generation of Electronic Signatures in the
Electronic Documents and identification of the
Authorized Representative of the Client in the
System, and uniquely associated with the ES
Public Key.

Receipt confirmation — an electronic
message on the reception of the Electronic
document sent by the Sending party and
received by the Receiving party or the change
of the document status by the Receiving party
during processing. Reception of the receipt
confirmation in the System entails a change in
the document status in the System of the
Sending party.

Client — a legal entity that has entered into the
Agreement with the Bank by joining it.

Key(s) — jointly or, if specified so, separately,
the ES Public Key, ES Private Key, Secret and
Public Encryption Keys.

Code word — a symbol sequence known only
to the Client and the Bank, used to identify the
Client during a telephone conversation with
the Client in order to confirm/not confirm the
resumption of a transaction with signs of
money transfer without the consent of the
Client. The Code Word may be used more
than once. The Code Word shall be specified
in the Contract on the Use of RBS and may be
changed in the procedure established by the
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yka3biBaeTcsi B JloroBope 00 HCHOIb30BaHUU
JAbO u MoxeT OBITh W3MEHEHO B TOPSIKE,
npeaycMoTpeHHOM CorjanieHuem.

Komnpomeranusi kjw4eili — BO3HUKHOBEHHE

MOJO3PEHUI B TOM, YTO MCIOJb3yeMble Kirroum

JOCTYIIHBl ~ JHMIAM, HE HMEKIIMM Ha TO

nosHoMOouHi. K cOOBITHSM, BIEKYITUM 3a COOOM

KoMnpomeranuro kiroueld, OTHOCSTCS, BKJIOYas,

HO, HE OTPAHUYUBASICH, CICAYIONIUE COOBITHUS:

- yrpara HocuTtenei ¢ Kirouamu;

- yrpara Hocutenei ¢ Kiirouamu ¢ nocieayommum
0OHapy)XCHHEM;

- 1OCTyI ITIOCTOPOHHUX JIALL (ne

YnonnomoueHHBIX TpeacraBureneii Knuenra) k

Kirouam, ncnons3oBanue Kimroueit 0e3 cornacus

Knunenra;

- Jpyrue CcoOBITHS, KOTOpbIE, IO MHEHUIO

CTOpoH,  CBHJETENBCTBYIOT O  HAJIMYUU

BO3MOKHOCTH HecaHKIIMOHWPOBAaHHOTO JIOCTYIa

TpeThux Jinil K Kimtouam.

Konpunenunanabuasi mHpopMamusa — Jrodas
uHpopmanus (cBeneHus), Kotopoi CTOPOHBI
OOMEHHUBAIOTCI B COOTBETCTBUMU C HACTOSIIHUM
CornamieHueM W KOTOpas HOCUT YaCTHBIN,
HeNMyONMUYHBI U KOHGUACHIIUATIBHBIA XapaKTep
U UMEET JCUCTBUTEIBHYIO WM MOTCHIIMAIbHYIO
LEHHOCTh B CHJIy €€ HEHU3BECTHOCTU TPETbUM
JINIIAM.

HecaHKuMoHNMpOBaHHBIN AOCTYNl — JOCTYN K
Cucreme (B TOM uHciae, K OIEKTPOHHBIM
JOKYMEHTaM), €€ HCIOJb30BaHHE JHMLAMHU, He
MMEIOUIMMH Ha TO ITOJIHOMOYUH.

Orkperteiii kawu DIl —  yHukanbHas
110CJIEI0BATENBHOCTD CHMBOJIOB,
COOTBETCTByIOIIas 3akpeiToMy Kiarouy Ol
JOCTyIHas Jr00oMy noib3oBarento CUCTEMBI U
IpeJHa3HauYeHHasl JUlsl IPOBEPKU IOJJIMHHOCTH

OIl B DONEKTPOHHOM JIOKYMEHTE U  €ro
LIEJJOCTHOCTH.
IlnanoBass cmena palGouyumx KJIO4Yed —

Co3J1aHMEe YTIOJTHOMOYEHHBIM IPEACTABUTEIEM
Knuenta HoBbIX Paboumx kimouelt, kKoTopoe
OCYILIECTBJISICTCS O UCTCUEHHSI CPOKA JACHCTBUS
neiictByromiero Pabouero kiroyga.

Ioacucrema — oxHa H3 JBYX MOJACHCTEM
CucreMsnl:
- moacucrema «KnueHr-bank», B COOTBETCTBUU

Agreement.

Key compromise — suspicions that the used
Keys are accessible to unauthorized third
parties. Events entailing the Key Compromise
include, but not limited to the following:

loss of media with the Keys;

loss of media with the Keys with their
subsequent finding;

access by third parties (other than the
Authorized Representatives of the Client) to
the Keys, use of the Keys without consent of
the Client;

other events, which according to the Parties
evidence the possibility of Unauthorized
Access of third parties to the Keys.

Confidential information — any information
(data), which the Parties exchange in
compliance to the present Agreement and
which bears a private, non-public and
confidential nature and has actual or potential
value due to its obscurity to third parties.

Unauthorized Access — access to the System
(including Electronic Documents), its use by
the persons who do not have the authorization
to do so.

ES Public Key — a unique symbol sequence,
corresponding to the ES Private Key
accessible to any user of the System and
designed for verification of authenticity of the
Electronic Signature within the Electronic
Document, as well as a check on its entirety.

Planned change of Operational Keys -
generation of new Operational Keys by the
Client’s Authorized Representative before the
expiry of the current Operational Key.

Subsystem — one of two subsystems of the
System:
- the Client-Bank subsystem, in accordance
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C KOTOpPOM Ha TMEpPCOHAIBHBIM KOMIBIOTEP
Kinenra yCTaHaBJIMBAETCS nporpamma
«KnueHnrt», koTopast XpaHUT BCE CBOM JIaHHbIE HA
3TOM TIEPCOHAILHOM KOMIIBIOTEpE WM Ha
ceTeBbIX pecypcax Kinenra;

- moxacuctema «MHTEpHET KIMEHT-0aHK», B
COOTBETCTBUU C KoTopod Kiment, ucnonb3ys
CTaHIAPTHBIA Opay3ep OMEeparMOHHON CHCTEMBI
CBOEr0 MEPCOHAIBHOTO KOMIIBIOTEpA, MOJIy4YaeT
JIOCTYI K YKa3aHHOM MOJICUCTEME U €€ JJaHHBIM,
pa3MelIeHHbIM Ha cepBepe banka.

IIposepka JII DiIeKTPOHHOr0 AOKyMeHTa -
IIPOBEPKA COOTHOIIEHHUS, CBSI3bIBAIOIIETO X3II-
byHKIIMIO  DNEeKTpoHHOrO  JokyMeHTa, Il
Takoro JokymeHta u OrtkpbiToro kmroua Ol
noamnucaniiero abonenra. Ecnu takast mpoBepka,
npousBeneHHass  Ha  CpeacTBax — 3alllUThI
uH(pOpMaIIMHU, AACT MOJIOKUTEIbHBIA pe3ynbTarT,
To OIl mnpusHaercs mpaBWIBHOM, a cam
DONEKTPOHHBIM JTOKYMEHT — MOAJMHHBIM, 0€3
UCKaXCHU, B IPOTUBHOM Cllydyae DJIEKTPOHHBII
JOKYMEHT cumuTaerca omubounniM, a OII mojg
HUM - HEJICICTBUTEIBHOM.

PaGounii neHb — pabounii 1eHb, MPU3HABAEMBIii
TaKOBBIM IPUMEHUMBIM K JiesiTenbHOCTH CTOpoH
3aKOHOZATEIBCTBOM Kax 1011 U3 CTOpOH.

Paboumne KJIHYHA - Koroun,
npeaHa3HaYeHHBIC N5 MTOATBEPKICHUS
aBTOPCTBA, LIETIOCTHOCTH u
KOH()HICHIIMAIBHOCTH DNEeKTPOHHBIX
JOKYMEHTOB, IiepeaBaeMbix B  Cucreme.
PaGoune KITFOYU (dhopmupyrores

YnonHoMO4YeHHBIM TpeacTaBuTeneM KiueHTa
camocTosTeNlbHO TocpeacTBoM Cuctembl. Cpok
nericteua  PabOoumx kiroueil cocrasisier 36
MeCSIeB ¢ JarThl (OPMHPOBAHHS 3ampoca Ha
coznanmne Ceptudukara Pabouero kitoya.

CexperHbiii H OTKPBITBIH KJIHOYH
muppoBanus — Kiroun, ucnonb3dyemsle s
npouenypsl mHU@GpoBaHUA U JeMU(POBAHUSL
ONEeKTPOHHBIX JOKyMeHTOB. llpu mmdpoBanumn
UCIIONIB3YETCSI  OTKPBITHIA K04 CTOpOHBI-
noJiyyaTelns, Ipu pacuupoBaHUU CEKPETHBII
k1104 CTOPOHBI-NIOTyYaTesl.

Cepruduxar PaGouero kiroua - 371€KTPOHHBIN
noxkyMmeHT ¢ OI1 banka, conepxamumii OTKpBITHINA
kmou DIl m mmdpoBaHus, a Takke CBeIEHUS,

with which the Client program is installed on
the Client’s personal computer, which stores
all of its data on such personal computer or in
the Client’s network;

- the Internet Client-Bank subsystem, whereby
the Client uses the standard browser of the
operating system of his/her personal computer
to access the subsystem and its data placed on
the Bank’s server.

Check of the Electronic Signature of an
Electronic Document — check on the
interrelation between the Electronic document
connecting the hash function, Electronic
Signature of such document and an Electronic
Signature Open Key of the signing subscriber.
If such check, conducted with the information
security product, provides a positive result,
then the Electronic Signature is acknowledged
as correct, and the Electronic document is
found authentic, without distortions, otherwise
the Electronic Document is found faulty, and
the Electronic Signature thereto as invalid.

Business day — business day that is found as
under the legislation, of each of the Parties,
applicable to the operations of the Parties.

Operational keys — Keys provided for
the confirmation of authorship, entirety and
confidentiality of the Electronic Documents,
transmitted within the System. Operational
Keys are generated independently by the
Client’s Authorized Representative by means
of the System. The validity period of
Operational Keys is 36 months from the date
of the request for an Operational Key
Certificate.

Secret and Public Encryption Keys - Keys
used for encrypting and decrypting Electronic
Documents. When encrypting, the Public Key
of the recipient Party is wused. When
decrypting, the Secret Key of the recipient
Party is used.

Operational Key certificate — an electronic
document with the Bank’s ES containing ES
Public and Encryption Keys, as well as the
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UICHTU(DUITUPYIOTITHE V1I0JITHOMOYEHHOT O
MpEACTABUTENS Knuenra. Ceptudukar
npeHa3HayYeH IS MOJTBEPKICHUS
IOJIMHHOCTH OI1 u uacHTU(DUKAIH

YnoaHOMOYeHHOTO TpejacTaBuTenas KimeHnra B
CucreMme.

Ceprudpuxar TexHOTOTrHYECKOr0 KJKWOYA -
SNEKTpOHHBIM  JokymeHT ¢ OIl  banka,
comepkauii  OtkpbiThle  Kmoun Ol u
mdpoBaHus, a TaKkKe CBEJICHMUS,
UACHTH(DUIHPYIOIINE VY101HOMOYEHHOT O
MpeCTaBUTENS Knuenra. Cepruduxar
npeaHa3HayeH sl cozmaHust PaGoumx kimroueit
YnonnomoueHHoro mpeactaButens Kiuenra B
Cucreme. Brinaercs bankom
KnuenTty/YnonHoMOuYeHHOMY — TPEICTaBUTEIIO
Knuenra B 35IeKTpOHHOM BHJI€ U Ha OyMaXHOM
HOocuTene MO AKTy mpu3HaHus OTKPBITOrO
kiroua Ol

Cucrema — KopropaTHBHas HH(pOpPMAaIMOHHAS
cucreMa JUCTaHIIUOHHOTO 0GaHKOBCKOTO
oOcinyXUBaHUs,  OpraHu3oBaHHas  baHkowm,
IpeCTaBIAIoIas coboit KOMILJIEKC
IPOrPaMMHO-TEXHUYECKHUX CPEICTB u
OpPraHM3al[MOHHBIX MEPONPUITHN Ul CO3JaHMs,
3allUThl, Tepeadyn U 00paboTKU DIEKTPOHHBIX
JOKYMEHTOB IO OTKpPBITBIM KaHajlaM CBS3H, B
TOM  4YHMCJI€ C  HCHOJIb30BaHHEM  CETH
«MHTepHeT». CucreMa  HCHONB3YETCS  Kak
3JIEKTPOHHOE CPEJICTBO riaTexa u
obecnieunBaer co3ganue Ol B DiekTpoHHOM
JOKYMEHTE C HCIOJIb30BAaHUEM  3aKpBITOTO
kiroua OlII, moarBepxkaeHne noumuaHocTH Jl1 B
DONEKTPOHHOM JOKYMEHTE C MCIOIb30BaHUEM
OtkperToro kitoua I, coznanue Kirouei.

CpencrBa 3aIMThI HH(poOpManuu —
cepTuuIrpOBaHHbIE Kpunrtorpaduueckue
CpeAcTBa,  00ECHEYMBAIOUINE  PEATU3aALHUI0
cnenyromux — QyHkmui:  co3manme Ol B

ONEKTPOHHOM JIOKYMEHTE C HCIIOJIb30BaHUEM
3akpeiToro  kmroua  OII,  mposepka  OII
ONEKTPOHHOIO JOKYMEHTA C HCIIOJIb30BAHUEM
OtkperToro kimroua Ol co3panue 3aKpbITBIX H
OtkpriThix kmroueil OII, a Takke co3ganue u

information, identifying the Authorized
Representative of the Client. The Certificate is
designed for confirmation of Electronic
Signature authentication and identification of
the Authorized Representative of the Client in
the System.

Technological Key certificate — an electronic
document containing ES Public and
Encryption Keys, as well as the information,
identifying the Authorized Representative of
the Client. The Certificate is designed for
generating  Operational Keys of the
Authorized Representative of the Client in the
System. It is issued by the Bank to the
Client/Authorized Representative of the Client
in soft and hard versions under the Act of
Acknowledgement of the ES Public Key.

System — a corporate IT system for remote
banking services established by the Bank,
which is a set of software and hardware and

organizational measures for generating,
protecting, transmitting, and processing
Electronic  Documents  through  open

communication channels, including using the
Internet. The System is used as electronic
means of payment and provides for ES
generation in an Electronic Document using
the ES Private Key, confirmation of the ES
authenticity in the Electronic Document using
the ES Public Key, and generation of Keys.

Information Security Products — certified
cryptographic tools providing for the following
functions: ES generation in an Electronic
Document using the ES Private Key, checking
the ES of an Electronic Document using the
ES Public Key, generation of ES Private and
Public Keys, as well as generation and using of
Secret and Public Encryption Keys, encryption
and decryption.

ucronp3oBaHue  CEeKpeTHBIX W OTKPBITHIX

Kmoueld  mmdpoBaHus, — mWKppoOBaHUE U

pacmudpoBaHue.

CpencrBa 00padoTKHN u XpaHeHHus Products designed for processing and
uHpoOpMAIIMH —  T[POrPaMMHO-ANIAPATHBIC storage of information — software and
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cpencTBa, TpeOOBaHUSA K KOTOPHIM IIPUBEJCHBI B
[punoxennn Nel k Cornamienuto.

Cropona (Ctoponsl) — bank n/unu KnueHr.

Cuer - cuer, oTkpbIThIi bankom Knuentry nHa
MOMEHT 3aKjIIoueHus Hactosuero CornameHus
WIA cYeTa, KOTopble OynyT OTKpHITH bankom
Knuenty B Oyaymem, Ha  OCHOBaHHH
COOTBETCTBYIOIIIMX  JIOTOBOPOB  OaHKOBCKOTO
cuera (manee — “JIBC”), 3aKIIIOYCHHBIX MEXIY
Croponamu.

Tapudml - pazmepsl Bo3HarpaxaeHus banka 3a
OKa3biBaeMmble 10 Hacrosuemy CoriameHuto
pabotel u yciyru. Tapudbl ycTaHaBIWBAIOTCS
bankom. JleiicTByrOIIME HA MOMEHT 3aKJIFOUECHUS
Hacrosimero Cormamenust Tapudsl m0BOIATCS
no cBeaeHus Kimenta 1npu 3aKiIHOYEHUH
Hacrosimiero CoraiieHus, a TakKe 1Mo MepBOMY
TpeboBanuto Kimenrta. Tapudsl Moryr OBbITH
n3MeHeHbl baHKOM B OJIHOCTOpPOHHEM TMOPSKE,
o ueM bank yBemomusier Knuenrta He mo3aHee,
yeMm 3a 5 (msath) PaGounx aneit banka mpo mater
BBOJAa B  JCHCTBUE  HU3MEHEHUH  IyTEM
pasmenieHuss WHGOPMAIIMK B ONEPAIMOHHOM
3ane banka, Ha odunmansHOM caiite banka B
cetu «MHTEepHET», a TakkKe MyTeM IMepeaadn
YKa3aHHOM uHbOopMaIuu MOCPEJICTBOM
Cucremsl.

TexHoaornyeckue kawoun — Kmroun Knuenra,
M3roTaBiIuBaeMble baHKOM U NpeaHa3HAYEHHBIE
JUIS TEXHOJIOTHYECKOU MPOIIe Y PHI
dbopMupoBaHus (MOAMKCH) 3apoca Ha CO3/IaHUe
Cepruduxara PabGouero kmoua u A
camocrosTensHoro  ¢dopmupoBanus Pabounx
KIII0YeHd  YIIOJHOMOYEHHBIM MPEACTABUTEIEM
Knuenra, JIEHCTBYIOIINE bifo) JIaThl
dbopmupoBanusi Knuentom PabGodero «iroua,
au00 10 HCTeYeHus 36 MecsleB C MOMCHTA
U3TOTOBJICHHUS bankxom TexHOIOrnIecKux
KJIIOYEH.

YnosiHoMo4eHHBIH mnpeacTraBuTenb Kimenra
— ¢usnyeckoe JNHIO, yKazaHHOe B JlaHHBIX O
Brnanensue ceprudukara xmoua mposepku I,
HajeneHHoe KimeHToM mpaBoOM MOANHUCAHUS

DNEKTPOHHBIX JIOKYMEHTOB oIl JUIS
MOCJICTYIOIIICH nepeaadn MTOCPEICTBOM
Cucremsl w/unu Bxonma B Cucremy, CO3IaHUS
JIFOOBIX DIIEeKTPOHHBIX JIOKYMEHTOB,

YCTAHOBJICHUA 3alMUIICHHOI0 COCAWHCHHA C

hardware, requirements for which are shown
in Annex No. 1 to the Agreement.

Party (Parties) — Bank and/or Client.

Account — the account opened by the Bank
for the Client at the time of the conclusion of
the present Agreement or accounts which will
be opened by the Bank for the Client in the
future, based on the corresponding bank
account agreements (hereinafter referred to as
“BAA”), concluded between the Parties.

Tariffs — amount of remuneration of the Bank
for the works and services rendered under the
present Agreement. Tariffs are set by the
Bank. Tariffs, that are valid at the time of
entering into the present Agreement, are
brought to the attention of the Client when
entering into the present Agreement, as well
as at the first request of the Client. Tariffs may
be changed by the Bank in a unilateral
manner, about which the Bank informs the
Client no later than 5 (five) Business days of
the Bank before the date of commissioning the
changes through posting the information in the
operating area of the Bank, on the official
web-site of the Bank in the Internet, as well as
through the transfer of the said information
through the System.

Technological keys — the Client’s Keys
generated by the Bank and designed for the
technological process of generating (signing) a
request to generate an Operational Key
Certificate and for independent generation of
Operational Keys by the Authorized
Representative of the Client, valid until the
Client generates an Operational Key or within
36 months from date of the Operational Key
generation by the Bank.

Authorized Representative of the Client —
an individual specified in the Information
about the ES Verification Key Certificate
Holder and empowered by the Client to sign
Electronic Documents with an Electronic
Signature for subsequent transfer by means of
the System and/or logging in the System, to
generate any Electronic Documents, to
establish a secure connection with the Bank

7




bankom 11 npuemMa W OTHPAaBKH  JIIOOBIX
ONEKTPOHHBIX JOKYMEHTOB, MOANMCAHHBIX Ol
KnuenTta, n Bnazaeroniee 3akpbIThiM KiirouoM Ol
NO3BOJIAIOIIMM co3/1aBath JIl B DneKTpOHHBIX
JOKyMeHTax  (MOANUCBHIBaTH  DJIEKTPOHHbBIE
JIOKYMEHTBI) " UACHTU(DHUIIUPOBATH
VYnonHomodyeHHoro mnpexacraButens Kiuenra B
Cucreme.

Xom-GpyHKIUA —  aJrOpUTM  BBIYMCIICHUSA
KOHTPOJIBHOU [IOCJIE1I0BATEIbHOCTH JUTSL
MPOU3BOJBHBIX  3JIEKTPOHHBIX COOOIIEHUN C
LEbIO JI0Ka3aTeJIbHON IIPOBEPKHU ux
L[EJIOCTHOCTH.

IludpoBanue — npeoOpazoBaHUE JTAHHBIX

HUCXOJHBIX  (OTKPBITBIX) COOOIIEHUH TaKUM
o0pa3oM, 4YTO HUX CMBICAI  CTAaHOBHUTCS
HEJIOCTYIIHBIM Ui JI000TO  JuIa,  He

BIIAJICIOLLETO CEKpEeTOM o0OpaTHOro
npeoOpa3oBaHusl.
PacmiudpoBanme — onepamus  oOpaTHas
mrpOBaHUIO.
JaexktponHasa mnoanuch (III) — pexkBuszUT

ONEKTPOHHOIO JOKYMEHTA, INpeAHa3HA4YECHHBIN
JUISL 3aIIMTHI JAHHOTO DJIEKTPOHHOTO JOKYMEHTa
OT TMOAJEJIKH, TIOJIYYEHHBIH B pe3yibTaTe
KpunTorpaguueckoro peoOpa3oBaHus
UHPOPMALIUM € HCIHOJb30BAHHEM 3aKpBITOTO
kiroya Ol1 u no3Bossttomuil HACHTUPUIIMPOBATD
Brnanensua ceprudukara kioua nposepku Il u
YnonHomoueHHoro npeacrtasutens Kiuenra c
IIPABOM MOJIHUCH DJIEKTPOHHBIX JTOKYMEHTOB, a
TaKK€  yJIOCTOBEPUTHCSI B IIEJIOCTHOCTH
uHpOpMaLUK DJIEKTPOHHOIO JOKyMeHTa. Jlns
BbIpaboTk u mposepku Ol wucnonb3yrores
nporpamMuble CpezacTBa 3aluThl MHPOpPMALUU
«OpenSSLy. B pamKax HACTOSIIETO
Cornamenuss noJ OJIEKTPOHHON  IMOAINHKCHIO
MOHMMAETCS yCUJICHHAs] HEKBAIH(PHUIIMPOBAHHAS
JJIEKTPOHHAs MOINCH.

DJIEKTPOHHBIIE  JOKYMEHT — D3JIEKTPOHHOE
coobmenue, mnoanucannoe Ol m mepemanHOE
onHoit u3 CtopoH npyroit CTOpoHe MOCpeCTBOM
Cucremsl, B KOTOpPOM uH(popManus
npeCTaBICHA B INMEKTPOHHOU dopme,
paBHO3HAYHOE  JOKYMEHTY Ha  OyMakHOM
HOCHUTENIE, TOANUCAHHOMY COOCTBEHHOPYYHOM
MOAMKUCHI0 (COOCTBEHHOPYUYHBIMHU  TIOJITHUCSIMH )
YIOJHOMOYEHHBIX JHL CTOPOH M CKPEMJIEHHOMY

for reception and transmission of any
Electronic Documents signed by the Client’s
Electronic Signature, and possessing a Private
Electronic Signature Key, which allows to
generate an Electronic Signature in Electronic
Documents (to sign Electronic Documents)
and to identify the Authorized Representative
of the Client in the System.

Hash function — calculation algorithm of the
control sequence for the random electronic
messages for the purpose of evidentiary
control of their entirety.

Encryption — transformation of the data of
original (public) messages in such a way that
their meaning becomes inaccessible to anyone
who does not possess the secret of reverse
transformation.

Decryption — reverse operation of encryption.

Electronic Signature (ES) — details of an
Electronic Document, which are designed for
the protection of the given Electronic
Document against falsification, received as
result of cryptographic transformation of
information with the use of a ES Private Key
and which allow to identify the ES
Verification Key Certificate Holder and the
Authorized Representative of the Client
entitled to sign Electronic Documents, as well
as to assure the entirety and integrity of the
information contained in the Electronic
Document. The OpenSSL information security
software is used to generate and verify an
Electronic Signature. For the purposes of this
Agreement, an Electronic Signature means a
reinforced unqualified electronic signature.

Electronic Document — an electronic
message, which is signed with ES and
transmitted by one of the Parties to the other
Party via the System presenting information in
an electronic form, and which is equivalent to
a hard copy document signed with a
handwritten signature (signatures) of the
authorized representatives of the Parties and
bearing a seal (if applicable), if required.




neyatplo (Ipu €€  HaIM4YMU) B

HEO0OXOAMMOCTH.

cirydae

Cratbi 1. lIpeamer Corsanienus.

1.1. CTOpoHBI YCTaHABIMBAIOT MEXAYy COOOU
HNOPSAJOK U ycJoBHsI OOMEHa OJIEKTPOHHBIMH
nokyMmeHTamu 1o CucreMe B MENSX MPOBEICHUS
HA OCHOBAaHUU  ODJEKTPOHHBIX JOKYMEHTOB
0aHKOBCKHUX Orepaluii (B TOM YUCIIE PACUETHBIX)
no Cyeram, a TakkKe  OCYIIECTBICHUS
JETIO3UTAPHBIX oreparuii, 3aKJTFOUCHUS
JIOTOBOPOB 0AHKOBCKOTO BKJIaja (IEMO3UTA),
3aKJTFOYCHUST WHBIX CHCJIIOK W OCYIIECTBICHHS
JIPYTUX JIEHCTBUN B COOTBETCTBUU C YCIOBHUSIMHU
3aKknoueHHbIX Mexay Croponamu JIBC u uHbIX
coryaimieHuil, ocymiecTBieHrus bankoM QyHKIIHi
areHTa BaJIOTHOTO KOHTPOJIS, MPEAOCTABICHHS B

bank  JOKyMEHTOB, HEO0XOAUMBIX s
OCYLIECTBIICHUS bankom byHKIMH,
YCTAHOBJICHHBIX 3aKOHOJaTEIbCTBOM
Poccniickoit ®Penepanuu O NPOTUBOACUCTBUHU
Jerajn3aluu (OTMBIBaHMIO) JI0XO/IOB,
MOJIyYEHHBIX [IPECTYIHBIM yTeM, u
(MHAHCUPOBAHUIO TEPPOPHU3MA.

1.2. HWudopmanmoHHbli O0OMEH B paMKax
CucreMbl  OCYIIECTBIISIETCSI 1O  OTKPBITHIM

KaHaJlaM CBSI3M, B TOM YHKCJI€ C MCIOJIb30BAaHUEM
cetu «MHTEpHETY.

1.3. Jlns obGecniedyeHuss KOH(UIEHIMATIBbHOCTU
DJEKTPOHHOTO JOKYMEHTa Ipu TNepenaye 1o
OTKPBITHIM ~KaHallaM CBSI3U, a Takxke JUIs
oOecrieyeHUss  aBTOPCTBA U IEIOCTHOCTH
DNeKTpoHHOTO  JokymeHta, B  Cucreme
ucnonbszyercst CpeAcTBO 3allUThl HHPOPMAIUH
«OpenSSLy.

1.4. KnueHT corjiaceH ¢ TeM, YTO UCMOJIb30BAHUE
CpenctBa 3ammtel uHpopmaruu «OpenSSLy B
KauecTBe cpencTBa obecrnieueHus
KOHPUICHIIMAIBHOCTH  TIpU  Tepenade 1o

OTKPBITBIM  KaHaJIaM CBA3M, a TaKKEe IJId
obecneyeHus ABTOpPCTBA n OECJIOCTHOCTH
9HCKTp0HHOFO AOKYMCHTa, SABIIACTCA

JIOCTaTOYHBIM, T.€. OOECHe4YMBAIOIIUM 3alIUTy
uHTepecoB KnneHra.

1.5. KimeHT OTKa3bIBaeTCs OT NPEIbABICHUS
npereH3uil kK baHky, oOcCHOBaHHEM KOTOpPBIX
sBisieTcst ucnoyibzoBanue «OpenSSLy B kauecTBe
CPEICTBA 3aIIUTHl DJIEKTPOHHOI'O JOKYMEHTA OT
HECAaHKIIMOHMPOBAHHOTO JIOCTyINa MpH Nepenaye
[0 OTKPBITBIM KaHallaM CBS3M, a TakKxke JUIs
o0ecrieyeHUss  aBTOPCTBA M LIEIOCTHOCTH
DIEKTPOHHOI'O TOKYMEHTA.

Article 1. The Subject-Matter of the
Agreement.
1.1. The Parties have established the

procedure and the terms for the exchange of
Electronic Documents within the System for
the purposes of performing bank operations on
the Accounts (including settlement operations)
based on Electronic Documents, as well as
custody transactions, concluding bank deposit
agreements, concluding other transactions and
performing other actions in compliance with
the terms of BAAs concluded between the
Parties, as well as other agreements,
performance of the functions of a currency
control agent by the Bank, submission to the
Bank of the documents required for the Bank
to perform the functions established by the
laws of the Russian Federation on
counteraction to legalization (laundering) of
proceeds from criminal activities and
terrorism funding.

1.2. Informational exchange within the System
is made through open communication
channels, and also through the use of the
Internet.

1.3. In order to assure confidentiality of an
Electronic document during the transfer
through the open communications channel, as
well as in order to assure the authorship and
the entirety of an Electronic document,
System engages information security products
- «OpenSSLy.

1.4. The Client agrees that the use of the
information security product «OpenSSLy as
means for the securing of the confidentiality
during the transfer through the open
communication channels, as well as to assure
the authorship and entirety of an Electronic
document, is sufficient, i.e. assuring the
protection of Client’s interests.

1.5. The Client refuses to file claims with the
Bank, the motivation for which is the use of
the «OpenSSL» as a product for the protection
of an Electronic document from unsanctioned
access during the transfer through the open
communication channels, as well as to assure
the authorship and entirety of an Electronic
document.
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Crarbs 2. O01IME 10J0KEeHHUS.

2.1.Cuctema OyneT UCIONIB30BaThCS JJIsi OOMEHa
DONEKTPOHHBIMH ~ JIOKYMEHTaMH B JIIOOOM
dbopmare, 3a HCKIOYEHUEM apXHUBHBIX (HalJIoB,
TaKuX Kak: zZip, 7z, arj, rar ¥ aHaJOTHYHBIX HM.
dopMupoBaHUe DIJIEKTPOHHBIX JTOKYMEHTOB H
oOMeH uMH  OydeT  OCYyLIECTBISATHCS B
COOTBETCTBUHU C TpeOOBaHUAMH JlOKyMEHTAIUH.
JIrobas mHpopMmarus, nepenaBaemas CTopoHaMHU
no Cucreme, ob6pabareiBaercs CpencrBamu
3amUThl H()OPMAIIHH.

2.2. CTOpOHBI HNPU3HAIOT, YTO UCIOJIb3YEMbIE BO
B3aMMOOTHOIICHHSIX MEXITY HUMHU DJIEKTPOHHEIC
JTOKYMEHTHI, noanucanueie DII, uMerT paBHYIO

IOPUIMYECKYI0O CHly C  JOKYMEHTaMd Ha
OyMaxHOM HOCHTEIE, MOANUCAaHHBIMU
COOCTBEHHOPYYHBIMU MOAMHUCSIMU

YIOJIHOMOYEHHBIX ULl CTOPOH M CKpPEIIEHHBIMU
NeYaTsSMHU B cllydyae HeOOXOIMMOCTH, U ABJISIOTCA
JOCTAaTOYHBIM OCHOBAaHMEM Ul  BBINOJIHEHUS
bankoM onepanuii, AEUCTBUH, a TaKkxke I
COBEpPLLICHHUS Croponamu C/IENIOK,
npeaycmoTpernsix JIBC, Cornamennem, HHBIMH
coryameHusMu Mexay CTopoHamu.

2.3. CtopoHBI MPHU3HAIOT, YTO HCIOIb3yEMBIC
uMH 10 HacrosimeMy CoryameHuo CcrnocoOsl
JOCTaBKM, YykazaHHble B [lpunoxennn Ne2 k
Cornamenuto, CpenctBa 00pabOTKH M XpaHEHUS
uHpopMaIni JOCTAaTOYHBI JUISI OOECTICUCHUsS
Ha/IeKHON U 3PPeKTUBHON pabOTHI MO MpHEMY,
nepegavye U XpaHeHUIo HHPOpMaIuu.

2.4. DneKTpOHHBIM  JOKYMEHT  IOpOKIAeT
oOsizatenbctBa  CTOPOH MO HACTOSIIEMY
Cornamenuro, JBC, a  TaKxke HHBIM

cornameHussM Mexay bankom u KiueHrtow,
ABISIETCST OpepTOd WM  aKIENTOM, €ClId OH
odopmiieH nepearoein Croponoit B
COOTBETCTBUU ¢ HactoamuMm CoriameHueM,
JABbC, uHbIMU corjameHus MU Mex1y baHkom u
Knuentom n Jlokymenramuei, noanucan JI1 u
nepenan MOCPEACTBOM Cucremsl, a
npuHumaromeit CtopoHou nonydeH, u [Ipoepka
Oll DIEKTPOHHOTO JIOKyMEHTa nana
MOJIOKUTENBHBIN PE3YIIbTAT.

DNEeKTPOHHBIE JOKYMEHTHI HE MOTYT OBITh
ocniopeHbl wiaM otpunarbcss CTropoHamMu U
TPETBbUMH  JIMI[AMU WM  OBITh  TPU3HAHBI
HEJICHCTBUTEIBHBIMU TOJBKO HA TOM OCHOBAaHUM,
YTO OHM NepefaHbl B baHK € HMCHOJIb30BaHUEM

Article 2. General provisions.

2.1. System will be used for the exchange of
Electronic documents in any format except
archive files, i.e. zip, 7z, arj, rar, etc.
Formation of the Electronic documents and
the exchange thereof will be conducted in
compliance with the requirements of the
Documentation. Any information, transmitted
by the Parties through the system, shall be
processed by the information security
products.

2.2. Parties acknowledge, that the Electronic
documents used in their mutual relations,
which are signed with Electronic Signatures,
have an equal legal force to the documents
committed on paper, signed with the
handwritten signatures of the authorized
representatives of the Parties and are sealed if
it is required, form a sufficient basis for the
execution of operations and actions by the
Bank, as well as for consummation by the
Parties of the transactions contemplated by
BAAs, the Agreement and other agreements
between the Parties.

2.3. The Parties acknowledge that the methods
of delivery used by them under the present
Agreement and specified in Annex No. 2
hereto, and the Information Processing and
Safekeeping Means are sufficient for the
assurance of a secure and efficient work on
the acceptance, transfer and safekeeping of
information.

2.4. An electronic document is binding for the
Parties under the present Agreement, BAAS,
as well as other agreements between the Bank
and the Client, and constitutes an offer or
acceptance in case if it is drawn up by the
transmitting Party in compliance with the
present Agreement, BAAs, other agreements
between the Bank and the Client and
Documentation, is signed with an Electronic
Signature and transferred through the System,
and is received by the Receiving Party, and if
the verification of the Electronic Signature on
the Electronic Document resulted in a positive
outcome.

Electronic documents may not be contested or
denied by the Parties and third parties or be
declared invalid only because they have been
submitted to the Bank using the System and

10
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CucreMsbl U crioCOOOB TOCTABKH.

2.5. bank u Kiment ucnons3yror Cucremy s
nepeaadn DIIEKTPOHHBIX JOKYMEHTOB JAPYT IPYry
B I[PUOPUTETHOM  TMOPSAKE, TMpU  ITOM
ucronb3zoBaHne CUCTEMBI HE OrPAHUYUBAET
npaBa Kimenta mno mnpenocraBieHuro B baHk
IUIATeKHBIX, WHBIX JIOKYMEHTOB Ha OyMa)KHOM
HOCHTEJIE, COCTaBJICHHBIX B cooTBeTcTBUHU C JIBC,
CornamieHueM, WHBIMU COIVIAIIEHUSAMH MEXIY
bankom u Kimenrom. Hactosmmum CropoHsl
COTJIAIIAKOTCSA C TEM, YTO B CIydae MOCTYIUICHUS
B bank DnexTpoHHOro nokymeHTa o Cucreme u
COOTBETCTBYIOIIETO IJIaTEXKHOTO, HUHOTO
JIOKYMEHTA Ha OyMa)KHOM HOCHUTEIE,
coZIepXkKalX UIACHTUYHbIEC YCIOBUS IPOBEICHUS
orepanuy, OCYLIECTBIEHHUSI COOTBETCTBYIOLINX
JeUCTBUM, B TOM uucie, no Cyery, cuery Jerno,
CYETy IO BKJIAAy (AEMO3UTy) JUO0 MOCTYIUICHUS
B BaHK MJIEHTUYHBIX DJIEKTPOHHBIX JOKYMEHTOB,
bank Oynmer paccMarpuBaThb = KaXKABIH U3
YKa3aHHBIX JIOKYMEHTOB KakK CaMOCTOSTEIbHBIN
IJIATEKHbIA, UHOW JIOKYMEHT, U OCYILIECTBUT BCE
NEUCTBUS, HEOOXOAMMBIE sl  MPOBEICHUS
orepanuy, OCYLIECTBIEHHUSI COOTBETCTBYIOLIMX
CIEJIOK, IeUCTBU, B TOM uncie, no Cuery, cuety

Jeno, CcYery Mo BkiIagy  (IEemo3ury), B
COOTBETCTBUU C KaKIbIM u3
MIPE/ICTABICHHBIX/TIEPETAHHBIX Knuenrom
JIOKYMEHTOB.

2.6. BuyTpeHHuEe TmpoLEeaypbl HCIOIb30BAHMS
Kimuentom CucreMbl W €ro BHYTPEHHMH
JIOKYMEHTO000pOoT ycTaHaBiauBaroTcs Kinentom
CaMOCTOSITENIBHO.

2.7. KnueHT yBe1IOMIIEH O TOM, 4TO UHPOpMAIHs,
nepenaBaemas bankoM mnocpenactBoM CHCTEMBI,
He sBisiercd uH(poOpMaluend «B PeaJbHOM
BPEMEHW.

Crarbs 3. lHopsnox nmoaxaiouenus Kiauenra

methods of delivery.

2.5. The Bank and the Client use the System
for the transfer of Electronic documents to
each other in a priority procedure, however
the use of the System does limit the rights of
the Client for the provision, to the Bank, of
payment and other documents in physical
format, drafted in compliance with BAAs, the
Agreement and other agreements between the
Bank and the Client. Hereby the Parties agree
that in case the Bank receives an Electronic
Document transferred through the System and
the corresponding payment, other document
on paper, containing identical conditions for
the commission of an operation, performance
of relevant actions, including operations on an
Account, depot-account, deposit account or
the reception by the Bank of identical
Electronic documents, the Bank will consider
each of the specified documents as an
individual payment or other document, and
will carry out all the actions, required for the
commissioning of an operation, appropriate
transactions and actions, including on the
Account, depot-account, deposit account in
compliance to each of the documents
presented/transferred by the Client.

2.6. Internal procedures for the use of the
System by the Client and its internal
documentation management are established by
the Client individually.

2.7. The Client is notified that the information,
transferred by the Bank through the System is
not “real time” information.

Article 3. Procedure for connecting the

K Cucreme u IlianoBoii cMeHbl Padoumx

Client to the System and Planned change of

KJIIOYEH.

3.1. Ina ywactus B oOMeHe OIJIEKTPOHHBIMHU

JOKYMEHTaMHU:

3.1.1.KnueHT BBINOJIHAET CAEAYIOUIUE EHCTBUA:
a) 3amojiHseT 3asgBKy Ha  YCTaHOBKY

Cucrembl, Tr7A€  yKa3blBaeT HEOOXOIUMYIO

[Toncucremy u mnepemaer ee B baHk Ha

OyMa’KHOM HOCHTEJIE;

0) Ha3HAYyaeT u HaJlEeIAeT
COOTB CTCTBYIOH_[I/IMI/I IIOJIHOMOYUSAMHU
bu3HIeCKuX JIUIL, OTBETCTBEHHBIX 3a
OCYIIECTBIICHUE obMeHa DNEKTPOHHBIMU

Operational Keys.

3.1. For participation in the exchange of
Electronic Documents:

3.1.1. The Client performs the following
actions:

a) fills out an application for installation of the
System specifying the required Subsystem and
submits it to the Bank on paper;

b) appoints and delegates the respective
authorities to individuals responsible for the
exchange of Electronic Documents including:
- Authorized Representative of the Client;

11
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JIOKYMEHTaMH, B TOM YHCJIE:

- YoJiHOMO4YEHHOr 0 nipeacTaBurelst Kivenra,

- aamuHuctparopa Cucrembl —  JHIO,
OTBETCTBEHHOE 32 TEXHUYECKYIO [MOIIEPKKY
Cucremsr;

B) I KaXJI0ro  YTHOJHOMOYEHHOTO
MpeCTaBUTENS Kmnenra 3aroJIHsIET H
npeacraBisier B bank 2 (z1Ba) 3K3eMIuspa
Hanubix o Bmagensne ceprudukara kimroua
npoepku Il (mo ¢opme I[punoxxenust Ne5 k
CormameHur0) ¢ TPUIOKEHHEM 3aBEPCHHOM
Bankom/HOTapuanbHO (B ciydae
HEOOXOIMMOCTH c MPOCTABIICHUEM
ANOCTUJISI/TIPH YCJIOBUU €€ JIeTaln3alii) KOTHH
JIOKYMEHTA, YA0CTOBEPSIOILETO JIMYHOCTH
VYnomHnomoueHHoro mnpexacraButens  Knuenra
W/WIM  JOKYMEHTa, MOJITBEPXKIAIOLIEr0 IpaBo
auna  Ha - rpeObiBaHUE  (NIPOKMBaHUE) B
Poccuiickoit @enepanyi W/WiM MUTPAIIMOHHON
KapThl, — JUIsI THOCTPAHHBIX TPAXKJIaH U JIMIl 0e3
rpaxaanctBa. Ilpu stom bank npocraBiser
OTMETKM O TOJIYYEHUH Ha KAXKIOM SK3EMIUISIpE
Jannbix o Bragenesne ceprudukara kiaroua
nposepku OIl.

Jng  YHNOIHOMOYEHHBIX MOPEACTABUTENECH
Knmuenta ¢ momHomoumsiMu — «0e3  TpaBa
MTOIIIHCH JIOKYMEHT, YIOCTOBEPSIOLIUI
JUYHOCTh  YTIOJHOMOYEHHOIO MPEICTABUTENS
Knuenta w/unm OOKYMEHT, MOATBEPKIAIOLINI
npaBo Julla Ha mNpeObiBaHUE (MIPOKUBAHUE) B
Poccuiickoit ®denepauuu W/HIM MHUTpallMOHHAs
KapTa, — JUIsi MHOCTPAHHBIX TPaXKJIaH W JuIl 0e3
TpaXXAaHCTBA - MOTYT OBITh NPEICTABICHBI B
bank B KOmuUsAX, 3aBEPEHHBIX B TMOPSJKE,
ycTaHOBJIEHHOM baHkoM.

JloxyMeHTsI, ipeAcTaBiisiemble KimmeHntoM u
COCTaBJICHHbIE HA UHOCTPAHHOM $I3BIKE, TOJIKHBI
CONPOBOXKAATHCA MEPEBOJOM HAa PYCCKUU S3BIK,
32 HCKJIIOYEHHEM CIy4yaeB YCTaHOBJIEHHBIX
3aKOHOJIaTeNbcTBOM  Poccuiickoit  Penepanuu.
[lepeBom Ha pycCKkuil S3BIK JIOJDKEH OBITh
3aBEpEH B MOPSJIKE, YCTaHOBJIEHHOM
3akoHoaresbeTBOM Poccuniickon denepannuy;

r) oOecreynBaeT HAIUYWE WU TIPUBEIACHHUE
o0opymoBaHus, MpeAHa3HaYE€HHOT O JUIST
ycTaHOBKM  CHCTEMBI, B COOTBETCTBHE C
TpeOOBaHUSIMU K  ammapaTHO-NPOTPAMMHBIM
cpeacTBam, npuBeneHHbIMU B [Ipunoxxenun Nel
k CornameHnuro.

3.1.2. baHK BBINOJHAET CJIECAYIOIIHNE ACHCTBHUS:

a) U3roTaBiMBaeT TEeXHOJOTMYECKHUE KIFOUH
Ha KaXA0ro YIMOJIHOMOYEHHOTO MPEICTaBUTENS
Knuenta B teuenne 5-u (msitu) Paboumx nueit

- System Administrator — a person,
responsible for the technical support to the
System;

c) fills out and submits to the Bank 2 (two)
copies of Information on the Authorized
Representative of the ES Verification Key
Certificate Holder for each Authorized
Representative of the Client (as per the form
of Annex No. 5 to the Agreement)
accompanied by a copy of an identification
document of the Authorized Representative of
the Client certified by the Bank/notarized (and
apostilled, if necessary/subject to legalization)
and/or a document certifying the person’s
right to stay (reside) in the Russian Federation
and/or a migration card — for foreign nationals
and persons destitute of nationality. The Bank
confirms receipt thereof on each copy of the
Information on the ES Verification Key
Certificate Holder.

For the Authorized Representatives of the
Client “without the right of signature”, an
identification document of the Authorized
Representative of the Client and/or a
document confirming the person’s right to
stay (reside) in the Russian Federation and/or
a migration card — for foreign nationals and
persons destitute of nationality — may be
submitted to the Bank as copies certified
according to the procedure established by the
Bank.

Documents submitted by the Client and drawn
up in a foreign language must be accompanied
by a translation into Russian, with the
exception of cases provided for by the laws of
the Russian Federation. Translation into
Russian must be certified according to the
procedure established by the laws of the
Russian Federation;

c) ensures the availability and compliance of
the equipment, required for the installation of
the System, with the requirements for
hardware and software stipulated in Annex
No. 1 to the Agreement;

3.1.2. The Bank performs the following
actions:

a) produces Technological Keys for each
Authorized Representative of the Client within

12
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banka co nHs npuHATHsS BaHKOM [TOKYMEHTOB,
no QGopMe W COACPNKAHUIO COOTBETCTBYIOIIUX
noar. B) 11.3.1.1 Cornamenus,

0) mepemaer Kimenty Texuomorndyeckue
Kioun; Akt npuzHanuga OTkpbiToro kiroda Ol
B JIBYX 3K3EMIUISIPAX U OAUH dK3eMIULsIp JlaHHbIX
o Bnagenbue ceprudukara kiaroua nmpopepku D11
C oTMeTKoM  baHka, IIOCTaBJICHHOM B
COOTBETCTBMM ¢ TnoamyHkrom B) 1.3.1.1
Cornaiienusi; mapoJib AJjig BX0/ia B MOJCUCTEMY
«HTepHET KIMEHT-0aHK» W HMH(POpMALUIO 00
aapece il Bxoaa B mojcucrtemy «MHTepHeT
KIMeHT-0aHk»  (npu  BeIOOpe  KimenTom
noacuctembl  «MHTepHET KIUEHT-0aHK»), a
Takke JJoKkyMeHTaluo B 3JIEKTPOHHOM BHJIE;

B) KoHCynbTupyeT KimeHTa mo Bompocam
ycraHoBKM ~ CHCTEMbl  1OCJIE€  IPOBEICHUS
KnneHToM NOArOTOBUTENbHBIX MEPOIPUATHH,
nepeunciennbix B 1m.3.1.1 Cornamenus. Ilocne
3aBepIleHUs] BceX paboT MO MNOJKIIYEHUIO
Kinenta x Cucreme CTOpOHBI MOANKCHIBAIOT
COOTBETCTBYIOLIMI aKT HAa OyMa)XXHOM HOCHTEJIE;

r) 1o xenanuto Kinmenra, npoBoANUT B CBOEM

MOMEIICHUHN 3aHATHUS o 00y4eHUI0
AKCIUTyaTaluu Cucremsl c JIVILIAMHU,
YIOJIHOMOYEHHBIMU Knuenrom, B

cornacoBaHHble CTOpOHAMHU CPOKH.
3.2. JlokyMeHT#I, yka3zanusle B 11.3.1, n.3.4, n.3.6
CornamieHusi, a Takke JIOKYMEHTBI, KOTOpPHIE B

coorBerctBUM ¢  Cornamennem  CTOpPOHBI
00s3aHbl  MPEAOCTaBIATH APYr Jpyry Ha
OymaxkHom  Hocutene, CTOpOHBI  BIIpaBe
nepeaaBaTh Ipyr Ipyry yepes
YIOJHOMOYEHHOTO  NPEACTABUTENS WIH C
noMouipl0 moutoBoi ciayx0s1 DHL, wuHOM
AQHAJIOTMYHOU MMOYTOBOU CITYXKOBI.

3.3. [Mocne MOy YCHHS Knuenrom

TexHonornueckux kiaroded CTOPOHBI MPOBOIAT
MEPONpPUITHS, B XOAE€ KOTOPBIX IPOBEpsETCS
(TecTHpyeTCsl) cieayrolee:

- HAJIMYKE MOCTOSIHHOM U YCTOMYHMBOU CBSI3HU
npu padore CUCTEMBI;

- pabota BCeX OCHOBHBIX
nporpaMMHoro odecreueHusi CHCTEMBI;

- Oeccoboiinas pabora CpencTB 3alTUTHI
uHpOpMaLINH;

- TOJy4eHUEe U Iepefada OJIEKTPOHHBIX
JOKYMEHTOB, a Takke (opMUpOBaHHE apXHUBOB
HOJYYEHHBIX M OTHPABIECHHBIX OJIEKTPOHHBIX
JIOKYMEHTOB.

byHKIIHII

5 (five) Business Days of the Bank from the
date of the Bank’s acceptance of the
documents in the form and with the conent
complying with  Sub-paragraph c) of
Paragraph 3.1.1 of the Agreement;

b) provides the Client with the Technological
Keys, two copies of the Act of
acknowledgement of the ES Public Key and
one copy of the Information on the ES
Verification Key Certificate Holder with a
Bank mark, applied in compliance with Sub-
paragraph b) of Paragraph 3.1.1. of the present
Agreement, as well as a password to enter the
Internet Client-Bank subsystem, information
about the address to enter the Internet Client-
Bank subsystem (if the Internet Client-Bank
subsystem is chosen by the Client), and the
Documentation in an electronic format;

c) provides consultations to the Client on the
System installation after the Client has
completed the preparatory measures listed in
paragraph 3.1.1 of the Agreement. After
completion of the whole scope of work of
connecting the Client to the System, the
Parties shall sign the respective act on paper;
d) at the discretion of the Client, implements
measures in own premises aimed at training
for the use of the System with the persons
authorized by the Client, within the terms
agreed by the Parties.

3.2. Documents, specified in subparagraphs
3.1, 3.4, 3.6 of the Agreement, as well as the
documents, which in compliance to the
Agreement Parties must provide to each other
on paper, can be transferred by the Parties to
each  other  through an  authorized
representative or through the DHL postal
service, or other similar postal service.

3.3. After the Client’s receipt of the
Technological Keys, the Parties take measures
to check (test) the following:

- availability of a sustained and a stable
connection during the operation of the
System;

- operation of all the main functions of the
System software;

- error free operation of the information
security products;

- reception and transfer of Electronic
documents, as well as the formation of
archives for the received and sent Electronic
documents.
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3.4. [locne ycnemHoro tectupoBanus CUCTEMBI:

Knuneur:
- cozmaer  PabOoume KJIFOYU u
9JICKTPOHHBIA  3alpoC  Ha  CO3JaHHE

Ceptudukara Pabodero xiroua;

- HampaBisieT B baHK 3JIeKTpOHHBIN
3anmpoc Ha cosganue CepTudukara
PabGouero kimoua;

- 0 KaXIOMY M3 YTIOJHOMOYEHHBIX
npenacrasutenein  Kimenrta — 3aBepsier
COOCTBEHHOPYYHOMU MOAMHUCHIO
yrnojJHOMOYeHHOro Jjuna Kiuenra u
nevarpto Kimenra (mpu ee HaIu4uu)
anb0  COOCTBEHHOPYYHOH  MOAIMMCHIO
Y110JIHOMOYEHHOTO IIpEJICTaBUTEIS
Knuenta B OTHOIICHUU
TexHOJIOrnYeckoro  Kiaro4ya  JaHHOTO
npencraButens  (0e3  mpocTaBiieHUs
neyary) moJdy4yeHHbl oT banka Akt
npuszHanuss OrtkpbeiToro kimoua Ol u
nepeJaeT OAMH SK3EMIUIAP YKa3aHHOI'O
akta B bank BMecTe ¢ AKTOM MpU3HAHUSA
OTKPBITOTO KJtoua (cepTudukara) s
obmena coobOmenusmMu (o dopme
[Tpunoxxenus Ne6 x  Coranienuo),
pacrieyaTaHHbIM H3 CHCTEMBI, B JBYX
AK3EeMILIspax, IO IMTMCAaHHBIM
COOCTBEHHOPYYHBIMU MOAMUCAMU
yInoJHOMOYeHHoro Jjuna Kinenra u
COOTBETCTBYIOILETO Y IOJIHOMOYEHHOTO
npencraButens KnueHTta M 3aBepeHHBIM
neyatbio Kinenra (pu ee HaJTH4duH).
baHnk:

- B Te4eHUHU J1ByX Pabouux nueit banka c
JIaThl MOJYYeHUs HaJUIeKALUM 00pa3oM
odopMmIIeHHOTO cO cTOpoHbl Kimenra
AKTa TpU3HAHHUS OTKPBITOTO KJIFOYa
(ceptudukara) JUTSt oOMeHa
coobmenusamu  (Ilpunoxenne Ne6 k
CornamnieHuo), B JBYX OK3eMIUIApax,
m3roraBnuBaer Ceptuduxar Pabouero
KJI0Ya Ha OCHOBaHUHM JJIEKTPOHHOIO
3anpoca  Knmenra  Ha  co3gaHue
Ceprudukara PaGodero xiroua;

- IPOCTABISIET OTMETKY O JaTe Hayaua u
OKOHYAHUSl CpOKa JEWCTBUA KIIOYa Ha
KOKIOM  3K3EMIULIpE INPUHATOTO  OT
Kinnenra Axra mnpu3sHaHUsS OTKPBITOTO
kmoua (ceprudukara) st oOMeHa
coobmenussmu  (Ilpunoxkenne Ne6 k
CornaiieHnumo);

- Hampasisger KimeHty
Pabouero ktoya.

Cepruduxar

3.4. After successful testing of the System:

the Client shall:

- create Operational Keys and an
electronic request for the creation of an
Operational key certificate;

- send to the Bank the electronic

request for the creation of an
Operational key certificate;
- for each of the Authorized

Representatives of the Client, certify
with a handwritten signature of the
Client’s authorized person and the seal
of the Client (if any) or with a
handwritten signature  of  the
Authorized Representative of the Client
in relation to the Technological Key of
this representative (without affixing a
seal) the Act of Acknowledgement of
the ES Public Key received from the
Bank and submit one copy of the above
act to the Bank along with the Act of
Acknowledgement of the Public Key
(certificate) for message exchange
(according to the form of Annex No. 6
to the Agreement) printed out from the
System, in  duplicate,  bearing
handwritten  signatures  of  the
authorized person of the Client and of
the corresponding Authorized
Representative of the Client and
bearing the seal of the Client (if any).

The Bank shall:

- generate an Operational Key
Certificate based on the Client's
electronic  request for a new

Operational Key Certificate within two
Business Days of the Bank from the
date of the receipt of the Act of
Acknowledgement of the Public Key
(certificate) for message exchange
(Annex No. 6 to the Agreement) duly
executed by the Client in duplicate;

- make a note on the date of the
commencement and completion of the
key validity period on each copy of the
Act of Acknowledgement of the Public
Key (certificate) for message exchange
(Annex No. 6 to the Agreement)
accepted from the Client;

- send the Operational Key Certificate
to the Client.
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3.5. Kimment npunumaer ot banka B Cucreme
Ceprudukar Pabouero kiroda U OTHPABISET B
bank  wu3BemieHue 0  Hayaje — Iepegavu
DNEKTPOHHBIX JOKYMEHTOB B pab04YeM peXUME B
BUJIE DJIEKTPOHHOTO JIOKYMEHTa, MOMUCAHHOTO
Pabounm kirouom.
bank HaunnHaer oOcmyxuBanue Kiuenra c

ucnonb3oBaHueM CHcTeMbl B paboyeM pexknuMe C
MOMEHTa moijiydyeHus: ot KinueHTta mocpenctBom
CucreMbl 1epBoro OJIEKTPOHHOIO JOKYMEHTAa,
noanucasHoro Pabouum Kiro4om.
3.6. [Ipu manoBoii cMeHe Pabounx kirodeii:

e Kiuenr:

- co3maer U HampaBisieT B bank

ANEKTPOHHBIA 3alIpoC Ha CO3JaHuE

HoBoro Ceprugukara Paboyero kiroua;

- mpeaocTaBisier B baHk Ha OyMa)kHOM

HOcHUTeJe AKT MPU3HAHUS OTKPBITOrO

kmoua  (ceprudukara) st oOMeHa

coobmienusmu (1o popme Ipunoxenus

Ne6 x  Cornamenuro) B JIBYX

AK3EMILIApax:

- npunumaer ot banka B Cucreme

HOBbIN CepTudukar Paboyero kiroua.

e bank:
- B TeueHue AByx Pabouux nHeil banka
C Jarel IIOJIy4YeHUs  HaJJIeXalluM

0o0pazoM 0GOPMIIEHHOTO CO CTOPOHBI
Knuenra Axrta mpusHaHHs OTKPHITOrO
kimoda (ceprtudukara) st oOMeHa
coobmenusamu  (Ilpunoxenne Ne6 x
CornamnieHuo), B JBYX 3K3eMIUIIpax,
u3roraBnuBaer HoBeIH  Ceprudukar
PabGouero kiroya Ha  OCHOBaHHMHM
3NIeKTpOHHOro 3ampoca Kimenta Ha
CO3J1aHuE HOBOT'O Ceptudukara
PabGouero kitoua;

- IPOCTABIISIET OTMETKY O JaTe Havayia u
OKOHYaHHUsI CpOKa JeMCTBUS KIIOYa Ha
KaXJIOM DJK3eMIULIpe MPHHSTOTO OT
Knuenra Axrta mpusHaHHUS OTKPHITOTO
kioya  (ceptudukara) ans  oOMeHa
coobmenusamu  (Ilpunoxenne Ne6 x

CornamieHnum);

- HampaBiser  KnumeHty — HOBBIH

Cepruduxar Padouero xiroua.
3.7. bank, o0namas  COOTBETCTBYIOUIMMHU
npaBamH, MPEIOCTaBICHHBIMHU emMy B
COOTBETCTBUH C JIOTOBOPOM, 3aKJIIOUEHHBIM

Mexny bankom u OOO «bCCy, npenocraBisier
Kinenty npaBo Ha mnonb3oBanue Cucremoil B
TEUCHHE JEUCTBUS Hactosmero CorameHus.
[IpaBo Ha mONB30BaHHWE NPEIOCTABISETCS C

3.5. The Client accepts the Operational Key
Certificate from the Bank in the System and
sends to the Bank a notice of the beginning of
Electronic Document transmission in the
operational mode in the form of an Electronic
Document signed with the Operational Key.
The Bank starts servicing the Client using the
System in operational mode from the receipt of
the first Electronic Document signed with the
Operational Key from the Client in the System.
3.6. When Operational Keys must be changed
according to the schedule:

e The Client shall:

- create and submit to the Bank an

electronic request for the creation of a

new Operational Key Certificate;

- submit to the Bank on paper the Act of

Acknowledgement of the Public Key

(certificate) for message exchange

(Annex No. 6 to the Agreement) in

duplicate;

- accept a new Operational Key
Certificate from the Bank in the System.
e  The Bank shall:

- generate a new Operational Key
Certificate based on the Client's
electronic request for a new Operational
Key Certificate within two Business
Days of the Bank from the date of the
receipt of the Act of Acknowledgement
of the Public Key (certificate) for
message exchange (Annex No. 6 to the
Agreement) duly executed by the Client
in duplicate;

- make a note on the date of the
commencement and completion of the
key validity period on each copy of the
Act of Acknowledgement of the Public
Key (certificate) for message exchange
(Annex No. 6 to the Agreement)
accepted from the Client;
- send the new Operational
Certificate to the Client.
3.7. The Bank, due to the corresponding rights
granted to it under the contract concluded
between the Bank and BSS, Ltd., grants to the
Client the right to use the System during the
validity term of the Agreement. The right to
use is granted, subject to the restrictions
provided by the law of the Russian Federation

Key
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y4€TOM  OTpaHUYEHUH,  MPEAYCMOTPEHHBIX
3aKoHoAarenbCcTBOM Poccuiickont denepanuu o
MPaBOBOM oXpaHe nporpamm st OBM.

Cratbi 4. IlpaBa u o0s13angoctT CTOpOH.

4.1. B3auMHbI€ 00513aHHOCTH
CropoH.

4.1.1. Croponsl mpu OOMeHE ODJIEKTPOHHBIMHU
JOKYMEHTaMH C HUCIojiab3oBaHueM CHCTeMbl

00SI3yIOTCSI PYKOBOJACTBOBAThCS IpPAaBHIAMHU U

npaBa M

TpeOOBaHUSIMHU, YCTaHOBJICHHBIMH
3aKoHomarenbCcTBOM Poccuiickont  denepanum,
JABC, wmacrosmum  CornamieHueM, HWHBIMH

cornameHusaMu Mexay bankom u Kimenrom.
4.1.2. CropoHbl 00s3yl0TCS HE pasriamaTh
TPETbE CTOpPOHE (32 MCKIIIOUEHUEM CIydacs,
IIPEyCMOTPEHHBIX 3aKOHOZATEIBCTBOM
Poccuiickoit ~ ®enmepauun M HACTOSIUM
Cornamwenuem) wuHdopmamuto o Cpencrsax
3amUThl  MHGOpPMAIMK,  HCIOJIB3YeMBIX B
Cucreme.

4.13. Kaxnmas wu3 CropoH  o0s3yercs
HeMeUIeHHO MH(opMupoBaTh Apyryo CTopoHy
000 Bcex caywasx Kommpomeranuu Kiroueid,
HECaHKIIMOHUPOBAHHOIO MCIIOJIb30BaHUSA
CucreMbl, a TakXke MOBPEKICHUIX/YTPAThI
IpOrpaMMHO-aNNapaTHbIX CPEJICTB 00paboOTKH,
XpaHEHus, neperauu DNEKTPOHHBIX
JNOKyMeHTOB, CpencTB 3aliuThl MHPOpMaLuH, a
taxke Kirouell n He uenonws3oBars Kiroun npu
HaJIMYUM OCHOBAaHUN IIOjarat, 4YTO OHH
CKOMIIPOMETHPOBAHBI.

4.1.4. CpenctBa  3amThl  MHPOpPMALUHU
ONEKTPOHHBIX JIOKYMEHTOB, IPEI0CTABIECHHBIE
Cucremotii, IIPU3HAIOTCS Croponamu
JOCTaTOYHBIMM ISl 3alUThl MH(OpPMALUU OT
HECaHKIIMOHUPOBAHHOIO JI0CTyTIA,
MOJATBEPXKJIEHUSI aBTOPCTBA M MOJJIMHHOCTH
ONEKTPOHHBIX JOKYMEHTOB.

4.1.5. JlioOGble DNEKTPOHHBIE JIOKYMEHTHI,
nepenaBaemMple  mo  Cucreme,  mojIekaT
HIUPPOBAHUIO.

4.1.6. JroOble DNEeKTpOHHBIE  JIOKYMEHTHI,

nepenaBaemple 1Mo CucremMe JIOJKHBI  OBIThH
3aBepeHbl D11 CTopoHsbI - oTIpaBUTENSL.

4.1.7. Kakue-nubo orpaHuyYeHuUs MOJIHOMOYMI
YnonHomoueHHoro npencrasutens Knuenra, B
T.4. YKa3aHHbIC B COOTBETCTBYIOIUX J[aHHBIX O
Brnanensue ceprudukara xmoua mposepku I,
baHKOM He NpHU3HAIOTCS U HE KOHTPOIHUPYIOTCH,

CCJIM HMHOC HC YCTAHOBJICHO COINIAIICHHUCM

on the legal protection for computer software.

Article 4. Rights and obligations of the
Parties.

4.1. Reciprocal rights and obligations of the
Parties.

4.1.1. Parties, during the exchange of the
Electronic documents through the use of the
System, undertake to be guided by the rules
and requirements as set by the legislation of
the Russian  Federation, BAAs, this
Agreement, and other agreements between the
Bank and the Client.

4.1.2. Parties undertake not to disclose to a
third party (except for cases, as under the
legislation of the Russian Federation and this
Agreement) the information about the
Information Security Products used in the
System.

4.1.3. Each Party undertakes to immediately
inform the other Party about all the cases of
Key compromise, unauthorized use of the
System, as well as the damage to the software
and hardware designed for processing, storage
and transfer of Electronic documents, as well
as the information security products and Keys,
and not to use Keys if there are the reasons to
assume that they are compromised.

4.1.4. Information protection products for
Electronic Documents granted by the System
are found as sufficient by the Parties for the
protection of information from unauthorized
access, confirmation of authorship and
authenticity of Electronic Documents.

4.1.5. Any Electronic Documents transferred
within the System, are subject to encryption.

4.1.6. Any Electronic Documents transferred
within the System must be certified by an
Electronic Signature of the Party - Sender.

4.1.7. The Bank shall not accept any
limitations of the powers of the Authorized
Representative of the Client including the
ones (powers) stated in the corresponding
Information on the Authorized Representative
of the Key Certificate Holder, unless
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Mexny Knmentom wu  bankom. bank He
OCYILIECTBJISICT KOHTPOJIb 32 CyMMaMH IUIATEXKEH,
CyMMamu CIIEJIOK, OCYIIECTBIISIEMbBIX
YnosHOMOYEHHBIMU NTpeacTaBuTenssMu Knuenra
B cootBercTBUM ¢ JIBC, Cornamenuem, HHBIMU
corjameHussMu Mexxy CTopoHaMHu.

4.1.8. KimeHT yBeIOMJIEH M COIJIACEH, YTO
nucbMO, HampasiaeHHoe Kimentom B baHk B
coorBercTBUH ¢ CorameHueM 1o 3JIEKTPOHHOM
noure (e-mail), cauraercs noaydeHHbIM bankom
C MOMEHTa €ro pPErHCTpalud KaK BXOJSIIETO
JIOKyMEHTa BO BHYTpCHHEH CUCTEME
JNoKyMeHTooOopoTa baHka.

4.2. MlpaBa u o6si3annocTu Kiuenra.

4.2.1. KnueHTt He UMeeT mpaBa TUPAKUPOBATh U
nepeaaBaTh TPETbEH CTOPOHE MPOrpaMMHOE
oOecrnieueHue, mpenocTaBisieMoe baHkoM 10
Cornamennio W Bce  KOH(HICHIMAIbHbIC
JaHHble, oTHOcALMecs K CorameHuio.

422. Kinent UMeeT IpaBo, pu
HEOOXOJUMOCTH, BOCIOIB30BATHCS TTOMOIIBIO
CIIeLaaucTa banka JUIS YCTpaHEHHUS
HEMOoJIaJJ0K, BO3HUKIIUX B CHcTeMe, HallpaBUB B
bank mnwucemMeHHyr 3asBKy. I[lo pesynpTaram
pabotel  cnenmanucra  banka  CTopoHBI
MNOJIMUCHIBAIOT aKT 00 OKa3aHWM YCIAyr Ha
OyMa)KHOM HOCHUTEJE.

4.2.3. Kinuent  o0s3yercas B CpOKH,
npeaycMotpenHsle CornamieHueMm, 00ecneyuThb
Ha CBOEM pAaCYeTHOM W/WJIM WHBIX CYETax,
OTKPHBITHIX B baHke, 0CTaTOK JI€HEXHBIX CPEJCTB
B pa3Mmepe, HEOOXOAMMOM sl OIIaThl YCIYyT
banka B coorBerctBuum ¢ CoryameHuemM u
Tapudamu.

4.2.4. Kmuentr o0s3yercs  obecnednBaTh
COXPaHHOCTh M LEJIOCTHOCTh YCTaHOBIJIEHHOM
Cuctembr,  Biiouyas  CpeicTBa  3alIUTEHI
nH(popMaIuu, a Tak)Ke BBITIOJHITH TPeOOBAHUS K
skcrutyatau  CUCTeMbl,  H3JIOKEHHBIE B
JloxymeHTanuu.

4.2.5. Knmuent no tpeboBanuto banka o0s3aH
NPEJOCTaBUTh OPUTHHAIBI  JIOKYMEHTOB  Ha
OyMa)XHOM HOCHUTeNe, NpeoOpa3oBaHHBIX B
DJIEKTPOHHBIE TOKYMEHTHl W TEPeIaHHBIX I10
Cucreme, B TeueHue 14 (4YeThIpHAIATH)
KaJICHJApHBIX JHEH C MOMEHTa HalpaBJICHUS
emy TpeboBanus. J[OKyMEeHTHI Ha OyMa)KHOM
HOCUTEJE JTOJIKHBI OBbITh MO/ CAHBI
YIIOJIHOMOYEHHBIMU ~ JuuamMu  KimeHrta U
3aBepeHbl evyarhio Kimmenra (mpu ee Hamuyuum).

otherwise stipulated by a separate agreement
between the Client and the Bank.
Accordingly, the Bank shall not control the
amounts of payments, the amounts of
transactions consummated by Authorized
Representatives of the Client in accordance
with BAAs, the Agreement and other
agreements between the Parties.

4.1.8. The Client is aware and agrees that the
letter sent by the Client to the Bank under this
Agreement by e-mail shall be deemed
received by the Bank upon its registration as
an incoming document in the internal
document management system of the Bank

4.2.Rights and obligations of the Client.

4.2.1. The Client has no right to replicate and
transfer, to a third party, the software, granted
by the Bank under the present Agreement and
all the confidential information relating to the
Agreement.

4.2.2. The Client has the right, if required, to
use the assistance of an expert from the Bank
in order to amend the errors, arising in the
System, by directing a written request to the
Bank. Upon the results of the work conducted
by the expert, as in compliance with the
Client’s application, Parties sign a Service
Performed Report on paper.

4.2.3. The Client within the term specified by
the Agreement, undertakes to assure that its
settlement account and/or other accounts
opened with the Bank indicate a balance of
funds in the amount, required for the payment
of services rendered by the Bank as in
compliance with the Agreement and Tariffs.
4.2.4. The Client undertakes to assure security
and entirety of the installed System, including
information security products, as well as
implement the requirements for the operation
of the System, as specified in the
Documentation.

4.2.5. The Client, at the request of the Bank,
shall present the original documents on paper,
as transformed into Electronic documents and
transmitted through the System, within a
period of 14 (fourteen) calendar days from the
moment the Bank sends such a requirement.
Documents on paper must be signed by the
authorized persons of the Client and certified
by the Client’s seal (if applicable).
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42.6. B cinyyae CMEHBl PYKOBOAMUTENS
(€IMHOJIUYHOTO  HWCIOJIHUTEIIBHOTO  OpraHa)
Kinenr 00s13aH MIOATBEPAUTD npaBa
JICUCTBYIOLLIETO YoiIHOMO4YEeHHOT O
npeacrasutens Knuenra.

4.2.7. B ciy4yae mnpekpaileHuss IMOJTHOMOYUN
JICUCTBYIOILIETO VY 0JIHOMOYEHHOTO
npexacrasutenst Knuenra, a Takke B cilydae
HECaHKI[MOHMPOBAHHOrO JocTyna k Cucreme,
Komnpomeranuu  kmouedd, Kmuent o0s3an
He3aMeUIUTEIbHO HaNpaBuTh B baHk mucbMo 06
AQHHYJIUPOBAHUU COOTBETCTBYIOIIETO KOMILJIEKTA
Kiroueir  (BoxeHHBIM  (ailyiomM) 10  aapecy
ANIEKTPOHHOM mouThl (e-mail), ykazanHomy B
JloroBope 00 wucnonws3zoBanuu  JBO, ¢
MOCJICTYIOIUM HEMEIJICHHBIM
MPEeI0CTaBIECHUEM B bank OopuruHana
BBIIIICYKA3aHHOTO TMHCbMa 00 aHHYJIMPOBAHUU
COOTBETCTByIOIIEro Komruiekta Kiroueir Ha
OyMa)KHOM HOCHTEJIE.

HamnpaBnenue yka3aHHBIX JIOKYMEHTOB I10
ajipecy AJIeKTpoHHOW mouthl (e-mail) o3nauaer
TpeboBanue KimeHTa mnpekpaTuTh MpUEM U
UCIIOJIHEHHE JIFOOBIX DJIEKTPOHHBIX JOKYMEHTOB,
noanucanueix  OIl,  chopmupoBaHHON  Ha
CKOMITIPOMETHUPOBaHHOM/aHHYUpyemoM Kitroue.

JIns  W3rOTOBJIEHHMS HOBOTO KOMIUIEKTA
TexHonornuecKknx KIIFOYEH Knuent
npenocrasisier B bank /lannsie o Bnapensne
cepruukara wiouya nposepku Ol B 1ByX

SK3EeMIUIIpax (ITpunoxenue Ne5 K
CornaiieHuo) ¢ TPHIOKEHUEM HEOOXOIUMBIX
JIOKYMEHTOB.

4.2.8. B cmydae w3MeHeHUs (paMIIIUU, UMEHH,
oTuecTBa (MpPU HANUYUHU) YTIOTHOMOYEHHOTO
MIPEICTAaBUTEIIS Knuenra, a TaKxe
HanMEHOBaHMUS Knunenra, Kinent
NMpenoCcTaBigeT B baHk Bce  JIOKYMEHTHI,
npelycMOTpeHHble HacTosmuM CornameHuemM
JUIST HU3TOTOBJICHHS HOBOT'O KOMIIJIEKTA
TexHOIOrHUeCKUX KIIIOUEH, a TaK)Ke MUCHbMO 00
AHHYJIMPOBAHUU COOTBETCTBYIOIIETO KOMILICKTA
Kroueii.

B nensx w3MeHeHHsI BHIA TpaBa IOJIHACH
DNEKTPOHHBIX JTIOKYMEHTOB YIOJIHOMOUYEHHOTO
npeacrasutenst Kimmenra, Knmuent oOpamraercs B
bank ¢  NOHCbMEHHBIM  3asIBJICHHEM B
MPOU3BOJIHLHOU popMme.

B cnydae wuW3MeHEHHMs] HHBIX JaHHBIX
YnonmHnomoueHHoro mnpeactaButens Kiumenra,
KinenT npenocrasnser B bank AKT nmpusHaHUS
OTKPBITOTO Kito4a (cepTudukara) s oOMeHa
COOOLICHUAMU (ITpunoxenue Ne6 K

4.2.6. In case the Client undergoes a change of
the Director (sole executive body), the latter
shall confirm the rights of the effective
Authorized Representative of the Client.

4.2.7. In case of termination of the authorities
of the current Authorized Representative of
the Client, as well as in case of unauthorized
access to the System, Key Compromise, the
Client shall immediately send to the Bank a
letter on cancellation of the corresponding set
of Keys (as enclosure) to the e-mail address
specified in the Contract on the Use of RBS,
followed by immediate presentation of the
original letter on cancellation of the
corresponding set of Keys on paper to the
Bank.

The fact of sending these documents by e-mail
means the Client's request to stop receiving
and executing any Electronic documents
signed with the Electronic Signature generated
using the compromised/canceled Key.

For the purposes of having a new set of
Technological Keys generated, the Client
provides the Bank with the information on the
ES Verification Key Certificate Holder in two
copies (Annex No. 5 to the Agreement) with
documents attached thereto as required.

4.2.8. In case of changes in the surname,
name, patronymic (if any) of the Authorized
Representative of the Client, as well as the
name of the Client, the Client shall provide the
Bank with the documents specified herein for
the purposes of generation of a new set of
Technological Keys, as well as a letter on
cancellation of the respective set of Keys.

To change the type of the right to sign
Electronic Documents granted to the
Authorized Representative of the Client, the
Client shall file a written free-form application
to the Bank.

In case of changes in other information on the
Authorized Representative of the Client, the
Client shall provide the Bank with the Act of
acknowledgement of the Public Key
(certificate) for message exchange (Annex No.
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CornameHu), ¢ TPUIOKEHHEM 3aBEPEHHOMN
Bankom/HOTapuanbHO (B cilydae
HEO00XOIUMOCTHU c IIPOCTABIICHUEM
aTnOCTUJISI/TIPU YCIIOBUU €€ JIeTaau3allii) KOMUU
JIOKYMEHTA, YA0CTOBEPSIOLLETO JUYHOCTH
YnomHnomoueHHoro mnpexacrasurens  Knuenra
W/WIM  JOKYMEHTa, MOJITBEPXKIAIOLIEro IpaBo
auna  Ha  npeObiBaHue  (MPOKMBaHWE) B
Poccuiickoii denepanuu W/Wiad MHUTPAIAOHHOM
KapThl — JUIsl UHOCTPAHHBIX Tpax<aaH W JuIl 0e3
rPaKJIaHCTBA.

Jinss YIIOJTHOMOYEHHBIX — INpEACTaBUTENCH
Knuenta ¢ mnomHomoumsimu  «0e3  mpaBa
TIOATIHCIY JIOKYMEHT, YAOCTOBEPSIOLIHI
JUYHOCTh  YTIOJIHOMOYEHHOIO IpPEACTaBUTENS
Knuenra w/mmm HOKYMEHT, TOATBEPKIAFOIIUI
paBoO JuIla Ha MpeObiBaHUE (IIPOKUBAHHUE) B
Poccuiickoit denepannu W/HiIM MHUTPAUOHHAS
KapTa, — JUIsi THOCTPAHHBIX TpakaaH U juil 0e3
rpakJIaHCTBA MOTYT OBITh IIPE/ICTaBIICHBI B baHk
B KOIHUSX, 3aBEPEHHBIX B HOpSIZIKE,
YCTaHOBJICHHOM baHKOM.

JloxymenTsl, npeacrasisiemble Knrentom u
COCTaBJICHHbIE HA UHOCTPAHHOM SI3bIKE, JOJIKHBI
CONPOBOXAATHCS MEPEBOJIOM Ha PYCCKUM S3BIK,
32 MCKIIOYEHUEM CIIy4aeB YCTAHOBJICHHBIX
3aKkoHoJarenbCTBOM Poccuiickonn  @enepauuu.
IlepeBoq Ha pycCKUi S3BIK JIOJDKEH OBITh
3aBEpEH B NOpSIZIKE, YCTaHOBJICHHOM
3aKoHoAarenbcTBOM Poccuiickoit denepanun.
429. Kmuent 00s3aH  CaMOCTOSITENBHO
KOHTPOJMPOBATH CPOKH NENCTBUSA
TexHonornueckux kiroueit/Pabounx kimrouelt u
CBOEBPEMEHHO  HWHUIMUPOBATh  MPOLEAYPY
co3manus Paboumnx xmoueit/[1maHoBoit cMeHBI
pabouux KJIHOYEH 0 UCTEYCHUSI CPOKa JICUCTBUS
JEUCTBYIOLIUX PaGounx KIIIO4ei.
CootBercTByromme ypegomieHusa o IlnanoBoi
cMeHe paboumx KIIOYed MOTYT HaIpaBisAThCS
bankom mo CucremMe B TedyeHHE MecsAla 0

UCTEYEHUs CpOKa JCHCTBUA JCHCTBYIOIIMX
Pabounx xmroweit. B cmywae, eciu B
YCTaHOBJICHHbBIE Cornamenuem CPOKH

Kinnenrom He HamnpasineH B bank 3ampoc Ha
co3nanue Ceprudukara Pabouero kitoua u/uim
HE TIpelocTaBieHl B baHk Ha OyMaXHOM
HOcHUTENle AKT TpHU3HAHHS OTKPBITOTO KITHOYa
(ceptudpukara) nmms  oOMeHa  COOOIIEHUSIMH
(ITpunoxxenne Ne6 k CornameHuro) M AKT
npuszHanuss OTtkpeiToro kimoua Il (B ciydae

HEOOXOIMMOCTH), a  TaKke B  clyyae
HECOOTBETCTBHSA  MNOJy4YeHHBbIX baHkoM oT
Kinenra Ha OyMa)KHOM HOCHTEJIE

6 to the Agreement) accompanied by a copy
of an identification document of the
Authorized Representative of the Client
certified by the Bank/notarized (and
apostilled, if necessary/subject to legalization)
and/or a document certifying the person’s
right to stay (reside) in the Russian Federation
and/or a migration card — for foreign nationals
and persons destitute of nationality.

For the Authorized Representatives of the
Client “without the right of signature”, an
identification document of the Authorized
Representative of the Client and/or a
document confirming the person’s right to
stay (reside) in the Russian Federation and/or
a migration card — for foreign nationals and
persons destitute of nationality — may be
submitted to the Bank as copies certified
according to the procedure established by the
Bank.

Documents submitted by the Client and drawn
up in a foreign language must be accompanied
by a translation into Russian, with the
exception of cases provided for by the laws of
the Russian Federation. Translation into
Russian must be certified according to the
procedure established by the laws of the
Russian Federation.

4.2.9. The Client must independently control
the validity periods of Technological/
Operational Keys and timely initiate the
procedure of generating Operational Keys/
Planned change of Operational Keys before
expiry of the current Operational Keys. The
respective notifications of the Planned change
of Operational Keys may be sent by the Bank
through the System within one month before
expiry of the current Operational Keys. If the
Client fails to send a request for a new
Operational Key Certificate and/or an Act of
acknowledgement of the public key
(certificate) for message exchange (Annex No.
6 to the Agreement) and an Act of
acknowledgement of the ES Public Key (if
necessary) on paper to the Bank within the
timing set out by the Agreement, or if the the
above documents on paper received by the
Bank from the Client do not comply with the
Agreement and/or if the Client does not accept
the Operational Key Certificate from the Bank
in the System, the Technological/ Operational
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HIePEYHCIIEHHBIX JOKYMEHTOB YCIOBUAM
Cornamenus w/unum HenpuHATHS KineHTOM OT
banka B Cucreme Ceprudukara Pabouero
KJIFO4a, JIeHCcTBHUE TexHoIorn4ecKkoro
kiroua/Pabodero kiroua npekparaercs.

[Mopsimok M3TOTOBIICHHS HOBOTO

Texnonornueckoro  kmoua/Pabouero  kiroya
AQHAJIOTMYEH MOPSAJKY, YCTAaHOBJIEHHOMY I1.11.3.1,
3.2, 3.4, 3.6 CornanreHus.
4.2.10. Knuent o0s13an unpopmupoBats bank 06
U3MEHEHUN uHpopMaLuy, Kacarolencs
ucnonHenuss Croponamu Cornamenus. ITo mepe
BHECEHUsT  COOTBETCTBYIOLIMX  HM3MEHEHUH,
HE3aMEJUITMTEIbHO  TPEJICTaBIsATh B baHk
JOKYMEHTBI,  MOJATBEP)KAAIOLIME  HM3MEHEHUS
NAHHBIX CBEICHUH.

Bce pucku HebGmaronpusTHBIX NMOCIEACTBUH,
CBSI3aHHBIX C HECBOCBPEMEHHBIM YBEIOMIICHUEM
banka o mpou3omieqmIUX H3MEHEHUSAX, B TOM
yHuclie, YyKa3aHHbIX B 1.1m.4.2.6-4.2.8, 1n.5.5
Cornamenus, Hecet KineHr.

4.2.11. IIpu pacropxxkernnun Cornamenus Knuenr
00s13yeTcss YHUYTOXXUTh BCE IPEIOCTABICHHOE
€My B MOJIb30BaHHE MPOTPaMMHOE oOecreueHue
(ucosiHsieMbIE W BCIIOMOTATeNIbHBIC  (DAIIbI)
Cucremsl.

4.2.12. KnueHt o00s3yeTcss He IepenaBaTh
TPETHUM JIMIIaM CBOM IpaBa M OOS3aHHOCTHU TIO
Cornamenuio 6€3 NMCbMEHHOTO (Ha OyMa)KHOM
Hocutene) cornacus banka.

4.2.13. KnueHt o00s3aH NpOBEpATh HaJIMUUE
HOBBIX OIIEKTPOHHBIX JOKYMEHTOB OT baHka,
HarpaBJIeHHBIX B ajipec KimeHra, exxeJHEBHO, 3a
UCKITIOUYeHHEM O(UIIMATBHO  YCTAaHOBJIEHHBIX
BBIXOJIHBIX M MPa3JIHUYHBIX HEPaOOUYMX JIHEH
banka, a Takke €XETHEBHO MpOBepiITh SMS-
cooOl1eHus, HampaBieHHble baHkoM B CBs3M ¢
BBISIBIICHHEM MM OIEepalnid, COOTBETCTBYIOIINX
IpU3HaKaM OCYIIECTBIICHHS nepesojia
JICHeXKHBIX cpeacTB 0e3 cornmacus Kimenra.

Knuent o0si3aH He pexe OAHOrO pasa B 5
(mATh) KaJeHJApHBIX JHEH 3HAKOMHUTHCS C
uHpopmanueli, mnyonukyemoir  baHkom B
cooTBeTcTBUH C 11.12.6 CornameHus.

3a yOBITKM, BO3HHKIIHE B pe3yJbTaTe
HewcronHeHnst  KIIMeHTOM — BBINIEyKa3aHHBIX
o0si3aHHOCTEH, BaHK OTBETCTBEHHOCTH HE HECeT.
4.2.14. Knuentr oOs3yercs mo TpeOOBaHUIO U
¢dopme baHka mpenocTaBIATh JTOKYMEHTHI (Kak

Key shall become null and void.

The procedure of a new Technological/
Operational Key generation is the same as the
procedure set out in Paragraphs 3.1, 3.2, 3.4,
3.6 of this Agreement.

4.2.10. The Client shall inform the Bank, in
writing about any changes in the information
relating to the performance of the Agreement
and submit to the Bank documents confirming
changes in said information as far as such
changes are introduced.

All risks of adverse consequences associated
with untimely notification of the Bank about
any changes that have taken place, including
those stated in Paragraphs 4.2.6-4.2.8, 5.5 of
the Agreement, shall be borne by the Client.

42.11.In case of the termination of the
Agreement, the Client undertakes to destroy
all the software of the System granted to the
latter for use (executable and auxiliary files).

4.2.12. The Client undertakes not to transfer
its rights and obligations as under the present
Agreement, to third parties without a written
consent (on paper) of the Bank.

4.2.13. The Client shall check, on the daily
basis, the availability of the new Electronic
documents from the Bank, directed to the
Client, except for the officially established
holidays and weekends, as well as daily check
SMS messages sent by the Bank in relation to
any discovered transaction with signs of
money transfer without the Client’s consent.

The Client must at least once every five (5)
calendar days review the information
published by the Bank in accordance with
Paragraph 12.6 of the Agreement.

The Bank shall not be liable for losses
incurred as a result of the Customer’s failure
to fulfill the above obligations.

4.2.14. The Client undertakes to provide
documents (both on paper and in the System)

Ha OyMa)XHOM HOCHTEJIC, TaK W C IOMOIIBIO certifying data on the  Authorized
Cucrtembl), TMOATBEPXKAAIOIIUE JaHHBIE 00 Representative of the Client on demand of the
YnonnomoueHHOM npenactaButesie Knuenra. Bank.

4.2.15. Kmuent  o0szyercs  coOI0IaTh 4.2.15 The Client undertakes to comply with
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TpeOOBaHMS o WH(POPMAITMOHHOMN
O0ezonacHoctTu 1npu  pabore ¢ Cucremoi,
ykazanHbie B [Ipunoxenun Ne 4 x CornaiieHuto,
a Takke Hampasisemble bankom no Cucreme u
pa3MerniaeMble Ha opuIMaIbHOM caiite banka B
cetu «HTEpHETY.

4.3.11paBa u odsizanHocTu banka.

4.3.1. bank He NIpPUHMMAET K HCIOJIHEHUIO
OJEeKTPOHHBIE JOKYMEHTBI, O(QOPMIICHHbIE C
HapylmIeHHeM TpeOOBaHUN 3aKOHOJATENbCTBA
Poccuiickoit ®Penepanuu, Cornamenus, [IbC,
MHBIX cortamieHnit Mexay CTopoHamH.

4.3.2. bank umeer npaBo oTkazaTh KnueHTy B
npueMe K  HUCIHOJHEHHIO  DJEKTPOHHOIO
JOKyMeHTa, eciu KJMeHT 3amojHuiI — [ojs
DNEKTPOHHOTO JOKYMEHTa ¢ ommbOkamu. B aTom
ciyuae Knmenty Hanpaisercs Ksuranuus c
yKa3aHWEM IPUYMHBI OTKa3a.

4.3.3. bank He WMeEET MpaBa CaMOCTOSITEIbLHO
KOPPEKTUPOBATh  PEKBU3UTHI  DJIEKTPOHHBIX
nokymeHnToB Kinenra.

4.3.4. B ciywyae HenpenoctaieHusi Kiuenrom
JIOKYMEHTOB, yKa3aHHbIX B 11.4.2.7 CornamieHus,
bank He Oyaer HecTH OTBETCTBEHHOCTh 3a
MOCJIEJICTBUSI  COBEpPLIEHUS ONEpalMil, HHBIX
JNEUCTBUI, CIENOK Ha OCHOBAHWH HAJJICIKAITAM
obOpa3om 0(OPMIIEHHOTO Knuentom
ONEKTPOHHOTO  JIOKYMEHTa,  IMOJANHCAHHOTO
VYnonHoMoueHHBIM TpencraBuTenieM KiueHra,
JaHHbIE O KOTOpPOM OBUIM TpPEAOCTaBIECHbI
Knuenrom B bank panee.

4.3.5. baHK mpekpamaer mpueM U HCIOJTHEHUE
JTOOBIX ONEKTPOHHBIX JIOKYMEHTOB,
noanucanuelx  OIl,  copmupoBaHHOW  Ha
CKOMIIPOMETHPOBaHHOM/aHHYyIHpyeMoM Kitroue
B CpPOKM, NPEIyCMOTPEHHbIE B MHCbME 00
AQHHYJIUPOBAHUU COOTBETCTBYIOIIETO KOMILJIEKTA
Kiroueid, a B ciaydae OTCYTCTBUS YKa3aHHUsS Ha
TaKHe CPOKH — HEMEJUIEHHO. Bece DnexkTpoHHbIE
JOKYMEHTBI, TOCTYNMBIIME B  baHk 110
nonydeHuss baHkOM  yka3aHHOro  MHCbMa,
UCIIONHAIOTCS B TOpPSZIKE, YCTaHOBJIEHHOM
CornamieHueM WIM HMHBIMA  COTJIAIIEHUSMH
Mexay CTopoHamu.

B cnydae HemnpeacTaBieHUss OpUTrHMHaNa
nuchMa 00 aHHYJIMPOBAaHUU COOTBETCTBYIOIIETO
komiuiekTa Kmioueit Kimentom Ha OymakHOM
HOCUTEJE bank HE Oyner HECTH
OTBETCTBEHHOCTh 33 YOBITKH, TNPUYHMHECHHBIC
Knuenty B pesynbrare npekpaimieHusi mpruemMa u

information safety requirements specified in
Annex No. 4 to the Agreement, distributed by
the Bank in the System, and posted on the
Bank’s official website in the Internet in the
course of working with the System.

4.3. Rights and obligations of the Bank.

4.3.1. The Bank does not accept Electronic
documents for execution, drawn up in
violation of the requirements of the legislation
of the Russian Federation, the Agreement,
BAAs, and other agreements between the
Parties.

4.3.2. The Bank has the right to refuse the
Client in the acceptance for execution of an
Electronic Document, if the Client omitted
mistakes when filling in such Electronic
Document. In this case a Receipt confirmation
is sent to the Client specifying the reason for
refusal.

4.3.3. The Bank may not independently
correct details of Electronic Documents of the
Client.

4.3.4. If the Client fails to provide the
documents specified in Paragraph 4.2.7 of the
Agreement, the Bank shall not be liable for the
consequences of performing transactions,
other actions, deals on the basis of an
Electronic Document duly executed by the
Client, signed by the  Authorized
Representative of the Client, details of which
were provided by the Client to the Bank
earlier.

4.3.5. The Bank shall stop accepting and
executing any Electronic Documents signed
with the Electronic Signature generated using
a compromised / canceled Key within the time
limits specified in the letter on cancellation of
the corresponding Key set, and in case no such
time limits are specified - immediately. All the
Electronic Documents received by the Bank
prior to the receipt of such letter by the Bank
shall be executed in accordance with the
procedure established by the Agreement or
other agreements between the Parties.

In case of the Client’s failure to submit the
original letter on cancellation of the respective
Key set on paper, the Bank shall not be liable
for any losses incurred on the Client as a result
of the termination of acceptance and execution
of the Electronic Documents signed with the

21




22

VCIIOJTHEHUS DIIEKTPOHHBIX JOKYMEHTOB,
nognucanueix  Oll,  chopmupoBanHoii  Ha
COOTBETCTBYIOILEM

CKOMIIPOMETHPOBaHHOM/aHHyIHpyeMoM Kittoue.
4.3.6. bank uMmeer mpaBo oTkazaTh KimeHTy B
pUeMe/TIPUOCTAaHOBUTh UCIOJIHEHUE JH000T0
ONEKTPOHHOIO  JOKYMEHTa  II0  CBOEMY
YCMOTPEHHIO, B  TOM  4HCIE, HO  HE
OrPaHUYMBAsACh, B CIy4ac BO3HHKHOBEHHSA Y
HEro MOJ03PEHUMN, UTO DJIEKTPOHHBIA JOKYMEHT
NOJIUCaH HE Y1I0JIHOMOYEHHBIM
npeacrasuteneMm  Knuenrta, Kommnpomeranyuu
Kiouell, HecaHknnoHMpoBaHHOrO JocTyma K

Cucrteme wwunum B cioydae  Kakoro-imoo
Hapymenus Kmnuentom  Cornamenus, MpH
BBISIBJICHUU bankom oTepaluu,

COOTBETCTBYIOIIEH MpU3HAKAM OCYIECTBICHUS
nepeBojia JICHEXKHBIX CpeIcTB 0e3 coriacus
Kinuenra, npu stom KnueHT Bnpase nepenaTth B
bank cOOTBETCTBYHOIIMM IIIATEKHBIA, WHON
JOKYMEHT Ha OyMaxHOM HOCUTEE,
COCTaBJICHHBIH B COOTBETCTBUU C YCJIOBUSIMH
JABbC, Cornamenusi, UHbIX COTJIALIEHUN MEXIY
bankom wm KamenToM, 3aKOHOJATEIHCTBOM
Poccuiickoit @enepanuu.

O cBoeM OTKaze B mpueMe DIEKTPOHHOIO
nokymeHTa bank o0s3yetcs yBenomuts Kinenra
He no3aHee Pabouero aus bawka, ciemyromiero
3a  JIHEM NOCTYIUICHHUS ONEKTPOHHOTO
JOKyMeHTa B baHK, myTeM HampaBJIeHUs
coobmenus Knuenty no Cucreme.

4.3.7. bank uMeer mpaBo OTKazaTh KimeHTy B
npueme ONEKTPOHHBIX
JIOKYMEHTOB/IIPUOCTAHOBUTh HUX HCIOJHEHHUE
JUIsL TIPOBEJIEHUS PpAaCyYETHBIX ONEpauuil 1o
Cuery, cuery mno BKIaay  (IEMO3UTY),
MOIMCAaHHBIX OlIl, B clIyyasx,
PEyCMOTPEHHBIX 3aKOHOAATEIHCTBOM
Poccuiickoit ®denepauuu, B TOM 4YuCIe, B
obrnactu MIPOTUBOACHCTBUS Jeraan3anun
(OTMBIBAHHIO) JI0XOJ10B, MIOJIy4E€HHBIX
OPECTYNHBIM MyTeM, W  (UHAHCHPOBAHUIO
TeppopU3Ma.

4.3.8. bamk wumeer mpaBo 3ampamiMBaTh y
Kinenra MIOATBEPXKICHNE JAHHBIX 00
YnonHomoueHHOM nipencraBurene Kimenra.
4.39. bank wumeer 1mpaBO BHOCUTb B
OJIHOCTOPOHHEM MOPSAKE U3MEHEHUS B TIOPSAIOK
¢ynkunonupoBanus CucreMsl U cooOmarbs 00
3ToM KilMeHTy B MMCbMEHHOM YBEJOMIIEHHM Ha
OyMa)XHOM  HOCHUTENE WJIH  IOCPEACTBOM
Cucremsl.

4.3.10. baHk wuMeeT NpaBO NPUOCTAHOBUTH

Electronic  Signature generated
compromised / canceled Key.

using a

4.3.6. The Bank has the right to refuse the
Client in the acceptance/suspend execution of
any Electronic Document at its own
discretion, including, but not limited to, the
cases when it suspects that the Electronic
Document is signed by somebody other than
the Authorized Representative of the Client,
Key Compromise, Unauthorized Access to the
System and/or in case of the Client’s default
hereunder, if the Bank discovers a transaction
with signs of money transfer without the
Client’s consent, in which case the Client has
the right to present the Bank with the
corresponding payment, other document on
paper, drawn up in compliance with the terms
of BAAs, the Agreement, other agreements
between the Bank and the Client, the
legislation of the Russian Federation.

The Bank shall notify the Client about its
refusal to accept the Electronic document no
later than the day, following the day of
reception of an Electronic document by the
Bank, by sending a message to the Client via
the System.

4.3.7. The Bank has the right to refuse the
Client in the acceptance/suspend execution of
Electronic Documents for carrying out
settlement transactions on the Account, a
deposit account signed with ES in cases
provided for by the legislation of the Russian
Federation, including in the field of countering
the legalization (laundering) of criminal
proceeds and terrorism funding.

4.3.8. The Bank has the right to require from
the Client confirmation of data on the
Authorized Representative of the Client.

4.3.9. The Bank shall have the right to amend
unilaterally the procedure of the System
functioning and inform the Client about it via a
written notification or the System.

4.3.10. The Bank shall have the right to
suspend services for the Client rendered with
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oOcinyxuBanue KiueHta ¢ wHcCnonb30BaHUEM
Cuctembl Ha BpeMs CIOPHBIX CHUTYyallMil C
yBegomienueM 06 stom Kinenra.

4.3.11. bank wuMeeT npaBO NPUOCTAHOBUTH
oOcnyxuBanue KiueHta ¢ HCnonb30BaHUEM
Cuctembl Uil BBINIOJIHEHHUS  HEOTJIOXKHBIX,
aBapUIHBIX U pEriiaMEeHTHBIX paboT, CBA3AHHBIX
¢ obciyxuBanreM CUCTEMEI.

4.3.12. bank uMeeT npaBo MO CBOCH MHUIIUATUBE
OnmokupoBarh neiictBue Paboumx Kio4el mpu
Kommnpomeranuu kirouei.

4.3.13. bank o0s3yercs B TeueHue 7 (CeMU)
PaGounx nneit banka oOT marel MoJdydeHHUS
3asBKM Ha yCTaHOBKY CHCTEMBI U MPHU YCIOBUHU
BbIMOJHEHUsT  KimeHToM — 00si3aTenbecTB, B
cootBerctBUM ¢ 1. 3.1.1 Cornamenus,
npous3BecTd paboOThl M OKa3aThb  YCIYTH,
npeaycMoTpennsie 1. 3.1.2 CornameHusl.

4.3.14. bank o6s3yercss npuHuMath ot Kinenra
DNEKTPOHHBIE  JOKYMEHTBI,  IOAIUCAHHBIC
VYOTHOMOYEHHBIM(M)  MpecTaBUTEIEeM(JISIMH)
Knuenta B COOTBETCTBUM C  YCIOBUSIMH
Hactosmero  CornameHusi,  TpeOOBaHHUSIMHU
3akoHomarenscTtBa Poccuiickoit denepanuu u
OCYIIECTBIISITh  OMEpaliy,  CHCJIKH, HHBIC
JIEWCTBUSI Ha OCHOBAHMM TAaKUX OJIEKTPOHHBIX
JIOKYMEHTOB B CpokH, npeaycMoTpenHsie [IbC,
CornamieHueM, WHBIMHU COTJIAIIEHUSAMH MEXITY
Croponamu.

B cnyuae wnHanpaBieHuss IEKTPOHHOTO
JOKyMeHTa B Hepabouue aHu banka, gHEM
MOCTYTIJICHUS DIIEKTPOHHOTO JIOKyMEHTa
apnsercs nepBblid  PabGoumit  genp  banka,
cienyomuid 3a Hepabounm jgHEM. CTOpPOHBI
MPU3HAIOT B Ka4€CTBE €JUHOM LIKAJIbl BPEMEHU
npu pabore ¢ Cucremoil MecTHOe BpeMms T.
MOCKBBI.

4.3.15. Tlocne monkmoueHuss k Cucreme baHk
unpopmupyer KiueHta o coBeplieHHH C
ucronp3oBanneM Cucrembl uiaum  0e3  ee
UCIIONIb30BaHUs Kaxaou omepauuu mno Cuery,
CYeTy JIero myTeM TmpeaoctaBieHus KiueHty
BbITUCKU 10 Cuery, cueTy Jeno He IO03/Hee
PabGouero mus banka, ciemyromero 3a JgHEM
coBepieHus onepauuu no Cyery, cyeTy Jero,
MyTeM HaIpaBJICHUS WX TOJBKO TOCPEIACTBOM
Cuctembl.  /lneM  Bbimauun  (TIOJIy4EHHS)
YKa3aHHBIX BBITUCOK CYHMTACTCS JIEHb WX
HanpasieHuss bankom no Cucreme. B ciyuae,
eciiu JOCTYT Kinunenra K Cucreme
MPUOCTAHOBIIEH, YyBenomieHnue Kimenta o
COBEpIICHUH yKa3aHHBIX orepanuit
OCYIIECTBIISIETCS yTeM MIPEA0CTABIICHUS

the use of the System, for duration of
disputable situations, upon a corresponding
notice given to the Client.

4.3.11. The Bank shall have the right to
suspend services for the Client rendered with
the use of the System, for the performance of
urgent, emergency and scheduled works
associated with servicing of the System.
4.3.12. The Bank may on its own initiative
block the operation of the Operational Keys in
case of the Key Compromise.

4.3.13. Within a period of 7 (seven) Business
days from the date of the System installation
request, provided that the Client has executed
the obligations as in compliance with
Paragraph 3.1.1. of the Agreement, the Bank
shall execute works and render services, as
under Paragraph 3.1.2. of the Agreement.
4.3.14. The Bank undertakes to accept
Electronic documents from the Client, which
have been signed by the Authorized
Representative(s) of the Client in compliance
with the terms of the present Agreement and
the requirements of the legislation of the
Russian Federation and implement operations,
transactions and other actions in time
stipulated in BAAs, the Agreement and other
agreements between the Parties, on the basis
of such Electronic Documents.

If an Electronic Document is sent on non-
business days of the Bank, the day of receipt
of the Electronic Document shall be the first
Business Day of the Bank following the non-
business day. The Parties recognize the
Moscow local time as the single time scale
when working with the System.

4.3.15. After connection to the System the
Bank shall inform the Client about each
transaction on the Account effected using the
System or without its use by providing to the
Client statements of the Account and the depot
account not later than the Bank’s Business Day
following the date of the transaction on the
Account and depot account with said
statements to be forwarded exclusively via the
System. The date of issue (receipt) of said
statements shall be the date of their forwarding
by the Bank via the System. If the Client’s
access to the System is suspended, the Client
shall be notified of the above transactions by
way of sending the Client statements of the
Account, depot account via the System
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Knuenty Bbimucku no Cuery, cuery naemno 1o
Cucreme HE3aMeJINTEIbHO nocie
BOCCTAHOBJICHMSI JIOCTyNa K HEW WM JIpYruMm
CIOCOOOM U B CpPOKHM, IIPEIyCMOTPEHHBIE
cootBercTByrommM JIbC/noropopom cyera nero.
HanpaBnenne baHkOM yka3aHHBIX BBIIIHCOK I10
Cucreme (WM JApyruM CIOCOOOM M B CPOKH,
IIPEyCMOTPEHHBIE COOTBETCTBYIOIIUM
JABbC/norosopom cyera  JIETO)  SIBJISCTCS
HajuexamuM  yBepomsienueM — KimeHta o
COBEpUICHUH ONEpaldd C HCIOIb30BAaHUEM
AJIEKTPOHHOI'O CpeacTBa rarexa B
COOTBETCTBUU C 3aKOHOAATEIHCTBOM
Poccuiickoit  ®enepanuu, u He TpeOyeT
JOTIOTHUTETILHOTO HampaBICHUS bankom
Knuenty kakux-1m6o MHBIX yBEJOMIICHUH.
4.3.16. bank 00s3yeTcs KOHCYJIbTHPOBATh
Kinenrta no Bompocam pabotsl ¢ Cucremoit (B
PaGouyne pgum bBamka ¢ 10.00 mo 16.00
MOCKOBCKOTO BPEMEHH), IIPEIOCTABIIATh
Knuenty HoBble Bepcuu CHCTEMBI, a TaKxke
uHpopmupoBats Kirenra 000 Bcex M3MEHEHHUSX
nopsaka  (yHkuuoHupoBanus ~Cuctembl B
TEYEHHE BCEr0 CpoKa JEMCTBHUSI HACTOSLIETO
Cornauienus.

4.3.17. banxk 00s3yeTcst B ciy4ae
HEBO3MOKHOCTH YCTPaHUTh HEMNOJNaIKH,
BO3HUKIINE B CUCTEME, [0 MECTY HaXOXKIACHUS
banka, HampaButTh crnenuanucra k KiueHTy B
TedeHue 15 (mATHaauaTH) KaJleHIapHbIX THEH C
MOMEHTa TONy4YeHUs THCbMEHHON 3asiBKH OT
Kinuenrta. Heob6xoaumocts Bble3ga k KimeHnty
onpezensercs baHkOM ¢ ydeTOM BO3HMKIIHUX
Herojagok B Cucreme.

Cratbi 5. [IpaBa u oos3annoct CTOPOH npu

immediately after recovery of the access
thereto or in any other manner and within the
terms fixed by corresponding BAA/depot
account agreement.

The said statements forwarded by the Bank via
the System (or in any other manner and within
the terms fixed by the corresponding
BAA/depot account agreement) shall be
deemed the proper notification of the Client
about the transaction using the electronic
means of payment in accordance with the
legislation of the Russian Federation, and shall
not require any additional notification from the
Bank to the Client.

4.3.16. The Bank undertakes to consult the
Client on the issues of operations in the
System (on Business Days of the Bank from
10 am. till 4 p.m. Moscow time), grant the
Client with the new versions of the System, as
well as inform the Client about all the changes
in the functions of the System during the
entire period of validity of the present
Agreement.

4.3.17. In case of impossibility to correct
errors arising in the System, at the location of
the Bank, the Bank shall send an expert to the
Client within 15 (fifteen) calendar days from
the moment of reception of a written
application from the Client. The need to visit
the Client is defined by the Bank taking into
account the arising errors in the System.

Article 5. Rights and obligations of the

BLISIBJICHUH Bbankom onepanmn,

Parties when the Bank discovers

COOTBETCTBYIOIIIMX IPU3HAKAM

transactions with signs of money transfer

OCYHIECTBJICHUSA NEPEBOAA ACHC/KHbIX CPEACTB

without the consent of the Client.

0e3 coraacusa Kianenra.

5.1. bank mnpu BBIABICHUM WM OIEPALMH,
COOTBETCTBYIOIICH INPU3HAKAM OCYILLECTBIICHUS
HepeBoJia JIEHEXKHBIX CpeACTB 0e3 coryacus
Knuenra, 00s3aH 10 OCYIIECTBICHUS CIIMCAHUS
JIEHEXKHBIX cpeAcTB co (Cyera NpPUOCTAaHOBUTh
UCIIOJIHCHUE DPACIOpSDKEHUS O COBEPLICHUHU

omepanyy,  COOTBETCTBYIONICH  MpHU3HAKAM
OCYIIECTBIICHUSI TIEPEeBOJA JIEHEKHBIX CPEACTB
oe3 COrjacus Knuenra, Ha CPOK,
PEyCMOTPEHHBIT 3aKOHOJ1aTEJILCTBOM
Poccuiickoit deneparnumu.

5.2. O  TPUOCTAHOBIEHUM  MCHOJHEHUS

5.1. If the Bank discovers a transaction with
signs of money transfer without the consent of
the Client, the Bank shall suspend the order to
perform the transaction with signs of money
transfer without the consent of the Client
before the withdrawal of funds from the
Account for a term stipulated by the laws of
the Russian Federation.

5.2. The Bank shall immediately notify the
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pacniopskenus  KimeHta 0 coBeplieHUH
olepanuy,  COOTBETCTBYIOUIEH  NpU3HAKaM
OCYILECTBJICHHUs] TE€PEBOAA JECHEXKHBIX CPEICTB
6e3 cormacus Knumenta bank o00s3yercs
yBenoMuTh KiMeHTa He3aMeIMTEeNbHO IyTeM
HarmpasieHus: cooOmenuss KinueHty mo cBoemy
ycMoTpeHuto 1o Cucreme wWiM 1O HOMeEpy
MobuIpHOrO Tenedonal, ykazannomy Kinentom
B JloroBope 00 wucnons3oBanuu JIbO wmm
coobmenHomy Kimentom banky B mnopsiike,
npeaycMorpeHHoM CorameHueM.

Juem nonyuenust Kinuentom coobmeHust 00
Olepaluy,  COOTBETCTBYIOIEH  INpHU3HAKaM
OCYILIECTBJICHUSI TIEPEBOJAa JIEHEXKHBIX CPEACTB
6e3 cormacus KiueHra, sBisercs  JeHb
HanpasjieHus: baHKOM yka3aHHOTo COOOIIEHUS
no Cucreme win JeHb HampasiieHHs bankom
SMS-coobmienuss Ha  HOMEpP  MOOWJIBHOTO
tesneona Knuenra, ykasanuelii um B Jlorosope
00 wmcnomp3oBanuu JIbO wim  COOOIICHHBIN
Knuenrom banky B nmopsijike, npeycMOTPEHHOM
CornanieHuem.
5.3. KiueHT mnoxarBepKaacT/HE TMOITBEPXKIACT
UCIIOJIHEHUE bankom pacropspKeHu,
PHUOCTAHOBJICHHOTO u3-3a IPU3HAKOB
OCYIIIECTBJICHUS! TIEPEeBOJa JIEHEXHBIX CPEACTB
6e3 cornmacus Kiwmenta, mo Homepy TenedoHa
banka, yka3aHHOMYy Ha O(QUIMAJIbHOM caiiTe
banka B cetn «l/HTepHET», ¢ NMpPOU3HECEHUEM
Konosoro cnosa Knuenra.

[Tpy HaMMYMM TEXHUYECKOH BO3MOXKHOCTH,

MNOATBCPAUTH HUCIIOJTHCHUC bankom
pacIops’KCHus, MMPUOCTAaHOBJICHHOT'O n3-3a
IMPU3HAKOB OCYIICCTBJICHU A nepeBojia

JICHeXHBIX cpelcTB ©Oe3 coriacus KimeHra,
Kinent mosxer no Cucteme myrem BBoAa Koja —
HOJTBEPXKICHUS, IpeBapUTENbHO
3anpomeHHoro Kmuentom 1o Cucreme wu
MOJYYeHHOT0 Ha MOOWJIbHBIM HOMep TesnedoHa,
ykazaHHbIi B JloroBope 06 ucnoaszoBanuu J1bO
win coobmennbiii Kimmenrom banky B mopske,
IPEAYCMOTPEHHOM Cornamenuem. Mo
HOJTBEPKICHUS UCTIOJTHEHUS bankom
COOTBEeTCTBYyMOIIEro Iuiarexka KimeHt o0s3aH
CBEPUTh PEKBU3UTHI pacropsKeHus,
ornpaBieHHoro KimeHToMmM, ¢ peKkBU3UTaMH,
yKa3aHHBIMH B YBEIOMJICHWH, HAaIPAaBICHHOM
bankoM 1o Homepy MoOWiIbHOrO TenedoHa,

Client about the suspension of the Client’s
order to perform such transaction with signs of
money transfer without the consent of the
Client by sending a message to the Client at its
own discretion via the System or to the mobile
phone number! specified by the Client in the
Contract on the Use of RBS or notified by the
Client to the Bank in the procedure established
by the Agreement.

The day of receipt of the message about a
transaction with signs of money transfer
without the consent of the Client by the Client
shall be deemed the day of the above message
sent by the Bank via the System or to the
Client’s mobile phone number specified by
the Client in the Contract on the Use of RBS
or notified by the Client to the Bank in the
procedure established by the Agreement.

5.3. The Client confirms/does not confirm the
performance by the Bank of the order
suspended due to signs of money transfer
without the Client’s consent by calling on the
Bank’s phone number specified on the official
web-site of the Bank in the Internet and using
the Client’s Code Word.

If technically possible, the Client may confirm
the performance by the Bank of the order
suspended due to signs of money transfer
without the Client’s consent, using the System
and entering the confirmation code
preliminarily requested by the Client via the
System and received on the mobile phone
number specified in this Contract on the use of
RBS or advised by the Client to the Bank in
the procedure established by the Agreement.
Until confirmation of performance by the
Bank of the corresponding payment, the Client
shall check the details in the order sent by the
Client against the details specified in the
notification sent by the Bank to the mobile
phone number specified by the Client in the
Contract on the Use of RBS or otherwise
advised by the Client to the Bank in the

! Knmenram, ykasaBmIMM Npu 3aKmoueHuu JloroBopa o6 wucnons3osaHmu JIBO 1Ba HOMepa MOOHIBHEIX
TenedoHoB, SMS-coolmieHre HampaBlseTcs Ha HOMEp MOOWIbHOrO TeiedoHa, yKa3aHHBIM B TIEPBOH CTpOKE
nyHkTa «MOOWIBHBIM TeneoH KIMeHTa I IpreMa cooOumenuit B popmare SMS-coobmenuii». / The Clients
specifying two mobile phone numbers when entering the Contract on the Use of RBS, SMS messages shall be sent
to the mobile phone number specified in the first line of “Mobile phone number of the client for SMS messages”.
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ykazanHomy Kmumentom B JloroBope 00
ucrionb3oBanun  JIbO  wnmm  cooOumeHHOMY
Knuentom banky B nopsijike, mpeaycMOTpEHHOM
CornanieHuem.

[Ipu nmoctymienuu B bank moarBepxaeHus

UCIIOJIHECHUS bankom COOTBETCTBYIOLIErO
IlaTexa B TEYCHHE ONEPallMOHHOIO  JHS,
ykazanHoro B JIBC, geHexHble cpeacTBa

cruchiBatorcst co Cuera B Tekymuid Paboumii
JICHb banxka. IIpu MOCTYIUICHUH
BBIILICYKA3aHHOT O IIOTBEPKICHUS nocie
ONEpPALlMOHHOTO  JHS, JIEHEXHBIE CpEACTBA
cnuceiBaorcs  co  Cuera  He  mo3naHee
cnenytomiero Pabouero qus banka.

B cnywae, ecim KnmeHnt cornamaercs c
coobmenueM baHka o ToM, 4YTO omepanus IO
Cuery COOTBETCTBYET IIPU3HAKaM
OCYILIECTBJICHUSI TIEPEBOJA JIEHEXKHBIX CPEACTB
6e3 cornacus Knumenra, KiueHt Bmpase
HEe3aME/UINTEIbHO HalpaBUTh B baHK OT3bIB
COOTBETCTBYIOILIETO PACIIOPSIKEHUS.

IIpn HEIOJy4CHU U oT Kimmenra
COOTBETCTBYIOILIETO  IOATBEpKIAEHUS,  baHk
BO300HOBIISIET HCIIOJHEHHE PACIIOPSIKCHUS 10
UCTEUYECHUN CpOKa, YCTaHOBJICHHOT'O
3aKoHoAarenbcTBOM Poccutickoit denepanun.

Knuent yBemomieH o0 TOM, 4TO BCe
TeleQOHHbIE Pa3rOBOPHI  3alMCHIBAIOTCA U
XpaHATce B baHke B TeueHUE  CpoOKa,
YCTaHOBJIEHHOT'O 3aKOHOJATEIbCTBOM
Poccuiickoit ®Penepanuu. 3anucH yKa3aHHBIX
TEIeQOHHBIX  PAa3TOBOPOB  MOLYT  OBITh
UCTOJb30BaHbl  MPH  pa3pelieHUH  JII0OBIX
CIIOpPOB, a TaKXe MPEAOCTaBICHbI B CY/I.

5.4. baHk BIpaBe B OJHOCTOPOHHEM IOPSIIKE
n3meHuTb KonoBoe cioBo KimmeHra, HampaBus
Knuenrty yBenomieHue Ha OyMa)KHOM HOCHUTEINE
C COOCTBEHHOPYYHOU MOANMCHIO PYKOBOJIUTEIS
banka (ymomHoMOueHHOro WM JHua) 00
n3MeHennu Komnosoro ciosa.

5.5. B ciyuae yrpatsl KilneHTOM KOHTpOJS Hax
HOMEpOM MOOUIBHOrO TenedoHa, a TaKxke
yrpatel KIMEHTOM yBEpPEHHOCTHM B TOM, 4TO
KonoBoe cinoBo wu/unum HoMep MOOUIIBLHOTO

TeneoHa HE MOTYT OBITh HCIOJBb30BAHBI
HEYITOJIHOMOYEHHBIMHA ~ JIUIIaMU  (Jayee  —
KOMITPOMETAITHS), Knuent 00s13aH

He3aMe/IUTEIHbHO HApaBuTh B BaHK MUCBEMO 0
kommpomeTarui KogoBoro cioBa u/wimmu HoMepa
MOOmIBHOTO TeneoHa (BIOKEHHBIM (HAMIIOM)
O aapecy OSJeKTpOHHOM mouThl  (e-mail),
ykazaHHoMy B JloroBope 00 HCHOJIb30BaHUU
JBO, c MOCEAYIOIAM HeMeIJIEHHBIM

procedure established by the Agreement.

If the Client confirms the above payment to
the Bank within the transaction hours
specified in the BAA, funds shall be debited
from the Account on the current Business Day
of the Bank. If the above confirmation is
received after the transaction hours, the funds
shall be debited from the Account no later
than on the next Bank's Business Day.

If the Client agrees with the Bank's message
that the transaction on the Account bears signs
of money transfer without the consent of the
Client, the Client may immediately revoke the
respective order from the Bank.

If the Customer fails to send the
corresponding confirmation, the Bank shall
resume the order after expiry of the term
stipulated by the laws of the Russian
Federation.

The Client is hereby notified that all telephone
conversations shall be recorded and stored by
the Bank within the period established by the
laws of the Russian Federation. The
recordings of such telephone converstations
may be used when resolving any disputes and
may be presented to court.

5.4. The Bank may unilaterally change the
Client's Code Word by sending a notification
to the Client on paper with a handwritten
signature of the Bank Manager (his authorized
representative) on the change of the Code
Word.

5.5. If the Client loses control over the mobile
phone number or loses confidence that the
Code Word and/or mobile phone number
cannot be wused by unauthorized persons
(“compromise”), the Client shall immediately
send to the Bank a letter about the
compromise of the Code Word and (or)
mobile telephone number (as an enclosed file)
to the e-mail address specified in the Contract
on the use of RBS, subject to the subsequent
immediate sending of the original of such
letter to the Bank.
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IPEJOCTaBICHUEM B bank OpHUruHaia
BBIILICYKA3aHHOT'O IIUChMa.

Bcee pacnopsixenus Kinenra o coBepiuieHuu
olepanuy,  COOTBETCTBYIOLIEH  NpU3HAKAM
OCYILECTBJICHHUs TEPEBOAA JECHEXKHBIX CPEICTB
0e3 coryacus KimeHnra, mocTynuBiIME IOCIE
nojay4yeHuss baHKOM BbllIEyKa3aHHOTO IHCbMa
10 JIEKTPOHHOM I10YTE€ U A0 NPUHATHS baHKkoM
or KimeHTa mnocneayromero yBeJOMJIEHHS Ha
OyMa)XHOM HOCHUTEJIE C COOCTBEHHOPYYHOMU
HNOJNKMCHIO YIOJHOMOYeHHOro smua Kiuenra c
ykazanuem HoBoro KomoBoro cioBa wu/uim
HOMepa MOOWJIBHOTO TenedoHa, CUYUTAIOTCS
ABTOMATUYECKU OTO3BAHHBIMHU.

B cnydae 3amennt Kimentom HoMmepa
MoOmiIbHOTO Tenedona w/mmum KomoBoro ciosa,
KnueHt 00s13aH He3aMeAJIUTENbHO YBEJJOMUTh 00
3ToM baHK B MMCbMEHHOM BHUJE Ha OyMa)KHOM
HOCUTENlE C COOCTBEHHOPYYHOM MOJIHUCHIO
YIIOJIHOMOYEHHOT0 Jinia Kinuenra ¢ ykazaHuem
HoBoro KogoBoro cioBa w/mmum  HoMepa
MOOMITBHOTO TenedoHa.

o MOMEHTAa MIPUHATUSA bankom
BBIILIEYKA3aHHOT O YBEIOMJICHHUS bank
UCHoNb3yeT B cooTBeTcTBUM ¢ CornameHuem
panee cooOmenHbli banky Kinmnenrom Homep
MOOWIBHOTO TeneoHa, paHee COOOILIEHHOE
Kinuentom  banky/bankom  Knmenty (B
cootBercTBuu ¢ 1.5.4 Cormamenus) KomoBoe
CJIOBO.

5.6. baHk He HeceT OTBETCTBEHHOCTH 3a YIIepO,
IPUYMHEHHBINA Kinenry BCJIE/ICTBUE
HECaHKLIMOHUPOBAHHOIO MCIIOJIb30BaHUSA
TPeTbUMHM JUIAMH (B TOM YHUCIE IpHU
komnpomeranuu)  KomoBoro  cimoBa/Homepa
MoOuiIbHOTO TenedoHa, Ha KOTOpbId bankom
Harnpasisercss SMS-cooliieHue o coBepIIeHUun
orepanuy,  COOTBETCTBYIOLIEH  MpU3HAKaM
OCYILIECTBIIEHUSI TIEPEBOJA JIEHEXKHBIX CPEACTB
6e3 cornacust Kinuenra.

5.7. bank He HeceT OTBETCTBEHHOCTH 34
HETraTUBHBIE MOCIEJCTBUSA, B TOM YHCIE YOBITKH
Kinenrta, KkoTopble MOTryT BO3HUKHYTH Yy
Knuenra BCJIE/ICTBHE HEMOoJIy4eHus
yBenomiieHuss oT banka 00  omepauuu,
COOTBETCTBYIOIIEH MpU3HAKAM OCYIIECTBICHUS
nepeBoJia JIGHEKHBIX CpeACTB 0e3 coriacus
Kanenra, B TOM dYmciae, B CBA3H C
HEI0CTOBEPHOCTHIO/HEAKTYaIbHOCTbIO
uHpopmaruu, ykazanHo KioueHToMm, a Takxke B
CBA3M C HEAOCTYyNHOCThIO aiusag  Kiumenra
yKa3aHHBIX CIIOCOOOB CBSI3M, a TaKXe 10 BUHE
Knuenrta mim MOOMIBHOTO omepaTopa, B ciiydyae

All the Client’s orders on the performance of
the transaction having signs of funds transfer
without the Client's consent which are
delivered after the Bank receives the above e-
mail and before the Bank accepts from the
Client the subsequent notification on paper
with a handwritten signature of the Client’s
authorized representative specifying the new
Code Word and/or mobile phone number,
shall be deemed automatically revoked.

If the Client changes the mobile phone
number and (or) the Code Word, the Client
shall immediately notify the Bank thereof in
writing on a paper bearing the handwritten
signature of the authorized person of the
Client specifying a new Code Word and (or)
mobile telephone number.

Until the Bank accepts the above notification,
the Bank shall use the mobile phone number
previously provided to the Bank by the Client
and the Code Word previously provided to the
Bank by the Client/to the Client by the Bank
(as per Paragraph 5.4 of the Agreement) in
accordance with the Agreement.

5.6. The Bank shall not be liable for damage
caused to the Client due to unauthorized use
by third parties (including in case of
compromise) of the Code Word/mobile phone
number, to which the Bank sends SMS
messages about transactions with signs of
money transfer without the consent of the
Client.

5.7. The Bank shall not be liable for negative
consequences, including losses of the Client,
which the Client may suffer as a result of non-
receipt of a notification from the Bank about a
transaction with signs of money transfer
without the consent of the Client including,
but not limited to, for the reason of
inaccuracy/outdated nature of the information
specified by the Client, unavailability of the
specified communication methods for the
Client, fault of the Client or the mobile
operator, loss of the Code Word/mobile phone
number, to which the Bank sends SMS
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yrpatel  Knmentom KomoBoro crmoBa/HoMepa
MOOWIBHOTO TenedoHa, Ha KOTOpHI bankom
HarpaBisieTcss SMS-coo0IieHue 0 COBEPIICHUH
olepanuy,  COOTBETCTBYIOUIEH  INpU3HAKaM
OCYIIECTBIICHUSI TIEpeBOJa JIEHEKHBIX CPEACTB
0e3 coracus KnuenTa, MX KOMIIPOMETALIUH.

5.8. baHk He HECeT OTBETCTBEHHOCTH 3a YOBITKH

Kimenra, BO3HUKIIME B pe3ylbTaTe yTPaThl
(mopuM, mepenadd, yTE€pPH, pa3IJIAIICHUM)
Knuentom Komosoro clIoBa/HOMEpa

MoOuibHOrO TenedoHa, Ha KOTOpbIH bankom
Hanpasisgercss SMS-coolmenue o coBepIIeHUU
omepanuy,  COOTBETCTBYIOUICH  MpU3HAKaM
OCYILIECTBIICHHS TIEPEBOAA JCHEKHBIX CPEICTB
6e3 cornacust Knuenra.
5.9. baHk He HeceT OTBETCTBEHHOCTH 3a YOBITKU
Knuenra, BO3HUKIIIUE BCJIE/ICTBUE
HECBOEBpEeMEHHOro cooOuienust banky 00
yrpate KiMeHTOM KOHTpOds Haa HOMEPOM
MoOuapHOTrO  TenmedoHa, a TakkKe yTpaTe
Knuentom yBepeHHoctd B ToM, uTo KomoBoe
CIIOBO, HOMEp MOOWIBHOTO TejedoHa, Ha
KOoTOpbli  bankom  HampaBnsercs  SMS-
coOOIlleHHEe O  COBEpILIEHUU  OIepaluH,
COOTBETCTBYIOIIEH NpPU3HAKAM OCYIIECTBICHUS
nepeBoJia JICHEKHBIX CpPEACTB 0e3 CoriacHs
Knuenra, He Moryr OBITb HCIOJb30BaHbI
HEYIOJTHOMOYESHHBIMH JIHIIAMH.
5.10. Knuent o0s3yercss mpenocTaBUTh baHky
JIEHCTBUTEIIbHBI HOMEP MOOMIBHOTO TenedoHa
U o0ecrieyuTb TOCTOSHHYIO  JIOCTYIHOCTb
HOMepa MOOWIbHOro TenedoHa JUisl IpHeMa
coobmenuit B ¢dopmare SMS-coobuieHuit Ha
PYCCKOM/aHTIMICKOM SI3BIKE.
5.11. KiumeHT Hecer OTBETCTBEHHOCTh 3a
JIOCTOBEPHOCTh HOMEpPa MOOMJIBHOTO TenedoHa,
00si3aH He JOMyCKaTb CO3JJaHHE JyOJIMKaTOB
(KITOHOB) SIM-KapThI, a TaK)kKe HE JOIMyCKaTh
NOJy4eHHe, WCIOJIb30BaHUE M 3aMeHy Sim-
KapThl W/WIM HOMEpa MOOWIBHOTO TenedoHa,
KozmoBoro cioBa HeynmoIHOMOYEHHBIMU JTULIAMH.
5.12. KnueHt o0s3yercs obecrneynTh XpaHEHHE
uHpopmanuu o KomoBoM cioBe cmocobom,
nenarommM  KogoBoe  CI0BO  HEIOCTYIHBIM
TPETHUM JIULIAM.

bank 00s3yercst NpuHATH BCe HEOOXOIMMbIE
Mepbl  OpPraHU3AIMOHHOIO M  TEXHUYECKOTO
Xapaktepa s oOecredeHUs HEBO3MOXKHOCTH
JocTymna HEYMOITHOMOYEHHBIX JIHIL K
uHpopmanun o KogoBom croBe, HOMepe
MoOunpHOTO Tenedona Kimenrta, Haxomsmiecs
B pacnopsbkeHuu banka.
5.13. KnueHT noATBEpKIaeT, YTO MYy U3BECTHO

messages on transactions with signs of money
transfer without the consent of the Client, by
the Client or the compromise thereof.

5.8. The Bank shall not be liable for the
Client’s losses resulting from the loss
(damage, transfer, disclosure) of the Code
Word/mobile phone number, to which number
the Bank sends SMS messages on transactions
with signs of money transfer without the
consent of the Client, by the Client.

5.9. The Bank shall not be liable for losses of
the Client arising out of the late notification of
the Bank about the loss of control over the
mobile phone number by the Client, as well as
the loss by the Client of confidence that the
Code Word, mobile number, to which the
Bank sends SMS messages on transactions
with signs of money transfer without the
consent of the Client, cannot be used by
unauthorized persons.

5.10. The Client shall provide the Bank with a
valid mobile phone number and ensure that
the mobile phone number is always available

for receiving SMS messages in
Russian/English.
5.11. The Client shall be liable for the

accuracy of the mobile phone number, shall
prevent any duplication (cloning) of the SIM
card, and prevent the receipt, use, and
replacement of the SIM card and/or mobile
phone number, the Code Word by
unauthorized persons.

5.12. The Client shall ensure the safekeeping
of information about the Code Word in a
manner that makes the code word inaccessible
to third parties.

The Bank shall take all the necessary
measures of the organizational and technical
nature to ensure that unauthorized persons
cannot access the information on the Code
Word and the Client’s mobile phone number
available to the Bank.

5.13. The Client is hereby aware of the risk of
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0 TOM, YTO B MpoIecce mepenayn HHGopMaIum
nyTeM HaIpaBJICHUS SMS-coobmenus
BO3MOXCH pHCK HECAHKIIMOHUPOBAHHOTO
JOCTyIa TPEThHUX JIMIl K TakoW HHpOpMAIUU U
HACTOSIIIUM BBIPAKAET CBOE COTJIACHE C TEM, YTO
bank  He  Hecer  OTBETCTBEHHOCTH  3a
pasrnamenne  uHpopmanmu o  KimeHre,
omepauusx mo ero Cyeram B ciydae TakKoro
HECAaHKIIMOHUPOBAHHOTO JOCTYIIA.

5.14. KnmmeHT corznamaercsa ¢ TeM, 4To baHk He
HECET OTBETCTBEHHOCTH 3a KaKHe-Tu0o aBapuw,
cbon u nepebou B 00CITy)KUBAaHUH, CBSI3aHHBIC C
00opyI0BaHUEM, CHCTEMaMH nepeaadn

QJIGKTPOSHEPTHH W/WIM JIMHUW CBSI3M, CETH
«HTepHeTY, KOTOpBIE o0ecrieunBaroTcs,
MOJIal0TCA, AKCILTYaTUPYIOTCS u/unm

00CIIy’)KUBAIOTCSI TPETbUMHU JIMLAMH B CBSI3H C
HanpaBieHueM  banmkom  Kimmenty — SMS-
COOOLIEHHUs, B TOM 4HClIe YOBITKH, IOHECEHHBIE
B CBSI3U C HENPABOMEPHBIMH ICHCTBUSMH WIH
Oe3neiicTBMeM TpeThbUX Jul. baHk He Hecer
OTBETCTBEHHOCTh 3a JIOCTYITHOCTb "
paboTOCIIOCOOHOCTH CPEICTB CBA3H, C MOMOIIIBIO
KOTOpbIX bBaHK ocymiecTBisier yBeIOMIICHHE
Knuenra.

Crarbs 6. KondpnaeHnnaibHOCTb.

6.1. YcrnoBust u uHpopmamus, coaepxaiiascs B
Cornamenuy, a Takke BCS  IEpenucka,
CBA3aHHAs C €ro MCIOJHEHUEM, CUHMTAIOTCA
obenmu Croponamu KOH (U IeHITNATbHOMI
uHpopMaluell, cocTaBisiomeil, B TOM 4YHCIE,
0aHKOBCKYIO 1 KOMMEPYECKYIO TaiiHy, KOTOPYIO
CropoHel He BHOpaBe pasmiamarb TPETHUM
aunaMm  0e3 MpeABapUTENbHOIO MHCbMEHHOIO
cornmacugd Apyroil CTOpOHBI, 3a HCKIIOYEHHEM
Cly4daeB, MpeaycMOTpeHHbIX CorjameHuemM u
3akoHomarenbCcTBOM Poccuiickont  denepanuu,
IIPEIOCTABIICHUS TaKou nH(popManun
HE3aBUCHMBIM ayAUTOPCKUM OPTaHU3aLUAM II0
uxX TpeOOBaHUIO B XOJie TPOBENEHUS ayauTa
Oyxraatepckoro  ydyera M (PMHaHCOBOM
(Oyxranrepckoif) OTYETHOCTH; KOIJa  OHa
OKazajach M3BECTHOW TPETBUM JIMIIAM 1O TOTO,
kak CTOpOHBI ee pa3rIacuiI.

Crarbsl 7. DHHAHCOBbLIE B3AaNMOOTHOIICHHS.

unauthorized access by third parties to the
information communicated by SMS messages
and hereby agrees that the Bank shall not be
liable for any disclosure of such information
about the Client and transactions on the
Client’s Accounts in the event of such
unauthorized access.

5.14. The Client hereby agrees that the Bank
shall not be liable for any emergencies,
malfunctions and interruptions in the services
due to equipment, electricity systems and/or
communication lines, the Internet, which are
provided,  supplied,  operated  and/or
maintained by third parties, as related to the
SMS messages sent by the Bank to the Client,
including losses incurred due to illegal actions
or inaction of third parties. The Bank shall not
be liable for the availability and operability of
the means of communication used by the Bank
to notify the Client.

Article 6. Confidentiality.

6.1. Terms and information, contained in the
present Agreement, as well as all the
correspondence, relating to its execution, are
considered as confidential by both Parties,
constituting, inter alia, a bank and commercial
secret, which the Parties have no right to
disclose to third parties without preliminary
written consent thereto of the other Party, only
in case and in the manner, as under the present
Agreement and the legislation of the Russian
Federation and provision of such kind of
information to independent audit
organizations on their demand in the process
of audit of accounting and financial
(accounting) reports; when it has been
disclosed to the third parties before it was
disclosed by the Parties.

Article 7. Mutual financial relations.

7.1. Tlopsimok ~ oriaTel, CTOMMOCTh pabOT W
yCIyr, OKa3biBaeMbIX bankoM KimeHTty 110

7.1. Manner of payment, price of works and
services, rendered by the Bank to the Client as
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HacToAIeEeMy COFHaHleHI/IIO, YCTaHAaBJIMBAOTCA

Tapudamu® u  HactosumM  CoralIeHHEM.
Pacuersl mpousBoadTca B pyOnsX IyTeMm
cnucanuss bankom  (0€3  JIOMOJHHUTENIbHBIX

pacniopspkeHuid KnuenTa) JeHEKHBIX CPEICTB C
pacueTHOro W/WnM WHBIX cyeToB Kimenra,
OTKpPBITBIX B baHKe, C KOTOPBIX TaKO€ CIHCAHUE
JIONYCKAETCS 3aKOHOAATENBCTBOM Poccuiickon
®denepaunu, NPEABAPUTEIIBHO IOJHOCTBIO 10
okazaHus yciuyr. Eciau geHexHble cpencTBa
cruchIBaroTCs co cuera Kinenra B HHOCTpaHHOM
BAIIOTE, a CyMmMMa, npuuuraromasics baHky B
cooTBeTcTBUM ¢ Tapudamu, BbIpakeHa B
pyOssix, bBaHK caMOCTOSITETbHO MPOU3BOAMT
KOHBEPCUIO YKa3aHHBIX CPEACTB IO Kypcy banka
Poccun Ha geHbp coBeplieHMsI oOnepanuu U
HaIlpaBjsieT NOJIYYCHHYIO CYMMY JUISl OILIAThI
ycayr banka.

7.2. B ciyyae, eciiu OCTaTOK JICHEKHBIX CPEJICTB
Ha PacyeTHOM W/WJIM WHBIX cueTax KimeHTa He
no3pojsier baHky B Cpok W B pa3Mmepe,
ONPEAECICHHBIX Cornamenuem u
JEHCTBYIOLIMMHU Tapudamu, MIPOU3BECTH
CIIMCaHUE IUIATHI 3a yciayru baHka, baHk nmeer
IIpaBO HE OKa3bIBaTh 3amnpaiirBaembie Kirentom
YCIYTH W/WIM TPUOCTAHOBUTH OOCTY>KUBaHUE
Knuenta no CucremMe 10 MOMEHTa IOJIHOM
OIIAaThI 3aJ0JKEHHOCTH Kmunentowm,
COOTBETCTBEHHO yBeoMHB 00 3ToM KinenTa He
MeHee 4yeM 3a 5 (math) PabGoumx nueil banka.
KnueHT oTkas3biBaeTcs OT JIIOOBIX MPETeH3MH K
banky 3a BO3HMKHOBEHHE B JTOM Cllydae
BO3MOXXHBIX  yOBITKOB, BKIIOYash peallbHbII
yiepd M YNYIIEHHYIO BBITOJY, CBS3aHHBIX C
3amepkkamMu B npoBeneHun — KimeHrom
oneparuii mo Cuery, cyeTy Jemo, cuery IO
BKJIaly (JIeNO3MTYy), OCYILECTBIEHUS HHBIX
JIEHCTBHI, CICIOK.

7.3.B  cnywae  pactopkeHuss  Kimenrom
CornamieHuss B OJHOCTOPOHHEM  TMOPSKE,
Knuent o6s3an He mo3aHee 3 (Tpex) Paboumx
JIHeW baHka OT aThl HaNMpPaBIEHUS YBEIOMIICHUS
0 pacTop>KeHun OIIaTUTh CTOUMOCTb
OKa3aHHBIX yCIYT.

7.4. KNMeHT HacTOSIIUM JIaeT coryacue (3apaHee
JAHHBIA aKIEeNT) Ha HCIOJIHEHHE (B TOM 4HCie

under the present Agreement, are set by the
Tariff$> and the present Agreement.
Settlements are conducted in rubles through
the direct debiting by the Bank (without
additional Client’s orders) of the funds from
the settlement and/or other accounts held by
the Client in the Bank, from which such
debiting is permitted by the legislation of the
Russian Federation, preliminarily in full prior
to the provision of services. If the funds are
debited from a foreign currency account of the
Client, and the amount due to the Bank, as in
compliance to the Tariffs, is expressed in
rubles, Bank individually converts the
specified funds at the exchange rate of the
Bank of Russia as at the day of the commission
of the operation and directs the received
amount for payment for the Bank’s services.
7.2. In case if the balance of funds in the
settlement and/or other accounts of the Client
does not allow the Bank, within the term and in
the amount set by the Agreement and the
effective Tariffs, to debit the amount of
payment for the services of the Bank, the Bank
shall have the right not to render the services
requested by the Client and/or suspend the
servicing of the Client in the System until the
full payment of the Client’s debt has been
made, correspondingly notifying the Client of
such at least 5 (five) Business Days of the
Bank in advance. The Client refuse to file any
claims with the Bank for the occurrence, in
such case, of possible losses, including real
damage and lost profits, related to the delays in
commissioning Client operations on the
Account, depot account, deposit account, or
other actions or transactions.

7.3. In case the Client terminates the
Agreement in a unilateral manner, Client shall
no later than 3 (three) Business Days of the
Bank from the date of the sending of the
notification about the termination, cover the
cost of rendered services.

7.4. Hereby the Client gives his consent (pre-
authorization) to the execution (including

2 Tapudbl He BKJIIOYAKOT PAcXojbl HA BBIE3J 3a TPeNEbl T. MOCKBBI K MECTY IPOBEIEHHS PaboT MO0 yCTAHOBKE U
OGCJ'IY)KI/IBE[HI/IIO CI/ICTCMLI, KOTOPLIC OILUTaYMBAKOTCA Kanentom JAONOJIHUTCJIIbHO Ha OCHOBAaHWU MPCACTABJICHHBIX
baHkoM MOKYMEHTOB, TOATBEPKIAIOMMX O3TH pacXoAbl W CHOUCHIBaIOTCS bankom co cuera Kimenrta 06e3
JIOIIOJIHATENBHBIX pactiopspkenuit Kiuenra. / Tariffs shall not include travel expenses outside Moscow to the place of
installation and maintenance of the System, which are to be additionally paid by the Client on the basis of support
documents provided by the Bank and shall be debited by the Bank from the Client's account without additional orders
from the Client.
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yacTuyHoe) bankoMm, B TMOJTHOW  Ccymme
IJIATEXKHBIX TpeOOBaHUI/MHKACCOBBIX
nopyyeHul baHka wWiM MHBIX JOKYMEHTOB,
YCTaHOBJIEHHBIX Bankxom Poccun, s
OCYLIECTBJIEHUS IpPaB, NMPEIyCMOTPEHHbIX 11.7.1
CornaimieHusi, B TEUYEHHE CpOKa JIEHCTBUS
CornameHus.

Cratbi 8. OTBeTcTBeHHOCTL CTOPOH.

8.1. 3a HeucnoJIHEHUWE W/WIM HEHaIexKallee
ucronuenue oo0sa3aressets 1o  CorialeHuro

CTOpOHbI HECYT OTBCTCTBCHHOCTH B
COOTBETCTBUU C 3aKOHOAATEIHCTBOM
Poccuiickoit ®enepanuu.

8.2. KinueHT  HeceT  OTBETCTBEHHOCTh  3a

COXPAaHHOCTh U IIEJIOCTHOCTH YCTaHOBJICHHOTO
IPOrpaMMHOTO o0ecrnieueHus, BKJIFOYAst
Cpeactpa 3aIUTHI uH(popMaluy, 3a
BBIMIOJIHEHHE TPeOOBaHWM K  AKCIUTyaTalllH
Cuctembl, wu3znoxkeHHbix B CoryameHud
JloxymeHTanuu, 3a HaAJexallee BbIIOJIHEHUE
YCIIOBHI Cornamenus, a  Takke  3a
HCII0JIb30BaHUE Kiroueit TOJIBKO
YnomHoMoueHHbIM TipeAcTaButenieM KimeHnrta,
YKa3aHHbIM B COOTBETCTBYIOIIMX JlaHHBIX O
Bnagensue ceptudukara kimroua mnposepku Ol
(ITpunosxxenue Ne5 x Cornarmienuto).

8.3. bBank  HeceT  OTBETCTBEHHOCTh  Tepen
Knuenrom B COOTBETCTBUU c
3aKoHomarenbCcTBOM Poccuiickont  denepanum,
MpU HAJTUYUK BUHBI 32 peajbHbINA yiiepO, HO He
3a yMyIIEHHYIO BBITOJY, C YY€TOM OTpaHUYCHUH,
npeaycMoTpenHbslx  1.8.4  Cormamenus, 3a
TOYHOE, CBOEBPEMEHHOE M TOJHOE UCIIOTHEHUE
nopyueHun u  uHCTpykumii Knmenra 1o
MPOBEACHUIO  OAHKOBCKUX,  JICTIOZUTapHBIX
omnepauuii, Mo COBEPUIEHUIO HMHBIX JEHCTBUH,
C/CJIOK, Ha OCHOBAaHMH HaJICkKAIIUM 00pa3oM
O(OPMIICHHBIX ¥ CBOEBPEMEHHO TEpeaHHBIX IO
Cucreme DneKTpOHHBIX TOKYMeHTOB KineHra.
8.4. baHk He HeceT OTBETCTBEHHOCTH:

- 3a MNOCJICACTBHA COBCPUHICHUA OHCpaHHﬁ,

WHBIX  JEUCTBUM, CHEIOK Ha OCHOBAaHUHU
HaJUIeKalUM oOpazom 0 OpMIIEHHOTO
Knuenrom DJIEKTPOHHOTO JIOKYMEHTA,

NPU3HAHHOIO BEPHBIM M NPHUHATOrO baHkoM K
UCIIOJTHEHUIO (JTH000M DNEeKTPOHHBIA JTOKYMEHT,
MO CAHHBIN Y0JIHOMOYEHHBIM
npencrasutesnieM KimeHTa B COOTBETCTBUH €
CornamienneM u 1noidy4yeHHbIH baHkoM 110
Cucreme, B m1000M cloy4ae IpU3HAETCS

partial execution) by the Bank of Bank’s
payment requests/collection orders or other
documents stipulated by the Bank of Russia, in
full, for the implementation of rights specified
in the p. 7.1 of the Agreement within the
validity period of the Agreement.

Article 8. Liability of the Parties.

8.1. The Parties shall be held liable for non-
performance and/or improper performance of
the duties under the Agreement, as in
compliance to the legislation of the Russian
Federation.

8.2. The Client shall be responsible for the
security and entirety of the installed software,
including the information security products,
for the observance of the requirements for the
operation of the System, specified in the
Agreement and the Documentation, for due
execution of the terms of the Agreement, as
well as for the use of Keys only by the
Authorized Representative of the Client
specified in the corresponding Information on
the ES Verification Key Certificate Holder
(Annex No. 5 to the Agreement).

8.3. The Bank shall be held liable before the
Client, as in compliance to the legislation of
the Russian Federation, in case of its fault for
real damage, but not for lost profits, in light of
the restrictions, as under Paragraph 8.4 of the
Agreement, for the exact, timely and full
execution of the orders and instructions
presented by the Client for the commission of
banking operations, custody transactions and
other actions or transactions on the basis of the
duly drawn up and timely transferred, within
the System, Electronic Documents of the
Client.

8.4. The Bank shall
following:

- for the consequences of operations, other
actions or transactions on the basis of a duly
drafted Electronic Document from the Client,
acknowledged as accurate and accepted by the
Bank for execution (any Electronic Document
signed by the Authorized Representative of
the Client in compliance to the Agreement and
received by the Bank through the System, is in
any case found as an Electronic Document
received from the Client, which excludes

not be liable for the
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OJIEKTPOHHBIM JIOKYMEHTOM, HCXOJAIIUM OT
Knuenra, yto He nomyckaer orka3 Kiuenra ot
TOTO, YTO TAaKOM JOKYMEHT HAIIpaBJeH C €ro
CTOPOHBI, HU MPU KaKUX 00CTOSATENIbCTBAX);

- 3a MOCJEACTBUSl COBEpUICHUS OIepalui,
WHBIX  JEMCTBUI, CHEIOK Ha OCHOBAaHHH
HaJUIeKaluM oOpa3om o OopMIIEHHOTO
Kinnentom DNEKTPOHHOTO JIOKYMEHTA,
MNOANMCAHHOTO  MPEXHUM Y TIOJTHOMOYEHHBIM
npencrasutesnieM KimeHta, 10 MONy4eHHs OT
Kinenra MMCbMa 00 aQHHYJINPOBAHUU
COOTBETCTBYIOLIEr0 KoMIuiekTa Kirouei;

- 3a 1ToclencTBus oOTKaza baHka B
coorBerctBuu ¢ mna. 432, 435 - 437
CornameHdss OT HpUeMa K  HUCIOJHEHUIO
DNEKTPOHHOTO JIOKYMEHTA, IIepelaHHOTO
KmuenTom o Cucreme;

- 32 MOCJIEICTBUS UCIO0JIb30BaHUsI CUCTEMBI,
yctaHoBieHHOW y KimeHTta, mocTOpoHHUMH, a
TaK)K€ HEYITOJITHOMOYEHHBIMH Ha 3TO JIMIIAMHU;

- 3a MOCJIEeACTBUS paszriiameHus Kiouentom
uHpopManuu o Topsake padboTel CHCTEMBI,
BKJIIOYAsl TOPSAJOK ucnoib3oBaHus Cpencts
3alIUThl HH)OpPMAIHH;

- 3a HapymeHue pabotel Cucremsl u
BO3HHUKHOBEHUE TPYIHOCTEH B OCYIIECTBICHUU
onepauui, WHBIX JEUCTBUM  IOCPEICTBOM
Cuctembl B pe3yabTaTe OMIMOOK U HETOUHOCTEH,
JonyueHHbIx Knuentom;

- 3a HapymeHue pabotel CHCTEMBI B
pe3ynbTaTe HeucnpaBHocTH CpenctB o0paboTKu
u XpaHeHUs uHpopmaruu Knuenra,
UCIIONBb3YEMBIX ISl 1ocTymna Kk Cucreme;

- 3a HapymeHue pabotel CHCTEMBI B
pe3ynbTaTe NeUCTBUHN TPETHUX JIMLI;

- 3a mociencTBus HapymeHus Kiamentom
TpeOOBaHUI ¥ TpaBWI, NPUBEIECHHBIX B
Cornamennu u JlokymeHTanuu;

- 3a MOCIICICTBHS HapyleHus
paboTOCTIOCOOHOCTH  TEIEKOMMYHUKAIIMOHHBIX
JIMHUM CBA3HU, ceTh «HTEpHETY;

- 3a yOwitkm KiwneHTa, BO3HHKIIHE
BCJIC/ICTBUE  HECBOEBPEMEHHOTO  COOOIICHHUS

banky o Komnpomeranun kirouei;

- 3a YyOBITKM, BO3HHUKIINE B pe3yJbTare
yTpaThl (mopuw, repeaayy, yTepPH,
pasrnamenn) KIMeHTOM INpUMEHsSEMBIX B
Cucreme napoJeu, Kunrouei,
KondpunenmmansHoit ~ undopmanuu  w/uim
MIPOrpaMMHOTO 00eCTICUeHNS;

- 3a yOBITKM, BO3HHUKIINE B pe3yJbTare
ucnonb3oBaHuss CHcTeMbl B HapyIIEHUE KaKHX-
1160 TpeOOoBaHMIA 3aKOHOJIATEIbCTBA

Client’s refusal from the fact that such
document was sent on its behalf, under any
circumstances);

- for the consequences of operations, other
actions or transactions on the basis of a duly
drafted Electronic Document from the Client,
signed by the former  Authorized
Representative of the Client, until the date of
receipt of a letter on cancellation of the
respective Key set from the Client;

- for the consequences of the Bank’s refusal,
in compliance to Paragraphs 4.3.2, 4.35 -
4.3.7 of the Agreement, to accept for
execution an Electronic document, transferred
by the Client via the System;

- for the consequences of use of the System,
installed for the Client, by third parties, as
well as by persons not authorized for such use;
- for the consequences of the disclosure by the
Client of the information on the procedure of
operation of the System, including the
procedure for the use of information security
products;

- for the malfunction of the System and
occurrence of difficulties in the commission of
operations in the System as a result of errors
inaccuracies, admitted by the Client;

- for the malfunction of the System as a result
of an error in the products designed for
processing and storage of information of the
Client, used to access the System;

- for the malfunction of the System as a result
of actions of third parties;

- for the consequences of Client’s violation of
rules and requirements, as presented in the
Agreement and the Documentation;

- for the consequences of malfunctions in the
telecommunication lines and the Internet;

- for the losses sustained by the Client, arising
as a result of untimely message to the Bank
bout the Key compromise;

- for the losses, arising a result of loss
(damage, transfer, loss, disclosure) by the
Client of the passwords used in the System,
Keys, Confidential Information and/or
software;

- for the losses, arising as a result of the use of
the System in violation of any requirements of
the legislation of the Russian Federation,
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Poccuiickoit  ®enepaunu, MNPUMEHUMOIO K
nesreiabHocTH Kimmenra.

Cratbs 9. [Topsaaok paspeuieHus CnopoBs.

9.1. CTopoHBI IPUMYT BCE MEPHI K Pa3peLICHUIO
BCEX CIOPOB W Ppa3HOINIACUHM, CBSA3aHHBIX C
tonkoBanueM CropoHamu CorjameHuss U €ro
BBINIOJIHEHHEM ITyTEM I1€PETOBOPOB.

9.2. B cnywae, ecnu CTOpoHBI HEe NPUAYT K
B3aUMOIIPHEMIIEMOMY PELICHUIO nyTem
IIEPETOBOPOB, Cropona, NpeAbsBUBILAS
OpeTeH3Ul0, OQUIMAIbHO Bpy4yaeT Jpyrou
CropoHe yBenomiieHME O  MPETEH3UU B
NUCbMEHHOM BHJI€ Ha OYMaXHOM HOCHUTEIE.
CropoHna, mosyuuBIasi yBeIOMJIEHUE, IPOBOJUT
paccienoBaHue 1o (pakTy MpPeTeH3UH B T€UECHUE
7 (cemMu) KaJ€HAApPHBIX JHEH OT  JIaThl
HOJY4YEeHUs  YBEJIOMJICHHS, [0  MCTEUYEHUH
KOTOpBIX Ha OyMa)XHOM HOCHUTEJE YBEIOMIISIET
h119)%8% ) Cropony 0 pe3yibTarax
pacciieZJoBaHuUs.

9.3. B ciiyuae, eciiu pe3ynbTaThl pacciel0BaHus
He ynoBIETBOPSIOT CTOPOHY, NPEAbSBUBLIYIO
NpPETeH3UI0, MO0 €CIM Takoe yBEJOMJICHHE He
MOJIYYeHO CropoHo#, MpeabsIBUBIIICH
IIPETEH3HIO, Croponsl ¢dbopmupyrOT
TEXHUYECKYI0O  KOMHUCCHIO  Juisi  pa3bopa
KOH(QUIMKTHOW  cHUTyauuu B  TeueHue 15
(mATHagUATH) KaJIeHJApHBIX JHEH C MOMEHTa
UCTEUEHUs1 CpOKa, YyKazaHHOro B 1. 9.2
Cornamenus. Ilenbto  paboTBl  KOMHCCUH
SBIISIETCS  YCTAHOBJICHHE IPABOMEPHOCTH U
obocHoBaHHOCTH TipeTeH3uu. [lopsimok pazbopa
KOH(JIMKTHOU CUTYaIllH IpUBEACH B
[Tpunoxennn Ne3 x Cornamenuto. B cocras
KOMHCCUHU BKJIIOYAIOTCSI B PaBHOM KOJMYECTBE
npencraButenn  baHka M mpeacTaBUTENTH

Knnenra, a TaKxe MPEACTaBUTEIHN
opranuzanuu—paspadorunka CucremMbl #, B
ciyyae HEOOXOIUMOCTH, HE3aBUCHUMBIE

skcriepThl. COCTaB KOMHUCCHUHM COTJIACOBBIBAETCS
Croponamu B  akre. Mx  momHOMOuHs
NOATBEPXKJIAIOTCA  JoBepeHHocTsMH.  Cpok
JIeCTBUS KOMHUCCHU COCTaBisieT He Ooiee 14
(ueThIpHAILIATH) KAJIEHJAPHBIX THEH.

9.4. PaboTa KOMUCCHH MTPOXOAUT HA TEPPUTOPHU
banka.

9.5. B ciyuae orcyrctBus y onHoil u3 CTopoH
KaKuX-TM00  MaTepuajoB, TpeOyeMbIX IS
YCTAHOBJICHHS IPaBOMEPHOCTH "

applicable to the operations of the Client.

Article 9. Settlement of disputes.

9.1. The Parties shall undertake all the
possible measures for the resolution of all the
disputes and disagreements, relating to the
interpretation, by the Parties, of the
Agreement and its execution, through
negotiations.

9.2. In case if Parties will fail to reach a
mutually  beneficial ~ solution  through
negotiations, Party, which has filed the claim,
will officially present the other Party with a
notification on the claim submitted in writing
on paper. Party that received the notification
shall conduct an investigation on the fact of
the claim, within a period of 7 (seven)
calendar days from the date of reception of the
notification, upon the expiry of which it shall
notify the other Party, on paper, about the
results of the investigation.

9.3. If the results of the investigation will not
satisfy the Party which has filed the claim, or
if such notification was not received by the
Party, which filed the claim, Parties shall
organize a technical committee for the for the
resolution of the conflict situation, within a
period of 15 (fifteen) calendar days from the
moment of the expiration of the term specified
in Paragraph 9.2. of the Agreement. Work
objective of the committee is the
establishment of legitimacy and justification
of the claim. Procedure for the resolution of
the conflict situation is shown in Annex No. 3
to the Agreement. The committee shall
include, equally, the representatives of the
Bank and the representatives of the Client, as
well as representatives of the System
developer company, and if such is required,
independent experts. Composition of the
committee is agreed by the Parties with an
Act. Their authorities are substantiated by
power of attorneys. Validity period of the
committee constitutes a maximum of 14
(fourteen) calendar days.

9.4. Work of the committee takes place on the
territory of the Bank.

9.5. In case one of the Parties lacks any
materials, required for the establishment of
legality and justification of the claim (list of
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000CHOBaHHOCTH MIPETCH3UH (mepeuenpb
MarepuainioB mnpuBeneH B [lpunoxenun Ne3 k
CornanieHuo), Crop peuaercs B mojib3y Apyrou
CTOpOHBL.

9.6. PesynbTaT paboThl KOMHCCHH O(GOPMIIICTCS
aKTOM, B KOTOPOM OIPEIEISIOTCS MOCIEAYIOIINE
nerictBust CTOpOH.

9.7. B cnyuae, ecinu TeXHHYECKass KOMHUCCHUS HE
OyIer co3laHa B CpPOKH, NPEIyCMOTPEHHBIE
CornamenneMm, aubo, ecaun B Teuenne 14
(ueThIpHA/LIATH) KaJCHJIAPHBIX JHEH C MOMEHTa
CO3/IaHUS TEXHUYECKOW KOMHUCCHH, €€ padoTa He
nacT pesyibTara, nubo, eciu CTOpOHBI HE
OPUAYT K B3aUMOIPUEMIIEMOMY PEIICHUIO, CIIOP
nepesaeTcsl Ha paccMOTpeHHue B ApOUTpaskKHBIH
cyn Tr. MOCKBBI B  COOTBETCTBUH  C
3aKoHOJaTeNbCcTBOM Poccuiickon denepanum.

9.8. CTOpOoHBI MNPU3HAIOT, YTO OJIEKTPOHHBIE
JIOKYMEHTBI, HamnpasiieHHble CTopoHamu JIpyr
npyry o Cucreme wnu xpassiuecs: B banke B
cootBercTBUM ¢ CorimameHmeM, a Takxke
COOTBETCTBYIOIIIUE  IMPOTOKOJBI  IOYTOBBIX
cepBepoB u(WIM) CBeACHHWS W3 0a3 JaHHBIX,
POTOKOJIMPYIOIINX OTIIPAaBKY KaXJI0TO
YBEIIOMJICHHS c ero coJiepKaHuEM,
chopMUpOBaHHbIE HAa OYMaXHBIX HOCHTEIsX,
IIOAIMMCAaHHBIC YIIOJIHOMOYCHHBIM  JIMIIOM u
CKpEIUICHHbIE TeYaThl0, 3aluCh Tele(POHHBIX

pasroBopoB Mexnay CTopoHamH — SIBISFOTCS
JIOCTaTOYHBIM JI0Ka3aTesIbCTBOM
COOTBETCTBYyIOIIEro (akta U MOTYT OBIThH
NPEACTABICHBl B  KA4eCTBE  HAJUIEIKAILIErO

JIOKa3aTelibcTBa B Cy/ B CIy4ae PacCMOTPEHUS
CIIOpa, BO3HUKILETO B pe3yibTaTe MPUMEHEHUs
CucreMsl, a Takke IPU paCCMOTPEHUH CIIOPOB B
IOCyeOHOM TOpSAKE B COOTBETCTBHH  C
Coranieauem.

Cratbi 10. Cpok neiicreus CorJamieHus.

10.1. CoryameHne BCTynaeT B CHJIy ¢ MOMEHTA
nonanucanus JloroBopa o6 ucnonszoBanuu 5O
YIOJTHOMOYEHHBIMU TMpeacTaBUTENIMH CTOPOH.

10.2. Cornamenue AEUCTBYET A0 MOMEHTa
npekpaiieHus oos3arenscTs o Bcem JIBC.

10.3. baHk BIpaBe OTKa3aTbCs OT HCIOJHEHUS
Hactosmiero  CoriamieHuss  IOJHOCThIO B
OJIHOCTOPOHHEM TIOPSIIKE, MUChbMEHHO YBEIOMUB
00 srom Knuenra, B city4ae, eciu 1o UCTCUSHUN
6 (mectd) MeCAIEeB C JaThl  3aKIIOYEHUS
Cornamenust bankom ot Knnenra nocpencrsom

materials in presented in Annex No. 3 to the
Agreement), the dispute shall be resolved in
favor of the other Party.

9.6. The result of the work conducted by the
committee is documented by a report, which
defines the follow-up actions of the Parties.
9.7. If the technical committee will not
established within the terms, as defined by the
Agreement, or if during 14 (fourteen) calendar
days from the moment of the establishment of
the technical committee its operations will not
provide any results, or, if the Parties fail to
reach a mutually acceptable solution, the
dispute shall be transferred for consideration
by the Arbitration court of Moscow as in
compliance to the legislation of the Russian
Federation.

9.8. The Parties acknowledge that the
Electronic documents, directed by the Parties
to each other through the System or the ones
stored in the Bank in compliance to the
Agreement, as well as the corresponding
protocols of mail servers and (or) information
from the databases recording the sending of
each notification with its content on paper
signed by the authorized person and sealed,
records of telephone conversations between
the Parties shall be sufficient evidence of the
respective fact and may be presented as an
adequate evidence before the court, in case of
the consideration of the dispute, arising as a
result of the application of the System, as well
as during the consideration of disputes in a
pre-trial proceedings as in compliance with the
Agreement.

Article 10.
Agreement.

Validity period of the

10.1. The Agreement shall enter into force
from the moment of the Contract on the Use
of RBS signing by the authorized
representatives of the Parties.

10.2. The Agreement shall remain valid until
the end of the obligations under all BAAs.
10.3. The Bank shall have the right to fully
repudiate this Agreement unilaterally upon a
written notice to the Client, if following six
(6) months after the date of signing of the
Agreement by the Bank no Electronic
Document has been received from the Client

34




35

CucreMbl B Te4YeHHE YKa3aHHOTO BPEMEHH He
Oyner mosiydeH OJIEKTPOHHBIM JOKYMEHT B
coorBerctBuM ¢ 1.3.5 CornameHuss WiH B
TE€YEHHE YyKa3aHHOro BpeMeHu KimeHT He
yCTaHaBIMBAJA 3alUIICHHOE COEJIUHEHUE C
bankoMm mnsi mpuemMa W OTHPABKU  JTFOOBIX
DNEKTPOHHBIX JOKYMEHTOB.

10.4. Cornamenne MOXET OBITH PACTOPTHYTO IO
NUCbMEHHOMY 3asiBIeHHI0 onHOM u3 CTopoH
(OOHOCTOpPOHHMM ~ OTKa3  OT  MCIIOJHEHHUS
CornanieHus MoJHOCTbIO).

B cnyuae pactopxkenuss CornaiieHust 10
unumatuse banka, bank yBegomisier 06 3ToM
KinenTa He no3nHee, ueM 3a 14 (yeTblpHaLATh)
KaJICHAApHBIX JHEH 0 AAaThl pACTOPKECHHUS.

B cnyuae pactopxenuss CornamieHust 1o
nHuuuatuBe Knuenrta, KimeHT B nucbMeHHOM
dbopMe Ha OyMaKHOM HOCHUTENE YBEAOMIISIET 00
sToM bank He mo3aHee, yem 3a 3 (Tpu) Pabounx
nHs banka 10 1aTel pacTOp)KEHUS.

Pacropxenune CornameHuss A0 HCTEUYEHUS
CpoKa ero aeicTus He ocBOOOXkaeT CTOPOHBI
oT BBITIOJTHEHU S 0053aTeNbCTB,
npeaycMoTperHbix  CornameHueM W HE
UCIIOTHEHHBIX JI0 JIaThl €r0 PacTOP>KEHUs, U He
mumaer CtopoHy, ybM mpaBa no CoryiameHuro
HapylIeHbl B  pe3ylbTaTe  HEBBLITIOJHEHUS
oOs3arenscTB  Apyroil CropoHol, TpeboBaTh
3alllUThl  CBOMX IIpaB B COOTBETCTBUU C
3aKoHOAaTenbCcTBOM Poccuiickont Penepanuu u
CornaiieHuem.

Crartbs 11. O0cTOSTEILCTBA HENPEO10JIUMON
CHJIBL.

11.1. Croposnsl OCBOOOXKIAIOTCSA oT
OTBETCTBEHHOCTH 32 HEHCIIOJIHEHHE W/WJIH
HEHaJIeKaIlee HMCIOJHEHUE 00s3aTeIhCTB 110
CornaimieHuro, €clIM TakO€ HEUCIIOJIHEHHE
SIBUJIOCH pe3yapTaToM JIEUCTBUI AN
00CTOSITENNECTB HEMPEOJOTUMON CHIIBI (faree -
dopc-Maxop), TO €CTh UYPE3BBIYAHHBIX U
HEMpEAOTBPATUMBIX TpPH JaHHBIX YCJIOBHSX
00CTOSITETHCTB.

11.2. Tloxg TepmMuHOM PoOpc-MakOp NOHUMAIOTCA
HaBOJHEHHWE, TOXKap, 3EeMJIETPSICEHUE, yparaH,
B3pPbIB, OCEJIaHWE IIOYBBI, SMUAEMHUU U HHBIE
MoJ00HBIE SBJICHUS, a TakKe BOWHA WIH
BOEHHBIE JICHCTBUSI B MECTE HaxoXJeHus banka
nin  Krnumenrta, 3a0acTOBKM B OTpaciu WIH
peruoHe, MpUHATHE OPraHOM 3aKOHOIATEIIbHOM,
WCIIOJTHUTEIIbHOW WM CyleOHOW BJIAcTH aKTa,
MOBJICKIIME 32  co00M  HEBO3MOXKHOCTH
Ha/JIeXKAILEro UCTIOJTHEHUS Cornanienus

in accordance with Paragraph 3.5 of the
Agreement or if the Client has failed to
establish, during said period, a secured
connection with the Bank for reception and
transmission of any Electronic Documents.

10.4. The Agreement may be terminated under
the written application of one of the Parties (a
unilateral repudiation of the Agreement in its
entirety).

In case of the Agreement termination at the
Bank’s initiative, the Bank shall notify the
Client thereof no later than 14 (fourteen)
calendar days prior to the date of termination.
In case of the Agreement termination at the
Client’s initiative, the Client shall notify the
Bank thereof no later than 3 (three) Bank’s
Business Days prior to the date of termination
in writing on paper.

Termination of the Agreement prior to the end
of its validity does not free the Parties from
the execution of the obligations, as under the
Agreement and which were left un-executed
before the date of its termination, and does not
deprive the Party, whose rights under the
Agreement have been violated as a result of
the non-execution of the obligations by the
other Party, of the right to demand protection
of its rights as in compliance to the legislation
of the Russian Federation and the Agreement.

Article 11. Force Majeure.

11.1. The Parties shall be freed from liability
for  non-performance and/or  improper
performance of the obligations under the
Agreement, if such non-performance was a
result of the actions or effect of force majeure
(hereinafter the Force Majeure), i.e.
extraordinary and unavoidable, in the given
conditions, circumstances.

11.2. Force Majeure is understood as a flood,
fire, earthquake, hurricane, explosion, soil
shrinkage, epidemic and other similar
occurrences, as well as war or military actions
at the location of the Bank or the Client,
strikes in the industry or the region, adoption
of an act by the authority of legislative,
enforcement or judicial power entailing the
impossibility of execution of the Agreement
by the Parties.
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CropoHamu.

11.3. Cropona, a8 KOTOpOM  BO3HMKIH
00CTOATENILCTBA HEMPEOJOIMMON CHIIbI, 00s13aHa
B TeueHue 7 (cemmu) Paboumx nmHEW OT 1atrhl
BO3HUKHOBeHUs1  dopc-maxkopa  yBEIOMUTH
apyryto  CTOpOHY O HacTyIUIEHHH TaKuX
00CTOATEINBCTB, c IPUIIOKEHUEM
COOTBETCTBYIOLINX JI0Ka3aTesbCTB.
Jloka3arenbcTBOM dopc-maxkopa MOXeET
CIIy’)KUTh ounmanbHeINA JOKYMEHT
KOMIIETEHTHOH OpraHu3aluy, MoATBEPKIA0IUI
daxt HACTYIUICHHS 00CTOSTENILCTB
HENpPeoJOIMMON CUJIBI.

11.4. B cnyyae HacTymieHHs OOCTOSITEIHCTB
HENpeoJOIMMON  CHJIBl  CPOK  BBIINOJIHEHUS
Croponamu o6s3arensctB 1o CornamieHuro
HEPEHOCUTCSI COPa3MEPHO BPEMEHH, B TEUEHHE
KOTOPOTO JEHCTBYIOT Takue OOCTOSITEIbCTBA M
ux nocneacteus. [locne npekpaiienus aelcTBUsL
dopc-maxkopa 00s13aTeNbCTBA Cropon
BO300HOBJISIOTCSL.

Crarbs 12. 3aKJII0YHTEIbHbIE MOJ0KEeHNS.

12.1. Hacrosimee CornamieHue — siBisercs
TUnoBeIM.  Jlna  3axmoueHus — CornameHus
Knuent mnpepocraBisier B bank [loroBop 06
ucnonb3oBanun  JIbO (mo ¢opme banka),
KOTOpBIM  3amojHseTCs, MOANUCHIBACTCS U
pefocTaBisieTcss B baHK B IByX JK3eMIULIpax.
CornamieHue COCTaBI€HO Ha PYCCKOM U
aHIVIMKCKOM s3bIKax. B ciy4yae mpoTuBOpednii
Mexay BepcusMu CoralieHuss Ha pycCKOM U
AQHTJTIMICKOM SI3BIKE, NMPEUMYIIECTBEHHYIO CHITY
umeeT Bepcusi CornamieHust Ha pycCKOM SI3bIKE.
12.2. Ecin otnensHOe nosoxkeHue CormnamieHus
TepsieT CWJIy WJIM CTaHOBUTCS HEHCIIOJHHUMBIM,
9TO HE IPUBOJIUT K HEAEUCTBUTEIBHOCTU APYTUX
€ro IMOJIOKEHUH.

12.3. C patel 3akmoueHus CoryameHus Bed
nepernucka W JIOTOBOPEHHOCTH  MEXIY
Croponamu, kacaromuecs ycyioBuii CornamieHus
U TPEIIECTBYIOIIME €r0 3aKJIIOUEHUI0, TePSIOT
CUILy.

12.4. Bes mepenucka B paMKax MCIOJHEHUS
Cornamenust ocymectsisercss CTOpoHaMu Ha

PYCCKOM/aHTJIMICKOM/UCTIAHCKOM ~ SI3bIKE |
MOKET OBITh  OCYIIECTBIIEHA IMOCPEICTBOM
CucreMsl.

12.5. bank BnpaBe B OJHOCTOPOHHEM MOPSIKE
BHOCHUTb U3MCHCHUSA B CornameHHe, YBECAOMUB
00 3TOM BCeX JHI, NPUCOENUHUBIIUXCA K

11.3. The Party, who is faced with the Force
Majeure, shall within a period of 7 (seven)
Business Days from the date of occurrence of
the Force Majeure, inform the other Party
about the occurrence of such circumstances,
with an annex of the corresponding evidence.
Evidence of Force Majeure can be an official
document from a competent organization,
confirming the fact of occurrence of the Force
Majeure circumstances.

11.4. In case of occurrence of the Force
Majeure circumstances the term for the
execution of the obligations by the Parties as
under the Agreement shall be transferred
commensurate to the time, during which such
circumstances and their consequences take
effect. After the end of the Force Majeure the
obligations of the Parties resume.

Article 12. Final Provisions.

12.1. This Agreement is a standard agreement.
For the purposes of entering into the
Agreement, the Client shall submit to the
Bank the Contract on the Use of RBS (in the
format of the Bank), which shall be filled out,
signed, and submitted to the Bank in
duplicate. The Agreement is executed in
Russian and English. In the event of a conflict
between the Russian and English versions of
the Agreement, the Russian version of the
Agreement shall prevail.

12.2. If a separate provision of the Agreement
becomes invalid or unenforceable, this shall
not invalidate other provisions of the
Agreement.

12.3. From the date of the Agreement, all the
correspondence and arrangements between the
Parties concerning the terms and conditions of
the Agreement before the above date shall
become null and void.

12.4. All the correspondence within the
framework of the execution of the Agreement
shall be carried out by the Parties in
Russian/English/Spanish and may be carried
out through the System.

12.5. The Bank may unilaterally amend the
Agreement upon notification of all the persons
who have joined the Agreement no later than
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Cornamenuro, He mo3nHee yeM 3a 10 (mecsarp)
KaJICHJApHBIX JHEW 110 BCTYIUICHUS B CHIY
YKa3aHHBIX  W3MEHCHUH. VkazaHueli B
HACTOSIIIEM ITYHKTE€ CPOK YBEIOMJICHUS MOKET
ObITh yMeHbIIIEH BaHKOM B ciiydae BHECEHUS
m3MeHeHuii B CorjameHue B CBA3H  C
W3MEHEHHEM 3aKoHojarenabcTBa Poccuiickoi
®denepauuu.

B cnydae wu3sMeHEHHs 3aKOHOJATEIIbCTBA
Poccuiickoit  ®epepauun  CornamieHue, 10
MOMEHTAa €r0 M3MEHEHHs baHKOM NpuMeHseTcs
B 4YacTH, HE MPOTUBOpeHYalell TpeOboBaHUIM
3aKoHoJaTenbcTBa Poccuiickoit denepannm.
12.6. bank ¢ nenpio o3HakomiieHus KimeHToB ¢
CornanienueM nyoIuKyeT ero Ha opuIMaIbHOM
caiite banka B cetu «MHTEepHET» MO anpecy:
www.evrofinance.ru.

bank YBEAOMIISIET BCEX JIUIIL,
npucoenuuuBIuxcss Kk CorJaiieHuro, 0
BHECCHHU B  HEro H3MCHEHHHU yTeM

nyonuKanuu  MHGOPMALMOHHOTO MHCbMa, a
TaKXKE€  IIOJHOTO TEKCTa MW3MEHEHUH  Ha
odpunmansHoM caiite banka B cetn «HTEpHET»
1o ajpecy: www.evrofinance.ru.
JlomonHUTENbHO K  YKa3aHHOMY  CIIOCOOY
yBeoMJIeHHs baHK 10 CBOEMY YCMOTPEHUIO

MOKET UCII0JIb30BATh VHBIE CHoco0bl
uHpopmupoBanus Kimenra.
MowmenTtom  nyOnukanun — CorunamieHus,

TapudoB u wuHOpManuu AJI1 O3HAKOMIICHUS
KineHToB, a Takke MOMEHTOM O3HAaKOMJICHUS
Knuenta ¢ onybnukoBanHbiMU CoTJalieHueM,
Tapudamu u uHbopmManment s 03HAKOMIICHUS
KnuentoB cuumtaercs MOMEHT HX TIEPBOTO
pa3Mmerienuss Ha odunuaibHOM caiite banka B
ceTn «HTepHeT» o azpecy:
www.evrofinance.ru.

12.7. [elictBue H3MEHEHUH,

BHECCHHBIX B

CornamieHue, W  BCTYNMBIIUX B  CHIY,
pacrpocTpaHsieTcs Ha BCEX JIMII,
IPUCOCTUHUBIIIUX CSI K CornaieHuto,
HE3aBUCUMO oT aThbl IMPHUCOCAUHCHHA K

Cornamenuro (naTel 3akmtoueHus: JloroBopa 06
ucnonp3oBanuu [IbO). B cmydae Hecormacus ¢
W3MEHEHUsIMA, BHOCMMbIMU B CorjiamieHue,
Kinnenr BopaBe pactopryte CornamieHue B
OJIHOCTOPOHHEM MOPSJIKE 10 BCTYIUIEHUS TaKHX
W3MEHEHUH B CHIIY B TIOPSI/IKE, YCTAHOBJIEHHOM B
1.10.4 Cornamenusi.

12.8. B cnydae, ecnum 10 BCTYIUICHHS B CHUIY
OImyOJIMKOBaHHBIX bBaHKOM W3MEHEHUH W/Win
JOMOIHEeHNY, BHeceHHBIX B  CorameHue,
Cornamienne He  pacTtoprHyto, CTOpoHBI

10 (ten) calendar days before the amendment
effective date. The notification period
specified herein may be reduced by the Bank
in the event of amendments to the Agreement
due to changes in the laws of the Russian
Federation.

In the event of changes in the laws of the
Russian Federation, the Agreement shall apply
to the extent it does not contradict the laws of
the Russian Federation until amended by the
Bank.

12.6. To make the Agreement available to the
Clients for review, the Bank shall publish it on
the Bank’s official website in the Internet at:
www.evrofinance.ru.

The Bank shall notify all the persons who
have joined the Agreement of any
amendments hereto by publishing an
information letter, as well as the full text of
the amendments on the official website of the
Bank in the Internet at: www.evrofinance.ru.
In addition to the above notification method,
the Bank may, at its own discretion, use other
ways to inform the Client.

The moment of publishing the Agreement,
Tariffs, and information for the Clients’
reference, as well as the moment of the
Client’s review of the Agreement, Tariffs, and
information for the Clients’ reference shall be
deemed the time when they are first posted on
the Bank’s official website in the Internet at:
www.evrofinance.ru.

12.7. Effective amendments to the Agreement
shall apply to all the persons who have joined
the Agreement, regardless of the date when
they joined the Agreement (date of the
Contract on the Use of RBS). In case the
Client disagrees with the amendments to the
Agreement, the Client may terminate the
Agreement unilaterally before such changes
take effect in the accordance with the
procedure established by p. 10.4 of the
Agreement.

12.8. If the Agreement is not terminated
before the effective date of the amendments
and/or supplements to the Agreement
published by the Bank, the Parties shall deem
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MPU3HAIOT, YTO YKa3aHHbIE W3MEHEHUS W/WIH
JIOIIOJTHCHUS B Cornaiienue TIPUHSTHI
Kanentom.

12.9. bank He HeCeT OTBETCTBEHHOCTH, €CJIU
nHpopmarys 006 U3MEHEHUN W/WUJIU JTOTIOJTHCHUH
Cornamenus, onyOJUKOBaHHAs B MOPAIKE U B
CpoKH, ycraHOBJIeHHBbIe CorameHuem, He Obuta
NOJy4YeHa W/WIM W3Yy4YeHAa W/WIM TPaBHIBHO
ncroyikoBana KiaueHTtom.

12.10. Cnucok IlpuiioxeHuil, SABISIOMIMXCS
HEOTheMJIeMON YacThio CorjanieHus:

- [Ipunoxxenne Nel «TpebGoBaHus K ammapaTHO-
MIPOTPaMMHBIM CPEJICTBAMY.

- [Ipunoxenue Ne2 «Crioco0On1 JIOCTaBKU
UHPOpPMALIAN.

- [Ipunoxxenne  Ne3  «llopsmok  pasbopa
KOH()JTMKTHBIX CHTYaIHD.

- Ilpunoxenue Ned  «TpebGoBanust MO

UH(POPMALIMOHHON OE30MTaCHOCTH.
- Ilpunoxenune NoS5 «Jlannbie o Branenbie
cepTuduKaTa Kiro4a mposepku I11».
- [Ipunoxxenne Ne6 «AKT IpU3HAHUS OTKPBITOTO
KJroya (ceptudukara) Juist oOMeHa
COOOLIEHUAMM).

such amendments and/or supplements to the
Agreement accepted by the Client.

12.9. The Bank shall not be liable if the
information on the amendments and/or
supplements to the Agreement published in
the manner and within the period established
by the Agreement has not been received
and/or studied and/or correctly interpreted by
the Client.

12.10. List of Annexes, constituting an
integral part of the Agreement:

- Annex No. 1 «Requirements to hardware and
softwarey.

- Annex No. 2 «Means for the delivery of
informationy.

- Annex No. 3 «Procedure for the resolution of
conflict situationsy.

- Annex No. 4 «Information safety
requirements.
- Annex No. 5 «Information on the ES

Verification Key Certificate Holder ».
- Annex No. 6 «Act of acknowledgement of the
public key (certificate) for message exchange».
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Hpunioxenne Nel

Kk CorJiameHunio 00 UCMOJIb30BAHUHU IJTEKTPOHHOM
CHCTEMbI JUCTAHIMOHHOI0 0AHKOBCKOI'0
00CJIyKUBAHMS

No oT « » 20 1.

TPEBOBAHMUS K AIIITAPATHO-
MNPOI'PAMMHBIM CPEACTBAM

1. Onepanuonnas cucrema Windows 7 u
BBIILIC.

2. bpayzep Internet Explorer Bepcun 9.0
WJIN BBIIIE (TOJIBKO JUIS YCTAaHOBKH paboOdero
Mmecta Knuenra mnoacucrtemsl «HTepHET
KieHT-6aHK»).

3. Hanuumne moJkIIF0O4€HHOTO CETEBOr0 WIIU
JIOKaJIbHOTO IIPUHTEPA.

4. Hannume noaxiroueHus kK cetu Internet.
5. Microsoft Word Bepcuu He Hike 97 nnum
OpenOffice Bepcuu e Hiwke 2.3.0.

6. ITepen YCTaHOBKOM CUCTEMBI
HEOOXOIMMO YCTAaHOBUTH MPOrPAMMHOE
obecrieueHue Cpencrna 3aLUTHI
uH(pOpMaLIUH.

7. Tlpu  oOmene  wuHpoOpMarmed ¢
Oyxranrepckumu cucreMamu (manee - bBC)
«1C», «Ilapyc», BOCT-4 u ¢ npyrumu bC, B
KOTOPBIX ~ €CTh  BO3MOYKHOCTH  OKCIIOPTA
JIOKYMEHTOB B TEKCTOBBIi dbopwmar,
HEOoO0XO0aMMO, 4YTOOBI (opMaT JaT M YHCel
UMIIOPTUPYEMBIX ITOKYMEHTOB COOTBETCTBOBAJI
dopmaraM JaT W YHCEN, 3aJaBaeMbIX B
PErHOHAJbHBIX ~ HACTPOMKAX  ONepaloOHHOM
CHCTEMBI KOMIIBIOTEPA.

8. B pEruoHaIbHbBIX HAaCTpOMKax
OTIEPAIIMOHHONM  CHUCTEMBI  KOMIIBIOTEpA
dopMaT naT JIOJDKEH HCIIOJIB30BAaThCA
JAMMITIT.

9. B pEruoHaIbHbBIX HAaCTpOMKax
OTICPAIIMOHHONW CHUCTEMBbI KOMIIBIOTEpA B
KaueCTBE JCCATUYHOTO pa3JeiaUTeNsl YUCE
U CyMM JOJDKHA HCIIOJIb30BaThCA TOYKA
(«.»).

10. ODBC-npaiiBep MS Access (TOIBKO st
ycTaHoBKH ~ pabouyero  mecra  Kimenra
noacuctemsl «KimeHT-0aHKy).

Annex No. 1
To the Agreement on the use of an electronic system
for remote banking services

No. dated 20

REQUIREMENTS FOR THE SOFTWARE
AND HARDWARE.

1. Operating system Windows 7 or higher.

2. Browser Internet Explorer v. 9.0 or
higher (only for installation of the Internet
Client-Bank subsystem on the Client’s
workstation).

3. Availability of connected network or
local printer.

4. Internet connection.

5. Microsoft Word 97 or higher, or
OpenOffice 2.3.0 or higher.

6. The Information Security Products
software must be installed before installing
the System.

7. When exchanging information with
accounting systems (ASs) "1C", "Parus",
BEST-4, and with other ASs, in which it is
possible to export documents in text format,
the format of dates and numbers of
imported documents must coincide with the
formats of dates and numbers set in the
regional settings of the computer operating
system.

8. The date format in the regional settings
of the computer operating system must be
DD.MM.YYYY.

9. In the regional settings of the computer
operating system, a dot (.) must be used as a
decimal separator in numbers and sums.

10. ODBC-driver MS Access (only for
installation of the Client-Bank subsystem
on the Client’s workstation).

39




40

Ipniaoxenue Ne2

Kk CoryameHuio 06 UCMOJb30BAHUH
3J1eKTPOHHOI CHCTEMBI JUCTAHIMOHHOT0
0aHKOBCKOT0 00CIYKUBAHUS

Ne oT

« » 20 1.

CIIOCOBbBI JOCTABKH HHOOPMALIMHN

1. Padora OCYLIeCTBJIACTCH yepes
BbIJICJICHHOE NMOAKJIIOYCHHE K CBOEMY
nposaiiaepy yciayr cetu «MHTEpHET» — CHOCOO
A0CTABKHM MHGOPMAIINH HA PYCCKOM fI3BIKe.

ITapaMeTpsl MOIKIIOYEHHS B CIIydae
WCIIOJIb30BaHUS
- moacucteMbl «KimueHT-baHk»: OTKPBITHIE
TCP moprtet 1024, 1400 na IP anmpec
91.227.169.45
- moacucteMbl «Muatepuer Kiuent-banky:
otkpbiTele TCP mopter 80, 443 Ha caiiT
https://online.efbank.ru  wmm 1P agpec
91.227.169.146
[NapameTpsl MOAKIIOUEHUS MOTYT OBITh W3MCHEHBI
n  coobOmensl  Knmenty B HHCbMEHHOM
YBEAOMJIICHMM  WJIM  HampaBieHbl — KiueHnrty
nocpenctBoM CHCTEMEL.

Hactpoiika KianeHToM IaHHOH TPaHCIOPTHOM

Annex No. 2

To the Agreement on the use of an electronic
system for remote banking services

No. dated

20

MEANS OF DELIVERY OF
INFORMATION

1. Work is carried out through a dedicated
connection to your Internet service provider —
means of delivery of information in Russian.

Connection parameters when using

- Client-Bank subsystem: open TCP ports 1024,
1400 to IP address 91.227.169.45

- Internet Client-Bank subsystem: open TCP
ports 80, 443 to website https://online.efbank.ru or
IP address 91.227.169.146

Connection parameters may be changed and

communicated to the Client by a written
notification or sent to the Client via the System.

The Client shall set this delivery mechanism

independently at the workstation according to

2. Work is carried out through a dedicated

CXE€MbI _OCYILECTBJISETCH HAa pado4yeM MecTe
CaMOCTOSITEJILHO COIJIACHO TpeooBanusaM | the provider’s requirements.
nposaiigepa.
2. PaGora OCYIIIECTBJIAETCS yepe3
BbIJEeJIEHHOE MOAKJII0YEeHHe K CBOEMY

nposaiiaepy yciayr cetu «MHTEepHEeT» — CIMOCOO
A0CTABKHM MH(OPMAIUM HA AaHTJIHIICKOM fI3bIKe.

[Tapamerpsl monkmtoueHus: OTKpeIThie TCP
MOPTHI 80, 443, 8443 Ha calT
https://dbo.efbank.ru/online  wmu  IP  aapec
91.227.169.132

[NapameTpsl MOAKIIOYEHUS MOTYT OBITh W3MEHEHBI
u  coobmensl  KimeHty B NHCEMEHHOM
YBCAOMIICHUHN 501051 HaIrpaBJICHbI KJH/ICHTy
rocpenctBoM CHCTEMEL.

Hactpoiika KiaueHTOM JaHHOH TPAHCHOPTHOM

connection to your Internet service provider —
means of delivery of information in English.

Connection parameters: open TCP ports 80,
443, 8443 to website https://dbo.efbank.ru/online or
IP address 91.227.169.132

Connection parameters may be changed and

communicated to the Client by a written
notification or sent to the Client via the System.

The Client shall set this delivery mechanism

cxeMbl OcCvIecTBJseTcss Ha padoyem Mmecte | independently at the workstation according to
CaMOCTOSATEJIbLHO COIJIACHO TpedoBanusaM | the provider’s requirements.
nposaiigepa.
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Ipnioxenne Ne3
Kk CorJianeHuIo 06 UCNOJIb30BAHUH IJ1eKTPOHHOI
CHCTeMbl JHCTAHIHOHHOI0 0AHKOBCKOI'0

00CJIyKUBAHMS
Ne OT « » 20 1.
HOPANOK PASBOPA KOH®JIUKTHbIX

CUTYALIUN

1. O0mue 1MoJI0KEeHHU

1.1. Huxe IIPUBEJICH IIEPEYECHb
KOHQUIMKTHBIX ~ CUTyallMd IO  IOBOJY
UCIOJIHEHUSI DJIEKTPOHHBIX JOKYMEHTOB

(mamee - «/loxymeHTOBY),
paccMaTpUBaEMBbIX TEXHUYECKOU
KOMUCCHEN, JEUCTBYIOLEW B COOTBETCTBUHU
c MOPSAIKOM, MPEAYCMOTPEHHBIM
CornamieHueM:

- JokymeHTt wucnonHeH, a KuueHr
yTBEpXKAAeT, 4To [JOKyMEHT He mochuIal U
HE ITOANNCBHIBAL,

- KumeHT yrBepKAaeT, 4TO OH HalpaBUI
JokymeHT, a JIOKyMEHT HE HCIOJHEH,
mpu4deM, 10 yTBepxkaeHuto KimeHra, ot
banka [IOJIy4YeHa Ksuranuus 00
UCIIOJIHEHUH;

- KimeHnt yrBepkaaer, 4To OH HalpaBUII
onvH JIOKYMEHT, a MUCIOJHEH JApYrou
JIOKyMeHT;

- Apyrue KOHQIMKTHBIE CUTyallHH.

1.2. Tlpu pa3pemnieHuu CHOPHBIX CHUTYaIHii
CropoHBI 00s13yl0TCS  PYKOBOJICTBOBATHCS
CJIEIYOIMMH NTPUHIIATIAMM:

- CropoHa-nosyyaTelb o0s3yercs
MIPU3HATHh TOJJIMHHBIM M JCHCTBUTEIBHBIM
JIOKyMEHT, NEepelaHHbli €H I0CPEACTBOM
CucreMbl u MMEIOIIUIH OIl,
c(OPMHPOBAHHYIO Ha 3aKpPbITHIX KIIIOYax
CTOpOHBI-OTIIpAaBUTENS, TOPU  YCIOBHH
MI0JIOKUTEIIBHOTO pe3yibpTaTa npoBepku 11
Ha COOTBETCTBYIOIIMX OTKPBITBIX KIIFOUaX;

- CTOpOHa-oTIIpaBUTEIb o0s3yercs
MpU3HaTh TOJUIMHHBIM (TIE€PEIaHHBIM €10
nocpenctBoM CUCTEMBI) U AEHCTBUTEIbHBIM
JIoKyMeHT, WMEIOITHH OIl,
c(OPMHPOBAHHYIO HA €€ 3aKPBITHIX KIII0YaX,
IIPY YCIIOBUH IIOJOKUTEIBHOTO PE3YNIbTATA
npoeepkn Ol  Ha  COOTBETCTBYIOIIHX
OTKPBITHIX KJIFOYaX;

- OTBETCTBEHHOCTb  BO3JIaraercs  Ha
Cropony-otnpaButens, Ipd  IOJYyYECHUH
CropoHoii-nosryyaTesnem JIO3KHOTO
JlokyMeHnTa ¢ ycnemHo noaaenaHHon OIl,

Annex No. 3
To the Agreement on the use of an electronic system
for remote banking services

No. dated 20
PROCEDURE FOR THE RESOLUTION OF
CONFLICT SITUATIONS

1. General Provisions

1.1. Below is the list of conflict situations
regarding the execution of Electronic
documents (hereinafter the «Documents),
considered by the technical committee,
acting in compliance to the procedure, as
under the Agreement:

- The document was performed, and the
Client insists that the Document was not
sent and was not signed by the latter;

- The Client asserts that he directed the
Document but the Document was not
performed, however, according to the
Client, Bank provide a confirmation receipt
for the above document;

- The Client asserts, that he sent one
Document, but a different Document was
performed,

- other conflict situations.

1.2. During the resolution of conflict
situations Parties undertake to be guided by
the following principles:

- Receiving party undertakes to
acknowledge, as authentic and valid, the
Document transferred thereto through the
System and which has a Electronic
Signature, formed on the closed keys of the
Sending party, subject to the positive result
of the Electronic Signature verification on
the corresponding open keys;

- Sending party undertakes to
acknowledge as authentic (transferred
thereto through the System) and valid the
Document which has an Electronic
Signature, formed under its private keys,
subject to the positive result of the
Electronic Signature verification on the
corresponding open keys;

- the responsibility is borne with the
Sending party in case the Receiving party
receives a false document with successfully
falsified Electronic signature, as in this case
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Tak Kak B 93ToM ciayyae CropoHa-
OTIIPaBUTENIb HE oOecmedniia COXPaHHOCTh
3akpbIThiX Kitoueit JI1.

1.3. Croponsl IIPU3HAIOT, 4TO
MaremMaTuyeckue cBoiicTBa airoputma Ol
rapaHTUPYIOT HEBO3MOXKHOCTh  IMOJICIIKH
sHaueHus  OII  mroObIM  JIMIIOM,  HE
00J1a/1al01UM 3aKPBITHIM KJIFOYOM TOJIITUCH.

1.4. CTOopoHBI JOJIKHBI MPEIACTaBUTH
KOMUCCHH CIEAYIOIUE MaTepUaJIbL:

— Hocutenn uH(popmarmu ¢ Qaiinamu,
COJICpP)KAlllUMKU  BBITPY)KEHHBIE U3
CucreMbl myTeM  HCIOJIB30BAHHUSA
¢yHkuoHana «BbIrpy3ka JaHHBIX
JUIsL TIPOBEPKU IOJIIMUCH» CIOPHBII
JIOKyMeHT, a Takke pacriedaTaHHbII
n3 Cucrtemsl cliopHbIi JIOKyMEHT win
KBuranuuto Ha Hero. Omnucanue
IPOLEAYPBl BBITPY3KM JAHHBIX JUIA
IPOBEPKU TMOJINUCH TPUBEJICHO B
Jloxymenranuu;

— TMOANHUCaHHbIE COOCTBEHHOPYYHBIMHU
MNOJAIUCSAMU  YIIOJTHOMOYEHHBIX  JIMIL
Kinenra u banka opuruHansl AKTOB

MpPU3HAHUS OTKPBITOTO KJII04a
(ceptudukara) TUTSt obmeHa
coobuienusamu  (IlpunoxenneNe6 «k
Cornamnienu);

— Hocutenb ¢ Kmowamum  Cpexacts

3alUThl HH()OPMALIUK.
1.5. [IpoBepka nMoyIMHHOCTU DJAECKTPOHHOTO
JOKYMEHTa OCYLIECTBIIETCA TMOCPENCTBOM
nporpammbl  OpenSSL.exe.  Omucanue
MporpaMMbl IPUBEAEHO B JOKYMEHTAlMU HA
ouIManbEHOM caiiTe pazpaboTuvKa B CETH
«UuTepuer»: http://openssl.org/docs/.

2. Ilpoueaypa npoBepKH NOIAJIHMHHOCTH

the Sending party did not assure the security
of the Private Electronic signature keys.

1.3. Parties agree that the

mathematical features of the Electronic

signature algorithm, guarantee impossibility

of falsification of the Electronic Signature

value by any person, who does not possess
the private signature key.

1.4. Parties must  present

following materials to the committee:

— data carriers with the files, containing

the disputed Document downloaded

from the System through the use of

the function «Downloading of date for

the verification of the signature», as

well as the Disputed document printed

from the system or the Receipt

received for it. Description of the

procedures for the downloading of

the

date for the verification of the
signature is provided in the
Documentation;

— original copies of the Acts of

acknowledgement of the public key
(certificate) for message exchange
(Annex No. 6 to the Agreement)
signed  with  the  handwritten
signatures of the authorized persons
of the Client and the Bank;
— carrier with the Keys for
Information Security Products.
1.5. Verification of the authenticity of an
Electronic document is conducted through
the OpenSSL.exe application. Description of
the application is shown in the
documentation at the official website of the
developer, on the Internet:
http://openssl.org/docs/.

the

2. Procedure for the verification of the

JICKTPOHHBIX IOKYMEHTOB

2.1. lns pa3dopa KOH(DIUKTHBIX CHUTyaluid
TEXHUUYECKAs KOMUCCHS BBITIOJIHAET
CIeAyIoIMe NEUCTBUSA:

— 1npoBepseT NoMHHOCTH OIl mox
BBITPYKEHHBIM CIIOPHBIM
JIoKyMEeHTOM C  HCHOJIb30BAaHUEM
Otkpeitoro ximoua OIII  CropoHsl-
OTIIpaBUTENSI JaHHOTO JIoKyMeHTa;

— TpoBepsieT COOTBETCTBHE

authenticity of the Electronic documents.
2.1. For the resolution of conflict situations

the technical committee performs the

following:

— verification of authenticity of the
Electronic  Signature  on  the

downloaded disputed Document with
the use of a Public Electronic
Signature Key of the Sending party of
the given Document;

— verification of conformity of the
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9K3EMIUISIPOB  AKTOB  TIPU3HAHHS
OTKPBITOTO KItoua (cepTudukara) s
obmena coobmenusmu (ITpunoxenue

Ne6 K Cornanienuo)
npenoctaBieHHblx  CTopoHamMu B
coorBerctBUuM ¢ 1.1.4. Ilopsnka

paz0opa KOH(PIMKTHBIX CUTYaIUi;

— CBEpseT COOTBETCTBUE  KIIFOUEBBIX
HOJIeH OTKPBITOIO KI04a M3 AKTOB
NpU3HAHUS OTKPBITOTO KJIFo4a
(cepTudukara) TUTS oOMeHa
COOOIIECHUAMU c pacredaTKon
IIPOTOKOJIA IIPOBEPKHU Oll,
HOJTY4EHHOM pu TIOMOIIH
nporpammbl OpenSSL.exe.

2.2. PesympraThl  palOTBl  TEXHUYECKOU

KOMHUCCHH OTPa)KalOTCAd B aKTe, MOANMHUCAHHOM
BCEMH WICHAMM TEXHMYECKOHM KOMMCCHH.
YiteHBl TEXHUYECKOM KOMHUCCHH, HE COTIACHBIC
C BBIBOJAMU OOJIBIIMHCTBA, MOJIUCHIBAIOT aKT
C BO3PAKECHUSIMH, KOTOPBIA MpUJIAraercs K
OCHOBHOMY aKTy.

copies of the Acts of
acknowledgement of the public key
(certificate) for message exchange
(Annex No. 6 to the Agreement)
provided by the Parties as per p. 1.4
of the Procedure for the Resolution of
Conflict Situations;

— reconciliation of the key fields of the
public key from the Acts of
acknowledgement of the public key
(certificate) for message exchange
with the printed out ES verification
protocol from OpenSSL.exe.

2.2. Results of the measures undertaken by
the technical committee are documented in
the report, signed by all the members of the
committee. Members of the technical
committee, who disagree with the
conclusions made by the majority, sign a
report of objection, which is annexed to the
main report.
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MMpuno:xenune Ned

Kk CorJiameHuIo 06 UCNOJIb30BAHUH IJT1eKTPOHHOI
CHCTeMbl JHCTAHIHOHHOI0 0AHKOBCKOI'0
00CJIy)KUBAHMS

Ne OT « » 20 .

TPEBOBAHUS IO UH®OPMAILIMOHHOM
BE3OIIACHOCTH

s MUHUMU3ALUN PHUCKOB

HECaHKLMOHUpPOBaHHOro Joctyna K Cuerawm,

cuery mo Bkiaxy (memosuty) Kiumenrta co

CTOPOHBI 3JI0YMBIILIJIEHHUKOB u

KOMITPOMETAIlMM  KJII0YEBOM  HHQpOpMaINH,

bank  HacrodarenbHO mpocur  KimeHTOB

coOIroaaTh CleayoIne MEpbI

MH(POPMAIIMOHHOHN 0€301acHOCTH:

e BrbienuTh KOMIBIOTEp, KOTOPBI He Oynmer
HCIIOJIb30BaThCS B MHBIX LIEJIAX, KPOME Kak
i pabotel B CrucTeMe; HEe OCYLIECTBIATD,
a pu HaJIUYUU TEXHUUYECKOMN
BO3MOXXHOCTH, 3alpEeTUTh BHIXOA B CETh
«HTEepHET» C 3TOr0 KOMIIBIOTEPA HA UHBIE
ajzipeca, 3a UCKJIIOYCHHEM aJIPECOB CEPBEPOB
banxka.

e OrpaHuuuTh WIM TMOJHOCTHIO 3aMpPETUTh
yYAAJEHHBIH  JOCTYl K  BBIJIECJICHHOMY
KOMIIBIOTEPY € JPYIMX KOMIIBIOTEPOB
JokanpHOM  cetn. He  mcmons3oBarth
CPEICTBa yNAJICHHOIO aJMUHUCTPUPOBAHHUS
Ha  BBIJEGIIEHHOM  KoMmmbtotrepe. Ilpu
HaJIMYUU TEXHUYECKUX CPEICTB, IOMECTHUTH
BBIICJICHHBIH KOMITBIOTEP B  OTIENbHYIO
CeTb,  KOHTPOJHMPYEMYKO  MEXKCETEBBIM
9KpPaHOM U CUCTeMaMU OOHapYXEHHs aTak.

e 3aMEHUTh BCE€ CTaHAAPTHHIE IAPOJIH,
3aJlaHHble Tpu  ycraHoBke CucTeMbl, Ha
YHUKaJIbHbIE COOCTBEHHBIE, IPOU3BOAUTH
MEPUOJNYECKYI0 CMEHY Mapoiieil (He pexe
OJTHOT'O pa3a B TPU MECSALIA).

e lcnonp3oBaTh Ha TMOCTOSHHOM OCHOBE
aHTUBHUPYCHOE IpOrpaMMHOE obecreueHue
C MoceIHeN aKTyaabHOU Bepcueil 0as.

e PerynmsipHo (He pexe OIHOroO pas3a B
HEJIEIII0) BBITOJIHSTD AHTUBUPYCHYIO
IIPOBEPKY TUIS CBOEBPEMEHHOI'0
oOHapyXeHHsI BpEJOHOCHBIX MPOTrpamMmM.

e lcnons3oBatrh Ha KOMIIBIOTEPE
UCKITIOYUTENIbHO JTUIEH3UOHHOE
porpaMMHoOe obecrieueHue.

e PerymsapHo (He peke OAHOrO paza B Mecsll
uiy 1o (pakTy myOIuKaIi) yCTaHABJINBATh
OOHOBJICHHS OTIEPALIMOHHOMN CUCTEMBI.

Annex No. 4
To the Agreement on the use of an electronic system
for remote banking services

No. dated 20

INFORMATION SAFETY REQUIREMENTS

In order to minimize the risks of unauthorized
access to the Client’s Accounts by law
violators and the compromise of key data, the
Bank strongly recommends its Clients to
comply with the following information safety
measures:

e To choose a computer that shall be used
solely for the purpose of working with the
System; not to access the Internet from such
a computer and, if possible, to prevent all
Internet connection from such a computer,
except for the connection with the Bank
services.

e To limit or prohibit remote access to such a
computer from all other computers of the
local network. Not to use remote
administration tools on such a computer.
Technical assets permitting, to create a
specified network controlled by a network
firewall and an intrusion detection system
for such a computer.

e To replace all default passwords set out at
the moment of System installation with
unique passwords; to change passwords
regularly (not less than once in three
months);

e To constantly use anti-virus software with
the latest versions of databases;

e To carry out anti-virus checks on a regular
basis (not less than once a week) in order to
timely detect malicious software;

e To use only licensed software on the
computer;

e To update the operating system regularly
(not later than once a month or upon
launching);

44




45

[IpoBeputsh rpynny «AIMHUHUCTPATOPHD> HA
BBIJICJICHHOM  KOMIIBIOTEpPE,  HCKIIOYUTH
BCEX PSAOBBIX TIOJb30BaTelIed M3 3TOM
rpymisl, He padoTtatoumx ¢ CHCTEMOH.

[Ipy HanMUUM TEXHUYECKOW BO3MOXKHOCTH,
Ui TIONIb30BaTeNiei, paloTarommx ¢
Cucremoii, co3aTh OTAEIBHYIO TPYMIIOBYIO
MOJIUTHUKY, Pa3pelIaloIIyi0 3alyCK TOJBKO
OTIpeICTICHHBIX MPUIOKEHHIH.

Jnisa  nmoctyma k- cepBepam  banka
HCIIOJIb30BaTh TOJBKO 3aBEJJOMO M3BECTHBIC
Bawm anpeca unrepner cepBepoB banka.

B chnygae oTcyTCTBUSL  BO3MOKHOCTH
TIOJIKITFOYCHUS K cepBepy banka
HE3aMeUINTEIbHO  COOOIIATh TOM
banky.

XpaHuTh B Oe3omacHOM MecTe (B ceiide) u
HUKOMY HE TepelaBaTh HOCHTEIH C
KJIIO4eBOM umH(pOpMarueii, obecreuynB K
HUM JIOCTYII TOJBKO YIIOJIHOMOYEHHBIX JIUII.
Hukorna He ocCymecTBIATH KOMUPOBAHHE

00

3aKPBITHIX (CEeKpeTHBIX) KJIFOUEH
JIEKTPOHHOM TOJAMMCH Ha  JIOKAJbHBIN
JKECTKMA JUCK KOMIBIOTEpa, Jlaxke C

MOCTIEIYIOIUM €r0 yaJIeHUEM.
PerynspHo (He pexe 0JHOTO pa3a B MECHII)
IIPOBEPSATH LIEJIOCTHOCTh KITFOYEBBIX
HOCHTENIEH, TPOBOS MPOBEPKY HATMYMSI Ha
HUX (hallyIOB 3JEKTPOHHON MOIHCH.
CBoeBpeMEHHO (B COOTBETCTBMM  C
ycaoBusmu  CornamieHus)  NPOBOAUTH
[1nanoByto cMeHy pabounx KIHOYeH.

He ocTaBnaTh HOCHUTENM C KIIOYEBOH
uHpopmanueit 6e3 npucMoTpa, NOJKII0YATh
WX K KOMIIBIOTEPY TOJBKO Ha BpeMs
UCMOJb30BaHUS M HE3aMEJUIMTENbHO HX
OTKJIIOYATh MOCIIE MPOBEAEHHS] OaHKOBCKHUX
ornepauuii. Ilpu octaBneHun paboyero
Mecta Cucrembl 0e3 mpucMoTpa Bcerjaa
OJOKMpOBAaTh JKpaH C  MOCIETYIOUINM
BBOJIOM MapoJIst IS €ro pa30I0KUPOBKHU.
[Ipon3BoNTh HE3aMEUIUTENIBHYIO 3aMEHy
KJIFOUeH 3JIEKTPOHHOM MOJMHUCH B Cllydae X

KOMIIPOMETAllMd WM  TOAO3PEHUH  Ha
KOMITPOMETAITHIO.
CBOEBpEMEHHO yCTaHaBJIUBATh BCE

oonosieHust CUCTEMBL.

He ycranaBnuBaTh OOHOBICHHUS, a TAKXKE HE
OTKPBIBaTh CCBUIKH B ITOYTOBBIX
COOOIICHUSX, MTOJYYSHHBIX OT UMeHH banka
[0 D3JICKTPOHHOM TI0YTEe; TOJIYYHB TaKOE
cooOIIeHre, He3aMEIMTEILHO COO00IIaTh

To check the Administrator’s group on the
selected computer and to remove all users
that do not operate the System;

Technical assets permitting, develop a
separate group policy for the users working
with the System and allow the use of
specific applications only.

To use only known Internet addresses of
Bank servers to access them.

To inform the Bank immediately, in case
Bank servers are unavailable.

To store data carriers with key information
in a safe place (a vault), never to transfer
them to third parties, to limit access to them
only to authorized persons;

Never to copy private (secret) digital
signature keys on the local hard drive of the
computer, even in case the copies are
deleted immediately;

Timely (according to the terms and
conditions of the Agreement) perform the
Planned change of Operational Keys;

To check the integrity of key carriers and
the presence of digital signature files on
them on a regular basis (not later than once
a month);

Not to let the carriers of key information
unattended; to connect them to the computer
only for the time of use and immediately
disconnect after the completion of banking
operations. In case a work place with the
System is left unattended, to block the
screen and to use a password for its further
unlocking;

e To immediately replace digital signature

keys in case of their actual or alleged
compromise;

e Timely update the System;

Not to install updates and not to open links
received in the e-mail from the Bank; to
inform the Bank about receiving any such e-
mails;
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00 sTom banky.

E>xeniHEeBHO, B T€UEHHUE OINEPALMOHHOTO THS
banka u no oxonHuyanuu PabOouero mus,
OCYIIECTBISITh JIONMOJHUTEIBHBIA BXOJ B
Cucremy Il KOHTpOJIA  MEpeuHs
UCXOJSIINX JOKYMEHTOB 33 TEKYIIUN JCHD.
I[Ipu  oOHapyXeHUU  TMOJO3PUTEIbHBIX
JOKYMEHTOB, HEe3aMeJINTENbHO
oOpamiathcs B baHk.

B cinywae mnonospeHud Ha 3aMelNiieHUE
paboThI KOMIIBIOTEpa OTKJIFOYUTH
KOMIIBIOTEP (PU3HUECKU OT JIOKAJIBHON CETH
nu ceru «UuTepHer» U 0OpaTUTBCS K
CUCTEMHOMY aJIMUHUCTPATOpPY C IPOCHOOM
0 HEOOXOAMMOCTH TPOBEACHHS TOJTHOM
AHTUBUPYCHOW TIPOBEPKU CKaHUPOBAHUEM
Bcex (pailyioB ¥ MaMaTH KOMIBIOTEPA.

B ciy4ae, eciu WHLUJICHT
nH(OPMALIMOHHONW OE€30MacHOCTH BCE IKE
IIpOM30LIeN, HU B KOEM Clly4ae He

BBIKJIIOYATh KOMIIBIOTEDP, & OTKJIKOYUTH €r0
(U3MYECKN TOJBKO OT JIOKAJIBHOH CEeTH W

ceTu «HTEpHETY, HE3aMeIJINTEILHO
00paTUTHCS K CUCTEMHOMY
aJIMUHHUCTPATOPY u COOOIIUTH 00
WHIMACHTe B bBaHK g TpoBeICHUS

OIICPAaTUBHOI'O PACCICHOBAHUSA WU IPUHATUSA

HEO0OXOMMBIX Mep TUTSt cbopa
JI0Ka3aTeNbCTB.
B ciiydae BBISBICHUSA Knuenrom

MOO3pUTENbHBIX onepanuii B Cucreme
HE3aMeUINTEILHO COo00mare 00 DJTOM B
bank.

To access the System additionally in order
to check the list of the documents for the
current day in a daily basis during a banking
day and at its end. In case of detection of
any suspicious documents, to inform the
Bank immediately;

In case of suspicious delays in the
computer’s operations, to physically
disconnect the computer from the local
network and the Internet and to request
complete anti-virus scanning of all files and
computer memory from the system
administrator;

In case of a breach of information security,
never to turn the computer off, but to
disconnect it physically from the local
network and the Internet, to address the
system administrator immediately and to
inform the Bank about the incident in order
to carry out on-the-spot investigation and
take measures to collect evidence.

In case the Client detects suspicious
operations with the System, he should
immediately inform the Bank about it.

46




47

Hpniaoxenne Ne S
Kk CorJanmeHu10 00 UCMOJIb30BAHUM 3JI€KTPOHHOM CHCTEMBI
JUCTAHIIUOHHOT0 0AHKOBCKOI0 00CIy:KMBAHUSA

Ne 0T « » 20 1.
Annex No. 5
To the Agreement on the use of an electronic system for remote banking
services
No. dated 20
DOPMA
FORM

JAHHBIE O BJIAJJEJIBIHE CEPTU®UKATA KJIIOYA ITPOBEPKH 311
INFORMATION ON THE ES VERIFICATION KEY CERTIFICATE HOLDER

HaumenoBanue OpraHusanvu — Bna]:[em,ua CepTPId)PIKaTOB KJIF0uei
Organization — Key Certificate Holder

YnonHomoueHHbli npeacraButens Kimenta - ®@amunus Mms OtuectBo
Authorized Representative of the Client - Full name

[NacnopT/ynocroBepeHue JTUIHOCTH No BbIJIaH
Passport/ identity card Cepus Homep issued on
series number

KEM BbIIaH HaCHOpT/yZ[OCTOBepeHI/IB JIMYHOCTHU

Issued by/ID
JaTa BbIIa4n MECTO U JaTa pOXKIACHUSA
Date of issue place and date of birth

aJipec MECTa KUTEIbCTBA (PErucTparyu)
Residence address (registration)

I'paxxnancTBO neHTHHUKAINOHHBIH HoMep Haoromutarensmuka (MHH)
Citizenship (Tipu €ro HaJIKUYKH, IPH €r0 OTCYTCTBUH - YKA3aTh «OTCYTCTBYET»)
taxpayer's identification number (INN)
(if available, if not available - indicate «not available»)

JaHHbIC MI/IFpaL[PIOHHoﬁ KapTHI.
Migration card information

Jlorun (6-10 cuMBOIIOB):
Login (6-10 symbols)

HpaBo IMOAIMMUCH JOKYMCHTOB: CAMHCTBCHHAA, I€pBadA, BTOpal, oe3 IpaBa IMoANMnucu
(HeHY)XHOE 3a4epKHYTb)
Right to sign the documents: single, first, second, without the right to sign documents
(delete as applicable)

IosHoMouns npu HaaM4YuM npasa noanucu: noanucanue Il Bcex DIeKTPOHHBIX TOKYMEHTOB,
npenycMotTpeHHbix CoriamenneM, HanpasJjsieMbix Kinentom B Bank nocpencrsom CucreMmsl.
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Authorities, in case of availability of the right of signature: signing with the Electronic signature of
all the Electronic documents, as provided for by the Agreement, directed by the Client to the Bank
through the System.

IMotHOMOUYMS «0€3 mpaBa MOAMMCH»: BXO B CHCTeMy, co31aHue JIOObIX JJIeKTPOHHBIX JOKYMEHTOB,
NpeayCMOTPEHHbBIX CoramenueM, YCTAHOBJICHUE 3allIUIIEHHOI 0 coeuHeHnsl ¢ BankoMm 11 mpuema
Hu OTIIPABKH JI00BIX 3JIeKTp0HHl>IX AOKYMEHTOB, MOANMUCAHHBIX Y1o1HOMOYEeHHBIMH
NpeacTaBUTEIAMHA Kiauenra.

Authorities «without right of signature»: log-in the System, creation of any Electronic documents,
provided by this Agreement, establishment of protected connection with the Bank for receiving and
sending of any Electronic documents signed by the Authorized Representatives of the Client.

(HOL[HHC]: V110JIHOMOYEHHOT'O
npezncrasurens Kinenra)
(signature of the Authorized
Representative of the Client)

PykoBoautens
Director:
/ /
(moamucsk) (®.1.0.)
(signature) (Full name)
M.II.
Stamp here
OtMerku banka
Bank mark

AnmunucTpaTop (3amectutens aamunucTparopa) C3U banka
IPF Administrator (deputy administrator) of the Bank

/ /
(roxmucs) (©.11.0.)
(signature) (Full name)

(nara nomy4enus JIaHHbBIX)
(date of receipt of the Information)
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Hpuioxenue Ne 6
Kk CoryameHuro 06 UCIOJb30BAHUM 3JIEKTPOHHOM CHCTEMBI
AUCTAHIMOHHOT0 0AHKOBCKOI0 00CIy:KMBAHUS

Ne 0T « » 20 1.
Annex No. 6
To the Agreement on the use of an electronic system for remote banking
services
No. dated 20
OOPMA
FORM
AKT
NPU3HAHUS OTKPBITOro KJIK04a (cepruduxara)
JJIS1 00MEeHa COO0IeHUIMHU
ACT
of acknowledgement of the public key (certificate)
for message exchange
« » 20 T.

Hacrosimum AKTOM NpU3HAETCS KIFOY MPOBEPKU JIEKTPOHHOM MOJMUCH W OTKPBITHIN K04 MIH(POBaHUS,
MpUHAATISKAIIUN YIOTHOMOYEHHOMY npecTaBuTento Kinnenra:

The electronic signature verification key and public encryption key of the authorized representative of the
Client is acknowledged by this Act.

Csenenns o Kinnenre:
Details of the Client:
1. HaumenoBanue:

Name

2. MecTo HaxX0XKIECHHUS:
Location

3. Ten 4. ®daxc
Tel. Fax

CBeZ[eHHH 00 YII0JTHOMOYEHHOM IpeaACTaBUTEJIC Kiauenra:
Details of the Authorized Representative of the Client:
1. ®damunus, UMs, OTYECTBO:

Full name
2. VY@mocroBepeHHE THIHOCTH/TIACTIOPT: CEPUH Ne s
ID/passport: series
BbIJAH «_ » T
issued on

3. Mecro u fara poxIeHus;
Place and date of birth
4. Anpec MecTa KHUTEITbCTBA (PETHCTPALIHN):

Residence (registered) address

5. T'paxxmgaHCTBO:
Citizenship
WHH (nipu ero Hanu4uu, Mpy €ro OTCYTCTBHH — YKa3aTh «OTCYTCTBYET»)
Taxpayer Identification Number (INN) (if available, if not — specify “none”)
JIaHHbIE MUTPALIMOHHOMN KapThl
Migration card information

JInunas noanuce YnoiHoMo4deHHOTo nipeactaBuTels Kinuenra
Personal signature of the Authorized Representative of the Client

IlapaMeTpsl KJaK0YA:
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Parameter of the Key:

Auroput™: (YKa3bIBaeTCsI AJITOPHTM)
Algorithm (algorithm is specified)
Hauano cpoka neicTBus: « »

Valid from
OxoHYaHHE CPOKA JEHCTBHUS: « »

50
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20

Valid till

TeKCT OTKPLITOI'O KJKYa:
Open Key text:

JLlonmoJIHUTE/IbHbIE 110J151 OTKPBITOI0 KJIKYa (cean(]_mKaTa)

Additional lines of the Open Key (certificate):

WmMs Bnagenbna Kiaroda:
Name of the key owner:
Kon crpansr:

Country code:

Crpana:

Country:

T'opon:

City:

HaunmeHoBaHue KIKMEHTA:
Name of the Client:

Unentudurarop kinenta B cucreme/identifier of the Client in the System
Hannsie 06 uzparene/Information about the issuer:

Ku1104 3aperucTpupoBaH U MOKeT HCIIOJIb30BATHCA 1J1s1 00MeHA COO0LeHuSIMH.

The Key is registered and may be used for message exchange.

AaMuHHCTpaTOp/3aMecTHTENb
ammunanctparopa CK31 BAHKA/
Administrator/Deputy
Administrator of the BANK’s
information cryptosecurity software

M.IL
Stamp here

PykoBonutens KIMEHTA
Director of the CLIENT

M.IL
Stamp here
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