AKLIMOHEPHBIN1 KOMMEPYECKUI
BAHK «<EBPO®UHAHC MOCHAPBAHK»
(akuuoHepHoe 00111eCTBO)

(AO AKB «<EBPO®HUHAHC MOCHAPBAHKY)

YTBEPKJIEHO

IIporokou 3acenanus [IpaBaenus banka
ot 21.02.2023 r. Ne 10

HeiictByer ¢ 20.03.2023 r.

COI'TAINIEHHUE
00 MCIO0JIb30BAHUM IJIEKTPOHHOM
CHCTEMbI
JTUCTAHIMOHHOI0 0AHKOBCKOI'O
00CIy;)KUBAHUS

MockBa
2023 r.

Evrofinance Mosnarbank

APPROVED

Board Meeting Protocol
dated 21.02.2023 Nel0
Effected from 20.03.2023

AGREEMENT
on the use of an electronic system for
remote banking services

Moscow
2023




COITTAIIEHUE
00 MCIO0JIb30BAHUHU JIEKTPOHHOI CHCTEMBI
AUCTAHIIUOHHOT0 DAHKOBCKOI'0
00CIyKMBaAHMS

HaCTOHI_Hee Cornanienre 00 HCIIOIL30BaHUN

IIEKTPOHHON CHCTEMBI JTUCTAHIIHOHHOTO
0aHKOBCKOTO  OOCHy)XuMBaHWs  (majmee — —
Cornamienue) SIBJIIETCS JIOTOBOPOM
IIPUCOECIUHEHHUSI B COOTBETCTBUU €O CT.428
I'paxxmanckoro KOJIEKCa Poccuiickoit

dDez[epauI/H/I, n  3aKJI04acTcCs B IIOpAJAKE,
YCTAaHOBJICHHOM HACTOsAIIUM CornameHuem.

TepMHUHBI U onIpeaeJeHUus

B  Hactosmem  CornameHuu — claeayroume
oTpezieNIeHUs] UMEIOT CIIeyIollee 3HAaUeHHUE.

Bank — AKIITUOHEPHbBII KOMMEPYECKUN
BAHK «EBPO®UHAHC MOCHAPBAHK»

(axumoHepHoe 00111eCTBO) (monHoe
naumenoBanue), AO AKb «EBPOOHUHAHC
MOCHAPBAHK» (cokpaiiieHHOe

HauMeHoBaHue), aapec: 121099, r. Mocksa, yi.
Hogeiit ApOat, 1.29, opunuanbHblil caliT B ceTU
«Mutepuery»: wWww.evrofinance.ru, reaepanbHas
JUIIEH3MS Ha MPOBe/IeHne OAaHKOBCKUX OTeparui
Ne2402, Beimannas bankom Poccun 23.07.2015.

Baapenen ceprupukara kiaroda nposepkn 11
— Kiuwmentr, xoropomy baHkoM  BblIaH
Ceptudukar Paboyero kiroua.

JlokyMeHTaL U - BCE PYKOBOJICTBA,
UHCTPYKIUHU, TEXHUYECKUE ONUCAHUSA U JApyras
JIOKyMeHTanus, kacatronasacs CucTemsl, KOTOpbIE
pa3MeInarTcs baHKOM B 3JIEKTPOHHOM BHJE Ha
oduimansHoM caiite banka B cetu «HTepHET»
no axpecy Www.evrofinance.ru.

Jorosop 06 ucnojn3oBanun ABO - norosop 06
WCITOJIb30BaHUH AJIEKTPOHHOU CUCTEMBI
JTUCTAHIIMOHHOTO OAHKOBCKOTO OOCITYXKHBaHUS
(mo ¢opme banka), 3aKIIOUEHHBIM MEXITY
Knuentom u banHkoM, ¢ MOMOIIBIO KOTOPOTO
Knuent mnpucoeaunsercs k CornameHulo B
IIEJIOM B COOTBETCTBUH CO cTaTbed cT.428
I'paxxmanckoro KOJEKCa Poccutickoit
Qeneparun.  3aximouenne  JloroBopa 00

AGREEMENT
on the use of an electronic system for
remote banking services

This Agreement on the use of an electronic
system for remote banking services (the
Agreement) is a joinder agreement as per
Article 428 of the Civil Code of the Russian
Federation and is entered into in accordance
with the procedure established hereby.

Terms and definitions

In this Agreement, the following definitions
shall have the following meanings.

Bank — Evrofinance Mosnarbank, address: 29
Novy Arbat Street, Moscow, 121099, official
website in the Internet: www.evrofinance.ru,
general license for banking transactions No.
2402 issued by the Bank of Russia on
07.23.2015.

Holder of the ES verification key certificate
— a Client to whom the Bank has issued an
Operational Key Certificate.

Documentation — all the manuals, instructions,
functional descriptions and other
documentation, relating to the System, which
are placed by the Bank in electronic formatat
the Bank’s website www.evrofinance.ru

Contract on the Use of RBS — a contract on
the use of an electronic system for remote
banking services (in the Bank’s format)
between the Client and the Bank, whereby the
Client joins the Agreement as a whole in
accordance with Article 422 of the Civil Code
of the Russian Federation. The Contract on the
Use of RBS shall be entered into in accordance
with the procedure established hereby.



http://www.evrofinance.ru/
http://www.evrofinance.ru/

ucnonp3oBann  JIbO  ocymectBisieTcs B
nopsijike, ycraHoBjaeHHOM CorJalieHueM.

3akpbiThiii  kawu Il —  yHukanbHas
MOCJIE0BATEIbHOCT,  CHMBOJIOB,  H3BECTHAs
Tonbko  Bmameneumy — ceprudukara  Kiroua
MIPOBEPKHU oIl u YoIHOMOYEHHOMY

npeacrasutento Kivenra, npeaHazHadyeHHas Jist
CO3/IaHUsl B OJIEKTPOHHBIX JOKyMeHTax Il u
uAcHTH(DUKAIIH Y0IHOMOYEHHOTO
npencrasutenss  Knwenta B Cucreme, wu

OJIHO3HAYHO CBsi3aHHAas ¢ OTKPBITBIM KIIIOUOM
Il

KBuTaHumsa — 3JIEKTPOHHOE COOOILIEHHE O
npueMe OJIEKTPOHHOro JokymeHTa CTOpOHBI-

ornpasurens  CToOpoHOW-TIONydYaTeneM WU
cMeHe  craryca  JokymeHta  CTOpOHOII-
noixydareieM B Iporecce  0OpaboTKu.

[Tonyuenue kBuTaHiuu B CucCTeMe BIEUYET 3a
coboif cMmeHy cTaryca AokymeHTa B Cucreme
CTOpOHBI-OTIIPAaBUTESL.

KiueHT — 1opuaudeckoe JHIO0, 3aKII0YUBIIEE C
bankom CorunamieHue myTeM HOPHUCOEAMHEHHUS K
HEMY.

Kirou (M) — COBMECTHO WM, €CIM YKa3aHo
0co00, paszaenbHo, OTkpeIThid K04 I,
3akpbITeiid K04 OII, CekpeTHbI M OTKPBITHIN
KJIFOYH MH(POBAHHUS.

KogoBoe caoBo —  IOCIENOBATEIbHOCTh
CUMBOJIIOB, H3BecTHas Toiabko Kimenty u banky,
ucnosapzyemas it uaeHTuukanuu Kivenra npu
TeneoHHOM pasroBope ¢ KimeHToM B 1ensx
HOJITBep)KHeHI/ISI/ H eHOJITBep)K}IeHI/ISI

BO300HOBJICHUS HCIIOJTHEHHS oreparum,
COOTBETCTBYIOIICH TMPU3HAKAM OCYIIECTBICHUS
nepeBojia JIEHEXKHBIX CPEeACTB 0e3 coriacus
Kanenrta. KogoBoe c10BO MOKET MCIIOIB30BAThCS
MHOTrokpatHo. KomoBoe cinoBo yka3bIBaeTcsi B
HoroBope 06 ucnonpzoBanuu JIbO 1 MOXKET ObITh

U3MEHEHO B  IOpsAAKE, HPeAyCMOTPEHHOM
Cornamenuem.
Komnpomeranusi kjw4eili — BO3HUKHOBEHHE

MOJO3PEHU B TOM, YTO HcHoJib3yeMble Kiroun
JNOCTYIIHBI ~ JIMI]aM, HE HWMEKIIIMM Ha TO
nonHoMouni. K coOBITHSM, BIEKYIIUM 3a COOOM
Kommnpomeranuto Kirodeit, oTHOCATCS, BKIIIOYas,
HO, HE OTPAHUYNBASICH, CIEAYIONTNE COOBITHSI:

ES Private Key — a unique symbol sequence
known only to the Holder of the ES verification
key certificate and the  Authorized
Representative of the Client and designed for
generation of Electronic Signatures in the
Electronic Documents and identification of the
Authorized Representative of the Client in the
System, and uniquely associated with the ES
Public Key.

Receipt confirmation — an electronic message
on the reception of the Electronic document
sent by the Sending party and received by the
Receiving party or the change of the document
status by the Receiving party during
processing. Reception of the receipt
confirmation in the System entails a change in
the document status in the System of the
Sending party.

Client — a legal entity that has entered into the
Agreement with the Bank by joining it.

Key(s) — jointly or, if specified so, separately,
the ES Public Key, ES Private Key, Secret and
Public Encryption Keys.

Code word — a symbol sequence known only
to the Client and the Bank, used to identify the
Client during a telephone conversation with the
Client in order to confirm/not confirm the
resumption of a transaction with signs of
money transfer without the consent of the
Client. The Code Word may be used more than
once. The Code Word shall be specified in the
Contract on the Use of RBS and may be
changed in the procedure established by the
Agreement.

Key compromise — suspicions that the used
Keys are accessible to unauthorized third
parties. Events entailing the Key Compromise
include, but not limited to the following:




- yrpara Hocutenei ¢ Kirouamu,

- yrpaTa Hocurenen ¢ Kirrouamu ¢ mocienyromum
0OHapy)XCHHEM;

- JOCTYII IMOCTOPOHHUX JIUIT (He

Y1omHOMOYEHHBIX TNpeacTaBuTeneii Kimenra) k

Kinrouam, ucnionszoBanue Kirroueii 0e3 cormacus

Knnenra;

- JIpyrue CcoOBITUS, KOTOpHIE, IO MHEHHIO

CTOpoH,  CBHUIETEIBCTBYIOT O  HAJIUYHUH

BO3MOKHOCTH HecaHKIIMOHUPOBAaHHOTO JIOCTYIIa

TpeTbux Jull K Kirouam.

Konpunenunanabuass mngopmamusa — Jrodas
uHpopmanusa (cBeaeHus), Kotopoil CTOpPOHBI
0OMEHHUBAIOTCS B COOTBETCTBUU C HACTOSLIUM
CornamieHueM M KOTOpass HOCUT 4YacTHBIH,
HeNnyONUYHBI U KOHGUACHIHUATIBHBIA XapakTep
U UMeEeT JACUCTBUTEIbHYIO WM MOTEHLUUAIbHYIO
[EHHOCTh B CHJIy €€ HEU3BECTHOCTH TPETHUM
JULAM.

HecankumoHMpoBaHHBIN AOCTYNl — JOCTYN K
Cucreme (B TOM umcle, K DIEKTPOHHBIM
JOKyMEHTaM), €€ HCIOJIb30BaHUE JIMLIAMHU, HE
UMEIOLIUMH Ha TO MOJHOMOYUH.

OtkpeiTeiii kmou  JIl - yHuUKanbHad
NI0CJIEI0BATEILHOCTD CHUMBOJIOB,
COOTBETCTBYIOLIasi 3akpbiToMy Kiatouy Ol
JOCTyIHas J00oMy noib3oBarento CUCTEMBI U
npeHa3HauYeHHas JJs MPOBEPKH IOUIMHHOCTH
OIl B DiIeKTpOHHOM JOKYMEHTE M  €ro
LEJIOCTHOCTH.

IInanoBasi cMmeHa pado4mnx KiIKO4ei — co3laHue
YnosmHoMoueHHBIM TnpencraButeneM Kiumenrta
HOBBIX Pabounx KIIFOYEH, KOTOpOE
OCYILECTBISECTCS O UCTCUEHHS CPOKA JAEHCTBUS
neiictByromiero Pabouero kimtoyva.

IIposepka JII DJiIeKTPOHHOIO JOKYMEHTa -
MIPOBEPKAa COOTHOIICHHUS, CBSI3bIBAIOIIETO X3II-
GyHKLMIO DIEeKTPOHHOTO ToKkyMeHTa, D11 Takoro
nokymenta u Otkpeitoro  kimoda  Oll
noanucasiuiero abonenta. Ecnu Takast nmposepka,
npousBeneHHass  Ha  CpencTBax — 3alllUTHI
UH(OPMALINH, 1aCT MOJIOKUTEIBHBIA Pe3ynbTarT,
to OIl npusHaercs mNpaBWIBHOM, a cam
OJEeKTPOHHBIM JOKYMEHT — IOMJIUHHBIM, 0e3
HCKaXXEHUM, B MPOTUBHOM CJIy4ae DJICKTPOHHBIN
JOKYMEHT cyHTaercst ommbOounbsiM, a Il mon
HUM - HEIEUCTBUTEILHOM.

loss of media with the Keys;

loss of media with the Keys with their
subsequent finding;

access by third parties (other than the
Authorized Representatives of the Client) to
the Keys, use of the Keys without consent of
the Client;

other events, which according to the Parties
evidence the possibility of Unauthorized
Access of third parties to the Keys.

Confidential information — any information
(data), which the Parties exchange in
compliance to the present Agreement and
which bears a private, non-public and
confidential nature and has actual or potential
value due to its obscurity to third parties.

Unauthorized Access — access to the System
(including Electronic Documents), its use by
the persons who do not have the authorization
to do so.

ES Public Key — a unique symbol sequence,
corresponding to the ES Private Key accessible
to any user of the System and designed for
verification of authenticity of the Electronic
Signature within the Electronic Document, as
well as a check on its entirety.

Planned change of Operational Keys —
generation of new Operational Keys by the
Client’s Authorized Representative before the
expiry of the current Operational Key.

Check of the Electronic Signature of an
Electronic Document - check on the
interrelation between the Electronic document
connecting the hash function, Electronic
Signature of such document and an Electronic
Signature Open Key of the signing subscriber.
If such check, conducted with the information
security product, provides a positive result,
then the Electronic Signature is acknowledged
as correct, and the Electronic document is
found authentic, without distortions, otherwise
the Electronic Document is found faulty, and
the Electronic Signature thereto as invalid.




PaGounii neHb — pabounii 1eHb, TPU3HABACMBIil
TaKOBBIM IIPUMEHHUMBIM K JiesATenbHOCcTH CTOpOH
3aKOHOJATEILCTBOM Kax 101 n3 CTOpOH.

Paboumne KJIIYH - Kiroun,
npelHa3HaYeHHbIE JJIs MOJITBEPKICHUS
aBTOPCTBA, [[EJIOCTHOCTH u
KOH(UICHIIMATEHOCTU DNEKTPOHHBIX
JTOKYMEHTOB, TiepenaBaeMbix B Cucreme.
PaGoune KITFOUH dhopmupyrotcs

YnosHoMoueHHbIM npencraButeneM  Kiumenra
caMoCTOsATeNbHO mocpeacTBoM Cucremsl. Cpok
nericTBusa Paboumx Kirouel cocraBisieT 36
MecAIlleB ¢ AaThl (OPMHUPOBAHMS 3ampoca Ha
co3nanne Ceprudukara Pabodero kiroya.

CekpeTHbIil " OTKPBITHIH KJIIYH
muppoBanus — Koy, ucnosiab3yemble Ui
npoueaypsl wUGpoBaHUS U JAeMIKU(DpPOBaAHUS
ONeKTpOHHBIX JOKyMeHTOB. [Ipu mmdpoBanumn
UCIOJIB3YETCSI  OTKPBITHIA K04  CTOpOHBI-
HoJyJarens, Npu pacliuppOBaHUU CEKPETHBIN
kJ1t04 CTOPOHBI-NIOTyYaTeNsl.

Ceprudukar Padouero kiaroua - 3JeKTPOHHBIN
nokyMeHT ¢ OlII banka, coneprkammii OTKpBITBIN
kiou DIl m mmdpoBanus, a Takke CBEICHMS,

UACHTUDHUIUPYIOIINE V1o1HOMOYEHHOTO
MIPEACTABUTENS Kienra. Ceptuduxar
npeaHa3HauYeH TS MIOATBEPKICHUS
MOJJTMHHOCTH OIl, UIEeHTU(DUKAITIN

YnonHomoueHHoro mnpencrtasurens Knuenra B
Cucreme, a Takke [ TMOATBEPKICHUS
npuHaUIe)KHOCTH  OTkpbiToro  kimoua  OlI
Kinenry.

Cucrema — kopnopatuBHash WH(POPMAIIMOHHAS
cucTeMa JHUCTAaHIIHOHHOTO 0aHKOBCKOT'O
00CITy>)KHBaHUA, opranu3oBaHHasi  bankowm,
MPEICTaBIISIOIIAs COOOM KOMILIIEKC MPOTPaMMHO-
TEXHUYECKUX CPEJCTB M OPTraHU3AIMOHHBIX
MEPOTIPUATHI U1l CO3JaHus, 3alIMUThI, Iepeaadn
u 00paboTKM ONEKTPOHHBIX JOKYMEHTOB C
ucnonb3zoBanueMm cetu «Mutepner». Cucrema
UCIIONIB3YETCSl  KaK  JJEKTPOHHOE  CPEACTBO
miaTrexxa u oOecmeunBaer co3ganue Ol B
DJIEKTPOHHOM JOKYMEHTE C HCIOIb30BaHUEM
3akpeiToro  kmoua O,  moarBepxaeHUE
noyiMHHOCTU D11 B DNEKTPOHHOM TOKYMEHTE C
ucnonp3oBaHueM  OtkpeiToro  ximoua Ol
co3nauue Kiroueit.

Business day — business day that is found as
under the legislation, of each of the Parties,
applicable to the operations of the Parties.

Operational keys — Keys provided for
the confirmation of authorship, entirety and
confidentiality of the Electronic Documents,
transmitted within the System. Operational
Keys are generated independently by the
Client’s Authorized Representative by means
of the System. The validity period of
Operational Keys is 36 months from the date of
the request for an Operational Key Certificate.

Secret and Public Encryption Keys - Keys
used for encrypting and decrypting Electronic
Documents. When encrypting, the Public Key
of the recipient Party is used. When decrypting,
the Secret Key of the recipient Party is used.

Operational Key certificate — an electronic
document with the Bank’s ES containing ES
Public and Encryption Keys, as well as the
information, identifying the Authorized
Representative of the Client. The Certificate is
designed for confirmation of Electronic
Signature authentication and identification of
the Authorized Representative of the Client in
the System, as well as for confirmation that the
ES Public Key belongs to the Client.

System — a corporate IT system for remote
banking services established by the Bank,
which is a set of software and hardware and
organizational ~measures for generating,
protecting, transmitting, and processing
Electronic Documents through the Internet. The
System is used as electronic means of payment
and provides for ES generation in an Electronic
Document wusing the ES Private Key,
confirmation of the ES authenticity in the
Electronic Document using the ES Public Key,
and generation of Keys.




CpencrBa 3amuthbl nHpopmanuu «OpenSSLy»
— KpHUITOrpaguyeckue CpEJICTBA,
o0ecrneunBamIMe peaau3aluio  CISAYIOIUX
¢ynkuumit: cozmanme Il B DnekTpoHHOM
JIOKYMEHTE C UCIO0JIb30BaHUEM 3aKpBITOrO KII0UYa
OIl, nposepka Ol DieKTPOHHOIO TOKYMEHTa C
ucnonb3zoBaHueM  OtkpeiToro  kimova Ol
co3nanue 3akpbIThIX U OTKpBITHIX Kitouel OII, a
TaKXe Co3JjaHKue U Ucronb3oBaHue CEeKpeTHbIX U
OTKPBITHIX KJIF0Uel mudpoBanus, mudpoBaHUe 1
pacmudpoBaHHe.

CpencrBa 3alUThI uHpopmanumn
«Kpunrollpo» - cepTuduIrpoBaHHbIE
Kpuntorpaduueckue CpelCTBa,

o0OecrieuMBarOIIMe  peaIu3alui0  CIEAYIOLIUX
byuknuii:  co3manue OIl B DnekTpoHHOM
JIOKYMEHTE C UCTIOJIb30BaHUEM 3aKPBITOrO KITF0ua
OI1, nposepka D11 DieKTPOHHOIrO TOKyMEHTa C
ucnonp3oBanueM  OrtkpeiToro  kimoua Ol
co3nanue 3akpbIThiX U OTKpBITHIX Kinroveit DI, a
TaK)Ke CO3JaHUE U UCTOIb30BaHne CEeKpEeTHBIX U
OTKPBITBIX KITFOUeH mudpoBanus, mudpoBaHue U
pacumdpoBanwue.

CpencrBa 00padoTKHn u XpaHeHus
HHpopMaMH —  OPOrpaMMHO-aNIapaTHbIE
CpelCcTBa, TPEOOBaHUS K KOTOPHIM IPHUBE/IEHBI B
[Tpunosxennn Nel x Cornaienuto.

Cropona (Croponsl) — bank u/unu Kinuenr.

Cuer - cuer, oTkpbIThi bankom Kimenty Ha
MOMCECHT 3aK/JIIOUYCHUSA HACTOAIICTO Cornamiesus
WIA cYeTa, KOTopble OyayT OTKpbITHI baHkom
Knmuenty B OyaymeM, Ha  OCHOBaHHUH
COOTBETCTBYIOIIMX  JIOTOBOPOB  OAHKOBCKOTO
cuera (nanee — «JABC»), 3aKIIIOUEHHBIX MEXIY
Croponamu.

Tapudsl - pazMmepsl Bo3HarpaxaeHus banka 3a
OKa3piBaeMble 10 Hacrtosmemy CorianmeHuro
paboTel u ycmyru. Tapudsl ycTaHaBIMBAIOTCS
bankowm. JleiicTByronme Ha MOMEHT 3aKITIOUCHUS
Hactosero Cornamenus Tapudsr 1oBoasSTCS 10
CBEJICHUS Knuenra npu 3aKITIOYCHUHN
Hactosimiero CornaiieHus, a TakKe 1o MepBoOMy
TpeboBanuto Kimenrta. Tapudsl Moryr ObITh
n3MeHeHbl baHKOM B OJTHOCTOPOHHEM MOPSJIKE, O
yeM bank yBenomusier KiueHnra He no3aHee, yeM
3a 5 (nate) Pabounx mHe#t banka 10 naThl BBoJa
B JICMCTBUE WM3MEHEHHN TyTEM pa3MEUICHUS
uH(pOpMallii B ONEpalMoHHOM 3aje baHka, Ha

Information Security Products OpenSSL —
cryptographic tools providing for the following
functions: ES generation in an Electronic
Document using the ES Private Key, checking
the ES of an Electronic Document using the ES
Public Key, generation of ES Private and Public
Keys, as well as generation and using of Secret
and Public Encryption Keys, encryption and
decryption.

Software protecting the information
CryptoPro - is certified cryptographic tool
which ensures the execution of the following
functions: ES generation in an Electronic
Document using the ES Private Key, checking
the ES of an Electronic Document using the ES
Public Key, generation of ES Private and Public
Keys, as well as generation and using of Secret
and Public Encryption Keys, encryption and
decryption.

Products designed for processing and
storage of information — software and
hardware, requirements for which are shown in
Annex No. 1 to the Agreement.

Party (Parties) — Bank and/or Client.

Account — the account opened by the Bank for
the Client at the time of the conclusion of the
present Agreement or accounts which will be
opened by the Bank for the Client in the future,
based on the corresponding bank account
agreements (hereinafter referred to as “BAA”),
concluded between the Parties.

Tariffs — amount of remuneration of the Bank
for the works and services rendered under the
present Agreement. Tariffs are set by the Bank.
Tariffs, that are valid at the time of entering into
the present Agreement, are brought to the
attention of the Client when entering into the
present Agreement, as well as at the first
request of the Client. Tariffs may be changed
by the Bank in a unilateral manner, about which
the Bank informs the Client no later than 5
(five) Business days of the Bank before the date
of commissioning the changes through posting
the information in the operating area of the




odpunmansHoM caiite banka B cetn «MHTEpHETY,
a TaKke IyTeM IMepelaud  yKa3aHHOM
nHpopmanuu mocpencTBoM CUCTEMBI.

YnosHoMo4eHHbIN npeacraBuTeb Kianenra —
dusznyeckoe MO, yKazaHHOe B JlaHHBIX O
Bnanensie ceprudukara ximroua nposepku DI,
HajeneHHoe KimeHToM mpaBoM MOJANMHUCAHUS
DJIEKTPOHHBIX JIOKYMEHTOB oIl I
nocJyenytouiei nepenayn nocpeacTBoM CucteMbl
u/umn Bxojna B CucrteMy, CO3aHHS JHOOBIX
ONEKTPOHHBIX  JOKYMEHTOB,  YCTaHOBJICHUS
3alUIIEHHOTO coequHeHuss ¢ bankom s
IpUeMa W OTIPABKU JIOOBIX OJIEKTPOHHBIX
nokyMeHToB, mnoanucaHHeix OIl Kiuenrta, u

BIIAJICIOIIEE 3aKpBITHIM KIIFOUOM I,
MO3BOJISIOIMKUM co371aBaTh DIl B DIEKTPOHHBIX
JIOKYMEHTaX (moATMCHIBATH DNEeKTPOHHBIE
JIOKYMEHTBI) u UICHTU(UIIPOBATH

YnonHomoueHHOTO mpenctaButenss Kiuenra B
CucreMme.

Xom-GpyHKUUA —  aNrOPUTM  BBIYMCIICHUSA
KOHTPOJIbHOM HOCJIE10BATENbHOCTH JUIs
IPOM3BOJIBHBIX ~ IEKTPOHHBIX COOOLIEHUH C
LEJBIO JI0Ka3aTeJIbHOMN IIPOBEPKU ux
LIEJIOCTHOCTH.

IIudpoBanne — npeoOpa3oBaHuEe JTaHHBIX
UCXOJHBIX  (OTKPBITBIX) COOOIIEHUH TaKUM
o0pa3oM, YTO HUX  CMBICI  CTaHOBUTCS
HEJOCTYIIHBIM Uil Jo0O0ro  JMa,  He
BJIA/ICIOLLETO CEKPETOM o0paTHOro
npeoOpa3oBaHus.

PacummdpoBannme — omepanus  oOpaTHas
MK (POBaHUIO.

JuaexktponHasa mnoamnuch (III) — pekBuszUT

ONEKTPOHHOTO JOKYMEHTa, MpeJHa3HAYeHHbII
JUISL 3aIIMTHI JAHHOTO DJIEKTPOHHOTO JOKYMEHTA
OT TOAJENKH, TOJYyYeHHBIH B pe3yjbTare
KpUITOrpaduueckoro npeodpa3oBaHus
uH(pOpMallUl C MCHOJIb30BAaHUEM 3aKPBITOTO
katoua D11 v mo3BossgonMil AEHTHPUINPOBATH
Bnanensua cepruduxara kirouda nmposepku D11 u
YnonHomoueHHoro npencrasutens Kinuenra c
MPABOM MOJIUCH DJIEKTPOHHBIX JOKYMEHTOB, a
TAaK)K€  yJIOCTOBEPUTHCSI B IIEJIOCTHOCTH
uHpopmaruu DJIEKTPOHHOTO AOKyMmeHTa. Jlis
BeIpaboTkn u  mpoBepku Ol  Kimentom
MCIIOJIb3YIOTCS TporpaMMHbIe CpencTBa 3aluThl
uHpopManun «OpenSSLy, bankom

Bank, on the official web-site of the Bank in the
Internet, as well as through the transfer of the
said information through the System.

Authorized Representative of the Client —an
individual specified in the Information about
the ES Verification Key Certificate Holder and
empowered by the Client to sign Electronic
Documents with an Electronic Signature for
subsequent transfer by means of the System
and/or logging in the System, to generate any
Electronic Documents, to establish a secure
connection with the Bank for reception and
transmission of any Electronic Documents
signed by the Client’s Electronic Signature, and
possessing a Private Electronic Signature Key,
which allows to generate an Electronic
Signature in Electronic Documents (to sign
Electronic Documents) and to identify the
Authorized Representative of the Client in the
System.

Hash function — calculation algorithm of the
control sequence for the random electronic
messages for the purpose of evidentiary control
of their entirety.

Encryption — transformation of the data of
original (public) messages in such a way that
their meaning becomes inaccessible to anyone
who does not possess the secret of reverse
transformation.

Decryption — reverse operation of encryption.

Electronic Signature (ES) — details of an
Electronic Document, which are designed for
the protection of the given Electronic
Document against falsification, received as
result of cryptographic transformation of
information with the use of a ES Private Key
and which allow to identify the ES Verification
Key Certificate Holder and the Authorized
Representative of the Client entitled to sign
Electronic Documents, as well as to assure the
entirety and integrity of the information
contained in the Electronic Document. The
OpenSSL information security software is used
by the Client to generate and verify an
Electronic Signature, the Bank uses the




HCTIONB3YIOTCA TporpaMMHbie CpencTBa 3aiiuThl
unpopmanunu  «Kpunrtollpo». B pamkax
Hactosmero CorjameHuss MoJ JIEKTPOHHOH
MOJIIUCHIO IIOHUMACTCS yYCHJICHHAsI
HEKBaATH(UIIUPOBAHHAS AJICKTPOHHAS ITOIITHUCH.

DJEeKTPOHHBIH  JTOKYMEHT — DJIEKTPOHHOE
coobmienne, mnoxmmcanHoe OII, a Takke
I1aTexHoe TpedboBaHue, Tpelyrollee MoIy4eHUus
akunenta Kiuenra, He mnoamucanHoe OII, u
nepenanHoe oaHo u3 Cropon apyroit CtopoHe
nocpenctBoM CUCTEMBI, B KOTOPOM HH(opManus
IpeJICTaBICHA B INEKTPOHHOU dbopwme,
paBHO3HAYHOE  JIOKYMEHTY Ha  OyMakHOM
HOCHUTEJIE, TOJIMUCAHHOMY COOCTBEHHOPYUYHOM
HOJAIMUCHI0  (COOCTBEHHOPYYHBIMU TOJIHUCSIMHU)
YIOJTHOMOYEHHBIX JHI CTOPOH U CKPETIEHHOMY
neyatplo (Ipu  €e  HaIMYMHU) B Cllydae
HEO0OXOIMMOCTH.

Crartbi 1. lIpenmer Coryanmenus

1.1. CTOpOHBI YyCTaHaBIMBAIOT MEXAy CcOOOMH
HOPSIZIOK M YCJIOBUS OOMEHa OJIeKTPOHHBIMH
nokyMeHTamMu 1o Cucreme B LENAX IPOBEIECHUS
Ha OCHOBaHUU  OJEKTPOHHBIX JOKYMEHTOB
0OaHKOBCKHUX OIepaiuii (B TOM YHCIIe PaCUETHBIX)
no Cueram, OCYUIECTBIEHUS JEMO3UTAPHBIX
orepanui, 3aKII0OUYEHHs JOTOBOPOB OAHKOBCKOTO
BKJIala (JIETIO3WTa), 3aKJIIOYCHHUS KPEAUTHBIX
JIOTOBOPOB (B TOM YHCJI€, HO HE OIpPaHUYUBASCh,
COMJIallIEHUH O TMPEeAOCTaBICHUU KPEAUTHOU
JVHUHU, KPEAUTHBIX TOTOBOPOB, 3aKJIIOYAEMBIX B
paMKax COTJIAllleHUH O MOPSIIKE MPEeIOCTaBICHUS
KPEIUTOB) U MHBIX CAEJOK (B TOM 4YMCIE, HO He

OTPAaHUYUBAACH, 3aJIOT, MOPYYUTEIIbCTBO,
COTJIAllIEHUE O TPEJOCTaBICHUN OaHKOBCKUX
rapaHTHUi, corjaliileHue 0 TIOPSJIKE

IPEJOCTABIECHUS  KPEIWUTOB),  IPENJIOKEHUE
(oepra) 3akIOUUTH KOTOPBIE C TIOMOIIBIO
Cucremsl nocrynuiu Kimenty ot banka, a Taxxe
B LIEJISIX OCYILECTBIICHHS OIEpalui U JIEeUCTBUI
B COOTBETCTBHUM C YCIOBHSMH 3aKIHOYEHHBIX
Mexay Croponamu [IBC m WHBIX cornameHuu,
ocymiecTBieHust baHkom — QyHKUuil  areHTa
BaJIOTHOTO KOHTPOJs, MpenocTaBieHuss B baHk
JIOKYMEHTOB, HEOOXOAUMBIX JUIsl OCYILIECTBIICHUS
bankom byHKIHH, YCTaHOBJIEHHBIX
3aKoHoOmarenbCcTBOM Poccuiickonn denepanuu o
MIPOTUBOJICUCTBUM  JIETAIU3AIMN  (OTMBIBAHHUIO)
JIOXO/I0B, TOJYYEHHBIX MPECTYIHBIM IMYyTEM, H
(bUHAHCHUPOBAHUIO TEPPOPU3MA.

information protector CryptoPro. For the
purposes of this Agreement, an Electronic
Signature means a reinforced unqualified
electronic signature.

Electronic Document — an electronic message,
which is signed with ES, as well as a payment
order which requires the Customer’s acceptance
and not signed with ES, and transmitted by one
of the Parties to the other Party via the System
presenting information in an electronic form,
and which is equivalent to a hard copy
document signed with a handwritten signature
(signatures) of the authorized representatives of
the Parties and bearing a seal (if applicable), if
required.

Article 1. The Subject-Matter of the
Agreement

1.1. The Parties have established the procedure
and the terms for the exchange of Electronic
Documents within the System for the purposes
of performing bank operations on the Accounts
(including settlement operations) based on
Electronic Documents, as well as custody
transactions,  concluding  bank  deposit
agreements, loan agreements (including, but
not limited to, credit line agreements, loan
agreements entered into as part of loan
arrangements) and  other  transactions
(including, but not limited to, pledge, surety,
bank guarantee agreement, loan agreement),
the proposal (offer) to conclude which the
Client has received from the Bank through the
System, as well as performing transactions and
actions in compliance with the terms of BAAs
concluded between the Parties, as well as other
agreements, performance of the functions of a
currency control agent by the Bank, submission
to the Bank of the documents required for the
Bank to perform the functions established by
the laws of the Russian Federation on
counteraction to legalization (laundering) of
proceeds from criminal activities and terrorism
funding.




1.2. HWnadopmamumoHHsld O00MEH B pamKax
CucreMbl OCYHIECTBIIIETCS C HCIIOJIIb30BAaHUEM
cetu «MIHTEpHET».

1.3. Jns obecriedeHuss KOHQHICHIMAIHHOCTH
ODJIEKTPOHHOTO JIOKYMEHTa NpH Iepeaade ¢
UCIIOJIb30BaHueEM ceTu «HTepHeT», a Takxke is
oOecrieueHHUss  aBTOPCTBA U LIEIIOCTHOCTH
DNEeKTpOHHOro 10KyMeHTa, B Cucteme Kiinentom
ucnonpzyercss CpeAcTBO 3alUThl UH(POPMAIUH
«OpenSSLy, a bankom - CpeacTtBo 3alluThl
unpopmaruu «Kpunrollpoy.

1.4. KnueHT coriaceH ¢ TeM, YTO HMCIIOJIb30BaHUE
CpenctBa 3amutbl uHbopManuu «OpenSSL» u
«Kpunrollpo» B kauecTBe cpeaCcTB 00ecreUeHUs
KOH(QUICHIIMATPHOCTA  TpU  [epenade  C
UCIOJIb30BaHueEM ceTu «HTepHeT», a Takxke Juis
ofOecrieyeHUss  aBTOPCTBA U ILEIIOCTHOCTH
DNEKTPOHHOTO JIOKYMEHTA, ABIIAIOTCS
JIOCTaTOYHBIMH, T.€. 00ECIEUUBAIOIIUMHU 3AIIUTY
uHTepecoB KnueHra.

1.5. KineHT oOTKa3bIBa€TCs OT NPEIbBICHUS
npeTeH3ud K baHKy, OCHOBaHMEM KOTOPBIX
SIBJISIETCS HUCIOJIb30BaHHIE «OpenSSLy,
«Kpunrollpo» B KadecTBe CpeACTBa 3alUTHI
DNEKTPOHHOTO JIOKyYMEHTa oT
HecankunoHnpoBaHHOTO J0CTyIa MpHU Mepenade
¢ ucnonb3oBaHueMm cetu «HTepHeT», a Takxke
JUIst o0ecrieyeHusi aBTOPCTBA U IEJIOCTHOCTHU
DNEKTPOHHOIO TOKYMEHTA.

Cratbi 2. O0nme nmoJoxeHus

2.1.Cuctema OyzeT MCMONB30BATHCA ISl OOMEHa
DONEeKTPOHHBIMU  JTOKYMEHTaMH B JIIOOOM
dbopMmaTe, 3a UCKIIOYEHHEM apXUBHBIX (HailiioB,
TaKuX Kak: Zip, 7z, arj, rar ¥ aHaJOTHYHBIX HM.
@opMHUpOBaHUE DJIEKTPOHHBIX JOKYMEHTOB H
oOMeH uMH  OyJeT  OCYHIIECTBJISTHCS B
COOTBETCTBUU C TpeOoBaHUSMU JlOKyMEHTAIUH.
Jrobas uapopmanus, nepenaBaemasi CTopoHAMU
no Cucreme, obOpabareiBaercsi CpencTBamu
3alUThl HH(OPMALIUH.

2.2. CTOpOHBI NPU3HAIOT, YTO HCIIOJIb3YEMBIE BO
B3aMMOOTHOIICHUSAX MEXAY HUMH DJIEKTPOHHBIC
TOKyMeHThI, moanucanneie OII, a Takxke
IIaTeXHoe TpeboBaHue, Tpelyrollee MoIydeHUs
akuenrta Knuenra, He mognucanHoe OIl, nmeroT
PaBHYIO IOPUIMYECKYIO CHUITy C JOKYMEHTaMH Ha
OyMaxHOM HOCHUTEIIC, IO CAHHBIMU
COOCTBEHHOPYYHBIMU MOITUCSIMU
YIIOJTHOMOYEHHBIX U1 CTOPOH U CKPEIUICHHBIMH
nevyaTs MU B CiIydae HEOOXOAMMOCTH, U SIBJISTFOTCSI
JIOCTaTOYHLIM OCHOBAHUEM IS BBIIOJIHCHUS

1.2. Informational exchange within the System
is made through Internet.

1.3. In order to assure confidentiality of an
Electronic document during the transfer
through Internet, as well as in order to assure
the authorship and the entirety of an Electronic
document, the Client uses the information
security products -«OpenSSLy», and the Bank
uses the information protector CryptoPro.

1.4. The Client agrees that the use of the
information security product «OpenSSLy» and
CryptoPro as means for the securing of the
confidentiality during the transfer through
Internet, as well as to assure the authorship and
entirety of an Electronic document, is
sufficient, i.e. assuring the protection of
Client’s interests.

1.5. The Client refuses to file claims with the
Bank, the motivation for which is the use of the
«OpenSSLy» and CryptoPro as products for the
protection of an Electronic document from
Unauthorized access during the transfer through
Internet, as well as to assure the authorship and
entirety of an Electronic document.

Article 2. General provisions

2.1. System will be used for the exchange of
Electronic documents in any format except
archive files, i.e. zip, 7z, arj, rar, etc. Formation
of the Electronic documents and the exchange
thereof will be conducted in compliance with
the requirements of the Documentation. Any
information, transmitted by the Parties through
the system, shall be processed by the
information security products.

2.2. Parties acknowledge, that the Electronic
documents used in their mutual relations,
which are signed with Electronic Signatures, as
well as a payment order which requires the
Customer’s acceptance and not signed with
ES, have an equal legal force to the documents
committed on paper, signed with the
handwritten signatures of the authorized
representatives of the Parties and are sealed if
it is required, form a sufficient basis for the
execution of operations and actions by the
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bankom omnepanuid, OEUCTBUM, a TaKkxke IS
coBepuieHHst CTOpOHAMU CHEJIOK.

2.3. CTOpOHBI NPU3HAIOT, YTO UCIIOJIb3yEMbIC UMHU
no  HactosimeMmy — CoryameHuio  crnocoOsl
JIOCTaBKH, YyKazaHHble B [lpunoxkenun Ne2 x
Cornamennto, CpenctBa 00pabOTKH M XpaHEHHS
uH(pOpMallMK JIOCTaTOYHBI JUIsi oOecrevyeHus
HaJIeKHON U APPEeKTHBHON pabOTHI MO MpHEMY,
nepegave U XpaHeHUI0 HHPOPMAIUH.

2.4,  DJNEKTpPOHHBIA  JOKYMEHT  MOPOXKIAET
oOs3arensctBa  CTOPOH IO HACTOSILIEMY
Cormamenuto, IBC, a Tak:ke HHBIM COTTTAIICHHUSM
Mexny bankom u KimenTom, siBisiercst odeproit
WM aKIIEeTITOM, €CJIM OH OOPMIICH Iepearomiei
CTropoHOIi B COOTBETCTBHUM C  HACTOSIIUM
Cornamenuem, JIBC, WHBIMH COIUIALIEHUSMU
Mexy bankoMm n Knuenrom, JlokyMeHTanuen, a
takke odeproir banka, mommucan OII (3a
UCKJIIOYEHHEM CIIy4aes, YKa3aHHBIX B
Cornamienun) u nepenas nocpeactsom CucTeMsl,
a npuHumatouieit CTOpoHOM  moJyueH, H
[Ipoepka DIl DneKTpOHHOrO ITOKyMEHTa Jana
MOJIO’KUTENbHBIN Pe3ynbTar.

DNEeKTPOHHBIE JOKYMEHThI HE MOTYT OBITh
ocriopeHbl wiaM otpuniatees CtopoHamMu U
TPETbUMH  JIMI[AMH WIM  OBITh  MPU3HAHBI
HEJICHCTBUTEILHBIMU TOJBKO HA TOM OCHOBAaHUH,
YTO OHHU TepenaHsl B baHk ¢ HCHolb30BaHUEM
CucreMsl 1 ciocoO0B JOCTABKH.

2.5. bank n Kmuent ucnons3yror Cucremy i
nepeaadn DIEKTPOHHBIX TOKYMEHTOB JAPYT IPYTY
B IPUOPUTETHOM  MOpSAKE, TpPHU  3TOM
ucnoip3oBaHue CucTeMbl HE OTpaHUYMBAET IpaBa
Knuenra mno  mpegocraBieHnro B baHk
MJIATE)KHBIX, MHBIX JOKYMEHTOB Ha OyMa)KHOM
HOCHTEJE, COCTaBJIEHHBIX B cooTBeTcTBUHU C [IBC,
CornameHueM, WHBIMH COTJIAMICHUSIMH  MEXTY
bankom u  KiwmentoMm, odeptoit  banka.
Hacrosiium CTopoHBI coriaimarTces ¢ TeM, YTO B
cly4yae TMOCTyIUieHus B baHk OJeKkTpoHHOro
nokymeHnTa mno Cucreme M COOTBETCTBYIOIIETO
IUTATeKHOTO, WHOTO JOKYMEHTa Ha OyMaKHOM
HOCUTEJIe, COJEpKallMX HIACHTUYHBIE YCIOBUS
MIPOBEICHUS OTepalnH, OCYUIECTBICHUS
COOTBETCTBYIOIIMX ACHCTBHI, B TOM YHCIIE, IO
Cuery, cueTy J1eno, cyeTy Mo BKJIany (Iemo3ury)

anbo ToCTyruleHHss B baHK  MIEHTUYHBIX
DJEeKTPOHHBIX  JIOKyMEHTOB, bank  Oyzner
paccMaTtpuBaTh  KaXIbld M3  YKa3aHHBIX

JOKYMEHTOB KaK CaMOCTOATENbHBIN IUIATECKHBIM,
WHOUW JTOKYMEHT, U OCYLIECTBUT BCE ACHCTBUS,
HEOOXOMUMBIC ISl TPOBEJCHHS  OIepali,

Bank, as well as for consummation by the
Parties of the transactions.

2.3. The Parties acknowledge that the methods
of delivery used by them under the present
Agreement and specified in Annex No. 2
hereto, and the Information Processing and
Safekeeping Means are sufficient for the
assurance of a secure and efficient work on the
acceptance, transfer and safekeeping of
information.

2.4. An electronic document is binding for the
Parties under the present Agreement, BAAs, as
well as other agreements between the Bank and
the Client, and constitutes an offer or
acceptance in case if it is drawn up by the
transmitting Party in compliance with the
present Agreement, BAAs, other agreements
between the Bank and the Client,
Documentation and the Bank's offer, is signed
with an Electronic Signature (save the cases
mentioned in the Agreement) and transferred
through the System, and is received by the
Receiving Party, and if the verification of the
Electronic  Signature on the Electronic
Document resulted in a positive outcome.
Electronic documents may not be contested or
denied by the Parties and third parties or be
declared invalid only because they have been
submitted to the Bank using the System and
methods of delivery.

2.5. The Bank and the Client use the System for
the transfer of Electronic documents to each
other in a priority procedure, however the use
of the System does limit the rights of the Client
for the provision, to the Bank, of payment and
other documents in physical format, drafted in
compliance with BAAs, the Agreement and
other agreements between the Bank and the
Client, as well as the Bank's offer. Hereby the
Parties agree that in case the Bank receives an
Electronic Document transferred through the
System and the corresponding payment, other
document on paper, containing identical
conditions for the commission of an operation,
performance of relevant actions, including
operations on an Account, depot-account,
deposit account or the reception by the Bank of
identical Electronic documents, the Bank will
consider each of the specified documents as an
individual payment or other document, and will
carry out all the actions, required for the
commissioning of an operation, appropriate
transactions and actions, including on the
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OCYLIECTBJICHUS  COOTBETCTBYIOUIUX  CJIEJOK,
JeHUCcTBUM, B TOM uucie, no Cyery, cuery Jerno,
CUeTy IO BKJIaAy (EMO3UTYy), B COOTBETCTBUU C
KOKIBIM M3 MPEICTaBICHHBIX/TIEPEIaHHBIX
KiineHToM OKyMEHTOB.

2.6. BuyTpeHHue mpolueaypbl HCIOIb30BAHUS
Knuentom Cucrembl ©  €ro  BHYTPEHHHI
JOKYMEHTOO0OpOT ycTaHaBiuBatoTcss KimeHTOM
CaMOCTOSTEIIBHO.

2.7. KnueHT yBeJOMJIEH O TOM, YTO HH(pOpMaIus,
nepenaBaemass bankoMm mnocpeactBom CuHCTEMBI,
He sBIsercs HH(OpMaIuMeid «B  pealbHOM
BPEMEHI.

Crartbi 3. [Hopsinok noakaouenus Kianenra K

Account, depot-account, deposit account in
compliance to each of the documents
presented/transferred by the Client.

2.6. Internal procedures for the use of the
System by the Client and its internal
documentation management are established by
the Client individually.

2.7. The Client is notified that the information,
transferred by the Bank through the System is
not “real time” information.

Article 3. Procedure for connecting the

Cucreme u IliavoBoii cmenbl Padoumx

Client to the System and Planned change of

KJII04el

3.1. lna ywactus B oOMeHe OJIEKTPOHHBIMHU
JIOKyMEHTaMHU:
3.1.1.KnueHT BBINOIHAET CIEAYIOLIUE IEUCTBUS:

a) 3amoiHseT 3asgBKy Ha  yCTaHOBKY
Cucrtembl, TJe yKa3blBaeT BbIOpAHHOE IS
pabotel CpeactBo 3amuThl WHGOpPMALUU U
nepenaet ee B bank Ha OyMa)KHOM HOCHTEIE;

0) Ha3HAYaeT u HaJlenaeT
COOTBETCTBYIOILIUMU MTOJTHOMOYHUSIMU
bu3nueckux 1, OTBETCTBEHHBIX 3a
OCYIIIECTBIICHUE oOMeHa ONEeKTPOHHBIMU
JIOKYMEHTaMH, B TOM UYHUCIIE:

- YnonnHomoueHHoro npencraButens Kivenra,

- agMuHuctpatopa  Cucrembl —  JHUUO,
OTBETCTBEHHOE 3a TEXHHMYECKYIO MOIJEPKKY
CHucTeMsl;

B) N Kaxaoro - YMOJTHOMOYEHHOTO
npencraButens — KnueHTa — 3amonHser U
npenctasisier B bank 2 (aBa) aK3eMIuisipa
Janneix o Brnamensie ceprudukata Kioua
nposepku Il (mo dopme Ilpunoxenus NeS k
CornameHuio) ¢ HOPWIOKEHUEM 3aBEPEHHOM
bankom/HOTapHranbHO (B ciydae HEOOXOIUMOCTH
C TPOCTABJIEHUEM aIllOCTHIIA/TIPH YCIOBUU €€
Jerajan3alun) KOITHH JIOKYMEHTA,
YIOCTOBEPSIOLIETO TUYHOCTH Y TOJTHOMOYEHHOTO
npejcraButens Kiuenra n/wim nokymenta (-oB),
noJaTBepkaaroniero (-Mx) MpaBo JIMIa Ha
npeOpiBanme (mpokuBaHue) B Poccuiickoit
®deneparnuu, — A1 UHOCTPAHHBIX TPAKIAH U JTUI]
0e3 rpaxmanctBa. [Ipu sTom bank mpocraBmsieT
OTMETKHM O TOJYYEHHM Ha KaXKIOM IK3EMILIIpE
Hanubix o Bmagensne ceprudukara kimoda
nposepku Ol

Operational Keys

3.1. For participation in the exchange of
Electronic Documents:

3.1.1. The Client performs the following
actions:

a) fills out an application for installation of the
System specifying the selected information
protector and submits it to the Bank on paper;

b) appoints and delegates the respective
authorities to individuals responsible for the
exchange of Electronic Documents including:

- Authorized Representative of the Client;
- System Administrator — a person, responsible
for the technical support to the System;

c) fills out and submits to the Bank 2 (two)
copies of Information on the Authorized
Representative of the ES Verification Key
Certificate Holder for each Authorized
Representative of the Client (as per the form of
Annex No. 5 to the Agreement) accompanied
by a copy of an identification document of the
Authorized Representative of the Client
certified by the Bank/notarized (and apostilled,
if necessary/subject to legalization) and/or a
document certifying the person’s right to stay
(reside) in the Russian Federation — for foreign
nationals and persons destitute of nationality.
The Bank confirms receipt thereof on each
copy of the Information on the ES Verification
Key Certificate Holder.
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Jns  YNOJTHOMOYEHHBIX NIPEACTaBUTENEH
KiuenTa ¢ motHOMouusIMU «0€3 ITpaBa MOAIHUCH
JIOKYMEHT, YAOCTOBEPSAIONTUI JIMIHOCTH
YnonHomoueHHoro mnpeacraButens Kiuenra
W/ A0KyMeHT (-bI), MOATBEpKIArOIHi (-1e)
npaBo Julla Ha mnpeObiBaHuE (MIPOKUBAHUE) B
Poccuiickoit ®denepanuu, — isi MHOCTPAHHBIX
TpaXAaH | JIMI 0€3 IPpaKAaHCTBA - MOTYT OBITh
npeacTaBiieHbl B baHK B KOMUSIX, 3aBEPEHHBIX B
MOpsI/IKE, YCTAHOBJIEHHOM baHKOM.

JloxkyMeHTbI, ipeAcTaBiisiemble KimentoM u
COCTaBJICHHbIE HA UHOCTPAHHOM SI3BIKE, TOJIKHBI
COINPOBOXKAATHCA MEPEBOJIOM HA PYCCKHUH S3BIK,
32 HCKJIIOYCHHEM CIIy4yaeB YCTaHOBJIICHHBIX
3akoHOAaTeNnbCcTBOM Poccuiickonn dexnepanum.
[TepeBon Ha pyCCKU A3BIK TOJKEH OBITH 3aBEPEH
B MOPSIJIKE, YCTAHOBJIEHHOM 3aKOHOAATEIbCTBOM
Poccuiickoit ®enepanuu;

r) oOecrieynBaeT HAJIMYUE W TIPUBEIACHHUE
00opy0BaHU, MpeAHa3HaYEHHOTO TUTSt
ycTaHOBKH CHCTEMBI, B COOTBETCTBUE C
TpeOOBaHUSIMU K  almapaTHO-MPOTPAMMHBIM
cpencTBam, npuBeneHHbIMU B [Ipunoxenun Nel
k CorjaieHuro.

3.1.2. baHk BBINOJIHSET CAEAYIOIINE IEUCTBUS:

a) B TeueHue 5-u (naru) Pabouunx nueii banka
CO JTHS IPUHATHS BaHKOM JOKYMEHTOB, 110 (hopme
U COJEpKaHHIO COOTBETCTBYIOIIUX TMOJM. B)
n.3.1.1 Cornamenus, nepeaaer Knuenry napoib
Juisg BXxoja B CUCTeMy B COOTBETCTBUH C 3asBKOM
Ha ycTaHOBKY CHCTEMBI,

0) koHcynbTupyer KimenTa mo Bompocam
ycraHoBKM ~ CHCTeMBbl  1OCJIE€  IPOBEICHHS
KimeHToM NOArOTOBUTENBHBIX MEpONPUATHUH,
nepeuncieHHbx B 1.3.1.1 Cormamenus. [locne
3aBepIEHUs] BceX paboT MO0 MOJKIIOYEHUIO
Kimenra k Cucreme CTOpOHBI NOJANHCHIBAIOT
COOTBETCTBYIOLIUI aKT HAa OyMa)XHOM HOCHTEJIE;

B) 1o xenanuto Kiimenra, mpoBOJUT B CBOEM

MTOMEILEHU U 3aHATHS o 00yUeHHUI0
SKCIUTyaTaluu Cucremsbl c JIAT[AMH,
YIIOJTHOMOYEHHBIMU Knuenrom, B

cornacoBanHble CTOPOHAMU CPOKH.
3.2. Tlocne momyuenuss Kinuentom maposs amist
Bxoja B Cucremy:

o Kiuenr:
- co3/IaeT PaGouue KITIOYH u
SJICKTPOHHBIA  3ampoCc Ha  CO3JaHUe

Ceprudukara Pabouero kitoya,

For the Authorized Representatives of the
Client “without the right of signature”, an
identification document of the Authorized
Representative of the Client and/or a document
confirming the person’s right to stay (reside) in
the Russian Federation — for foreign nationals
and persons destitute of nationality — may be
submitted to the Bank as copies certified
according to the procedure established by the
Bank.

Documents submitted by the Client and drawn
up in a foreign language must be accompanied
by a translation into Russian, with the
exception of cases provided for by the laws of
the Russian Federation. Translation into
Russian must be certified according to the
procedure established by the laws of the
Russian Federation;

c) ensures the availability and compliance of
the equipment, required for the installation of
the System, with the requirements for hardware
and software stipulated in Annex No. 1 to the
Agreement;

3.1.2. The Bank performs the following
actions:
a) within 5 (five) Business Days of the Bank
from the date of the Bank’s acceptance of the
documents in the form and with the conent
complying with Sub-paragraph c) of Paragraph
3.1.1 of the Agreement, provides the Client
with the password to log into the System in
accordance with the System installation
application;
b) provides consultations to the Client on the
System installation after the Client has
completed the preparatory measures listed in
paragraph 3.1.1 of the Agreement. After
completion of the whole scope of work of
connecting the Client to the System, the Parties
shall sign the respective act on paper;
c) at the discretion of the Client, implements
measures in own premises aimed at training for
the use of the System with the persons
authorized by the Client, within the terms
agreed by the Parties.
3.2. After the Client has received the password
to log in to the System:
e the Client shall:
- create Operational Keys and an
electronic request for the creation of an
Operational Key certificate;
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- HampaBisieT B baHK 3JIEKTpOHHBIN
3anmpoc Ha cosganue CepTHdukara
PabGouero kimroua;

- nmepemaer B baHK 10 KaxIoMy U3
Y 1I0ITHOMOYEHHBIX MIpEeACTaBUTENEH
Kimenra AKT DpU3HAHMS OTKPBITOTO
kmoda  (ceprudukara) st oOMeHa
coobuienusmu (o ¢dopme IlpunosxeHus
No6 k CornamieHuro), pacrieyaTaHHBIN U3
CucremMbl, B  JABYX  JK3eMIUIApax,

MO AT CAaHHBIN COOCTBEHHOPYYHBIMU
MOAMKUCSIMU  YIIOJHOMOYEHHOTO  JIMI[A
Knnenra H COOTBETCTBYIOIIETO
V10IHOMOYEHHOT'O MIPEACTaBUTEIS
Kiuenral;

e bank:

- B TeueHnH 1ByX Paboumnx mHeit banka c
JaThl MOJTYYEHHS HaJUIekKalluM o0pa3oM
odopmiileHHOTO cO cTopoHbl Kimenra
AKTa TpU3HAHMUS OTKPBITOIO KJIHOYa
(cepTudukara) JUTSt oOMeHa
coobmenussMu  (Ilpunoxxkenue Ne6
Cornamienuo), B JBYX 3K3eMIUIIpax,
aktuBupyer  Cepruduxar  Pabouero
KJII0Ya Ha OCHOBAaHUHM DIIEKTPOHHOTO
3anpoca Kiinenra Ha ero co3nanue;

- TIPOCTABIISIET OTMETKY O JaTe Hadaia u
OKOHYaHHUsl cpoka peWctBus PabGouero
KII04a  Ha  KOKIOM  DK3EMIUIIpe
npunsaToro ot Knuenra Axra npusHaHUs
OTKpBITOro Kiouda (ceptudukara) aus
obOmena cooOmenusmu (Ipunoxenne Neb
k Cornamenuto) u nepenaer KiueHty
OJIMH OHK3EMIUIAp YKa3aHHOIO akTa, a
TaKkKe JlaHHbIE 0 Bnanensue
ceptudukata kioya nposepku Ol ¢
OTMETKOM baHka, TMOCTaBIeHHOH B
cooTBeTrcTBUM ¢ moan. B) m.3.1.1
Hactosmero CornamnieHus.

3.3. IIpu nutanoBo# cmeHe Pabounx kiroueit:

e KiueHr:

- co3gaer W HampaBiseT B baHk
SJIEKTPOHHBIA  3allpOC  Ha CO3JaHUE
HoBoro Ceprugukara Pabodero xiroua;
- TIpenocTaBisieT B baHk Ha OyMakHOM
HOCUTENE AKT NPHU3HAHUSA OTKPBITOTO
kioya  (ceptudukara) ans  oOMeHa
coobmenusMu (o ¢popme [punoxenus

- send to the Bank the electronic request
for the creation of an Operational Key
certificate;

- deliver to the Bank for each of the
Authorized Representatives of the
Client the Act of Acknowledgement of
the Public Key (certificate) for message
exchange (according to the form of
Annex No. 6 to the Agreement) printed
out from the System, in duplicate,
bearing handwritten signatures of the
authorized person of the Client and of
the corresponding Authorized
Representative of the Client.,

The Bank shall:

- activate an Operational Key Certificate
based on the Client's electronic request
for its creation within two Business
Days of the Bank from the date of the
receipt of the Act of Acknowledgement
of the Public Key (certificate) for
message exchange (Annex No. 6 to the
Agreement) duly executed by the Client
in duplicate;

- make a note on the date of the
commencement and completion of the
Operational Key validity period on each
copy of the Act of Acknowledgement of
the Public Key (certificate) for message
exchange (Annex No. 6 to the
Agreement) accepted from the Client
and deliver to the Client one copy of the
said act, as well as Data on the Holder
of the ES verification key certificate
with a note from the Bank in accordance
with Sub-paragraph c) of Paragraph
3.1.1 hereof.

3.3. When Operational Keys must be changed
according to the schedule:

e The Client shall:

- create and submit to the Bank an
electronic request for the creation of a
new Operational Key Certificate;

- submit to the Bank on paper the Act of
Acknowledgement of the Public Key
(certificate) for message exchange
(Annex No. 6 to the Agreement) in
duplicate?;

1 TTewars npocrasnsercs no yemorpenuro Knnenta / The seal shall be affixed at the Client's discretion
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Ne6 k  CormameHuro) B JIBYX
IK3EMILIAPaAX?;

e bank:

- B TeueHue 1Byx Pabouux nueit banka ¢
JIaThl OJyYeHUS HaJIeKaIuM o0pa3oM
oopmieHHOTO co cTopoHbl Kimenra
AKTa TpU3HAHMSI OTKPBITOIO KJIHOYa
(ceprudukara) TUTST obmeHa
coobuenusimu  (Ilpunoxxkenne Ne6 k
Cornamnienuo), B JABYX JK3eMIUIApax,
AKTUBHPYET HOBBIN Ceptudukar
PabGouero ximoya Ha  OCHOBAaHUU
AJIEKTpOHHOrO 3ampoca Kiuenra Ha ero
CO3/IaHHE;

- IPOCTABJISIET OTMETKY O JaTe Havayia u
OKOHYAHUSl CpPOKa JCWCTBUSA KIIOYa Ha
KOKIOM O3K3EMIULIpE MPHUHSATOTO OT
Knuenta Axra mpusHaHHS OTKPBITOTO
kmova (ceprudukara) st oOMeHa
coobmenussmMu  (Ilpunoxxenue Ne6

CormnanieHuro).
3.4. bank, o00nagas  COOTBETCTBYIOIIMMHU
MpaBaMH, MIPEIOCTABIICHHBIMH emy B

COOTBETCTBUM C JOTOBOPOM, 3aKJIHOYEHHBIM
mexny bankom u OOO «bCCy», npenocraBisier
Knuenty mpaBo Ha mnonb3oBanue CucreMol B
TeueHue JeicTBHSA Hacrosmero Corjamenus.
[IpaBo Ha 1OJIB30BAaHUE MPEIOCTABISIETCS C
YYETOM OTpaHUYCHUH, MPEAYyCMOTPEHHBIX
3aKoHoJarenbcTBOM Poccuiickonn denepanuu o
IIPaBOBOM OXpaHe mporpamm ais OBM.

Crartbi 4. [IpaBa u o0s3anH0CcTH CTOPOH

4.1. Bzaumuble npasa u ods3anHoctu CTOpoH

4.1.1. Croponbl mpu oOMeHe DIEKTPOHHBIMHU
JIOKYMEHTaMH C HUCoiab3oBaHueM CHcTeMbl
00s13y10TCS  PYKOBOJCTBOBATHCSI TpPaBUIAMHU U
TpeOOBAHUSIMHU, YCTaHOBJICHHBIMH
3aKOHOJaresnbcTBOM Poccuiickont  Penepanuu,
JABC, macrosmuMm — CornamieHueM, HHBIMHA
cornameHussMu Mexay bankom u Kimenrowm.
4.1.2. CropoHbl 00s3yIOTCS HE pa3riamiaTh
TpeThell CTOpoHE (32 HCKIIIOUEHUEM CIydYacs,
MIPETYCMOTPEHHBIX 3aKOHO/IaTeIILCTBOM
Poccuiickoit ®denepaunu " HACTOSIIUM
Cormamenunem) wuHbopmanuio o CpeacrBax
3amuTel  WH(pOpPMANMK,  UCHOIB3YEMBIX B
Cucreme.

e  The Bank shall:

- activate a new Operational Key
Certificate based on the Client's
electronic request for its creation within
two Business Days of the Bank from the
date of the receipt of the Act of
Acknowledgement of the Public Key
(certificate) for message exchange
(Annex No. 6 to the Agreement) duly
executed by the Client in duplicate;

- make a note on the date of the
commencement and completion of the
key validity period on each copy of the
Act of Acknowledgement of the Public
Key (certificate) for message exchange
(Annex No. 6 to the Agreement)
accepted from the Client.
3.4. The Bank, due to the corresponding rights
granted to it under the contract concluded
between the Bank and BSS, Ltd., grants to the
Client the right to use the System during the
validity term of the Agreement. The right to use
is granted, subject to the restrictions provided
by the law of the Russian Federation on the
legal protection for computer software.

Article 4. Rights and obligations of the
Parties

4.1. Reciprocal rights and obligations of the
Parties

4.1.1. Parties, during the exchange of the
Electronic documents through the use of the
System, undertake to be guided by the rules and
requirements as set by the legislation of the
Russian Federation, BAAs, this Agreement,
and other agreements between the Bank and the
Client.

4.1.2. Parties undertake not to disclose to a
third party (except for cases, as under the
legislation of the Russian Federation and this
Agreement) the information about the
Information Security Products used in the
System.

2 TTeuars mpocTasaseTcs mo yemorpennto Knuenra / The seal shall be affixed at the Client's discretion
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4.1.3. Kaxxnast u3 CTOpoH 00513yeTCsl HEMEIJIEHHO
uHpopmupoBatrh Jpyryro CtopoHy 000 Bcex
caydasx Komnpomeranuu KJIFOYEH,
HecankunonupoBanHoro aocrymna k Cucreme, a
TaKkKe MOBPEKICHUIX/YTpaThl  MPOTPaAMMHO-
amnmapaTHbIX CpencTB 00paOOTKH, XpaHEHUS,
nepegayd DJIEKTPOHHBIX JTIOKYMEHTOB, CpencTs
3amuTel HpOpMaluu, a Takke Kiouelt u He
ucnoip30Bath Kitoun mpu Hamu4uu OCHOBAHHIMA
10JIaraTh, YTO OHU CKOMIIPOMETUPOBAHBI.

4.14. CpencrBa 3aIUTEI uHpopmaruu
DNEKTPOHHBIX JOKYMEHTOB, NPEIOCTaBICHHBIC
Cucremot, MPU3HAIOTCS Croponamu

JOCTAaTOYHBIMU JJId 3alllWThI HH(i)OpMaIII/II/I oT
HecaHKHI/IOHHpOBaHHOFO A0CTYyIIa,
MNOATBCPXKACHUA aBTOPCTBA W IOJJIMHHOCTHU
QHGKTpOHHBIX JAOKYMCHTOB.

4.1.5. JlroOGble DNEKTPOHHBIE JIOKYMEHTBI,
nepepaBaembie 1o Cucreme, — mojiexkar
mpoBaHUIo.

4.1.6. JlioOble DNEKTPOHHBIE JIOKYMEHTHI,
nepenaBaeMbie 1Mo CucTeMe JIOJDKHBI  OBITH
3aBepeHbl Il CTopoHBI - OTHpaBUTENs, 3a
HCKIIIOYCHUEM IUIATCKHOTO TpeboBaHUs,

Tpe6y}0mero IMOJIYYCHHU aKILCIITa KJ'II/ICHTa, HEC

noanucanHoro OII.  Ilpu stom  CtopoHbI
COINIacHbIl, 4YTO B J3ToM ciaydae Cucrema
UCNONB3YyeTCsl  Kak  CHoco0  JOCTOBEPHOIO
onpeneneHuss baHka, HampaBUBIIETO TakKoe

iarexHoe TpedoBanue Knuenry.

4.1.7. Kakue-nu0o orpaHuyeHHs IOJTHOMOUYUIN
YnonnomoueHHoro mnpezacrasurens Kimenra
baHKOM He NpHU3HAIOTCS U HE KOHTPOJIMPYIOTCS,
€CJIM NHOE HE YCTAaHOBJIEHO COTJIALIEHUEM MEXY
Knuentom n bankoMm. baHk He ocymecTBisier
KOHTPOJIb 3a cyMMamu IJIaTeXEH,
OCYIIIECTBIISIEMBIX VY 10JTHOMOYEHHBIMU
npencraBuTesssMu KimeHTa B COOTBETCTBUU C
JBC.

4.1.8. KimeHT yBeIOMJIGH H COTJIACeH, YTO
nuceMo, HampasieHHoe Kimmentom B baHk B
cooTBeTcTBUU ¢ CorlameHnemM 1o 3JeKTPOHHOI
noure (e-mail), cauraercs nmoaydeHHbIM baHkoM
C MOMEHTa €ro perucTpanuu Kak BXOJSIIETro
JOKyMEHTa BO BHYTpPEHHEN CHUCTEME
nokyMmeHTooboporta banka.

4.2.IlpaBa u o6s3anHocTu Kiunenra

4.2.1. KnueHT He uMeeT npaBa TUPAKUPOBATH U
nepeJaBaTb TPEThEH CTOPOHE IPOIPaMMHOE
o0ecrieyeHue, mpeaocrasiasieMoe baHkoM 1o
Cornamennio W Bce  KOH(HIEHIMAIbHbIC
JlaHHble, oTHocsAuMecs K CornameHuio.

4.1.3. Each Party undertakes to immediately
inform the other Party about all the cases of
Key compromise, Unauthorized access to the
System, as well as the damage to the software
and hardware designed for processing, storage
and transfer of Electronic documents, as well as
the information security products and Keys,
and not to use Keys if there are the reasons to
assume that they are compromised.

4.1.4. Information protection products for
Electronic Documents granted by the System
are found as sufficient by the Parties for the
protection of information from Unauthorized
access, confirmation of authorship and
authenticity of Electronic Documents.

4.1.5. Any Electronic Documents transferred
within the System, are subject to encryption.

4.1.6. Any Electronic Documents transferred
within the System must be certified by an
Electronic Signature of the Party — Sender,
except the payment order which requires the
Customer’s acceptance and not signed with ES.
Meanwhile the Parties agree that in this case
the System should be used as a mean of reliably
defining the Bank which has sent such a
payment order to the Customer.

4.1.7. The Bank shall not accept and control
any limitations of the powers of the Authorized
Representative of the Client, unless otherwise
stipulated by a separate agreement between the
Client and the Bank. Accordingly, the Bank
shall not accept and control the amounts of
payments consummated by  Authorized
Representatives of the Client in accordance
with BAAs.

4.1.8. The Client is aware and agrees that the
letter sent by the Client to the Bank under this
Agreement by e-mail shall be deemed received
by the Bank upon its registration as an
incoming document in the internal document
management system of the Bank

4.2.Rights and obligations of the Client
4.2.1. The Client has no right to replicate and
transfer, to a third party, the software, granted
by the Bank under the present Agreement and
all the confidential information relating to the
Agreement.
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42.2. Knuent nMeeT TpaBo, npu
HEOOXO/IMMOCTH, BOCIIOJIB30BATHCS  TIOMOUIBIO
cnenuanucta banka i yctpaHeHHs HENOJIAIOK,
Bo3HUKIIMX B Cucreme, HanpaBuB B baHk
NUCHbMEHHYIO 3asBKy. [lo pe3yiabraram paOoThI
cnenuanvcra banka CTOpOHBI MTOAMUCHIBAIOT aKT
00 OKa3aHMU YCIIYT Ha OyMa)KHOM HOCHTEJIE.

4.2.3. Knuent o0s13yeTcs B CpOKH,
npenycmorpennsie Cornamenuem, 00ecCeyuTh
HAa CBOEM pacueTHOM W/WIM HHBIX CYeTax,
OTKpBITBIX B baHKe, OCTAaTOK JEHEKHBIX CPEICTB
B pa3Mmepe, HEOOXOAMMOM JJisi OIJIaThl YCIYT
banka B coorBerctBuM c¢ CornameHueMm u
Tapudamu.
42.4. Kiuent o00s3yercs — obecrneuuBaTh
COXPAHHOCTh M LEJIOCTHOCTh YCTAHOBJIEHHO
Cucrembl, Bkmowass  CpexncrtBa  3allUTHI
uH(pOpPMAaIIKH, a TAK)KE BBITIOTHATH TPEOOBAHUS K
skcruryaTanu  CucTeMBl,  W3JI0KEHHBIE B
JloxymeHTanuu.
4.2.5. Knmuent no tpeboBanuto banka o0s3an
NPEIOCTaBUTh OPUTHMHAIBI  JOKYMEHTOB Ha
OyMa)XHOM HOCHTENe, NpeoOpa3oBaHHBIX B
OJEeKTPOHHBbIE JTOKYMEHTbl W MEepeJaHHBIX I10
Cucreme, B TeueHue 14 (yeTbIpHAILATH)
KaJICHJJapHBIX JTHEW C MOMEHTa HalpaBJIEHUs eMy
TpeOoBaHus.  JlokymMeHThI Ha  OyMa)KHOM
HOCHTEJIE JIOJKHBI OBbIThH HOITUCAHBI
VIOJHOMOYEHHbIMM  Junamu  Kimenta u
3aBepeHsbl nevyarbio Kimenra (mpu ee HaJauuum).
42.6. B cimysae CcMEHBl PYKOBOAMTENS
(EIMHONMUYHOTO  MCIOJHUTEIBHOIO  OpraHa)
Kimenr 00s13aH MIOATBEPAUTH paBa
JIEHCTBYIOLLETO YII0IHOMOYEHHOTO
npeacrasutens Knuenra.
4.277. B ciydae mnpeKpauleHHs] IOJIHOMOYUI
JIEWCTBYIOILIETO VYTIOTHOMOYEHHOTO
npencrasutens KimeHTta, a Takke B ciydae
HecankuumonupoBanHoro nocryna k Cucreme,
Komnpomeranuu  kmrouedt, Kiuent o06s3aH
He3aMeUINTEeIbHO HaNpaBuTh B baHk mucbMo 06
AQHHYJIMPOBAaHUHU COOTBETCTBYIOIIETO KOMIUIEKTA
Kiroueit  (BnoxeHHBIM  (ailiomM) 10 aapecy
ANEKTpOHHOM mouThl (e-mail), ykazanHOoMy B
Horosope 006 wucnonb3oBanuu  JIbO, ¢
MOCJIEAYIOLUM HEMEAJIEHHBIM IIPEJOCTABIEHUEM
B baHk opuruHana BbIlIeyKa3aHHOTO MHUCbMa 00
AQHHYJIMPOBAHUHU COOTBETCTBYIOIIETO KOMIUIEKTA
Kiroueit Ha GymMa)kHOM HOCHTEJIE.

HanpaBieHnue yka3aHHBIX JOKYMEHTOB II0
ajZipecy sJIeKTpoHHOM mouthl (e-mail) o3nauaer
TpeboBanue KimeHTa mnpekpaTuTh NOpuUeM U

4.2.2. The Client has the right, if required, to
use the assistance of an expert from the Bank in
order to amend the errors, arising in the
System, by directing a written request to the
Bank. Upon the results of the work conducted
by the expert, as in compliance with the
Client’s application, Parties sign a Service
Performed Report on paper.

4.2.3. The Client within the term specified by
the Agreement, undertakes to assure that its
settlement account and/or other accounts
opened with the Bank indicate a balance of
funds in the amount, required for the payment
of services rendered by the Bank as in
compliance with the Agreement and Tariffs.
4.2.4. The Client undertakes to assure security
and entirety of the installed System, including
information security products, as well as
implement the requirements for the operation
of the System, as specified in the
Documentation.

4.2.5. The Client, at the request of the Bank,
shall present the original documents on paper,
as transformed into Electronic documents and
transmitted through the System, within a period
of 14 (fourteen) calendar days from the
moment the Bank sends such a requirement.
Documents on paper must be signed by the
authorized persons of the Client and certified
by the Client’s seal (if applicable).

4.2.6. In case the Client undergoes a change of
the Director (sole executive body), the latter
shall confirm the rights of the effective
Authorized Representative of the Client.

4.2.7. In case of termination of the authorities
of the current Authorized Representative of the
Client, as well as in case of Unauthorized
access to the System, Key Compromise, the
Client shall immediately send to the Bank a
letter on cancellation of the corresponding set
of Keys (as enclosure) to the e-mail address
specified in the Contract on the Use of RBS,
followed by immediate presentation of the
original letter on cancellation of the
corresponding set of Keys on paper to the
Bank.

The fact of sending these documents by e-mail
means the Client's request to stop receiving and
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UCTIOJIHEHUE JIIO0BIX DJIEKTPOHHBIX JOKYMEHTOB,
nognucanueix  OlIl,  chopmupoBaHHOi  Ha
CKOMIIPOMETHPOBaHHOM/aHHyIMpyemoM Kittoue.

[Topsanox wu3roroBneHus Hooro Pabouero
KJII0Ya aHAJOIMYeH MOPSAKY, YCTaHOBIEHHOMY
n.3.1 (32 MCKIIOYEHMEM BBIJAYM MAPOJSA IS
Bxoja B Cucremy), 1. 3.2 CornamieHus.

4.2.8. B cnyyae u3MeHeHUs (PaMHUINH, UMEHH,
oTyecTBa (MpPU HAIUYUHU) YTIOIHOMOUYEHHOTO
npeacrasutens Knuenra KnueHt ocymectBisier
BCE JEHCTBUS, NPEIyCMOTPEHHBIE HACTOSLIUM
CornmanieHueM  JUIsi  W3TOTOBJICHUS  HOBOTO
Pabouero kiroua, a Takke npefocrasiseT B bank
MUCHMO 00 aHHYJIHUPOBAHUU COOTBETCTBYIOIIETO
komruiekTa Kiroueid.

B cirydae n3menenust HaumMeHoBaHus KitmeHT
dopmupyer B CucreMe 3ampoc Ha CO3JaHHE
Ceptudukara PabGodero kiroua, mpu 3TOM
KnueHT MOXeT caMOCTOSITENIbHO TTIOMEHATh CBOE
HanMEHOBaHHE B Cucreme, a  Takxke
npenocrasiseT B baHk Ha OymMa)kHOM HOCHTENe
AKT TIPU3HAHMS OTKPBITOTO KITF04a
(ceprudukara) mns obMeHa cooOmeHUsMH (110
dopme [punoxenns Ne6 k CornamreHuio) B IByX
AK3EeMILISpax.

B mensx w3MeHeHUs BUAA IMpaBa TOIMTUCH
DNEKTPOHHBIX JIOKYMEHTOB YIOJIHOMOUYEHHOTO
npeacrasutenst Knuenra, Knmuent oOparraercs B

bank ¢  TOHCbMEHHBIM  3asBIEHHEM B
MIPOU3BOJIHLHOU opMe.
B cnyyae wu3MeHeHHMs HHBIX JaHHBIX

YnonnomoueHHoro npenacrasutens Kimnenra,
Knuent npenocrasnser B bank AKT nmpu3HaHUs
OTKpBITOr0 Kitoua (cepTudukara) Juisi oOMeHa
COOOLICHUAMU (ITpunoxenue Ne6 K
Cornamnienuo), ¢ MPUIOKEHUEM 3aBEPEHHOMN
bankom/HOTapuaibHO (B ciyyae HEOOXOIMMOCTH
C TPOCTABJIICHWEM AamnoCTWIS/IIPU YCIOBUHU €€
JIeTaJIn3alum) KOMHHU JOKYMEHTA,
YIOCTOBEPSIOLIETO TUYHOCTH Y TOJTHOMOYEHHOTO
npexacraButens Kimenra n/wm nokymenta (-oB),
NoATBepXKAaromero (-Mx) mpaBo JMIa Ha
npeObiBanne (mpokuBanue) B Poccuiickoit
Ddenepanuy — 1715 UHOCTPAHHBIX TPAKIAH H JTUI]
0e3 Tpak1aHCTBa.

Jinss  YNOTHOMOYEHHBIX —MpeACTaBUTENEH
Knuenra ¢ monHoMounsiMu «0e3 paBa MOIITHCH»
JIOKYMEHT, YIOCTOBEPSAIOLIHI JMYHOCTh
VYnonHomoueHHoro mnpexacrasurens Kimenra
u/uim A0KyMeHT (-bI), TOATBEpKIArouii (-ue)
npaBo JiMlla HAa TpeObiBaHHMe (MPOKMBAHUE) B

executing any Electronic documents signed
with the Electronic Signature generated using
the compromised/canceled Key.

The procedure for issuing a new Operational
Key is similar to the procedure set out in
Paragraph 3.1 (except for issuing a password to
log in to the System) and Paragraph 3.2 of the
Agreement.

4.2.8. In case of changes in the surname, name,
patronymic (if any) of the Authorized
Representative of the Client, the Client shall
perform all actions specified herein for the
purposes of generation of a new Operational
Key as well as submit to the Bank a letter on
cancellation of the respective set of Keys.

In the event of a name change, the Client shall
form a request for an Operational Key
Certificate in the System, whereby the Client
may change its name in the System on its own,
and submit to the Bank in hard copy an Act of
Acknowledgement of the Public Key
(certificate) for message exchange (according
to the form of Annex No. 6 to the Agreement)
in duplicate.

To change the type of the right to sign
Electronic Documents granted to the
Authorized Representative of the Client, the
Client shall file a written free-form application
to the Bank.

In case of changes in other information on the
Authorized Representative of the Client, the
Client shall provide the Bank with the Act of
acknowledgement of the Public Key
(certificate) for message exchange (Annex No.
6 to the Agreement) accompanied by a copy of
an identification document of the Authorized
Representative of the Client certified by the
Bank/notarized (and apostilled, if
necessary/subject to legalization) and/or a
document certifying the person’s right to stay
(reside) in the Russian Federation — for foreign
nationals and persons destitute of nationality.

For the Authorized Representatives of the
Client “without the right of signature”, an
identification document of the Authorized
Representative of the Client and/or a document
confirming the person’s right to stay (reside) in
the Russian Federation — for foreign nationals
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Poccuiickoit ®@enepanuu, — sl HHOCTPAHHBIX
TpaXaaH M JuI 0e3 TpaKIAaHCTBA MOTYT OBITh
IIpPEACTABICHbl B baHK B KONMSX, 3aBEPEHHBIX B
NOpsJIKE, yCTaHOBJIEHHOM baHkoM.

JloxymenTsl, npeacrasisieMmble Knnentom u
COCTaBJICHHbIE HA NTHOCTPAHHOM SI3BIKE, JOJKHBI
CONPOBOXAATHCS MEPEBOJIOM HAa PYCCKUU SA3BIK,
32 MCKJIIOYEHHEM CIy4acB YCTAHOBJIECHHBIX
3aKOHOJaTeNbCTBOM Pocculickoit ®Dexneparuu.
[TepeBo Ha pyCCKUH A3BIK TOJKEH OBITH 3aBEPEH
B MOPSIJIKE, YCTAHOBJIEHHOM 3aKOHOAATEIbCTBOM
Poccuiickoit @enepanuu.

4.29. Kiment  00s3aH  CaMOCTOSITENILHO
KOHTPOJIMPOBATh CPOKH JeicTBUs Paboumx
KJIIOYed W  CBOEBPEMEHHO  HMHHIIMUPOBATH
npoueaypy IlinaHoBoil cMeHBI pabOYNX KITHOYCH
JI0 WUCTEUYEHUs CpOKa JEHUCTBHUS JEHCTBYIOLINX
Pabounx KITFOUCH. CooTBeTcTBYIOIINE
yBenomiienuss o IlmaHoBoit cmene pabounx
KJIIOYEeHd MOryT HampasisaTecsa bankom 110
Cucreme B Te€YEHHUE JBYX MECSLEB 10 UCTCUCHUS
cpoka geiictBusi  CepruduraroB  Paboumx
Kioued. B cimydae, ecim B yCTaHOBJICHHBIE
CornamenueM cpoku Knnenrom He HarpaBiieH B
bank 3ampoc Ha co3manue Cepruduxara
PaGouero kitoua u/mnu He npenocrasieH B bank
Ha OyMaXXHOM HocuTene AKT NpU3HAHUS
OTKpBITOro Kitoua (cepTudukara) Juisi oOMeHa
COOOLICHUAMU (ITpunoxenue Ne6 K
Cornanienuio), a TaKke B ciydae
HECOOTBETCTBHS YKAa3aHHOT'O aKTa, IOJIy4YEHHOTO
bankom ot Knmenrta nHa Oyma)kHOM HOCHUTEINE,
ycnoBusMm Cormamenuss — neiictBue Pabouero
KJtoya mnpekpaiaercs. [lopsgok M3roToBiIeHUs
HoBoro PaOouero ximoua B 3TOM clyyae
AQHAJIOTHYEH TIOPSJIKY, YCTaHOBIIEHHOMY 11.3.3
Cornatienus.

4.2.10. Knuent o6s13an uHpopmupoats bank o6
WU3MEHEHUN uHpopMaluy, Kacarolencs
ucnonHenuss Croponamu Cornamenus. [Io mepe
BHECEHUS  COOTBETCTBYIOIIMX  HW3MEHEHUI],
He3aMeUINTEIbHO  MpeacTaBisTh B baHk
JOKYMEHTBI,  MOATBEPKAAIOIINE  M3MEHEHUS
NAHHEIX CBEICHUH.

Bce pucku HeOmaronpusTHBIX MOCIEACTBUM,
CBSI3aHHBIX C HECBOEBPEMEHHBIM YBEIOMIIEHHEM
banka o mpousoweAmInX HW3MEHEHHUAX, B TOM
yucie, ykazaHHbIx B 1.4.2.6-4.2.8, 1n.5.5
Cornamenus, HeceT KimeHr.

4.2.11. Ilpu pactopxxkenun Cornamenus KnueHt
00s13yeTcsl YHUYTOXXUTh BCE IPEIOCTABICHHOE
€My B MOJb30BaHUE MPOrpaMMHOE oOecreyeHue

and persons destitute of nationality — may be
submitted to the Bank as copies certified
according to the procedure established by the
Bank.

Documents submitted by the Client and drawn
up in a foreign language must be accompanied
by a translation into Russian, with the
exception of cases provided for by the laws of
the Russian Federation. Translation into
Russian must be certified according to the
procedure established by the laws of the
Russian Federation.

4.2.9. The Client must independently control
the validity periods of Operational Keys and
timely initiate the procedure of Planned change
of Operational Keys before expiry of the
current Operational Keys. The respective
notifications of the Planned change of
Operational Keys may be sent by the Bank
through the System within two months before
expiry of the Operational Keys certificats. If
the Client fails to send a request for a new
Operational Key Certificate and/or an Act of
acknowledgement of the public key
(certificate) for message exchange (Annex No.
6 to the Agreement) on paper to the Bank
within the time set out by the Agreement, or if
the said act on paper received by the Bank from
the Client does not comply with the
Agreement, the Operational Key shall become
null and void. The procedure of a new
Operational Key generation in this case is the
same as the procedure set out in Paragraph 3.3
of this Agreement.

4.2.10. The Client shall inform the Bank, in
writing about any changes in the information
relating to the performance of the Agreement
and submit to the Bank documents confirming
changes in said information as far as such
changes are introduced.

All risks of adverse consequences associated
with untimely notification of the Bank about
any changes that have taken place, including
those stated in Paragraphs 4.2.6-4.2.8, 5.5 of
the Agreement, shall be borne by the Client.

4.2.11.In case of the termination of the
Agreement, the Client undertakes to destroy all
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(ucTioNTHsAeMbIE W BCIIOMOTATENIbHBIC (HaIbI)
Cucremsl.

4.2.12. KmueHt o0s3yeTcs He TepenaBaTh
TPETHUM JIMIIAM CBOM IpaBa U OOS3aHHOCTH IO
Cornamenuro 6e3 MMCbMEHHOTO (Ha OyMa)KHOM
HocuTele) cornacusi banka.

4.2.13. KnueHT 0053aH TpPOBEPATH HAIUYHE
HOBBIX OJIEKTPOHHBIX JIOKYMEHTOB OT baHka,
HampaBlieHHBIX B aapec Kinenra, exxeqHeBHO, 3a
UCKITIOYCHHEM  OQUIIMAILHO  YCTAHOBJICHHBIX
BBIXOJHBIX W TPA3JHUYHBIX HEpabouux JHei
banka, a Takke €XeTHEBHO MpoBepiATh SMS-
cooO0IlleHus, HalpaBlieHHbIe baHKOM B CBSI3U C
BBISIBJICHHEM WM OICpAIfii, COOTBETCTBYIOIINX
MpU3HAKaM OCYIIECTBIICHUS MIEPEBO/IA ICHEKHBIX
cpencts 6e3 cornmacust Kimuenra.

Knuent o0s3aH He pexke OJHOro pasza B 5
(mATh) KaJEHJApPHBIX JHEH 3HAKOMHUTHCS C
uHpopmanmert, nyonukyemoii baHkoMm B
cooTBeTcTBUM C 11.12.6 CornameHus.

3a yObITKHM, BO3HUKIIHUE B pe3yibTare
HeucnoimHeHuss  KiMeHTOM — BBINICYKAa3aHHBIX
o0s3aHHOCTEH, baHK OTBETCTBEHHOCTH HE HECET.
4.2.14. KnaueHnt o0s3yercss mo TpeOOBaHHUIO W
dbopme banka mpenocTaBiIATh TOKYMEHTHI (Kak Ha
OyMa)XHOM HOCHTENE, TaK W C IOMOIIBIO
CucreMsl), MOATBEP)KIAIOIIME JaHHBIE 00
YnonHomoueHHOM npencrasurene Kimmenra.
4.2.15. Kiuent 00s13yeTcs co0JIr01aTh
TpeboBaHus 110 MHPOPMAITMOHHOM 0€30M1aCHOCTH
npu pabore c¢ Cucremoil, yka3aHHbIE B
[Tpunoxxennn Ne 4 k CoryameHuro, a Takxke
HanpaBnsieMble  bankom mo  Cucreme u
pa3menaemMbie Ha opuIIMATBLHOM caiiTe baHnka B
cetu «MIHTEpHETY.

4.2.16. Knuent o00s3yeTcsi He3aMeIJIUTEIBHO
yBeIOMJIATh baHk 000 BCceX HU3MEHEHHUSAX B
angpecax, ykazaHHbiX B [Ipunoxkenum Nel k
3asiBKe Ha ycTtaHoBKY Cucrtemsl. Bce puckw,
BO3HUKIIIE B PE3yJIbTAaTe HEMPEACTABICHUS HITH

HECBOEBPEMEHHOI'O TpeACTaBieHUss B baHk
yKa3aHHOW uWH(QOpMaIu, BO3JAralTcs Ha
Knuenra.

4.3.1IpaBa u o6si3anHocTH Banka

4.3.1. baHk He NpPUHUMAET K HCHOJHEHUIO
OJEeKTPOHHBIE JOKYMEHTBI, O(QOpPMIIEHHbIE C
HapylIeHHeM TpeOOBaHMM 3aKOHOJATENbCTBA
Poccuiickoit ®enepanuu, Cormamenus, [IBbC,
MHBIX corJiaimeHnit Mexy CTopoHaMu.

4.3.2. bank umMeeT npaBo OTKa3aTh KiueHTy B
npueMe K  HCIOJIHEHUI0  DJIEKTPOHHOTO

the software of the System granted to the latter
for use (executable and auxiliary files).

4.2.12. The Client undertakes not to transfer its
rights and obligations as under the present
Agreement, to third parties without a written
consent (on paper) of the Bank.

4.2.13. The Client shall check, on the daily
basis, the availability of the new Electronic
documents from the Bank, directed to the
Client, except for the officially established
holidays and weekends, as well as daily check
SMS messages sent by the Bank in relation to
any discovered transaction with signs of money
transfer without the Client’s consent.

The Client must at least once every five (5)
calendar days review the information published
by the Bank in accordance with Paragraph 12.6
of the Agreement.

The Bank shall not be liable for losses incurred
as a result of the Customer’s failure to fulfill
the above obligations.

4.2.14. The Client undertakes to provide
documents (both on paper and in the System)
certifying data on the  Authorized
Representative of the Client on demand of the
Bank.

4.2.15. The Client undertakes to comply with
information safety requirements specified in
Annex No. 4 to the Agreement, distributed by
the Bank in the System, and posted on the
Bank’s official website in the Internet in the
course of working with the System.

4.2.16. The Client compromises to
immediately notify the Bank on all the changes
incurred with respect to any address specified
in the Annex Nel to the request for System
installation. AIll risks resulted from not
providing or providing the Bank inopportunely
with such an information are assumed by the
Client.

4.3.Rights and obligations of the Bank
4.3.1. The Bank does not accept Electronic
documents for execution, drawn up in violation
of the requirements of the legislation of the
Russian Federation, the Agreement, BAAs, and
other agreements between the Parties.

4.3.2. The Bank has the right to refuse the
Client in the acceptance for execution of an




20

JOKyMeHTa, eciu KiHMeHT 3amoijHui —mojist
DJEKTPOHHOTO JOKYMEHTa ¢ omurOkaMu. B aTom
ciyqae Knmenty nHanpaBnsercs Ksutanuus c
yKa3aHUEM IMPUYUHBI OTKA3A.

4.3.3. baHk He WMMeeT NpaBa CaMOCTOSTEIBHO
KOPPEKTUPOBaTh  PEKBU3UTHI  DJIEKTPOHHBIX
nokymeHnToB Kinenra.

4.3.4. B ciyuyae HenpenoctaBieHusi Kiuenrom
JIOKYMEHTOB, YKa3aHHbIX B 11.4.2.7 CornaiieHus,
bank He OyzmeT HeCTH OTBETCTBEHHOCTH 3a
MOCNEACTBHSl COBEPILUEHUSI OIEpaluii, HWHBIX
JEUCTBUI, CIEIOK HAa OCHOBAHHMH HAJJIC)KAIIUM
obpazom 0(OpPMIIEHHOTO Kimentom
ONEKTPOHHOTO  JIOKYMEHTa,  IOANHCAHHOTO
YnonHoMo4eHHbIM TpencTaBuTesnieM KineHra,
JaHHbIE O KOTOpPOM ObUIM IPEAOCTaBIECHbI
Knuentom B bank panee.

4.3.5. baHK Tpekpam@aer npueM U UCIOIHEHUE
JTHOOBIX DNEKTPOHHBIX JIOKYMEHTOB,
noanucanHelx  OIl,  copmupoBanHOW  Ha
CKOMIIPOMETHUPOBaHHOM/aHHYyIHpyemMoM Kiroue
B CpPOKM, HPEIyCMOTPEHHbIE B MHCbME 00
AHHYJMPOBAHUU COOTBETCTBYIOIIETO KOMILIEKTA
Kiroueid, a B ciaydae OTCYTCTBUs yKa3aHWUs Ha
TaKhe CPOKH — HeMeUIeHHO. Bce DnekTpoHHbIe
JIOKYMEHTBI, TOCTYNHUBIINE B baHk 710 moy4eHus
baHkoM yka3aHHOro NHCbMa, HCIHOJHSIOTCA B
nopsiike, ycraHoBieHHOM CornameHueM Hiu
WHBIMU corjameHusMu mexay CtopoHamu.

B cnywae HempencrtaBieHMs OpuUTrHHala
nuchMa 00 aHHYIMPOBAaHUHU COOTBETCTBYIOIIETO
komruiekta Kimtouelr Knmentom Ha OymakHOM
HocuTene baHk He OyaeT HeCTH OTBETCTBEHHOCTb
3a yOBITKH, TpUYMHEHHBIE KiTMeHTy B pe3yibTaTe

MpeKpanieHus npuema u HUCIIOIHCHUS
DNEKTPOHHBIX JIOKYMEHTOB, moamnucaHHbix I,
c(hopMUpPOBaHHOMN Ha COOTBETCTBYIOIIEM

CKOMITIPOMETHPOBAaHHOM/aHHYIHpyeMoM Kirtoue.
4.3.6. bank umeer npaBo orkazaTh KimeHTy B
IpUEeMe/IPUOCTAHOBUTh ~ MCIIOTHEHUE JIF000TO
OJEeKTPOHHOTO  JIOKyMEHTa 10  CBOEMY
YCMOTpEHHIO, B TOM  4HCJIe, HO  He
OTPaHUYMBASCH, B CIIy4ae BOSHUKHOBEHHS y HETO

MOJO3PEHUM, YTO ODJIEKTPOHHBIM JOKYMEHT
MOJITHCaH HE YOITHOMOYEHHBIM
npencrasuteneM Knumenta, Kommnpomeramuu

I(J'IIO‘-ICI\/'I, HecaHKL[I/IOHI/IpOBaHHOFO AOCTYyIIa K

Cucreme w/wam B CiIydae  Kakoro-imbo
Hapymenus Kiwmentom  Coryamenus, Ipu
BBISIBIICHUH bankom olepanuu,

COOTBETCTBYIOILIEH IPHU3HAKAM OCYIECTBICHHUS
HepeBoJla JIEHEXKHBIX CpeACTB 0e3 coryacus
Knuenta, npu s3toM KnueHT Bopase nepenarsb B

Electronic Document, if the Client omitted
mistakes when filling in such Electronic
Document. In this case a Receipt confirmation
is sent to the Client specifying the reason for
refusal.

4.3.3. The Bank may not independently correct
details of Electronic Documents of the Client.

4.3.4. If the Client fails to provide the
documents specified in Paragraph 4.2.7 of the
Agreement, the Bank shall not be liable for the
consequences of performing transactions, other
actions, deals on the basis of an Electronic
Document duly executed by the Client, signed
by the Authorized Representative of the Client,
details of which were provided by the Client to
the Bank earlier.

4.3.5. The Bank shall stop accepting and
executing any Electronic Documents signed
with the Electronic Signature generated using a
compromised / canceled Key within the time
limits specified in the letter on cancellation of
the corresponding Key set, and in case no such
time limits are specified - immediately. All the
Electronic Documents received by the Bank
prior to the receipt of such letter by the Bank
shall be executed in accordance with the
procedure established by the Agreement or
other agreements between the Parties.

In case of the Client’s failure to submit the
original letter on cancellation of the respective
Key set on paper, the Bank shall not be liable
for any losses incurred on the Client as a result
of the termination of acceptance and execution
of the Electronic Documents signed with the
Electronic Signature generated using a
compromised / canceled Key.

4.3.6. The Bank has the right to refuse the
Client in the acceptance/suspend execution of
any Electronic Document at its own discretion,
including, but not limited to, the cases when it
suspects that the Electronic Document is signed
by somebody other than the Authorized
Representative of the Client, Key Compromise,
Unauthorized Access to the System and/or in
case of the Client’s default hereunder, if the
Bank discovers a transaction with signs of
money transfer without the Client’s consent, in
which case the Client has the right to present
the Bank with the corresponding payment,
other document on paper, drawn up in
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bank COOTBETCTBYIOIIMK IUIATEKHBIM, WHON
JIOKYMEHT Ha OyMaKHOM HOCHTETIE,
COCTABJICHHBIA B COOTBETCTBUM C YCIOBUSMHU
JABbC, CornamieHusi, UHBIX COTJIAIEHUNA MEXIY
bankom wu KiumeHToM, 3aKOHOAATEIBCTBOM
Poccuiickoit @enepanuu.

O cBoem oOTkaze B mpueme DIIEKTPOHHOIO
nokyMmeHTa bank o0s3yercst yBeqomuth Kimenra
He no3aHee Paboyero aus banka, cnepyromiero 3a
JTHEM TIOCTYIUICHUSI DJIEKTPOHHOTO JIOKYMEHTa B
bank, myrem HampaBienus coodmenus Kiuenrty
no Cucreme.

4.3.7. bank uMmeer mpaBo oTkazaTh KiMeHTy B
npueme DNEKTPOHHBIX
JIOKYMEHTOB/IIPUOCTAHOBUTDH UX UCIIOHEHUE JIJIS
MPOBEICHUS pacueTHhIX ormnepanuid no Cuery,
CYeTy MO BKJIALy (IENO3UTY), moAanucanubix O,
B ClIyvasx, MPEAYCMOTPEHHBIX
3aKOHOAAaTeNbCTBOM Poccuiickon denepanuu, B
TOM 4Yucjle, B OO0JacTH MNPOTHUBOACUCTBUS
Jeranu3aiuu (OTMBIBaHHIO) JI0XO/I0B,
MOJTYYCHHBIX MPECTYITHBIM yTeM, u
(buHAHCUPOBAHUIO TEPPOPU3MA.

4.3.8. bank wuMeer mpaBo 3ampalIuBaTh y
Kinenra MOATBEPKICHUE JAHHBIX 00
YnonHomoueHHOM nipencrasurene Kimenra.
439. bak wumeer TmpaBO BHOCUTb B
OJTHOCTOPOHHEM TOPSIIKE U3MEHEHHS B MOPSIOK
dbysakronupoBanuss CucteMbl U coo0ImaTs 00
sToM KilMeHTy B MHChbMEHHOM YBEAOMJICHUM Ha
OyMa)XHOM  HOCHUTEJE€ WM  TOCPEICTBOM
Cucremsl.

4.3.10. bak wuMeeT NpaBO NPUOCTAHOBUTH
obcnyxxuBanue KimeHTa ¢ HCMOIB30BaHHEM
CuctemMbl Ha BpeMs CIOPHBIX CHUTYyallMil C
yBegomiieHrem o0 3Tom Kiuenra.

4.3.11. baHk wuMmeeT mpaBO MPUOCTAHOBUTH
obcnyxuBanue KiueHTa ¢ HCMONB30BAaHUEM
CucreMbl IS BBIIOJHEHUS  HEOTJIOKHEIX,
ABApHITHBIX M PETIAMEHTHBIX pa0OT, CBS3aHHBIX C
o0ciyxuBanueM CHUCTEMBI.

4.3.12. bank uMeeT IpaBo MO CBOEH MHUIIMATUBE
OyiokupoBaTh JeiicTBUe Paboumx Kirode mpu
Komnpomeranuu kitouei.

4.3.13. bank o0s3yercs B TeueHHe 7 (ceMm)
Pabouunx nueit banka oT 1aThl MOMTydeHUs 3asBKU
Ha ycrtaHOBKY CuHCTeMbl HW TIpH  YCJIOBHH

BBITTOJIHCHUSL KJII/ICHTOM 065I3aTeJII>CTB, B
coorBerctBMM ¢ 1. 3.1.1 Cornamenus,
npou3BecTH pabOTbl M OKa3aTb  YCIYTH,

npeaycmoTpennsie 1. 3.1.2, n.3.2 CornaieHus.

compliance with the terms of BAAs, the
Agreement, other agreements between the
Bank and the Client, the legislation of the
Russian Federation.

The Bank shall notify the Client about its
refusal to accept the Electronic document no
later than the day, following the day of
reception of an Electronic document by the
Bank, by sending a message to the Client via
the System.

4.3.7. The Bank has the right to refuse the Client
in the acceptance/suspend execution of
Electronic Documents for carrying out
settlement transactions on the Account, a
deposit account signed with ES in cases
provided for by the legislation of the Russian
Federation, including in the field of countering
the legalization (laundering) of criminal
proceeds and terrorism funding.

4.3.8. The Bank has the right to require from the
Client confirmation of data on the Authorized
Representative of the Client.

4.3.9. The Bank shall have the right to amend
unilaterally the procedure of the System
functioning and inform the Client about it via a
written notification or the System.

4.3.10. The Bank shall have the right to suspend
services for the Client rendered with the use of
the System, for duration of disputable
situations, upon a corresponding notice given to
the Client.

4.3.11. The Bank shall have the right to suspend
services for the Client rendered with the use of
the System, for the performance of urgent,
emergency and scheduled works associated
with servicing of the System.

4.3.12. The Bank may on its own initiative
block the operation of the Operational Keys in
case of the Key Compromise.

4.3.13. Within a period of 7 (seven) Business
days from the date of the System installation
request, provided that the Client has executed
the obligations as in compliance with
Paragraph 3.1.1. of the Agreement, the Bank
shall execute works and render services, as
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4.3.14. bank o6s3yercs nmpuHUMaTh 0T Knuenra
ONEeKTPOHHBIE  JOKYMEHTBI,  IOJINUCAHHBIC
YIOTHOMOYEHHBIM(M) — TIpeacTaBUTEIEM(JISIMH )
Kiventa B  COOTBETCTBUH C  YCIOBUSMHU
Hactosamero  CornameHusi,  TpeOOBaHUSMU
3akoHozaarenbcTBa Poccuiickonn ®denepanuu u
OCYIIECTBIISITh  ONEpaly,  CHCJIKH, HHBIC
JIEUCTBUSI Ha OCHOBAHMM TaKHX OJEKTPOHHBIX
JIOKYMEHTOB B CpokH, mnpeaycmoTrpeHnbie [IbC,
CornaiieHueM, WHBIMH COTJIALIEHUSAMH MEXKITY
CropoHamu, 3aKOHOJATENbCTBOM Poccuiickoi
®denepauuu.

B cnyuae HampaBieHus OIEKTPOHHOTO

JOKyMeHTa B Hepabouue nuHu banka, aHem
MOCTYIICHUS DJIEKTPOHHOTO JOKYMEHTa
apisercs nepBbli  Pabouuit  genp  banka,
cinenyromuii 3a Hepabounm gHeM. CTOPOHBI
MPU3HAIOT B KA4e€CTBE €UHOMN IIKAJIbl BPEMEHU
npu pabore ¢ Cucremoili MeCcTHOE BpeMsl T.
MOCKBBI.
4.3.15. Ilocine moxkmrouenusa k Cucreme bauk
unpopmupyer Knmenta o coBepiieHUH C
ucnons3oBanueM Cucrembl umu  0e3  ee
UCIIOJIB30BaHUs Kaxaou omepanuu mno Cuery,
cueTy Jerno myreM mpenoctaBieHus KimeHty
BhIUCKH 10 Cuery, cueTy Jerno He IO3/JIHee
PabGouero nua banka, crnemyromero 3a JHEM
coBepieHus onepanun no Cyery, cYeTy Jero,
MyTeM HaANpaBJIEHUS UX TOJBKO MOCPEACTBOM
Cucrembl.  Jluem  Bblgaud  (TIOJTy4YEHUS)
YKa3aHHBIX BBIIUCOK CYMTAEeTCs JIeHb HUX
HanpasieHuss bankom no Cucrteme. B ciyuae,
eciu JOCTYI Knuenra K Cucreme
NpUOCTaHOBIIEH, yBenomiieHne Kimenta o
COBEPILIECHUH YKa3aHHBIX ormepanuit
OCYIIIECTBIISIETCS nyTemM MIPEA0CTaBICHUS
Knuenry Bbimucku no Cuery, cuery Aemno 1o
Cucreme He3aMeIUTEIbHO nocie
BOCCTAaHOBJIEHUSI JOCTyNa K HEW WM JAPYTUM
CrocobOM U B CpPOKHM, HPETyCMOTPEHHBIE
cootBercTBYyomUM JIBC/noroopom cuera aemno.
Hanpasnenne baHkoM yKa3aHHBIX BBIITUCOK IO
Cucreme (WM JAPYyrUM CIOCOOOM W B CPOKH,
MIPETYCMOTPEHHBIE COOTBETCTBYIOIIUM
JbC/moroBopom  cuera  Jemo)  SBISETCS
HajuexamuM  yBegomsienueM — Kimenrta o
COBEpILIEHUH OINEpalud C HUCIOIb30BAHHEM
AIIEKTPOHHOTO CpeacTBa raTexa B
COOTBETCTBUU c 3aKOHO/AaTEIbCTBOM
Poccuiickoit  deneparuu, wu He Tpedyer
JIOTIOJTHUTEIBLHOTO HarpaBJeHUs bankom
Knuenty kakux-mm00 UHBIX YBEIOMIICHHH.

under Paragraph 3.1.2 and Paragraph 3.2 of the
Agreement.

4.3.14. The Bank  undertakes to accept
Electronic documents from the Client, which
have been signed by the Authorized
Representative(s) of the Client in compliance
with the terms of the present Agreement and
the requirements of the legislation of the
Russian Federation and implement operations,
transactions and other actions in time stipulated
in BAAs, legislation of the Russian Federation,
the Agreement and other agreements between
the Parties, on the basis of such Electronic
Documents.

If an Electronic Document is sent on non-
business days of the Bank, the day of receipt of
the Electronic Document shall be the first
Business Day of the Bank following the non-
business day. The Parties recognize the
Moscow local time as the single time scale
when working with the System.

4.3.15. After connection to the System the Bank
shall inform the Client about each transaction
on the Account effected using the System or
without its use by providing to the Client
statements of the Account and the depot
account not later than the Bank’s Business Day
following the date of the transaction on the
Account and depot account with said statements
to be forwarded exclusively via the System. The
date of issue (receipt) of said statements shall be
the date of their forwarding by the Bank via the
System. If the Client’s access to the System is
suspended, the Client shall be notified of the
above transactions by way of sending the Client
statements of the Account, depot account via
the System immediately after recovery of the
access thereto or in any other manner and within
the terms fixed by corresponding BAA/depot
account agreement.

The said statements forwarded by the Bank via
the System (or in any other manner and within
the terms fixed by the corresponding
BAA/depot account agreement) shall be
deemed the proper notification of the Client
about the transaction using the electronic means
of payment in accordance with the legislation of
the Russian Federation, and shall not require
any additional notification from the Bank to the
Client.
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4.3.16. bank 00s3yercs KOHCYJIbTHPOBATH
Knuenrta no Bonpocam pabotel ¢ Cucremoil (B
Paboune mguu bamka ¢ 10.00 mo 16.00
MOCKOBCKOT'O BPEMEHH), MPEIOCTABIIATh
Knuenty HoBble Bepcuu CHCTEMBI, a Takxke
uHpopmupoBath Knuenra 000 Bcex U3MEHEHHSAX
nopsiaka  yHkuuoHupoBaHus — Cucrembl B
TEYEHHUE BCETrO0 CpOKa JAEUCTBUS HACTOSILETO
Cornaienus.

4.3.17. B LEeJsX IIPOTUBOIECUCTBUS
OCYILIECTBIICHHUIO NEPEBOJIOB JICHEXKHBIX CPEICTB
0e3 corjacusi KiMeHTa, baHK Ha OCHOBaHUH
3asBieHus KimeHra, cocTaBieHHOro no ¢opme
banka Ha OyMa)XKHOM HOCHTEJE, yCTAaHABIMBACT
HE 1o3Hee pabouero JHs, CIEAYIOLIEro 3a THEM
TPUHATHS bankom 3asBIICHHUS,
COOTBETCTBYIOILIME OrPAHUYEHUS [0 CyMMe
OJTHOW OIEepaluyl W/WIK 1O Oo0Ie cymMMe Bcex
ornepauuii 3a KaJeHAApHBIN J1€Hb, MPOBOAUMBIX
no Cuery c mnomouplo Cucremsel. OTmeHna
YCTQHOBJICHHBIX OTPAaHUYEHUH OCYIIECTBIISETCS
baHkoM mocie MpUHATHS UM COOTBETCTBYIOIIETO
3asBneHus Kimenra, npeacrasinenHoro B bank Ha
OyMa)KHOM HOCHTEJIE.

Crartbi 5. [Ipasa u oos13anHocTy CTOPOH Ipu
BbLISIBJICHUH Bbankom onepanmnm,

4.3.16. The Bank undertakes to consult the
Client on the issues of operations in the System
(on Business Days of the Bank from 10 a.m. till
4 p.m. Moscow time), grant the Client with the
new versions of the System, as well as inform
the Client about all the changes in the functions
of the System during the entire period of
validity of the present Agreement.

4.3.17. With the purpose to prevent the transfer
of money without the Client’s consent, on the
basis of the Client’s request elaborated in paper
and in accordance with the Bank’s form, not
later than the day following the receiving of
this request, the Bank establishes respective
restrictions on the amount of one operation
and/or on the whole amount of daily operations
performed in the account through the System.
The abolition of established restrictions will be
implemented once the Bank receives the
respective Client’s request submitted in paper.

Article 5. Rights and obligations of the

COOTBETCTBYIOIIMUX IPpU3HAKAM

Parties when the Bank discovers

OCYHICCTBJICHUA NEPEBOAA ACHCKHbIX CPEJACTB

transactions with signs of money transfer

0e3 corsracusa Kiauenra

5.1. bank mnpu BBIABICHUM WM OIEPALMH,
COOTBETCTBYIOILIEH IPHU3HAKAM OCYILECTBICHUS
nepeBojia JIGHEeXKHBIX CpeACcTB 0e3 coriacus
Knuenra, 00s3aH 10 OCYIIECTBJICHUS CIIMCAHUS
JNEHEeXXHbIX cpencTB co Cuera MPUOCTAHOBUTH
UCIIOJIHEHUE PACHOPSIKEHUS O COBEPLICHUH
orepanuy,  COOTBETCTBYIOLIEH  MpU3HAKaM
OCYILIECTBIIEHUSI TIEPEBOJA JIEHEXHBIX CPEACTB
0e3 coriacus Kiuenra, Ha CPOK,
IIPEyCMOTPEHHBII 3aKOHOJAATEILCTBOM
Poccuiickoit denepanum.

52. O  [OpuUOCTaHOBJIEHUU
pacniopsbkeHus ~ KnueHta o coBeplueHUU
olnepanuy,  COOTBETCTBYIOUIEH  INpU3HAKaM
OCYIIECTBJICHUSI TIEpeBOJa JIEHEXHBIX CPEACTB
6e3 cormacus Knumenra bank o00s3yercs
yBeioMuTh KimeHTa He3aMeIIuTeNbHO MyTEM
HarmpasieHus: coobmeHuss KinueHty mo cBoemy
ycMoTpeHuto 1o Cucreme WM 1O HOMEpPY

HUCIIOJTHCHUA

without the consent of the Client

5.1. If the Bank discovers a transaction with
signs of money transfer without the consent of
the Client, the Bank shall suspend the order to
perform the transaction with signs of money
transfer without the consent of the Client before
the withdrawal of funds from the Account for a
term stipulated by the laws of the Russian
Federation.

5.2. The Bank shall immediately notify the
Client about the suspension of the Client’s
order to perform such transaction with signs of
money transfer without the consent of the
Client by sending a message to the Client at its
own discretion via the System or to the mobile
phone number® specified by the Client in the
Contract on the Use of RBS or notified by the
Client to the Bank in the procedure established
by the Agreement.
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MOOHIBHOTO TenedoHa’, ykazanHoMy KirmeHToM
B JloroBope 00 wucnonszoBanuun JbO wumu
coobmenHomy Knmentom banky B mnopsake,
npeaycMoTpeHHoM CorjanieHueM.

Juem nonyuenus Kinuenrom coobmenus 00

olnepanuy,  COOTBETCTBYIOUIEH  NpU3HAKaM
OCYILIECTBIICHUSI IIEPEBOJA JIEHEXKHBIX CPEACTB
0e3 cormacus KimeHra, sABiIsfercs  ICHB
HanpaBieHuss baHKOM yKa3aHHOIO COOOLICHMS
no Cucreme WiIM [€Hb HampaBieHUs baHkom
SMS-coobmienuss Ha  HOMEpP  MOOMJIBHOTO
tenepona Knuenra, ykasannslii uMm B JloroBope
00 wmcnonp3oBanuu JIbO wiIHM  COOOIICHHBIN
Kimenrom banky B nopsiike, npeayCMOTPEHHOM
CornaiieHuem.
5.3. KumeHT mnonrBepxmaeT/He MOATBEPIKIACT
UCIIOJIHEHUE bankom pacnopsiKeHus,
IIPUOCTAaHOBJIEHHOTO u3-3a IIPU3HAKOB
OCYILIECTBIICHUSI IIEPEBOJA JIEHEXHBIX CPEACTB
6e3 cormacus Kimenra, mo HOomepy TenedoHa
banka, yka3aHHOMYy Ha oO(QUUIUAIBHOM caiiTe
banka B cetn «MHTEpHET», ¢ NPOU3HECEHUEM
KonoBoro cinosa Knuenra.

IIpyn HanM4MKM TEXHUYECKOW BO3MOKHOCTH,
MOATBEPIUTH UCIIOJIHEHUE bankom
pacnopsiKeHHsl,  MPUOCTAHOBIIEHHOTO  M3-3a
IIPU3HAKOB OCYILLECTBIICHUSI IEPEBOJIA IEHEKHBIX
cpenctB 6e3 cornacust Knuenra, KnueHnt moxer
no Cucreme nyreM BBOJa  Kojga  —
MOJITBEPKIEHUS, peJIBapUTENILHO
3anpomeHHoro Kmmenrom mno Cucreme wu
MOJIYYeHHOTO Ha MOOWJIBHBIM HOMEDP TenedoHa,
yka3aHHbIH B JloroBope 06 ucnonszoBanuu /15O
wiu cooOuieHHsli Knmuentom banky B mopsinke,
IIPEyCMOTPEHHOM CornamenueM. o
MOJITBEPKICHUS WCIIOJTHEHUS bankom
COOTBETCTBYIOLIEro Miarexa KiueHT o0s3aH
CBEPUTH PEKBU3UTHI pacnopspKeHus,
ornpasieHHOro KimeHToM, ¢ peKkBU3UTaMH,
YKa3aHHbBIMH B YBEJIOMJIEHMM, HaIlPaBICHHOM
bankomM 1o HoMepy MOOMIIBHOTO TenedoHa,
ykazanHomy Kmwmentom B JloroBope 00
ucrnionb3oBaHun  JIbO  wnm  cooOiieHHOMY
Kimenrom banky B nmopsiike, mpeayCMOTPEHHOM
CornamieHuem.

[Ipn nocryminenun B baHK MOATBEpkKACHUS
VCIIOJTHEHUS bankom COOTBETCTBYIOILIETO
iarexxa B TEYEHHE ONEepallMoOHHOro  JHS,

The day of receipt of the message about a
transaction with signs of money transfer
without the consent of the Client by the Client
shall be deemed the day of the above message
sent by the Bank via the System or to the
Client’s mobile phone number specified by the
Client in the Contract on the Use of RBS or
notified by the Client to the Bank in the
procedure established by the Agreement.

5.3. The Client confirms/does not confirm the
performance by the Bank of the order
suspended due to signs of money transfer
without the Client’s consent by calling on the
Bank’s phone number specified on the official
web-site of the Bank in the Internet and using
the Client’s Code Word.

If technically possible, the Client may confirm
the performance by the Bank of the order
suspended due to signs of money transfer
without the Client’s consent, using the System
and entering the confirmation code
preliminarily requested by the Client via the
System and received on the mobile phone
number specified in this Contract on the use of
RBS or advised by the Client to the Bank in the
procedure established by the Agreement. Until
confirmation of performance by the Bank of the
corresponding payment, the Client shall check
the details in the order sent by the Client against
the details specified in the notification sent by
the Bank to the mobile phone number specified
by the Client in the Contract on the Use of RBS
or otherwise advised by the Client to the Bank
in the procedure established by the Agreement.

If the Client confirms the above payment to the
Bank within the transaction hours specified in
the BAA, funds shall be debited from the
Account on the current Business Day of the
Bank. If the above confirmation is received

8 KnmenTaM, yKa3aBIIMM NpM 3aKiiodeHur JloroBopa o6 ucmomb3oBannu JBO 1Ba HOMepa MOOHIBHBIX
teneoroB, SMS-coo0iieHne HapaBIsIeTCs Ha HOMEP MOOHMJIBHOTO TeneOHa, YKa3aHHBIA B MEPBOM CTPOKE
nyHKkTa «MOOWIBHBIN TenehOH KIMEHTa I IprueMa cooduiennii B Gpopmare SMS-coobmiennii». / The Clients
specifying two mobile phone numbers when entering the Contract on the Use of RBS, SMS messages shall be sent
to the mobile phone number specified in the first line of “Mobile phone number of the client for SMS messages”.
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ykazanHoro B JIBC, peHexHble CpeacTBa
cnucbiBatoTcs co Cuera B Tekymuid Pabouwmii
JICHb banka. [Ipu MOCTYIUICHUU
BBIIICYKA3aHHOTO MIOATBEPKICHUS nociie
OMEpAlMOHHOTO  JHS, JCHEXKHBIE CpeACTBa
cnuchiBaroTCs co CueTa He MO03IHEE CIEIYIOIIETO
Pabouero nus banka.

B cmyuae, ecnim KnumenTt cornamaerca ¢
coobmenneM banka o ToM, 4YTO omepaunus IO
Cuety COOTBETCTBYET IIpU3HaKaM
OCYIIECTBIICHUSI TIEPEeBOJa JIEHEKHBIX CPEACTB
0e3 cormacuss Knwmenra, Kiment Bmopase
HEe3aMeJUIUTEIbHO HamnpaBuTh B baHK OT3bIB
COOTBETCTBYIOIIETO PACTIOPSKECHUSI.

[Tpu HENONy4YeHU U oT Knuenta
COOTBETCTBYIOIIETO  TOJATBEpPXKIACHUS,  baHkK
BO300HOBJISICT HUCIOJHEHHE PACHOPSHKEHUS I10
HCTECYCHUU CpoKa, YCTaHOBJIEHHOI'O
3akoHOAaTeNnbcTBOM Poccuiickon denepannm.

Knuent yBemomieH o TOM, 4TO Bce
TeleOHHBIE PA3rOBOPHI  3alKCHIBAIOTCA U
xpansarcs B banke B TeueHue  CpokKa,
YCTaHOBJIEHHOTO 3aKOHOJATENHCTBOM
Poccuiickoit ®enepanuu. 3anucu yKa3aHHBIX
TeIeQOHHBIX  PAa3TOBOPOB  MOTYT  OBITh
WCITIOJIH30BaHbI MPU Pa3peIIeHUH JIFOOBIX CTIOPOB,
a Tak>Ke MPeJO0CTaBIIECHBI B CY/I.

5.4. bank BmpaBe B OJIHOCTOPOHHEM TIOPSIKE
n3meHuTh KopoBoe cioBo Kimenra, HampaBuB
Knuenty yBenomienue Ha OyMa)KHOM HOCHUTEIE
C COOCTBEHHOPYYHOU MOAMHCHIO PYKOBOJIUTEINS
banka (ynmomHOMOYEHHOro WM JMua) 00
n3meHenuu Kogosoro ciosa.

5.5. B cnyudae yrparel KnueHToM KOHTpOJIA Haf
HOMEpOM MOOUTBHOTO TenedoHa, a TaKxke
yTpatbl KIHMEHTOM YBEpEHHOCTH B TOM, YTO
KomgoBoe cnoBo wu/uiam HOMEp MOOUIBLHOTO
TenepoHa HE MOTYT OBITh HCIOJB30BAHBI
HEYNOJHOMOUYECHHBIMU  JMIIAaMU  (ajmee  —
KOMITpOMETAIHs), Knuent 00s13aH
HE3aMeJIMTEIbHO HalpaBUTh B baHk mucbMo o
KoMrpomeTaruu KomoBoro ciioBa u/uiam HoMepa
MoOuITBEHOTO TenedoHa (BI0KEHHBIM (ailioM) 1o
ajapecy  OJJEKTPOHHOH  TIOYTHI (e-mail),
ykazaHHoMy B JloroBope 00 UCHOIB30BaHUU
JBO, C MOCIEAYIOIIAM HeMeJIEHHBIM
MpeA0CTaBIEHUEM B banx OpUTHHAJA
BBITIICYKA3aHHOTO MTHCHhMA.

Bce pacnopsibxkenus Knuenrta o coBepiieHUn
omepanuy,  COOTBETCTBYIOLIEH  MpU3HAKaM
OCYIIECTBJICHUSI TEpPEeBOJa JACHEXKHBIX CPEIICTB
6e3 cornacusi KnmeHnra, mocTynuBiInde TOCTE
noytydeHus: baHkoM BbIlIeyKa3aHHOT'O MUCbMa 110

after the transaction hours, the funds shall be
debited from the Account no later than on the
next Bank's Business Day.

If the Client agrees with the Bank's message
that the transaction on the Account bears signs
of money transfer without the consent of the
Client, the Client may immediately revoke the
respective order from the Bank.

If the Customer fails to send the corresponding
confirmation, the Bank shall resume the order
after expiry of the term stipulated by the laws
of the Russian Federation.

The Client is hereby notified that all telephone
conversations shall be recorded and stored by
the Bank within the period established by the
laws of the Russian Federation. The recordings
of such telephone converstations may be used
when resolving any disputes and may be
presented to court.

5.4. The Bank may unilaterally change the
Client's Code Word by sending a notification to
the Client on paper with a handwritten
signature of the Bank Manager (his authorized
representative) on the change of the Code
Word.

5.5. If the Client loses control over the mobile
phone number or loses confidence that the
Code Word and/or mobile phone number
cannot be used by unauthorized persons
(“compromise”), the Client shall immediately
send to the Bank a letter about the compromise
of the Code Word and (or) mobile telephone
number (as an enclosed file) to the e-mail
address specified in the Contract on the use of
RBS, subject to the subsequent immediate
sending of the original of such letter to the
Bank.

All the Client’s orders on the performance of
the transaction having signs of funds transfer
without the Client's consent which are
delivered after the Bank receives the above e-
mail and before the Bank accepts from the
Client the subsequent notification on paper
with a handwritten signature of the Client’s
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3JIEKTPOHHOM MOYTE U A0 NMPUHATHS baHkoMm OT
Knuenta mocnemyromero yBEIOMIICHUS Ha
OyMa)XKHOM HOCHTEJIC C COOCTBEHHOPYYHOM
MOJMUCKHI0 YIOJTTHOMOYeHHoro Jmia Kiuenra c
ykazanueM HoBoro KopjoBoro cioBa wW/Hiu
HOMEpa MOOWIBHOTO TenedoHa, CUUTAKOTCS
ABTOMATHYECKH OTO3BAHHBLIMU.

B cnyudae 3amenbl KimentoM HOMepa
MoOwmiIbpHOTO Tenedona u/umu KomoBoro cioga,
KiueHT 00s13aH He3aMeITUTEIBHO YBEJOMHUTH 00
sToM BaHK B NMUCHbMEHHOM BHJIE Ha OyMa)KHOM

HOCUTENIE C COOCTBEHHOPYYHOH MOJIHUCHIO
YIIOJIHOMOYEHHOTo Jrna KineHnTta ¢ ykasaHuem
HoBoro KogoBoro cioBa w/miam  HOMeEpa
MOOMIIBHOTO TeedoHa.

Ho MOMECHTA TIPUHSITHS bankom
BBIIIICYKAa3aHHOTO YBEIIOMJICHHSI bank

UCIOJIB3YeT B cooTBeTcTBUU ¢ CorvalieHuem
panee cooOuieHHblii banky Kiuentom Homep
MOOMIIBHOTO TeJedoHa, paHee COOOIIEHHOE
Knuentom  banky/bankom  Knmenty (B
cootBercTBUU C 1.5.4 Cornamenus) Komosoe
CJIOBO.

5.6. baHk He HeceT OTBETCTBEHHOCTH 3a yuiepo,
NPUYMHEHHBIN Knuenty BCJIEJICTBHE
HECaHKIIMOHMPOBAHHOTO UCTIOTb30BaHUS
TPeTbUMH JIMIAMH (B TOM 4YHCIe, HO He
OTPaHUYMBAsCH, IPU KoMIpomeTaiui) KomoBoro
cilloBa/HOMepa  MOOWJIBHOro  TenedoHa, Ha
KoTopblii  bankom  HampaBmsercs ~ SMS-
cooOlIeHne O  COBEpLICHMHM  OIEepaluH,
COOTBETCTBYIOILIEH MpPU3HAKAM OCYIECTBICHUS
nepeBoJia JIEHEXKHBIX CpeACTB 0e3 coryacus
Kinenra.

5.7. bank He HeceT OTBETCTBEHHOCTH 3a
HETaTHBHBIE MTOCIIEJCTBUS, B TOM YHCJE YOBITKH
Knuenra, koTopble MOT'YT BO3HUKHYTh y Kinenra
BCJIE/ICTBUE HEMOJIY4YEHHUsS] YBEAOMJIEHHS OT
banka 00 omepauuu, COOTBETCTBYIOLICH
NPHU3HAKaM OCYIIECTBIICHUS ITEPEBOIA IEHEKHBIX
cpeacts 6e3 cornmacus Knuenra, B ToMm uucle, B
CBS3M C HEJIOCTOBEPHOCTHIO/HEAKTYaIbHOCTHIO
uHpopmanuy, ykazanHoi KimeHtom, a Takxke B
CBSI3M € HemocTynHocTthio mis  Kimenra
yKa3aHHBIX CIIOCOOOB CBSA3M, a TakXe 10 BHUHE
KnuenTa unm MoOGMIIBHOTO oriepaTropa, B ciiydae
yrparel Kimnentom KomoBoro cnoBa/Homepa
MoOuiIbHOTO TenedoHa, Ha KOTOpbId bankom
Harnpasisgercss SMS-cooliienue o coBepIIeHUun
olepaluu,  COOTBETCTBYIOIIEH  INpHU3HAKaM
OCYILIECTBIICHHUS TIEPEBOAA JCHEKHBIX CPEICTB
6e3 cornacus Knnenra, nx KOMIOpOMETaIUH.

authorized representative specifying the new
Code Word and/or mobile phone number, shall
be deemed automatically revoked.

If the Client changes the mobile phone number
and (or) the Code Word, the Client shall
immediately notify the Bank thereof in writing
on a paper bearing the handwritten signature of
the authorized person of the Client specifying a
new Code Word and (or) mobile telephone
number.

Until the Bank accepts the above notification,
the Bank shall use the mobile phone number
previously provided to the Bank by the Client
and the Code Word previously provided to the
Bank by the Client/to the Client by the Bank (as
per Paragraph 5.4 of the Agreement) in
accordance with the Agreement.

5.6. The Bank shall not be liable for damage
caused to the Client due to unauthorized use by
third parties (including but not limited to
compromising) of the Code Word/mobile
phone number, to which the Bank sends SMS
messages about transactions with signs of
money transfer without the consent of the
Client.

5.7. The Bank shall not be liable for negative
consequences, including losses of the Client,
which the Client may suffer as a result of non-
receipt of a notification from the Bank about a
transaction with signs of money transfer
without the consent of the Client including, but
not limited to, for the reason of
inaccuracy/outdated nature of the information
specified by the Client, unavailability of the
specified communication methods for the
Client, fault of the Client or the mobile
operator, loss of the Code Word/mobile phone
number, to which the Bank sends SMS
messages on transactions with signs of money
transfer without the consent of the Client, by
the Client or the compromise thereof.

5.8. The Bank shall not be liable for the Client’s
losses resulting from the loss (damage, transfer,
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5.8. bank He HeCeT OTBETCTBEHHOCTH 3a YOBITKH
KnueHnra, BO3HUKIIME B pe3yiabTaTe yTPaTh
(mopum, Tmepemadd, yTEPH, pa3rJIAIICHUH)
Knuentom KomoBoro crnoBa/HoMepa MOOUIBLHOTO
TeneoHa, Ha KOTOpBIH BaHkoM Hampamisercs
SMS-coobmieHre 0 COBEpIIEHUH OIEpaluH,
COOTBETCTBYIOIIEH MpPH3HAKAM OCYIIECTBICHHSI
nepeBoJia JICHEKHBIX CpPEACTB 0e3 Coryacus
Kinenra.

5.9. baHK He HeceT OTBETCTBEHHOCTH 32 YOBITKU
Knuenra, BO3HHKIIINE BCJIC/ICTBHE
HECBOEBpEeMEHHOr0 coolmienus: banky o6 yrpate
KnreHToM KOHTPOJIsl Hai HOMEPOM MOOMIIBHOTO
tenegoHa, a Takxke yrpare Kimenrom
YBEpEHHOCTH B TOM, 4T0 Koj0BOE Cll0BO, HOMEp
MOOWJIBHOTO TenedoHa, Ha KOTOpbIH bankom
HarpaBysieTcss SMS-coo0IieHne 0 COBEPIICHUH
olepanuy,  COOTBETCTBYIOIIEH  NpHU3HAKaM
OCYILIECTBIICHHS TEPEBOA JCHEKHBIX CPEICTB
06e3 cormacus Kimenta, He Moryr OBbITb
UCTIOJIB30BaHbl HEYIOJTHOMOUYCHHBIMH JIMIIAMHU.
5.10. KiueHt o00s3yercs npenoctaBuTh baHky
JICHCTBUTENILHBIA HOMEP MOOWJIBHOTO TeledoHa
1 00eCeunTh MOCTOSIHHYIO JOCTYITHOCTH HOMEpa
MOOMJIBHOTO TenlepoHa /ISl preMa COOOIICHUIA

B dopmare SMS-coobmenmit Ha
PYCCKOM/aHTJIMACKOM SI3BIKE.
5.11. KimeHT HeceT OTBETCTBEHHOCTL 3a

JIOCTOBEPHOCTh HOMEpa MOOWIJIBHOTO TenedoHa,
00s13aH HE JOIMYCKaTh Co3JaHue TyOJUKAaTOB
(KJIOHOB) SIM-KapThl, a TaKXKe HE IOMYyCKaTh
NOJTy4eHHE, UCTIOJIb30BAHUE U 3aMEHY SIM-KapThl
U/ HoMepa MoouisHoro Tenedona, Kogosoro
CJIOBa HEYIOJIHOMOYEHHBIMH JINTIAMH.
5.12. KnueHt 00s3yeTcs oOecreuyuTb XpaHEHHE
uHpopmanun o KomoBom cioBe crnocoOowm,
nenatomuM  KosoBoe  €JI0BO  HEAOCTYMHBIM
TPETHUM JTUIIAM.

bank 00s13yeTcst IpUHATH Bce HEOOXOMMBbIe
Mephl  OPTaHWU3AIMOHHOTO ¥ TEXHUYECKOTO
Xapaktepa ais oOecredyeHUs: HEBO3MO>KHOCTH
JocTyna HEYITOTHOMOYEHHBIX TV K
uHpopmanuu o KomgoBom croBe, Homepe
MobmibHOTO Tenedona Kinnenra, Haxosieiics B
pacrniopsbkeHuu banka.
5.13. KiiueHT noATBEPkKIAAET, YTO €My HU3BECTHO
0 TOM, YTO B IpoLlecce Mepenayn MHPpOopMauu
nmyTeM HarpasieHus: SMS-coo0reHns BO3MOKeH
PHCK HECAaHKIIMOHUPOBAHHOTO JIOCTYINA TPETbUX
JUIl K Takod HMHPOPMALUU U HACTOSIIUM
BBIpa)KaeT CBOE corjacue ¢ TeM, yto baHk He
HECeT OTBETCTBEHHOCTH 3a  pasIVIalleHue
uHpopmanun o KimeHre, omepanusx 1o ero

disclosure) of the Code Word/mobile phone
number, to which number the Bank sends SMS
messages on transactions with signs of money
transfer without the consent of the Client, by
the Client.

5.9. The Bank shall not be liable for losses of
the Client arising out of the late notification of
the Bank about the loss of control over the
mobile phone number by the Client, as well as
the loss by the Client of confidence that the
Code Word, mobile number, to which the Bank
sends SMS messages on transactions with signs
of money transfer without the consent of the
Client, cannot be used by unauthorized
persons.

5.10. The Client shall provide the Bank with a
valid mobile phone number and ensure that the
mobile phone number is always available for
receiving SMS messages in Russian/English.

5.11. The Client shall be liable for the accuracy
of the mobile phone number, shall prevent any
duplication (cloning) of the SIM card, and
prevent the receipt, use, and replacement of the
SIM card and/or mobile phone number, the
Code Word by unauthorized persons.

5.12. The Client shall ensure the safekeeping of
information about the Code Word in a manner
that makes the code word inaccessible to third
parties.

The Bank shall take all the necessary measures
of the organizational and technical nature to
ensure that unauthorized persons cannot access
the information on the Code Word and the
Client’s mobile phone number available to the
Bank.

5.13. The Client is hereby aware of the risk of
unauthorized access by third parties to the
information communicated by SMS messages
and hereby agrees that the Bank shall not be
liable for any disclosure of such information
about the Client and transactions on the
Client’s Accounts in the event of such
unauthorized access.
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Cueram B ciy4ae TaKOTO
HECAHKIMOHUPOBAHHOTO JOCTYTIA.

5.14. KimeHT cornamiaercs ¢ TeM, 4yTo baHk He
HECET OTBETCTBEHHOCTH 3a Kakue-Iu0O aBapui,
cobou u mepedou B 0OCITY)KMBAaHUU, CBSI3aHHBIC C
o0opyioBaHuEM, CHUCTEMaMH nepeaavyn
9JICKTPOSHEPTUU W/WJIW JIMHUW CBSI3H, CETH
«HTEpHETY, KOTOpBIC o0ecIeunBaroTCs,
MTOJA0TCH, AKCIUTYaTHPYIOTCS W/ M
00CITYXKMBAIOTCS TPETHUMHU JUIIAMH B CBSI3H C
HampaBiaeHueM  bankom  Kmumenty  SMS-
COOOIICHHUS, B TOM YUCIIE YOBITKH, TIOHECEHHBIC B
CBSI3W C HEMPABOMEPHBIMHU JICUCTBUSIMU WIIH
Oe3neiicTBHEM TPEeThHX JIMI. baHK He Hecer
OTBETCTBEHHOCTh 3a JIOCTYITHOCTh u
paboTOCIIOCOOHOCTh CPEJICTB CBS3H, C TIOMOIIBIO
KOTOpeIX baHK ocyliecTBIsieT yBeIOMIICHUE
Knuenra.

Crarbs 6. KonduaennnajiapbHocTh

6.1. YcnoBust u mHpOpMAIUs, COACpKAIIAsiCI B
CornaiieHnu, a Takke BCs IEPENNCKA, CBSI3aHHAS
C ©ero WCIOJHCHWEM, CUHUTAIOTCS OO0CHUMH
Croponamu KOoH(pHAESHIUATHHON UHPOpMaIuei,
COCTABJISIIONIEH, B TOM 4HCIE, OAaHKOBCKYIO H
KOMMEpYECKYI0 TailHy, KoTopyto CTOpPOHBI He
BIIpaBEe pasrjamarh TPEeThUM JUIaM  0e3
MPEABApPUTEIIBHOTO  MHUCBMEHHOTO  COTJIACHs
npyroit CTOpOHBI, 3a HMCKIIOUYEHHUEM CIIyYaes,

IIPEAYCMOTPEHHBIX Cornamennem u
3aKoHoOAarenbcTBOM Poccuiickon  dDenepanum,
IIPENOCTaBIICHUS TaKou uHpopManuu

HE3aBUCUMBIM aYJII/ITOpCKI/IM OpFaHI/ISaHI/IﬂM 10
uX TpeOOBaHWIO B XOJ€ MPOBENCHUS ayIauTa
Oyxrajarepckoro  ydera U (UHAHCOBOI
(Oyxranrepckoif) OTYETHOCTH; KOIJa  OHa
0Ka3ajach M3BECTHOM TPETHUM JIMIIAM JI0 TOTO,
kak CTOpPOHBI €€ pa3IIacuiIH.

Crarbsa 7. DHHAHCOBHIE B3AMMOOTHOIIIEHU S

7.1. Tlopsiiok oTuIaThl, CTOMMOCTH PAaOOT M YCIIYT,
oka3biBaeMbIx bankoMm KnneHnty no Hacrosimemy
Cornamenuto, ycranaBinuBatorca Tapudamu u
HACTOSIIINM CornaiieHueM. Pacuetsl
MPOM3BOIATCS B PpPyOJNAX TyTeM CIUCAHUS
bankoM (0e3 JOMONHUTENBHBIX PACIOPSIKEHUI
Knuenra) AeHEXHBIX CpPEICTB C PacUYEeTHOTO
u/vm uHBIX cueToB KimenTta, oTKphIThIX B baHke,
C KOTOPBIX Tako€ CIHCAHHWE JOIYyCKaeTcs
3aKOHOJAaTeNbcTBOM Poccuiickont  Penepanuu,
MIPEABAPUTENBHO MOJHOCTBIO 10 OKA3aHMS YCIIYT.

5.14. The Client hereby agrees that the Bank
shall not be liable for any emergencies,
malfunctions and interruptions in the services
due to equipment, electricity systems and/or
communication lines, the Internet, which are
provided, supplied, operated and/or maintained
by third parties, as related to the SMS messages
sent by the Bank to the Client, including losses
incurred due to illegal actions or inaction of
third parties. The Bank shall not be liable for
the availability and operability of the means of
communication used by the Bank to notify the
Client.

Article 6. Confidentiality

6.1. Terms and information, contained in the
present Agreement, as well as all the
correspondence, relating to its execution, are
considered as confidential by both Parties,
constituting, inter alia, a bank and commercial
secret, which the Parties have no right to
disclose to third parties without preliminary
written consent thereto of the other Party, only
in case and in the manner, as under the present
Agreement and the legislation of the Russian
Federation and provision of such kind of
information to independent audit organizations
on their demand in the process of audit of
accounting and financial (accounting) reports;
when it has been disclosed to the third parties
before it was disclosed by the Parties.

Article 7. Mutual financial relations

7.1. Manner of payment, price of works and
services, rendered by the Bank to the Client as
under the present Agreement, are set by the
Tariffs and the present Agreement. Settlements
are conducted in rubles through the direct
debiting by the Bank (without additional
Client’s orders) of the funds from the settlement
and/or other accounts held by the Client in the
Bank, from which such debiting is permitted by
the legislation of the Russian Federation,
preliminarily in full prior to the provision of
services. If the funds are debited from a foreign
currency account of the Client, and the amount
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Ecim neHexHbIe CpENCTBAa CIMCBIBAIOTCA CO
cuera KnMeHTa B MHOCTpaHHOM BalIOTE, a CyMMa,
npuuuTaroniascs baHKy B COOTBETCTBUM C
Tapudamu, Bolpaxkena B pyomsx, bank
CaMOCTOSITEJIBHO ~ IIPOU3BOJUT  KOHBEPCHIO
YKa3aHHBIX CpeACTB 10 Kypcy banka Poccuu Ha
JI€Hb COBEPIUEHUS ONEpalud W HalpaBisaeT
IIOJIYYEHHYIO CYMMY JUIsl OILIAThl yCiIyr baHka.

7.2. B cnyyae, eciM OCTaTOK JCHEKHBIX CPEACTB
Ha PacyeTHOM W/WiM MHBIX cyerax KiueHrta He
no3BoyisieT baHKy B CpOK W B pa3Mepe,
onpezeneHHbIX CornameHueM U 1eHCTBYIOIMMU
Tapudamu, npousBecTH CHHCAHUE IUIATHI 3a
yciyru banka, bank umeer npaBo He OKa3bIBaTh
3ampamuBaemble  KimeHToM  yciyrm  w/wim
IPUOCTAaHOBUTH oOciyxuBanue Kimenrta 1o
CucreMme 710 MOMEHTa IIOJIHOM  OIUIAaThI
3a10/DKeHHOCTH  KUIMEHTOM, COOTBETCTBEHHO
yBeoMuB 00 3ToM Kimenrta He MeHee ueM 3a 5
(mate) Paboumx  nmueir  banka.  KimeHt
OTKa3bIBaeTCs OT JIIOOBIX IpereH3uil k banky 3a
BO3HUKHOBEHHE B JTOM CIIy4a€ BO3MOXHBIX
yOBITKOB, BKJIIOYas peajbHbId  ymepd u
YIIYHIEHHYIO BBITOJy, CBA3aHHBIX C 3aep KKaMHu
B npoBeneHuu Kimenrom omnepauuii no Cuery,
CY4eTy Jemno, cYeTy M0 BKIany (IEMO3uTY),
OCYIIECTBJICHUS UHBIX JIEUCTBUH, CIETIOK.

7.3.B  cnywae  pactopkeHuss  Kimenrom
CornamieHuss B OJHOCTOPOHHEM  MOpSKE,
Knuent o6s3an He mo3anee 3 (Tpex) Paboumx
nHel baHka OT naTel HaNpaBIeHUs YBEIOMIICHUS
0 PacTOP’KEHUU OIIaTUTh CTOMMOCTb OKa3aHHBIX
YCIIYT.

7.4. KnMeHT HacTOSIIUM JIaeT coryacue (3apaHee
JAHHBIA aKLENT) Ha HCIOJIHEHHE (B TOM 4HCIe
yacTuyHoe) baHkoM, B TOJHOW CyMMe

IIJIATEXKHBIX TpeOOBaHMIT/MHKACCOBBIX
nopyyeHuii baHka WM MHBIX JOKYMEHTOB,
YCTaHOBIIEHHBIX bankom Poccun, IS

OCYIIECTBJIEHUS MPaB, MPEIyCMOTPEHHbIX 1.7.1
CornamieHusi, B TEYEHHE CpOKa JIEHCTBHS
Cornanrenus.

Crarbpi 8. OrBeTcTrBeHHOCTHL CTOPOH

8.1. 3a HeucrnojgHeHHE W/HWIM HEHAJIEKAIee
UCIIOJHEHHE 00s13aTenbcTB 1o  CorjameHuo
CropoHnsl HECYT OTBETCTBEHHOCTh B
COOTBETCTBUU c 3aKOHO/IaTEILCTBOM
Poccuiickoit deneparnumu.

8.2. KilmenT  HeceT  OTBETCTBEHHOCTH  3a
COXpPAaHHOCTh U IIEJIOCTHOCTh YCTAaHOBJICHHOTO

due to the Bank, as in compliance to the Tariffs,
is expressed in rubles, Bank individually
converts the specified funds at the exchange rate
of the Bank of Russia as at the day of the
commission of the operation and directs the
received amount for payment for the Bank’s
services.

7.2. In case if the balance of funds in the
settlement and/or other accounts of the Client
does not allow the Bank, within the term and in
the amount set by the Agreement and the
effective Tariffs, to debit the amount of
payment for the services of the Bank, the Bank
shall have the right not to render the services
requested by the Client and/or suspend the
servicing of the Client in the System until the
full payment of the Client’s debt has been made,
correspondingly notifying the Client of such at
least 5 (five) Business Days of the Bank in
advance. The Client refuse to file any claims
with the Bank for the occurrence, in such case,
of possible losses, including real damage and
lost profits, related to the delays in
commissioning Client operations on the
Account, depot account, deposit account, or
other actions or transactions.

7.3. In case the Client terminates the Agreement
in a unilateral manner, Client shall no later than
3 (three) Business Days of the Bank from the
date of the sending of the notification about the
termination, cover the cost of rendered services.

7.4. Hereby the Client gives his consent (pre-
authorization) to the execution (including
partial execution) by the Bank of Bank’s
payment requests/collection orders or other
documents stipulated by the Bank of Russia, in
full, for the implementation of rights specified
in the p. 7.1 of the Agreement within the validity
period of the Agreement.

Article 8. Liability of the Parties

8.1. The Parties shall be held liable for non-
performance and/or improper performance of
the duties under the Agreement, as in
compliance to the legislation of the Russian
Federation.

8.2. The Client shall be responsible for the
security and entirety of the installed software,
including the information security products,
media with the Keys, for the observance of the
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IIPOrpaMMHOTI0 o0ecrnieueHus, BKJIFOYAst
CpenctBa 3amuThl HHGOpPMAIMK, HOCUTENICH C
Knrouamu, 3a BblloNIHEHHWE TpeOOBaHUN K
skcrutyataiiid ~ CUCTEMBI,  HM3JI0KEHHBIX B
Cornamennu n JlokyMeHTalMy, 3a HaaJexaliee
BBITIOJIHEHHE ycioBui CornaiieHus, a Takxe 3a
HCII0JIb30BaHUE Kiroueit TOJBKO
YnomHomoueHHbIM npeAcTaButenemM Kiumenra,
YKa3aHHbIM B COOTBETCTBYHOIIMX JlaHHBIX O
Brnanensue ceprugukara xiroda mpoBepku 11
(ITpunoxxerune Ne5 k CoranieHuro).

8.3. bank  Hecer  OTBETCTBEHHOCTh  MEPE]
KJineHTOM B COOTBETCTBUU € 3aKOHOJATENBCTBOM
Poccniickoit denepanuu, Npyu HAIMYNUN BUHBI 32
peanbHbIH yiiepo, HO He 3a YIYIIEHHYIO BBITOY,
C YUE€TOM OTpaHUYEHUH, IPETYyCMOTPEHHBIX 11.8.4
CornamieHusi, 3a TOYHOE, CBOEBPEMEHHOE W
IIOJIHOE MCIIOJHEHUE MOPYYEHHM U MHCTPYKLHU
Knuenta mo  mpoBeneHuto  OaHKOBCKUX,
JIETIO3UTAPHBIX OMEPAIUid, 10 COBEPIICHUIO HHBIX
JIEHCTBUM, CIEJIOK, HA OCHOBAaHUU HaJJICKAIIUM
o0pa3oM  OQOPMIICHHBIX ¥  CBOCBPEMEHHO
nepeganHblx 1o Cucreme  DNEKTPOHHBIX
ToKkyMeHTOB Kinenra.

8.4. bank He HeceT OTBETCTBEHHOCTH:

- 3a MOCJEACTBUSl COBEPLICHUS ONEpalUii,
WHBIX  JEeWCTBUM, CHCJIOK Ha OCHOBaHHUH
HaJUIeKalUM oOpazom 0 OpPMIIEHHOTO
Knuentom DIEKTPOHHOTO JIOKYMEHTA,
MIPU3HAHHOTO BEPHBIM M MPUHATOro baHkom k
UCIIOJTHEHUIO (JT1000M DNEKTPOHHBIA JTOKYMEHT,
MO CAHHBIN Y0JIHOMOYEHHBIM
npeacraButTenieM KimeHTa B COOTBETCTBHH C
CornamieHueM # NOJdy4YeHHbIH bankom 1o
Cucreme, B J000M clyyae NpHU3HAETCS
OJEKTPOHHBIM JIOKYMEHTOM, HUCXOJAIIUM OT
Knuenra, uro He momyckaer orkaz Kimenra ot
TOTO, YTO TaKOW JOKYMEHT HaIpaBlieH C €ro
CTOPOHBI, HA IIPH KaKUX 00CTOSTENIbCTBAX);

- 3a MOCJEACTBUS COBEPIICHUS ONEpaluii,
WHBIX  JICMCTBWH, CHIEIOK Ha OCHOBAaHHU
HaJIeKAIUM oOpazom 0(OPMIIEHHOTO
Knuentom DJIEKTPOHHOTO JIOKYMEHTA,
MOAMUCAHHOTO MPEXHUM  YTIOTHOMOYEHHBIM
npeacraButeneM KnweHTa, 10 MOIydYeHUS OT
Knuenra MCchbMa 00 AQHHYJIMPOBAHUU
COOTBETCTBYHOIIETO KoMIuiekTa Kiroueii;

- 3a mociuencrBus oTkaza banHka B

coorBerctBun ¢ n.4.3.2, 435 - 437
COFHaLLIeHI/IH oT HpI/IeMa K HNCITIOJITHCHUIO
DIEKTPOHHOTO JIOKYMEHTA, nepelaHHOTO

KanentoMm nmo Cucreme;

requirements for the operation of the System,
specified in the Agreement and the
Documentation, for due execution of the terms
of the Agreement, as well as for the use of Keys
only by the Authorized Representative of the
Client specified in the corresponding
Information on the ES Verification Key
Certificate Holder (Annex No. 5 to the
Agreement).

8.3. The Bank shall be held liable before the
Client, as in compliance to the legislation of the
Russian Federation, in case of its fault for real
damage, but not for lost profits, in light of the
restrictions, as under Paragraph 8.4 of the
Agreement, for the exact, timely and full
execution of the orders and instructions
presented by the Client for the commission of
banking operations, custody transactions and
other actions or transactions on the basis of the
duly drawn up and timely transferred, within the
System, Electronic Documents of the Client.

8.4. The Bank shall not be liable for the
following:

- for the consequences of operations, other
actions or transactions on the basis of a duly
drafted Electronic Document from the Client,
acknowledged as accurate and accepted by the
Bank for execution (any Electronic Document
signed by the Authorized Representative of the
Client in compliance to the Agreement and
received by the Bank through the System, is in
any case found as an Electronic Document
received from the Client, which excludes
Client’s refusal from the fact that such
document was sent on its behalf, under any
circumstances);

- for the consequences of operations, other
actions or transactions on the basis of a duly
drafted Electronic Document from the Client,
signed by the former  Authorized
Representative of the Client, until the date of
receipt of a letter on cancellation of the
respective Key set from the Client;

- for the consequences of the Bank’s refusal, in
compliance to Paragraphs 4.3.2, 4.3.5 - 4.3.7 of
the Agreement, to accept for execution an
Electronic document, transferred by the Client
via the System;
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- 32 TIOCIIEACTBUA UCNOJIb30BaHUs CHUCTEMBI,
yCTaHOBJIEHHON y KimeHTta, mocTopoHHHMH, a
TaK)Xe HEYITOJIHOMOYEHHBIMH Ha 3TO JIMLAMU;

- 3a IOCIEACTBUs pasmiameHus Kinuentom
uHpopManuu o mnopsake padorel CucTeMsl,
BKJIIOYAs TOPSAIOK ucnonb3oBanus Cpencts
3alUThl HHGOPMALIUK;

- 3a HapymeHue pabotel Cucrembl U
BO3HUKHOBEHUE TPYIHOCTEH B OCYILECTBICHUU
onepanuii, MHBIX JIEUCTBUA  MOCPEICTBOM
CucteMsl B pe3yibTaTe OMMUOOK M HETOYHOCTEH,
JonymeHHbIx Knrentom;

- 3a mHapymeHue pabotel CHUCTEMBI B
pe3ynbTaTe HeucnpaBHocTH CpencTB 00paboTKu
u XpaHeHUs uHdopmauu Kinenra,
UCIONBb3YEMBIX IS 1ocTymna k Cucreme;

- 3a mHapymeHue pabotel CHUCTEMBI B
pe3ynbTaTe IeUCTBUI TPEThUX JIMII;

- 3a mocyencTBus HapyweHus Kiaumentom
TpeOOBaHUI ¥ TMpaBWJ, NPUBEICHHBIX B
Cornamenuu u JlokymMmeHTaluy;

- 3a MOCJIE/ICTBUS HapyleHUs
paboTOCIOCOOHOCTH  TETIEKOMMYHHUKAIIMOHHBIX
JIMHUM CBA3HU, ceTu «VHTEpHETY;

- 3a yoOweitkm Kiuenrta, BO3HUKIINE
BCJIEJICTBUE  HECBOEBPEMEHHOTO  COOOIIEHHS
banky o Komnpomeranun kirouei;

- 3a YOBITKM, BO3HHKIIHE B pE3ylIbTaTe
yTpathl (MOPYH, TIepeaadn, yTepH, pa3rialieHun)
Knuenrom npumensiembix B Cucreme maposei,
Kirouei, HOCHUTEICH c Kirouamu,
KondunennuanpHoit  umHbopmManmuu /MM
MIPOrpaMMHOTO 00€CTICUCHHUST;

- 3a YOBITKM, BO3HHKIIHE B pE3ylIbTaTe
ucnonp3oBaHuss CuctemMpl B HapyllleHUE KaKHUX-
1100 TpeGoBaHUil 3aKOHOJIaTEIbCTBA
Poccuiickoit  ®@epepannn, NOPUMEHHUMOIO K
nestenbHOoCTH KnuenTa.

Cratbsa 9. [lopsaok paspenieHusi CIOPOB

9.1. CTOopoHBI IPUMYT BCE MEPHI K Pa3perieHUto
BCEX CIOPOB W PA3HOIIIACHH, CBSI3aHHBIX C
tonkoBaHueM CrtopoHamu CorjameHuss U €ro
BBIIIOJIHEHUEM ITYTEM IIEPETOBOPOB.

9.2. B cnywae, ecnmu CTOpOHBI HE TPUAYT K
B3aUMOIIPUCMIICMOMY PCHIICHUTIO myTeM
HIEPETOBOPOB, CropoHa, TpeIbsIBUBILIAS
OPETeH3UI0, OQUIMATIBHO BpYydYaeT JPYrou
CTopoHE  yBEOOMIICHHE O NpPETCH3WH B
INUCBbMCHHOM BHAC Ha 6YMa)KHOM HOCHTCIIC.

- for the consequences of use of the System,
installed for the Client, by third parties, as well
as by persons not authorized for such use;

- for the consequences of the disclosure by the
Client of the information on the procedure of
operation of the System, including the
procedure for the use of information security
products;

- for the malfunction of the System and
occurrence of difficulties in the commission of
operations in the System as a result of errors
inaccuracies, admitted by the Client;

- for the malfunction of the System as a result
of an error in the products designed for
processing and storage of information of the
Client, used to access the System;

- for the malfunction of the System as a result
of actions of third parties;

- for the consequences of Client’s violation of
rules and requirements, as presented in the
Agreement and the Documentation;

- for the consequences of malfunctions in the
telecommunication lines and the Internet;

- for the losses sustained by the Client, arising
as a result of untimely message to the Bank
bout the Key compromise;

- for the losses, arising a result of loss (damage,
transfer, loss, disclosure) by the Client of the
passwords used in the System, Keys, media
with the Keys, Confidential Information and/or
software;

- for the losses, arising as a result of the use of
the System in violation of any requirements of
the legislation of the Russian Federation,
applicable to the operations of the Client.

Article 9. Settlement of disputes

9.1. The Parties shall undertake all the possible
measures for the resolution of all the disputes
and  disagreements, relating to the
interpretation, by the Parties, of the Agreement
and its execution, through negotiations.

9.2. In case if Parties will fail to reach a
mutually  beneficial ~ solution  through
negotiations, Party, which has filed the claim,
will officially present the other Party with a
notification on the claim submitted in writing
on paper. Party that received the notification
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CropoHa, nosyumBIlas yBeOMIIEHUE, IPOBOJIUT
paccienoBanue 1o (akTy IpeTeH3UH B TeUCHUE 7
(cemm) KaJleHAApHBIX JHEH OT JaThl NOJY4YEeHHUs
YBEIOMJIEHMSI, 110 MCTEUYEHUM KOTOpBIX Ha
OyMa)XHOM HOCHUTENE YBEIOMIISET JAPYIYIO
Cropony 0 pe3ynbTarax pacciieZJOBaHMUs.

9.3. B ciyuae, eciiu pe3ynbTaThl pacciel0BaHus
HE ynoBIETBOPSAOT CTOPOHY, NPEIbSBUBLIYIO
IPETeH3UI0, OO0 €ClIM TaKoe yBEIOMJICHHE He
MIOJIyYEHO Croponotii, IIpeIbsBUBILIEH
npereH3uto, CTOpoHbl GOPMUPYIOT TEXHUUECKYIO
KOMHCCHIO 17151 pa30opa KOH(MIMKTHOHN CUTYaIH
B TeueHHe 15 (MATHAIIATH) KaJeHAAPHBIX THEH C
MOMEHTa UCTEUEHUS CPOKA, YKA3aHHOTO B II. 9.2
Cornamwenus. lLlenpto  paboTbl  KOMHCCUHU
ABJIIETCS YCTAHOBJIEHHE IMPABOMEPHOCTH U
o0ocHoBaHHOCTH TpeTeH3uu. Ilopsnok pazbopa
KOH(JIMKTHOU CUTyalluu IIPUBENIEH B
[Ipunoxenun Ne3 k Cornamenuto. B cocras
KOMHUCCHHM BKJIIOYAIOTCSI B PaBHOM KOJINYECTBE
npefcTaBuTesid  baHka M IpeAcTaBUTENH
KnuenTa, a Takxe npeaCcTaBUTENN OpraHu3aluu—
paspabotunka  Cucrembl M, B  clydae
HEOOXOJUMOCTH,  HE3aBUCUMBIE  DKCIEPTHI.
CocraB koMuccuu coriacoBbsiBaercsi CTopoHaMu
B akTe. X monHOMOYHMS TOATBEPKAAIOTCS
noBepeHHOCTAMH. CpoK [JEeHCTBUS KOMHCCUU
cocraBisier He Oonee 14 (yeTbIpHAILATH)
KaJICHJJapHBIX JTHEH.

9.4. PaboTa KOMHUCCHH MTPOXOANUT HA TEPPUTOPHH
banka.

9.5. B ciryuae orcyrctBusi y onHoil u3 CTOpoH

KakUX-TH00 MaTepuaioB, TpeOyembIX  JJs
YCTaHOBJICHUS IIPaBOMEPHOCTH u
000CHOBaHHOCTHU IIPETEH3UH (mepeyeHb

MatepuanioB mnpuBeneH B [lpunoxenun Ne3 k
CornanieHuo), crop pemaercs B Mojib3y Apyrou
CTOpOHBI.

9.6. Pezynprar paboThl KOMHCCUU OQOPMIISETCS
aKTOM, B KOTOPOM OIPEIENSAIOTCA MOCIEAYOIINE
neiictBust CTOpPOH.

9.7. B ciyuae, ecnu TeXHHYeCcKass KOMHCCHS HE
Oyzer co3laHa B CpPOKH, IpPEIyCMOTPEHHbIE
CornamenneM, 100, ecid B TeueHue 14
(4eThIpHAALIATH) KaJICHIAPHBIX JHEH ¢ MOMEHTa
CO3/IaHMSI TEXHUYECKON KOMUCCHH, ee paboTa He
JacT pesyibrara, Jmbo, ecau CTOpPOHBI He
NPUAYT K B3aUMOIIPUEMIIEMOMY PELIECHHUIO, CIIOP
nepeaaeTcss Ha pacCMOTpeHue B ApOUTpaxHBII
cyl TI. MOCKBEI B COOTBETCTBHUM  C
3aKoHoaarenbecTBOM Poccutickoit denepanuu.

shall conduct an investigation on the fact of the
claim, within a period of 7 (seven) calendar
days from the date of reception of the
notification, upon the expiry of which it shall
notify the other Party, on paper, about the
results of the investigation.

9.3. If the results of the investigation will not
satisfy the Party which has filed the claim, or if
such notification was not received by the Party,
which filed the claim, Parties shall organize a
technical committee for the for the resolution
of the conflict situation, within a period of 15
(fifteen) calendar days from the moment of the
expiration of the term specified in Paragraph
9.2. of the Agreement. Work objective of the
committee is the establishment of legitimacy
and justification of the claim. Procedure for the
resolution of the conflict situation is shown in
Annex No. 3 to the Agreement. The committee
shall include, equally, the representatives of the
Bank and the representatives of the Client, as
well as representatives of the System developer
company, and if such is required, independent
experts. Composition of the committee is
agreed by the Parties with an Act. Their
authorities are substantiated by power of
attorneys. Validity period of the committee
constitutes a maximum of 14 (fourteen)
calendar days.

9.4. Work of the committee takes place on the
territory of the Bank.

9.5. In case one of the Parties lacks any
materials, required for the establishment of
legality and justification of the claim (list of
materials in presented in Annex No. 3 to the
Agreement), the dispute shall be resolved in
favor of the other Party.

9.6. The result of the work conducted by the
committee is documented by a report, which
defines the follow-up actions of the Parties.
9.7. If the technical committee will not
established within the terms, as defined by the
Agreement, or if during 14 (fourteen) calendar
days from the moment of the establishment of
the technical committee its operations will not
provide any results, or, if the Parties fail to
reach a mutually acceptable solution, the
dispute shall be transferred for consideration by
the Arbitration court of Moscow as in
compliance to the legislation of the Russian
Federation.
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9.8. CTopoHbI TpPHU3HAIOT, YTO OJIEKTPOHHBIC
JOKYMEHThI, HamnpasiieHHble CTopoHamu Jpyr
npyry no Cucreme wnu xpassiuecs: B banke B
cootBercTBUU ¢ CornamenneMm, a Takxke
COOTBETCTBYIOIIME  MPOTOKOJIBI  TOYTOBBIX
cepBepoB u(WiIM) CBeAcHHWs W3 0a3 JaHHBIX,
MPOTOKOJIUPYIOIINX OTIIPaBKY KaXK0r0
YBEIOMJICHHS c ero COJIepIKaHUEM,
chopMUpOBaHHbIE HAa OYMa)XXHBIX HOCHTEISX,
IIOAIMMCAHHBIC YIIOJIHOMOYCHHBIM  JIMIIOM u
CKpEIUICHHbIE TMeYaThl0, 3aluCU TeJe(hOHHBIX
pasroBopoB  Mmexay CropoHaMu — SIBISIFOTCS
JIOCTaTOYHBIM JI0Ka3aTeIbCTBOM
COOTBETCTByOIIEro (hakTa W MOryT OBITh
NpEJICTaBICHBl B  KAayecTBE  HAJJIeXkKAIIEro
JIOKA3aTeIbCTBA B CYJ B CIIy4ae PacCMOTPCHHS
CIopa, BO3HUKILETO B pe3ylbTaTe MPUMEHEHUS
CucreMsl, a TaKKe IPU paCCMOTPEHUH CIIOPOB B
nocyneOHOM TOpsSAKE B COOTBETCTBUU  C
CornamieHuem.

Cratbs 10. Cpok aeiictBus CoryanieHus

10.1. Cornamenue BCTyNnaeT B CHIy C MOMEHTA
noanucanusi Jloroopa 06 ucnonszoBanuu IO
YIOJIHOMOYEHHBIMU IpeAcTaBuTeI MU CTOPOH.

10.2. Cornamenue AEHCTBYET [0 MOMEHTa
npekpaleHus oos3arenseTs 1o Bcem JIBC.

10.3. bank BmpaBe OTKa3aTbCsl OT HMCIOJIHEHHS
HacTosmero  CornameHuss  MOJHOCTHIO B
OJIHOCTOPOHHEM MOPSAJIKE, TUCBMEHHO YBEJOMHUB
00 arom Knuenra, B ciiydae, €cii 0 UCTEUEHUH
6 (mectH) MecsdleB C JAaThl 3aKJIIOYCHHS
Cornamennss KaueHT He BBITOJHHI ACHCTBHS,
npeaycMoTpeHHsie 11 3.2 CoriamieHus.

10.4. CornameHue MOKeT ObITh PACTOPTHYTO IO
IIMCbMEHHOMY 3asBIEHUI0 OxHOM H3 CTOpoH
(OOHOCTOPOHHMM ~ OTKa3  OT  MCIOJHEHHUSA
CornameHus MoJHOCTbHIO).

B cinyuae pacropxkenus CorniameHus Mo
unnnuatuBe banka, bank yBenommusier 00 3ToM
KnuenTa He noznHee, yem 3a 14 (4eTbipHaIIATh)
KaJICHIApHBIX JHEH A0 AAThl pACTOPKEHHUS.

B cinywae pacropxkenus CoriameHus Mo
uHuiatuBe Kiuenra, KiueHT B NuUCbMEHHOM
dbopme Ha OyMa)KHOM HOCHTENIE YBEIOMIISIET 00
sToM bank He mo3aHee, yem 3a 3 (Tpu) Pabounx
nHs baHka 710 1aThl pacTOpKEHUS.

Pacropxenue CornameHuss A0 HCTEUYEHUS
CpoKa ero aeicTBus He 0cBoOOkmaeT CTOpOHBI
oT BBITIOJTHEHUS 00513aTeNbCTB,
npenycMoTpeHnbix  CorjameHueM U He
VICIIOJIHEHHBIX 10 J1aThl €r0 PacTOP)KEHUs, U He

9.8. The Parties acknowledge that the
Electronic documents, directed by the Parties to
each other through the System or the ones
stored in the Bank in compliance to the
Agreement, as well as the corresponding
protocols of mail servers and (or) information
from the databases recording the sending of
each notification with its content on paper
signed by the authorized person and sealed,
records of telephone conversations between the
Parties shall be sufficient evidence of the
respective fact and may be presented as an
adequate evidence before the court, in case of
the consideration of the dispute, arising as a
result of the application of the System, as well
as during the consideration of disputes in a pre-
trial proceedings as in compliance with the
Agreement.

Article 10. Validity period of the Agreement

10.1. The Agreement shall enter into force from
the moment of the Contract on the Use of RBS
signing by the authorized representatives of the
Parties.

10.2. The Agreement shall remain valid until
the end of the obligations under all BAAs.
10.3. The Bank shall have the right to fully
repudiate this Agreement unilaterally upon a
written notice to the Client, if following six (6)
months after the date of signing of the
Agreement the Client did not undertake any
action stipulated in the numeral 3.2 of this
Agreement.

10.4. The Agreement may be terminated under
the written application of one of the Parties (a
unilateral repudiation of the Agreement in its
entirety).

In case of the Agreement termination at the
Bank’s initiative, the Bank shall notify the
Client thereof no later than 14 (fourteen)
calendar days prior to the date of termination.
In case of the Agreement termination at the
Client’s initiative, the Client shall notify the
Bank thereof no later than 3 (three) Bank’s
Business Days prior to the date of termination
in writing on paper.

Termination of the Agreement prior to the end
of its validity does not free the Parties from the
execution of the obligations, as under the
Agreement and which were left un-executed
before the date of its termination, and does not
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mumaer CtopoHy, ubM mpaBa 1o CorameHuro
HapylieHbl B  pe3yJbTare  HEBBIOJIHECHUS
obsi3atenbcTB  npyroit  CtopoHOH, TpeboBaTh
3alllUTBl CBOMX IMIpaB B COOTBETCTBUU C
3aKoHoJaTenbCcTBOM Poccuiickoit denepanuu 1
CornaiieHuem.

Cratbs 11. O0CTOATEILCTBA HENPEOI0JIMMOM
CHJIbI

11.1. CTopoHbI 0CBOOOXKIAr0TCSA oT
OTBETCTBEHHOCTH 32 HCHCIIOTHCHHE W/WJIH
HEHa/JIe)KAalllee HCIIOJIHEHUE O0053aTeNbCTB 10
CornaimieHuro, €clIM Tako€ HEUCIIOJIHEHHUE
SIBHJIOCh pe3yJIbTaTOM JIencTBUi W
00CTOSITENILCTB HENPEOJOIUMON CHiIbl (najnee -
dopc-Maxkop), TO €CThb YPE3BBIYAMHBIX U
HEMPEAOTBPATUMBIX TPH  JAHHBIX YCJIOBHSIX
00CTOSATEIILCTB.

11.2. Tloxg TepmuHoM Popc-Makop HOHUMAIOTCA
HABOJIHEHUE, IMOXap, 3eMIIETpSICEHHE, ypara,
B3PBIB, OCEIAaHUE IIOYBBI, IMUACMHUU U HWHBIC
M01I00HbIE SBIICHUS, a TAK)KE BOMHA UJIM BOCHHbBIE
JICUCTBUS B MECTE€ HAaXOXKIeHUs baHka wunu
Knuenta, 3a06acTOBKM B OTpacid WIH PETUOHE,
MIPUHSATHE OpraHom 3aKOHO/IaTEIIbHOM,
WCTIOTHUTENbHON WM CyneOHOW BIIACTH aKTa,
MOBJIEKIIME 32  co0OM  HEBO3MOXKHOCTh
HaJJIeKaIEro WCIIOJTHEHUS Cornamenus
Croponamu.

11.3. CropoHa, nani KOTOpOM  BO3HMKIH
00CTOSATENHCTBA HEMPEOIOIMMOM CUJTBI, O0s13aHa
B TedeHue 7 (cemu) Paboumx nmHeW OT JaThbl
BO3HUKHOBeHUsT ~ Dopc-Maxkopa  yBEJIOMHTH
apyryto  CTOpOHY O HACTYIUIGHMM TaKHUX
00CTOSITENBCTB, c MIPUIIOKEHUEM
COOTBETCTBYIOIINX JI0OKa3aTelIbCTB.
Jloka3arenbcTBOM dopc-Maxopa MOXET
CITY)XHTb Oo(UIHATBEHBIH JOKYMEHT
KOMIIETEHTHOW OpraHu3alvu, MOATBEPKIA0ITNI
dakt HACTYIUICHUS 00CTOSITENLCTB
HETPEOIOJTUMOMN CHUJTBI.

11.4. B cnyyae HacTyIUIEHUSI OOCTOSITENLCTB
HEMPEOJOIMMON  CHUJIBI  CPOK  BBITIOJTHCHHS
Croponamu o0si3arenbctB  1mo  CornanieHuro
MIEPEHOCHUTCSI COPa3MEPHO BPEMEHH, B TCUCHHE
KOTOPOTO ACUCTBYIOT TaKHE OOCTOATEIHCTBA U UX
nocienctus. [locme mpekpareHus: JIerHCTBUS
®dopc-Maxopa 00s13aTenbCTBA Cropon
BO300OHOBJISIOTCS.

Cratbia 12. 3akJ09nTEeILHBIE N0JI0KEHU S

deprive the Party, whose rights under the
Agreement have been violated as a result of the
non-execution of the obligations by the other
Party, of the right to demand protection of its
rights as in compliance to the legislation of the
Russian Federation and the Agreement.

Article 11. Force Majeure

11.1. The Parties shall be freed from liability
for  non-performance and/or  improper
performance of the obligations under the
Agreement, if such non-performance was a
result of the actions or effect of force majeure
(hereinafter the Force Majeure), i.e.
extraordinary and unavoidable, in the given
conditions, circumstances.

11.2. Force Majeure is understood as a flood,
fire, earthquake, hurricane, explosion, soil
shrinkage, epidemic and other similar
occurrences, as well as war or military actions
at the location of the Bank or the Client, strikes
in the industry or the region, adoption of an act
by the authority of legislative, enforcement or
judicial power entailing the impossibility of
execution of the Agreement by the Parties.

11.3. The Party, who is faced with the Force
Majeure, shall within a period of 7 (seven)
Business Days from the date of occurrence of
the Force Majeure, inform the other Party about
the occurrence of such circumstances, with an
annex of the corresponding evidence. Evidence
of Force Majeure can be an official document
from a competent organization, confirming the
fact of occurrence of the Force Majeure
circumstances.

11.4. In case of occurrence of the Force Majeure
circumstances the term for the execution of the
obligations by the Parties as under the
Agreement shall be transferred commensurate
to the time, during which such circumstances
and their consequences take effect. After the
end of the Force Majeure the obligations of the
Parties resume.

Article 12. Final Provisions
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12.1. Hacrosamee Cornamesue  ABISETCA
tunoBeIM.  Jlma  3akmouenuss  CorameHus
Kmuent mnpepocraBnser B bank [loroBop 00
ucnons3oBanun  JIbO (mo ¢opme banka),
KOTOpBI  3aIlOJHSAETCS, IMOIINUCHIBACTCS U
MPENOCTABIAECTCS B baHK B JBYX 3K3eMIUISApax.
CornameHue COCTAaBJIEHO Ha PYCCKOM H
AQHIVIMKMCKOM s3bIKaX. B ciydae mpoTMBOpedHid
Mexay BepcusiMu CoriameHus Ha PYyCCKOM M
AHIJIMHACKOM SI3BIKE, MPEUMYIIECTBEHHYIO CHUITY
nmMeeT Bepcus CoraiieHus: Ha pyCCKOM SI3bIKE.
12.2. Ecou otnensHOe monokeHue CormamieHust
TEpAET CWIY WM CTAaHOBUTCS HEUCIOJIHUMBIM,
9TO HE MPUBOJUT K HEJIEUCTBUTEIBHOCTH JPYTHX
€ro TOJIOKEHHMH.

12.3. C parer 3akmrouenuss CornameHuss BCs
nepenucka u JIOTOBOPEHHOCTH MEXIY
Croponamu, kacatomuecs yciaouit CornamieHus
U IPEALIECTBYIOIIUE €ro 3aKJIIOUYEHUI0, TEPSIOT
cuiy.

12.4. Bcs nepenucka B paMKax HMCIOJHEHMS
Cornamenust ocymectsisiercs CTopoHaMu Ha
PYCCKOM/aHTIIMHCKOM/UCIIAHCKOM ~ SI3BIKE |
MOKET OBITh  OCYIIECTBIICHa IOCPEACTBOM
CucreMsl.

12.5. bank BmnpaBe B OJIHOCTOPOHHEM IOPSIJIKE
BHOCUTh M3MeHeHUsi B CorjalieHue, yBeIOMUB
00 9STOM BCeX JIMIl, NPHUCOCIUHUBIIUXCA K
Cornamenuto, He mo3aHee yem 3a 10 (mecsTsb)
KaJICHJApHBIX JHEW 10 BCTYIUICHUS B CHITY
YKa3aHHBIX VU3MEHECHUH. Yka3aHHBIN B
HACTOAIIEM MYHKTE CPOK YBEIOMJIEHUS MOKET
ObITh yMeHbIIIeH baHkoM B ciydae BHECEHUs
mMeHenniin B CorjamieHue B CBSI3U  C
W3MEHEHUEM 3aKOHOJaTellbcTBa Poccuiickoi
denepanuu.

B cnyuae wu3MeHeHMs 3aKOHOAATENbCTBA
Poccuiickoit  ®enepauun  CornaimieHue, 10
MOMEHTA €r0 U3MEHEHUs] baHKOM MpuMeHseTcs B
4acTH, HE TPOTHUBOpeYameld TpeOOBaHUSIM
3akoHoarenbeTBa Poceniickoit denepanum.
12.6. bask ¢ 1enpo o3HakoMiieHUs KnmueHToB ¢
CornamienreM nyOIHMKyeT ero Ha opuIMaTbHOM
caiite banka B cetm «MHTEepHET» MO aapecy:
www.evrofinance.ru.

bank YBEAOMIISIET BCEX JIUIIL,
npucoeIuHUBIIMXCA K CornaiieHnto, 0 BHECEHUU
B HEro W3MEHCHWH TMyTeM MyOIuKaluu
WH(OPMAIIMOHHOTO TMHUChMA, a TaKXkKe TOJHOTO
TeKCTa HW3MEHEHWH Ha OQUIHMAILHOM CaiTe
banka B cetm «MHTEpHET» 1O  ampecy:
www.evrofinance.ru. JIOTIOIHUTEIBHO K
YKa3aHHOMY CrHoco0y yBemomiieHuss baHK 110

12.1. This Agreement is a standard agreement.
For the purposes of entering into the
Agreement, the Client shall submit to the Bank
the Contract on the Use of RBS (in the format
of the Bank), which shall be filled out, signed,
and submitted to the Bank in duplicate. The
Agreement is executed in Russian and English.
In the event of a conflict between the Russian
and English versions of the Agreement, the
Russian version of the Agreement shall prevail.

12.2. If a separate provision of the Agreement
becomes invalid or unenforceable, this shall
not invalidate other provisions of the
Agreement.

12.3. From the date of the Agreement, all the
correspondence and arrangements between the
Parties concerning the terms and conditions of
the Agreement before the above date shall
become null and void.

12.4. All the correspondence within the
framework of the execution of the Agreement
shall be carried out by the Parties in
Russian/English/Spanish and may be carried
out through the System.

12.5. The Bank may unilaterally amend the
Agreement upon notification of all the persons
who have joined the Agreement no later than
10 (ten) calendar days before the amendment
effective date. The notification period specified
herein may be reduced by the Bank in the event
of amendments to the Agreement due to
changes in the laws of the Russian Federation.

In the event of changes in the laws of the
Russian Federation, the Agreement shall apply
to the extent it does not contradict the laws of
the Russian Federation until amended by the
Bank.

12.6. To make the Agreement available to the
Clients for review, the Bank shall publish it on
the Bank’s official website in the Internet at:
www.evrofinance.ru.

The Bank shall notify all the persons who have
joined the Agreement of any amendments
hereto by publishing an information letter, as
well as the full text of the amendments on the
official website of the Bank in the Internet at:
www.evrofinance.ru. In addition to the above
notification method, the Bank may, at its own
discretion, use other ways to inform the Client.
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CBOEMY YCMOTPEHHUIO MOKET HCTIOIb30BaTh HHBIE
cnioco6Ob! nHGopMupoBanus Kiuenra.
Momentom  nyOnukanuu — CorjamieHus,
TapudoB u wHbOpMAIMK IS O3HAKOMIICHHUS
KnuentoB, B T.4. JloKyMmMeHTanuu, a TaKxke
MOMEHTOM 03HAKOMJICHUS Knuenra c
onybnukoBanHbiMHu Cornamenuem, Tapudamu u
uH(popMaluelt nns o3HakoMieHus KimeHToB, B
T.4. JloKymeHTauuel, CYMTaeTcs MOMEHT HX
NEepBOTO pa3MelleHus] Ha O(UIMaIbHOM caiite
banka B ceru «MuTepHer» 1O anpecy:
www.evrofinance.ru.
12.7. JlelicTBue W3MCHCHUH,

BHCCCHHBIX B

COFHaIHeHI/Ie, u BCTYIIMBIINX B CHlly,
pacpoCTpaHAaCTCA Ha BCECX JIMII,
MMPUCOCAVMHUBIINXCS K COFHaHICHI/IIO,
HE3aBUCHUMO OT OaTbl IPHCOCAUHCHUA K

Cornamenuto (natsl 3akitoueHust Jlorosopa o0
ucnonb3oBanuun /1bO). B cinyuae Hecornacus c
U3MEHEHUsAMH, BHocuMbIMM B CornaieHue,
Knuent BmpaBe pactopruyts CornamieHve B
OJIHOCTOPOHHEM MOPAJIKE O BCTYIUIEHUS TAKUX
W3MEHEHUH B CUITY B MOPAJIKE, YCTAHOBICHHOM B
11.10.4 Cornamienus.

12.8. B cnyuae, ecau 10 BCTYIUIEHUS B CUILY
OnyOJIMKOBaHHBIX bBaHKOM W3MEHEHHI W/Win
JOTIONIHEHNH, BHeceHHbIX B CornameHue,
Cornamenne He  pacTtoprHyto, CTOpoHBI
NPU3HAIOT, YTO YKa3aHHbIE W3MEHEHUs W/WIH
nononHenus B Cornamienue npuHaTel Kinrenrom.
12.9. bank He HeceT OTBETCTBEHHOCTH, €CJIHU
uHpopmarys 00 U3MEHEHUU W/WJIU TOTIOJTHCHUH
Cornamenus, onyOoJUKOBaHHAas B MOPAJIKE U B
CpoKkH, yctaHoBJIeHHbIe CornamnieHuem, He Obuta
NOJy4YeHa W/WIM M3y4eHa W/ MM TPaBHIBHO
ucrosikoBaHa KimeHrom.

12.10. Cnucok IlpuiioxeHuil, ABISIOMIMXCS
HeoTheMJIEMOH YacThio CorlalieHus:

- [Ipunoxenne Nel «TpebGoBanus k ammapaTHO-
IIPOTrPaMMHBIM CPEICTBAM.

- [Ipunoxenne No2 «CnocoOwr JIOCTaBKHU
UHpOpPMALIUN.

- [Ipunoxxenne  Ne3  «llopsimok  pazdopa
KOH(JIMKTHBIX CUTYaIHi».

- Ilpunoxenne Ned  «TpeGoBanusi 1O

MH(POPMALIMOHHOM O€30MaCHOCTH.

- Ilpunoxenne NoS «J/lannbie o Bmanenbie

cepTuduKaTa Kito4ya nposepku Il Dy».

- [Ipunoxenne Ne6 «AKT NpU3HAHUS OTKPBITOTO
kioua (ceprudukara) st oOMeHa
COOOILIEHUSMIY.

As a moment of publication of the Tariffs and
of information  for  customers, the
Documentation included, as well as a moment
of the Client’s familiarization with the
published Tariffs and Documentation, is
considered the moment of its primary
placement at the Bank’'s official website
www.evrofinance.ru.

12.7. Effective amendments to the Agreement
shall apply to all the persons who have joined
the Agreement, regardless of the date when
they joined the Agreement (date of the Contract
on the Use of RBS). In case the Client disagrees
with the amendments to the Agreement, the
Client may terminate the Agreement
unilaterally before such changes take effect in
the accordance with the procedure established
by p. 10.4 of the Agreement.

12.8. If the Agreement is not terminated before
the effective date of the amendments and/or
supplements to the Agreement published by the
Bank, the Parties shall deem such amendments
and/or supplements to the Agreement accepted

by the Client.
12.9. The Bank shall not be liable if the
information on the amendments and/or

supplements to the Agreement published in the
manner and within the period established by
the Agreement has not been received and/or
studied and/or correctly interpreted by the
Client.

12.10. List of Annexes, constituting an integral
part of the Agreement:

- Annex No. 1 «Requirements to hardware and
softwarey.

- Annex No. 2 «Means for the delivery of
informationy.

- Annex No. 3 «Procedure for the resolution of
conflict situationsy.

- Annex No. 4 «Information safety
requirements.
- Annex No. 5 «Information on the ES

Verification Key Certificate Holder ».
- Annex No. 6 «Act of acknowledgement of the
public key (certificate) for message exchange».
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Ipnnoxenne Nel

Kk Corsamenuio 00 UCNOJIb30BAHUH 3JIEKTPOHHOM
CHCTEMBbI INCTAHIMOHHOI0 0AaHKOBCKOI'0
00cTy:KUBaHUSA

20 T

Ne OT « »

TPEBOBAHMUS K AITITAPATHO-
INPOI'PAMMHBIM CPEJICTBAM

1. Onepauuonnas cuctema Windows 7 u
BBIIIIE.

2. bpaysep Internet Explorer Bepcuu 9.0 wnu
Beire, Chrome, Mozilla Firefox.

3. Hanuume noJKJIIOYEHHOTO CETEBOr0 WIIN
JIOKQJILHOTO MPUHTEPA.

4. Hannume noaxiroueHus k cetu Internet.
5. Tlpm obmene wuHpopManuen c
Oyxrantepckumu cuctemamu (manee - BC)
«1C», «Ilapycy», BOCT-4 u ¢ npyrumu bC, B
KOTOPBIX €CTh BO3MOXXHOCTb JKCIIOpTa
JOKYMEHTOB B TEKCTOBBI  (opmar,
Heo0XouMO, 9TOOBI (hopMaT JaT M YUCEI
UMITOPTUPYEMBIX JIOKyMEHTOB
COOTBETCTBOBaJl (popMaTaM JaT WU HHCEN,
3a/laBaéMbIX B PETHOHAJBHBIX HACTPOIKax
OTIEPAIIMOHHON CUCTEMBI KOMIIBIOTEPA.

Annex No. 1
To the Agreement on the use of an electronic system
for remote banking services
dated

No. 20

REQUIREMENTS FOR THE SOFTWARE
AND HARDWARE.

1. Operating system Windows 7 or higher.

2. Browser Internet Explorer 9.0 or higher,
Chrome, Mozilla Firefox.

3. Availability of connected network or local
printer.

4. Internet connection.

5. When exchanging information with
accounting systems (ASs) "1C", "Parus",
BEST-4, and with other ASs, in which it is
possible to export documents in text format,
the format of dates and numbers of imported
documents must coincide with the formats of
dates and numbers set in the regional
settings of the computer operating system.
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IIpuinoxenue Ne2

Kk CoriameHuio 06 UCNoJb30BaHUH
3J1eKTPOHHOI cUCTeMbl JUCTAHIHOHHOIO
0AHKOBCKOI0 00CyKHBAHUS

Ne oT
» 20 1.

«

CIHOCOBBI JOCTABKN UTHOOPMALINHU

PaGora OCylIeCTBJIsSIeTCS yepe3
NO/IKJII0YEeHHe K CBOeMY IpOBaiiiepy ycJayr
cetn «MIHTEpHETY.

Hap aMCTPbl IMOAKIIFOYCHUA: OTKPBITLHIC

TCP noptet 80, 443 wHa cailt
https://online.efbank.ru WU
https://corp.efbank.ru
HapaMeTpLI IMOOKJIIFOUCHU A MOTYT 6I>ITB
U3MEHEHbl U coobOumeHsl  Knuenty B

MMCbMEHHOM YBEJOMJICHUU WA HalpaBJICHbI
Knuenty nocpenctsom CuCTEMBI.

Hactpoiika KianenTom JTAHHOH

Annex No. 2
To the Agreement on the use of an electronic
system for remote banking services

dated
20

No.

MEANS OF DELIVERY OF
INFORMATION

Work is carried out through a connection
to your Internet service provider

Connection parameters : open TCP ports 80,
443 to website https://online.efbank.ru or
https://corp.efbank.ru

Connection parameters may be changed and
communicated to the Client by a written
notification or sent to the Client via the System.

The Client shall set this delivery mechanism

TPAHCIOPTHOM CXeMbl OCYIIECTBJISIETCA Ha

independently at the workstation according

padoyeM MecTe CAMOCTOATEIbLHO COIJIACHO

to the provider’s requirements.

TPpeOOBAHUAM HPOBAIEPA.
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Ipnnoxenne Ne3
Kk Corsamenuio 00 UCNOJIb30BAHUH 3JIEKTPOHHOM
CHCTEMbI JUCTAHIMOHHOI0 0AHKOBCKOI0

00cTy:KUBaHUSA
No OT « » 20 T
HNOPAAOK PASBOPA KOH®JIMKTHBIX

CUTYAIIUM

1. O0mme noJokeHUs

1.1. Huxe IIPUBEJICH IIepEYCHb
KOH(QUIMKTHBIX ~ CUTyallud 10  IOBOAY
UCIIOJHEHUSI  DJEKTPOHHBIX JOKYMEHTOB
(masee - «/lokyMeHTOB»), pacCMaTpPUBAEMBIX
TEXHUYECKOM KOMMCCUEH, NEHUCTBYIOLIEH B
COOTBETCTBUU C HOPSIKOM,
nperycMoTpeHHbIM CorameHuem:

- JlokymeHT wucnonHeH, a KiueHt
yTBEpXkAaeT, 4ro JJOKyMEeHT He MochuIal U
HE MOJIIICHIBAI;

- Kuument yrBepxpaaer, yTo OH HarpaBuil
JloxymenTt, a JIOKyMEHT HE€ HCIOJIHEH,
npudeMm, o yrBepxkaeHuro Kimenra, ot
banka II0JIy4€eHa KBuranuus 00
VCIIOJIHEHUH;

- KumeHt yrBepxkaaer, 4To OH HalpaBuUIl
omvH JIOKyMEHT, a UCIOJHEH Jpyrou
JIoKyMeHT;

- JIpyrue KOH(QIUKTHBIE CUTYyallUH.

1.2. Ilpu pa3pelieHun CHOPHBIX CUTYaIUi
CTopoHBI 00S3YIOTCS PYKOBOJICTBOBATHCS
CJIEYIOIIMMHU TPUHIUIIAMU:

- CropoHa-Tmiory4arelb 00s13yeTcst
IIPU3HATh TOJUIMHHBIM M JI€HCTBUTEIIBHBIM
JIOKyMEHT, MepelaHHbll €l MOCpPeaCTBOM

CucreMsl u HMEIoIIni I,
c(hOpMUPOBAHHYIO Ha 3aKpPBITHIX KIHOYaX
CTOpOHBI-OTIPABUTES, npu YCIIOBUH

MTOJIOKUTENBHOTO pe3yabpTara nmposepku Ol
Ha COOTBETCTBYIOIIMX OTKPBITHIX KIIIOUaX;

- CropoHa-0TIpaBHUTENb 00s13yeTcst
MPU3HATh MOJUIMHHBIM (T€PEJaHHBIM €10
nocpenctBoM CUCTEMBI) U ACHCTBUTEIBLHBIM
JlokyMeHT, HMEIOIIU OIl,
c(hOopMHUPOBAHHYIO Ha €€ 3aKPBITHIX KITIOYaX,
IPU YCJIOBUHU TOJIOKUTEIBHOIO PE3YJIbTATa
npoBepkn  OIl  Ha  COOTBETCTBYIOIIMX
OTKPBITBIX KJTHOYaX;

- OTBETCTBEHHOCTb  BO3JIaraercsi  Ha
CropoHy-OTHpaBUTENd, MpPU MOJYYECHUH
CTopoHou-TIOny4YaTenemM JIOKHOTO
HoxymenTa ¢ ycnemso noanenanHoit Ol
Tak Kak B 93ToM caydyae CropoHa-

Annex No. 3
To the Agreement on the use of an electronic system
for remote banking services

No. dated 20
PROCEDURE FOR THE RESOLUTION OF
CONFLICT SITUATIONS

1. General Provisions

1.1. Below is the list of conflict situations
regarding the execution of Electronic
documents (hereinafter the «Documents),
considered by the technical committee,
acting in compliance to the procedure, as
under the Agreement:

- The document was performed, and the
Client insists that the Document was not sent
and was not signed by the latter;

- The Client asserts that he directed the
Document but the Document was not
performed, however, according to the Client,
Bank provide a confirmation receipt for the
above document;

- The Client asserts, that he sent one
Document, but a different Document was
performed,

- other conflict situations.

1.2. During the resolution of conflict
situations Parties undertake to be guided by
the following principles:

- Receiving  party  undertakes to
acknowledge, as authentic and valid, the
Document transferred thereto through the
System and which has a Electronic Signature,
formed on the closed keys of the Sending
party, subject to the positive result of the
Electronic Signature verification on the
corresponding open keys;

- Sending party undertakes to
acknowledge as authentic (transferred thereto
through the System) and valid the Document
which has an Electronic Signature, formed
under its private keys, subject to the positive
result of the Electronic Signature verification
on the corresponding open keys;

- the responsibility is borne with the
Sending party in case the Receiving party
receives a false document with successfully
falsified Electronic signature, as in this case
the Sending party did not assure the security
of the Private Electronic signature keys.
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OTIpaBUTENb HE obecredyusia COXPaHHOCTh
3akpbIThIX Kiarouen OII.

1.3. CropoHsl MIPU3HAIOT, 9TO
MaTeMaTHYecKue cBoicTBa anropurma Il
rapaHTUPYIOT HEBO3MOXKHOCTb  IOJICIKU
3Hayenus Ol moObIM  5MIOM,  HE
00J1a/1a101IUM 3aKPBITHIM KJIOYOM HOJTUCH.

1.4. CTOpOHBI JOJIKHBI MPEACTABUTH
KOMUCCHH CIICYIOIINE MaTepHUaIbl:

— Hocutenu uHbopmanuu ¢ daiaamu,
CoJIepKalllMMH  BBITPY)KCHHBIC U3
Cucrembl TyTeM  HUCIOJIb30BaHUS
¢dbynkuonana «BbIrpy3ka JTaHHBIX
JUISL TIPOBEPKHU TOAMUCH» CIIOPHBII
JIoKyMeHT, a Takke pacrnedaTaHHbIN
n3 Cucrtemsl criopHbiil JIOKyMEHT Wiu
Keuranmuro Ha Hero. Omnucanue
MPOILIEAYPHl BBITPY3KH JaHHBIX IS
MPOBEPKH TOAMKMCH TPHUBEACHO B
JoxyMeHnTanuu;

— TOAMHCAHHBIE COOCTBEHHOPYYHBIMHU
MOAMUCSAMU  YIOJIHOMOYECHHBIX  JTUI]
Knuenrta u banka opuruHansl AKTOB

MIPU3HAHUS OTKPBITOTO KITFO4a
(cepTudukara) JUISt oOMeHa
coobmenusmMu  (IlpunoxenneNe6 «x
Cornamienuro);

— Hocutenb ¢ Kmouamn Cpencts

3aIuThl HHHOPMAITUH.
1.5. IIpoBepka NOIMHHOCTUA DIEKTPOHHOTO

nokymenta  KimeHta — ocymiecTBisieTcs
nocpeacTBoM mporpammel  OpenSSL.exe.
Onucanue mporpaMMbl  TIPUBEICHO B

JAOKYMCHTAllUU Ha O(I)I/II_[I/IaJ'IBHOM caiite

paspabotunka B cetu  «MHTEepHET»!
http://openssl.org/docs/.

1.6. TIposepka MO/ VTMHHOCTH
DNEKTPOHHOTO JTOKYMEHTa banka
OCYIIECTBIISIETCS MOCPEICTBOM

nporpammHoro cpeacrsa «KpuntoAPMy,
YCTaHOBJICHHOTO B baHke.

2. Ilpoueaypa npoBepKH NOMJIHHHOCTH
JIeKTPOHHBIX JOKYMEHTOB
2.1. Ins pa3bopa KOH(MIMKTHBIX CHTYyallui
TEeXHUYCCKAs KOMHUCCHS BBITIOJIHSET
CIeayIolre TeUCTBUA:
— mpoBepsieT noanuHHOCTh Ol moxg
BBITPYKEHHBIM CIIOPHBIM
JIOKyMEHTOM C  HCIIOJIb30BAHHEM

1.3. Parties agree that the
mathematical features of the Electronic
signature algorithm, guarantee impossibility
of falsification of the Electronic Signature
value by any person, who does not possess
the private signature key.

1.4. Parties must present the
following materials to the committee:

— data carriers with the files, containing
the disputed Document downloaded
from the System through the use of the
function «Downloading of date for the
verification of the signaturey, as well
as the Disputed document printed from
the system or the Receipt received for
it. Description of the procedures for the
downloading of date for the
verification of the signature is
provided in the Documentation;

— original copies of the Acts of
acknowledgement of the public key
(certificate) for message exchange
(Annex No. 6 to the Agreement)
signed with the handwritten signatures
of the authorized persons of the Client
and the Bank;

— carrier with the Keys for the
Information Security Products.

1.5. Verification of the authenticity of an
Electronic document issued by the Client is
conducted through the OpenSSL.exe
application. Description of the application is
shown in the documentation at the official
website of the developer, on the Internet:
http://openssl.org/docs/.

1.6. Verification of the authenticity of an
Electronic document issued by the Bank is
conducted  through the  CryptoAPM
application installed in the Bank.

2. Procedure for the verification of the
authenticity of the Electronic documents.
2.1. For the resolution of conflict situations
the technical committee performs the
following:

— verification of authenticity of the
Electronic ~ Signature  on  the
downloaded disputed Document with
the use of a Public Electronic
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Otkpseitoro kmoua Il CtopoHbI-
OTIIPAaBUTCIIA JAaHHOI'O I[OKYMGHTa;

— TpoBepsieT COOTBETCTBUE
9K3EMIUISIPOB  AKTOB  NpU3HAHUS
OTKpPBITOTO Kiro4a (ceprudukara) ais
obmena coobmenusimu (IIpunosxenue

Ne6 K CornaiieHuro)
npenocraBieHHbIXx  CTOpoHamMu B
coorBerctBun ¢ 1.1.4. Ilopsanka

pa3zbopa KOHQIIMKTHBIX CUTYaIlUN;

— CBEpseT COOTBETCTBHE  KIIFOUEBBIX
MOJIEM OTKPBITOrO KitOo4Ya M3 AKTOB
MpU3HAHUS OTKPBITOTO KITI04a
(ceprudukara) JUTS obmeHa
COOOIICHUSIMU C pacrie4aTkoi
MIPOTOKOIIA IIPOBEPKH Oll,
MOJTy4YEHHOMN pH IOMOIIHA
MIPOrPaMMBbI
OpenSSL.exe/mocpencTsom
MIPOrPaMMHOTO CpencTBa
«KpunroAPM».

2.2. Pe3ynpTaThl  paboOTBl  TEXHHYECKOMH

KOMHUCCHUH OTPAXarTCsA B aKTe, MOJMNHCAHHOM
BCEMU WICHAMHM TEXHHYCCKOM KOMMCCHHU.
YneHsl TeXHUYECKOM KOMHUCCHH, HE COTJIaCHBIS
C BBIBOJIaMU OOJIBIITMHCTBA, ITOAMMCHIBAIOT aKT C
BO3PAKEHUAMH, KOTOpPBIM MpHiIaraercs K
OCHOBHOMY aKTy.

Signature Key of the Sending party of
the given Document;

— verification of conformity of the copies
of the Acts of acknowledgement of the
public key (certificate) for message
exchange (Annex No. 6 to the
Agreement) provided by the Parties as
per p. 1.4 of the Procedure for the
Resolution of Conflict Situations;

— reconciliation of the key fields of the
public key from the Acts of
acknowledgement of the public key
(certificate) for message exchange
with the printed out ES verification
protocol from
OpenSSL.exe/CryptoAPM.

2.2. Results of the measures undertaken by
the technical committee are documented in
the report, signed by all the members of the
committee. Members of the technical
committee, who disagree with the
conclusions made by the majority, sign a
report of objection, which is annexed to the
main report.
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Ipuno:xenne Ned

Kk CorJianmeHuio 06 UCMOJIb30BAHIHU YJIeKTPOHHOI
CHCTEMbI JUCTAHIUOHHOTO0 GAHKOBCKOTO
00cTy:KUBaHUSA

Ne OT « » 20 .

TPEBOBAHUS IO UHOOPMAIIMOHHOMN
BE3OIIACHOCTHA

Hns MUHHUMH3ALUN PHUCKOB
HECaHKI[MOHUPOBAHHOTO jaoctyna k Cueram,
cuery mo Bkiany (memo3uty) Kiumenta co
CTOPOHBI 3JI0YMBIIIJICHHUKOB u
KOMIIPOMETAIlMM  KJII04eBOM  uH(pOpMaluu,
bank  HactostenpHO mpocuT  KimeHTOB
coOroaaTh cleyrolue MepbI
MH(}OpPMaLIMOHHON 0€30M1aCHOCTHU:

e BbiienuTh KOMObIOTEP, KOTOPBI HE OyAeT
WCIIOJIH30BAaThCA B MHBIX IEJSIX, KPOME Kak
1uist paboThl B CrcTeMe; He OCYILEeCTBIIATh, a
Py HAIMYAUA TEXHUYECKON BO3MOXKHOCTH,
3alpeTuTh BBIXOA B ceTh «MHTepHET» C
ATOrO0 KOMIIBIOTEpA HA HHBIE ajpeca, 3a
HCKIIFOUEHHEM aJIpecoB cepBepoB baHka.

e OrpaHu4uMTh WM TOJHOCTHIO 3alpPETUTH
YAQICHHBIA  JOCTYH K  BBIIEJICHHOMY
KOMITBIOTEPY C JIPYTUX KOMITBIOTEPOB
JoKaibHOM  ceth. He  umcmonbp3oBath
CpPEACTBA YAAIEHHOTO aIMUHUCTPUPOBAHUS
Ha  BBbIIEIEHHOM  KoMmmbtoTepe. llpu
HaJIMYUHM TEXHUYECKUX CPEJICTB, IOMECTUTh
BBIJICJICHHBI KOMIIBIOTEP B OTHAEIBHYIO
CeTh, KOHTPOJUPYEMYID  MEKCETEBBIM
HKpPaHOM U CHCTeMaMU OOHApYKEHHS aTak.

e 3aMEHUTh BCE€ CTaHJIApPTHBIE IAPOJIH,
3a/laHHbIe TpU  ycTaHOBKe CHUCTEMBI, Ha
YHUKaJIbHbIE COOCTBEHHBIE, MPOU3BOIUTH
MEPUOIUYECKYI0 CMEHY maposeil (He pexe
OJTHOTO pasa B TPU MECAIIA).

e lcnosnb3oBaTh Ha TMIOCTOSHHOM OCHOBE
AHTUBHUPYCHOE MPOTPAMMHOE 00ecTeueHne
C MocCJIeIHeN aKTyalbHOM Bepcuei 0as.

e Perynspho (He pexe 0THOTO pa3a B HE/IEIIO)
BBITIOJIHATh AHTUBUPYCHYIO MPOBEPKY s

CBOEBPEMEHHOTI'0 oOHapyXeHUs
BPEIOHOCHBIX MTPOTPAMM.

e lcnonb3oBaTh Ha KOMITBIOTEPE
UCKJIIOYUTEIBHO JIMLEH3UOHHOE

porpaMMHOe 0OecTieyeHue.

e PerynsapHo (He pexe OJHOTO pa3za B MECSII
W 10 (pakTy myONMKaluK) yCTaHABINBATh
OOHOBJICHHSI OTIEPAIIMOHHOMN CUCTEMBI.

Annex No. 4
To the Agreement on the use of an electronic system
for remote banking services

No. dated 20

INFORMATION SAFETY REQUIREMENTS

In order to minimize the risks of unauthorized
access to the Client’s Accounts by law
violators and the compromise of key data, the
Bank strongly recommends its Clients to
comply with the following information safety
measures:

e To choose a computer that shall be used
solely for the purpose of working with the
System; not to access the Internet from
such a computer and, if possible, to prevent
all Internet connection from such a
computer, except for the connection with
the Bank services.

e To limit or prohibit remote access to such a
computer from all other computers of the
local network. Not to use remote
administration tools on such a computer.
Technical assets permitting, to create a
specified network controlled by a network
firewall and an intrusion detection system
for such a computer.

e To replace all default passwords set out at
the moment of System installation with
unique passwords; to change passwords
regularly (not less than once in three
months);

e To constantly use anti-virus software with
the latest versions of databases;

e To carry out anti-virus checks on a regular
basis (not less than once a week) in order to
timely detect malicious software;

e To use only licensed software on the
computer;

e To update the operating system regularly
(not later than once a month or upon
launching);
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[IpoBeputh rpyniy «AIMUHUCTPATOPHD) HA
BBIIEICHHOM  KOMIIBIOTEPE, HUCKJIKOYMTH
BCEX PANOBBIX TOJb30BaTeNe U3 OSTOMU
rpymrsl, He paboTaroumx ¢ CHCTEMO.

[Tpu HaMMYMKM TEXHUYECKOW BO3MOXKHOCTH,
JUIs  TIOJNb30BaTesiel, paboTalommx ¢
CucreMoii, co31aTh OTAEIBHYIO IPYIIIOBYIO
MOJINTUKY, Pa3pelIalollyl0 3alyCK TOJIBKO
OTIpeIeNIEHHBIX MPUTIOKEHUI.

Hns  poctyma k  cepBepam  banka
HCIIOJIb30BaTh TOJIBKO 3aBEOMO U3BECTHBIE
Bawm anpeca unrepHer cepBepoB banka.

B cinydae oTcyTrcTBHS  BO3MOKHOCTH
MOJIKJIFOUEHUS K cepeepy banka
HE3aMeUIUTEIbHO coo0marb 00 3TOM
banky.

XpaHutb B Oe3omacHOM Mecte (B ceiide) u
HUKOMY HE IepeJaBaTh HOCUTEIU C
KITF0UeBOM nHpopMaIueil, 00ecrieurnB K HUM
JIOCTYI TOJIBKO YIIOJTHOMOYEHHBIX JIMII.
Hukorna He OCyIIEeCTBISATH KOMHMPOBAHHE
3aKpBITBIX (cexpeTHBbIX) KIIIO4EH
JJIEKTPOHHOW TIOANUCH HA JIOKAJIbHBIN
JKECTKM JIUCK KOMIIBIOTEpa, Jaxe ¢
MOCTIEAYIOLIUM €T0 YAalCHUEM.

PerynsipHo (He pexxke 0THOTO pa3a B MECSIIT)
IIPOBEPSATH L[EJIOCTHOCTh KIIFOUEBBIX
HOCUTEJIEH, MPOBO/IA MPOBEPKY HAIMUUS HA
HUX (ailyIoB 2J€KTPOHHON MOJIHCH.
CBoeBpeMeHHO (B COOTBETCTBHH  C
ycnoBusmMu  CornamieHus)  NPOBOAMTH
[TnaHoBy10 cMeHY pabounX KITHOYEH.

He ocraBnare Hocurenu ¢ Kirouamubes
MMpUCMOTpa, MMOAKIIOYATh UX K KOMIIBIOTCPY
TOJBKO Ha BpeMS HCIHOJb30BAHUA U
HEe3aMEeIJIMTENbHO MX OTKJIIOYaTh I0CTe
npoBesieHus: OaHKOBCKkMX omnepanuil. [Tpu
octaBiieHuu pabdouero mecra Cucremsl 0e3
IpUCMOTpa Bceraa OJOKHPOBaTh IKpaH ¢
HOCJIEAYIOIMM BBOJOM MApoJs IS €ro
pa30IOKUPOBKH.

[Tpon3BOINTh HE3AMEUIUTENBHYIO 3aMEHY
Kroueit a1eKTpOHHOMN MOJITUCH B CITyyae uX
KOMITpOMETallun NI IMOAO3PCHNUHN Ha
KOMITPOMETAIIHIO.

CBOEBPEMEHHO yCTaHaBJIMBAaTh BCE
oOHoBNeHHsSI CHCTEMBI.

He ycranaBiuBaTe OOHOBIICHMS, @ TAKKE HE
OTKPBIBATh CCBIJIIKH B IIOYTOBBIX
COOOLIEHHUAX, TIOJTYYEHHBIX OT UMEHH baHka
[0 DJIEKTPOHHOM MOYTe; MOJYYHMB TaKOe

To check the Administrator’s group on the
selected computer and to remove all users
that do not operate the System;

Technical assets permitting, develop a
separate group policy for the users working
with the System and allow the use of
specific applications only.

To use only known Internet addresses of
Bank servers to access them.

To inform the Bank immediately, in case
Bank servers are unavailable.

To store data carriers with key information
in a safe place (a vault), never to transfer
them to third parties, to limit access to them
only to authorized persons;

Never to copy private (secret) digital
signature keys on the local hard drive of the
computer, even in case the copies are
deleted immediately;

Timely (according to the terms and
conditions of the Agreement) perform the
Planned change of Operational Keys;

To check the integrity of key carriers and
the presence of digital signature files on
them on a regular basis (not later than once
a month);

Not to leave the media with the Keys
unattended; to connect them to the
computer only for the time of use and
immediately disconnect after the
completion of banking operations. In case a
work place with the System is left
unattended, to block the screen and to use a
password for its further unlocking;

e To immediately replace digital signature

Keys in case of their actual or alleged
compromise;

e Timely update the System;

Not to install updates and not to open links
received in the e-mail from the Bank; to
inform the Bank about receiving any such
e-mails;

43



44

COOOIIIeHHEe, HE3aMEeIJINTENLHO COOOIAaTh
00 »ToM baHky.

E>xenHeBHO, B TEUEHUE ONEPALIMOHHOTO JHS
bauka u 1o oxonuyanmu Pabouero muid,
OCYIIECTBIISITh JIOTIOJIHUTEIBHBIA BXOJ B
CucreMy  and  KOHTpOJs — IIEpPEYHS
UCXOJSIIUX JOKYMEHTOB 3a TEKYIIUH JCHb.
[Ipu  oOHapyXeHUH  TNOJO3PUTENIbHBIX
JIOKYMEHTOB, He3aMeJUIUTEIbHO
oOparatscst B bank.

B cnyyae mnomo3peHuid Ha 3amemyieHUE
paboThI KOMIIbIOTEpA OTKJIFOUUTH
KOMIIBIOTEp (PU3UUYECKU OT JOKAJIBbHOM CeTH
u cetn «UHTEepHET» W O0OOpaTUTBCA K
CUCTEMHOMY aJMHUHHUCTPATOPy C MPOCHOOii
0 HeoOXOIUMOCTH MPOBEACHUS IOJHOU
AHTUBUPYCHOU MPOBEPKU CKAHUPOBAHHEM
BceX (pailyIOB M MAMSITH KOMIIBIOTEPA.

B ciydJae, eclu WHIU/ICHT
nH(pOPMaLMOHHON 0€30IaCHOCTU BCE XK€
npou3omies, HH B KOEM Cily4yae He
BBIKJIIOYATh KOMITBIOTEP, @ OTKIIOYUTH €ro
(buU3NYECKU TONBKO OT JIOKAJIBHOW CETH U
cetu  «MHTEepHET»,  HE3aMEIIUTEIHHO
o0OpaTtutbcs K CUCTEMHOMY
aIMUHUCTpATOpPy M COOOmMUTH 00
uHIAeHTe B baHk 18 mpoBeaeHHs
OTIEPATUBHOTO PACCJICIOBAHUS U TIPUHSATHUS

HEOOXOIUMBIX Mep TUIS cbopa
JI0Ka3aTeIbCTB.
B  cnyuae  BeuBieHus — Kimentom

MOJIO3PUTENBHBIX omnepanuii B Cucreme
He3aMEeIUTEIIBHO coo0mars 00 3TOM B
bank.

To access the System additionally in order
to check the list of the documents for the
current day in a daily basis during a
banking day and at its end. In case of
detection of any suspicious documents, to
inform the Bank immediately;

In case of suspicious delays in the
computer’s operations, to physically
disconnect the computer from the local
network and the Internet and to request
complete anti-virus scanning of all files and
computer memory from the system
administrator;

In case of a breach of information security,
never to turn the computer off, but to
disconnect it physically from the local
network and the Internet, to address the
system administrator immediately and to
inform the Bank about the incident in order
to carry out on-the-spot investigation and
take measures to collect evidence.

In case the Client detects suspicious
operations with the System, he should
immediately inform the Bank about it.
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Hpniaoxenne Ne S
Kk CorJameHu10 00 UCMOJIb30BAHUM 3JI€KTPOHHOM CHCTEMBbI
JUCTAHIIUOHHOT0 0AHKOBCKOI0 00CIy:KMBAHUSA

Ne 0T « » 20 1.
Annex No. 5
To the Agreement on the use of an electronic system for remote banking
services
No. dated 20
DOPMA
FORM

JAHHBIE O BJIAJJEJIBIHE CEPTU®UKATA KJIIOYA ITPOBEPKH 311
INFORMATION ON THE ES VERIFICATION KEY CERTIFICATE HOLDER

HaumenoBanue OpraHusanvu — Bna]:[em,ua CepTPId)PIKaTOB KJIF0uei
Organization — Key Certificate Holder

YnonHomoueHHbli npeacraButens Kimenta - ®@amunus Mms OtuectBo
Authorized Representative of the Client - Full name

[NacnopT/ynocroBepeHue JTUIHOCTH No BbIJIaH

Passport/ identity card Cepus Howmep
series number

KEM BbIIaH HaCHOpT/yZ[OCTOBepCHPIe JINYHOCTHU

Issued by/ID
Jara BbIaauyu JaTta pomue}mﬂ
Date of issue date of birth

aJipec MECTa KUTEIbCTBA (PErucTparyu)
Residence address (registration)

I'paxnancTBo neHTHGHUKAINOHHBIH HoMep Hanoromiarensmuka (MHH)
Citizenship (Tipu €ro HaJIKUYKH, IPH €r0 OTCYTCTBUH - YKA3aTh «OTCYTCTBYET»)
taxpayer's identification number (INN)
(if available, if not available - indicate «not available»)

Jlorun (6-10 cHMBOJIOB):
Login (6-10 symbols)

HpaBo IMOAIMMUCH JOKYMCHTOB: CAMHCTBCHHAA, I€pBadA, BTOpal, oe3 IpaBa IoANMnuCHu
(HeHY)XHOE 3a4epKHYTb)
Right to sign the documents: single, first, second, without the right to sign documents
(delete as applicable)

ITosxHOMOUYMA Nnpu HAJUYUU NpaBa NOANMUCHU: MOANMMCAHUEC I BCex 9J’[eKTp0HHbIX HOKYMEHTOB,
npeanycMotTpeHHbix CorsamenneM, HanpaiasieMbiX Kianentom B bank nocpencrsom CucreMsl.
Authorities, in case of availability of the right of signature: signing with the Electronic signature of
all the Electronic documents, as provided for by the Agreement, directed by the Client to the Bank
through the System.

ITostHoMoOuus «0e3 npaBa noaAnMcm». BX01 B CHCTeMy, Co3J1aHHuE JIIOOBIX 3J]eRTp0HHbIX AOKYMEHTOB,
NnpeayCMOTPECHHBIX CornameﬂneM, YCTAHOBJICHHUE 3AIMUIIICHHOI0 COCAUHCHUSA C bankom AJisl MpuemMa
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H OTIIPABKH JI00BIX 3JIeKTpOHH]>IX AOKYMEHTOB, MOANMHUCAHHBIX YnoaHoMO4YEeHHBIMH

npeacraBuTe/IIMU Kinenra.

Authorities «without right of signature»: log-in the System, creation of any Electronic documents,
provided by this Agreement, establishment of protected connection with the Bank for receiving and

sending of any Electronic documents signed by the Authorized Representatives of the Client.

(HOL[HHC]: V110JIHOMOYEHHOT'O
npezacrasurens Kinenra)
(signature of the Authorized
Representative of the Client)

PykoBoautens
Director:
/ /
(moamucsk) (®.1.0.)
(signature) (Full name)
M.IL
Stamp here
OtMmetrkn banka
Bank mark

Anmunuctparop (3amectutens aqmunuctpatopa) C3U banka
IPF Administrator (deputy administrator) of the Bank

/ /
(moanucs) (®.11.0.)
(signature) (Full name)

(mata nomyvenust JlaHHBIX)
(date of receipt of the Information)
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Mpuno:xenue Ne 6
Kk CorJianmeHuIo 00 UCMOJIb30BAHUM IEKTPOHHOH CHCTEMBbI
AUCTAHIMOHHOI0 0AHKOBCKOI0 00CIy:KMBAHUS

Ne 0T « » 20 1.
Annex No. 6
To the Agreement on the use of an electronic system for remote banking
services
No. dated 20
AKT

NPHU3HAHUSA OTKPBITOr0 KJI04a (cepTudukara)
JJIS 00MeHa COo0IeHus MU
ACT
of acknowledgement of the public key (certificate)
for message exchange

T.

Hacrosmmm AKTOM Npu3HAETCS KIIFOY NPOBEPKH 3JIEKTPOHHOM MOMMCH W OTKPBHITHIH KiII0Y HIH(POBaHMS,
MpUHAATISKAIIUN YIOTHOMOYEHHOMY npescTaBuTento Kinenra:

The electronic signature

verification key and public encryption key of the authorized representative of the

Client is acknowledged by this Act.

Csenenns o Knnenre:
Details of the Client:

1. HaummenoBanue:

Name

2. MecTo HaXOXKIEHUS:
Location

3. Ten 4. dakc
Tel. Fax

CaejieHusi 00 YN0JHOMOYEHHOM Npencrapuresie Kinenra:

Details of the Authorized Representative of the Client:

1. ®amwuus, UMs, OTYECTBO:
Full name
2. YmocroBepeHHE TMYHOCTH/TACIIOPT: CEPHU Ne ,

ID/passport: series

BbIJIAH « »

T

issued on

3. JlaTa poxneHus:

Date of birth

4.  Anpec MecTa )KUTEIbCTBA (PETUCTPALINHN):

Residence (registered) address

5. T'paxnmaHcTBO:

Citizenship

WHH (mipu ero HanW9wH, TPH €T0 OTCYTCTBUH — YKA3aTh «OTCYTCTBYET)

Taxpayer Identification Number (INN) (if available, if not — specify “none”

JIlnanas IOAIHCH YNOJIHOMOYEHHOTO npeacTaBUTEIIA Knuenrta

Personal signature of the

IHapaMeTphbl KJII04Aa:
Parameter of the Key:

Authorized Representative of the Client

Aunroput™: (YKa3bIBa€TCs aJrOPUTM)
Algorithm (algorithm is specified)

Hauano cpoka nenictBus:

Valid from

« » 20
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OxoHuaHME cpoKa JeHCTBUS: « » 20
Valid till

TeKCcT OTKPBLITOro KJya:
Open Key text:

JonojHuTeIbHBIE 110J151 OTKPLITOr0 KJIK04a (cepTuduKara)
Additional lines of the Open Key (certificate):

M4 Bagenpa Kiaro4a.

Name of the key owner:

Kop ctpanbr:

Country code:

Crpana:

Country:

T'opon:

City:

HammeHoBaHue KiIHeHTa:

Name of the Client:

Unentuduxarop knuenta B cucreme/identifier of the Client in the System
Jannsre 06 usgarene/Information about the issuer:

Karou 3aPEruCTPUPOBAH U MOKET UCIIOJb30BATHCA 1JIA o0MeHa COOﬁHleHl/IﬂMI/I.

The Key is registered and may be used for message exchange.

AnMuHHCTpaATOp/3aMECTUTEIh

apmunuctparopa CK311 BAHKA/ PykoBoaurens KIIMEHTA
Administrator/Deputy Director of the CLIENT
Administrator of the BANK’s

information cryptosecurity software

ML.IL. M.IL
Stamp here Stamp here
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