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COITTAIIEHUE
00 MCIO0JIb30BAHUHU JIEKTPOHHOI CHCTEMBI
AUCTAHIIUOHHOT0 DAHKOBCKOI'0
00CIyKMBaAHMS

HaCTomuee Cornamienye 00 HCIOJIb30BaHUH

AIIEKTPOHHOMI CHCTEMBI JTMCTAaHIIHOHHOTO
0aHKOBCKOTO 00CITy)KMBaHUS (mamee —
Cornanienue) SIBJIAETCS JIOTOBOPOM

MPUCOCMHEHUSI B COOTBETCTBUU CO CT.428
I'pasxxnanckoro xonekca Poccuiickont @enepanuu,

W 3aKII0YaeTcs B TOPSJIKE, YCTaHOBJICHHOM
gacrosmmM CorJialeHueM.
TepMHuHLI U oHIpeaeIeHUs
B  nacrossmmem — CornamieHuu — CIeAyrOIIHe

OMpCACIICHUA UMCHOT CIICAYIONICC 3HAYCHUC.

Bank — AKIITUOHEPHBII KOMMEPYECKH
BAHK «EBPOOHMHAHC MOCHAPBEAHK»
(akmoHepHoe 00II1eCTBO) (momHOE
HaumeHoBanue), AO AKb «EBPOOUHAHC
MOCHAPBAHK» (cokpareHHOE
HauMeHoBaHue), ajgpec: 121099, r. Mocksa, yi.
Hoseblit Apbar, 1.29, opunnanbHblil caliT B ceTu
«MuTepuer»: Www.evrofinance.ru, reHepanbHas
JUICH3US Ha TIPOBeJeHNe 0aHKOBCKUX OMEparui
Ne2402, sermannas bankom Poccun 23.07.2015.

Baapenen ceprugukara kiawuya nposepku I11
— Knuent, kotopomy Beinan CepTudukar Kioda
npoBepku OII B COOTBETCTBUM C TpeOOBAHUSIMHU
JIEUCTBYIOILLETO 3aKOHOJATeNbCTBA Poccuiickoi
®denepanuu.

JoxymMeHTanMs — BCE pyKOBOJCTBA, UHCTPYKIUH,
TEXHUYECKHE OMUCAHMS U pyrasi TOKyMEHTallus,
kacaromasicsi CUCTEMBI, KOTOPBIE Pa3MEIIar0TCs
baHkoM B 3J€KTPOHHOM BHJE€ Ha O(HUIIMATEHOM
caiite banka B ceru «MHTEpHET» MO aapecy
www.evrofinance.ru.

Jorosop 06 ucnosnzoBanuu JJBO — norosop 06
WCITOJTb30BaHUN AIIEKTPOHHOMN CUCTEMBI
JTUCTAHIIMOHHOTO OaHKOBCKOTO O0OCTY>KHBaHUs
(mo ¢dopme banka), 3aKIIOYEHHBIH MEXIY
Knuentom u bankoMm, ¢ MOMOHIBIO KOTOPOTO
Kinnent npucoenunsercsa k COraleHuo B IEI0M
B COOTBETCTBHHM €O cTaThell ¢T.428 ['paxnanckoro
konekca Poccuiickoit ®enepanuu. 3akiItOueHHE
Jlorosopa 00 WCIOJIb30BAHUH JABO

AGREEMENT
on the use of an electronic system for
remote banking services

This Agreement on the use of an electronic
system for remote banking services (the
Agreement) is a joinder agreement as per
Article 428 of the Civil Code of the Russian
Federation and is entered into in accordance
with the procedure established hereby.

Terms and definitions

In this Agreement, the following definitions
shall have the following meanings.

Bank — Evrofinance Mosnarbank, address: 29
Novy Arbat Street, Moscow, 121099, official
website in the Internet: www.evrofinance.ru,
general license for banking transactions No.
2402 issued by the Bank of Russia on
07.23.2015.

ES verification key certificate Holder — a
Client to whom has issued an ES verification
key Certificate in accordance with requirements
established by the current legislation of the
Russian Federation.

Documentation — all the manuals, instructions,
functional descriptions and other
documentation, relating to the System, which
are placed by the Bank in electronic format at
the Bank’s website www.evrofinance.ru.

Contract on the Use of RBS — a contract on
the use of an electronic system for remote
banking services (in the Bank’s format)
between the Client and the Bank, whereby the
Client joins the Agreement as a whole in
accordance with Article 428 of the Civil Code
of the Russian Federation. The Contract on the
Use of RBS shall be entered into in accordance
with the procedure established hereby.



http://www.evrofinance.ru/
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OCYIIECCTBIISICTCS B TOPSJIKE, YCTAHOBJICHHOM
CornanieHmueM.

KBuTaHums — DSIEKTPOHHOE COOOIIeHHuEe O
npueMe OJIEKTPOHHOTO JoKyMeHTa CTOpOHBI-
otnpaButenst CTOpOHON-TIOIyYaTeleM UM CMEHE
cratryca JokymeHTa CTOpOHOM-MoydyaTeneM B
nporecce oOpaboTku. [lonydeHre KBUTAHIIUHM B
Cucreme Bredyer 3a coOOH cMeHy cTaryca
nokymenTa B Cucreme CTOPOHBI-OTIIPABUTETIS.

KiueHT — ropuanyeckoe JHIO, 3aKJIOYMBILIEE C
bankom Cornamenue myTeM NpUCOEIUHEHUS
HEMY.

=

Kimroun (Kommiaekr Karueit) — Kirou OII u
cooTBeTcTBYOmUN emy Kitou nposepku OI1.

Kimiou snexrponnoii moanucu (Kmrou III) —
VHHUKaQJIbHAS  IOCJIEIOBAaTEIbHOCTh  CHMBOJIOB,
IpeJHa3HauYeHHasl JJIs CO3/aHus BJIEKTPOHHOU
MOJIITUCH.

Kiawd npoBepkM JJI€KTPOHHOM MOANKMCH
(Knwou  mposepku  JII) —  yHuKanbHas
MIOCJIEA0BATENBHOCTE  CUMBOJIOB, OJHO3HAYHO

CBS3aHHAsI C KJIKOYOM DJIEKTPOHHOM MOJNUCH U
npeJHa3HayeHHass JUisl MPOBEPKU IOJJIMHHOCTHU
anekTpoHHoW monnucu. Cpok aeictBusa Kiroua
npoepku OII cocraBnser 36 MecsleB C AaThl

dbopmupoBaHUs 3ampoca Ha CO3/IaHUE
Ceprudukara xmroua nposepku I11.
KomoBoe c10BO —  mocienoBareabHOCTh

CHUMBOJIOB, U3BeCTHas TOJIbKO Knuenty u baHky,
ucnonpzyemas s uaeHTuukanun Kinmenra npu
teneoHHOM pasroBope ¢ KimenTom B 1emsax
HOJTBEPKICHUS/HETIOATBEPKACHUS

BO300HOBJICHUS WCTIOJTHEHUS oreparu,
COOTBETCTBYIOIIEH IpPU3HAKAM OCYIIECTBICHUS
nepeBojia JIGHEeXKHBIX CpeACTB 0e3 coracus
KinenTa. KooBoe c10BO MOXET UCIIONIB30BaThCA
MHoOrokpatHo. KogoBoe cioBo yka3biBaeTcs B
JHorosope 06 ucnonszoBanuu JJbO u MoxeT OBITH

U3MEHEHO B  TMOpsJKe, MPelyCMOTPEHHOM
CornanieHueM.
Komnpomeranusa Kurodyeii — BO3HHMKHOBEHHE

MOJO3PEHUI B TOM, YTO HCHOJIb3yeMble Kiroum
AOCTYITHBIL Jnam, HE HUMCHOIIUM Ha TO
nostHoMo4ni. K coOBITHAM, BIEKYIIUM 3a COOOM

Receipt confirmation — an electronic message
on the reception of the Electronic Document
sent by the Sending party and received by the
Receiving party or the change of the document
status by the Receiving party during
processing. Reception of the receipt
confirmation in the System entails a change in
the document status in the System of the
Sending party.

Client — a legal entity that has entered into the
Agreement with the Bank by joining it.

Keys (Set of Keys) — ES Key and
corresponding ES verification Key.

Electronic signature key (ES Key) —a unique
sequence of symbols designed to create the
Electronic Signature.

Electronic signature verification Key (ES
verification Key) — a unique sequence of
symbols uniquely linked to the Electronic
Signature Key and designed to verify the
authenticity of the Electronic Signature. The
validity of the ES verification Key is 36 months
counted from the date of the request for
creation of the ES verification keys Certificate.

Code word — a symbol sequence known only
to the Client and the Bank, used to identify the
Client during a telephone conversation with the
Client in order to confirm/not confirm the
resumption of a transaction with signs of
money transfer without the consent of the
Client. The Code Word may be used more than
once. The Code Word shall be specified in the
Contract on the Use of RBS and may be
changed in the procedure established by the
Agreement.

Key Compromise — suspicions that the used
Keys are accessible to unauthorized third
parties. Events entailing the Key Compromise
include, but not limited to the following:




Kommnpomeranuro Kiroueit, oTHOCSATCA, BKIIOYas,
HO, HE OTPAHUYUBASICH, CICAYIONIUE COOBITHUS:

- yrpara Hocutenei ¢ Kirouamu;

- yrpaTta Hocutenen ¢ Kirouamu ¢ nocienyromum
0OHapyXeHHEM;

- JOCTYII IMOCTOPOHHUX JIUIT (He
Y1oHOMOYEHHBIX TpeacTaButenei Knuenra) k
Knrouam, ucnons3oBanne Kroueir 6e3 coriacus
Knunenra;

- Ipyrue coObITHS, KOTOPbIE, 10 MHEHUIO CTOPOH,
CBUJCTENBCTBYIOT O HaJU4YUU BO3MOXKHOCTHU
HecankiimoHupoBaHHOTO JOCTYIA TPETHUX JIUI] K
Kinrouam.

Konpunenunanabnasi uHdopmanuss — Jrodas
uHpopmanus (cBeneHus), KOTopoil CTOpOHBI
0OMEHHUBAIOTCA B COOTBETCTBUU C HACTOSIIUM
CornamieHueM, M KOTOpas HOCHUT YacCTHBIH,
HeNmyOIMYHBIN U KOH(DUIEHITMAIBHBII XapakTep U
UMeeT JEHCTBUTENIbHYI0 WIH IOTEHUUAIbHYIO
LIEHHOCTh B CHJIy €€ HEHU3BECTHOCTH TPEThUM
JULAM.

HexBaiuduuuposanuasn (ycuiieHHas )
3JIEKTPOHHAS MOANUCH — MIEKTPOHHAS MOAINCH,

KOTOpast:
- IOJIy4yeHa B pe3ysbTaTe KpHUNTorpaduyeckoro
npeobpazoBaHus uH(popManuu c

ncnonb3oBanreM Kiroua OI1;

- TIO3BOJISIET  OTPENICTUTh JIMI0, TIOJIKCABIIEE
DJNIEKTPOHHBIN TOKYMEHT;

- IO3BOJISIET ~ OOHapy>KUTh  (aKT  BHECEHUS
U3MEHEHUH B OJIEKTPOHHBIM JIOKYMEHT IOCIie
MOMEHTA €T0 TOAMUCAHUS;

- CO3JaeTcsi C  HUCIOJb30BAHHEM
3JIEKTPOHHOM MOJIHUCH.

Cpencts

HecaHKuMOHUPOBAHHBIH AOCTYNI — JOCTYN K
Cucreme (B TOM uMciae, K OJIEKTPOHHBIM
JOKYMEHTaM), €€ HCIOJIb30BaHME JIMIAMM, HE
MMEIOUIMMH Ha TO IOJIHOMOYUH.

IlnanoBas cvena Kuwueii — co3manue
YnosHOMOYEHHBIM —TpeacTaBuTeneM Kimenta
HOBbIX Kittouel, KOTOpoe OCyIIEeCTBIsE€TCS M0
WCTEUCHHUS CpOKa JEWCTBUA JIEUCTBYIOLIETO
Kitroua nposepxu 11

IIposepka DIl JJIeKTPOHHOIO JOKYMEHTa —
IPOBEPKA COOTHOILIECHMS, CBS3BIBAIOLIETO XOIII-
¢yHKIMIO ONEeKTpOoHHOro JokyMeHTa, OIl u
Kiroua mpoBepku D11 moamucasiiero aboHEHTA.
Ecin Takas 1poBepka, MpPOU3BEIACHHas C

- loss of media with the Keys;

- loss of medias with the Keys with their
subsequent finding;

- access by third parties (other than the
Authorized Representatives of the Client) to
the Keys, use of the Keys without consent of
the Client;

- other events, which according to the
Parties evidence the possibility of
Unauthorized Access of third parties to the
Keys.

Confidential information — any information
(data), which the Parties exchange in
compliance to the present Agreement and
which bears a private, non-public and
confidential nature and has actual or potential
value due to its obscurity to third parties.

Unqualified (enhanced) electronic signature
— electronic signature, which:

-has been received as a result of a
cryptographic transformation of information
with use of the ES Key;

- allows to identify a person which has signed
the Electronic Document;

- allows to discover the introduction of
amendments into the Electronic Document;

- is created using the Electronic Signature
means.

Unauthorized Access — access to the System
(including Electronic Documents), its use by
the persons who do not have the authorization
to do so.

Planned change of Keys — generation of new
Keys by the Client’s  Authorized
Representative before the expiry of the current
ES verification Key.

Check of the Electronic Signature of an
Electronic Document - check of the
interrelation between the Electronic Document
connecting the hash function, Electronic
Signature and an ES verification Key of the




HCTIOJIb30BAaHUEM Cpencts AIEKTPOHHOU
MOJAMKUCH, JACT MOJOXKUTEIbHBIM pe3ylbTar, TO
OIl npu3HaeTcs paBUWIIbHOM, a caM DJIEKTPOHHBII
JOKYMEHT — TIOJUIMHHBIM, 0€3 WCKa)XCHHU, B
IPOTUBHOM cllydae OJIEKTPOHHBIA JOKYMEHT
cuntaercss ommOouHbiM, a OIl mox HEM —
HEIEUCTBUTEILHON.

Paboumii neHp — paboumii 1eHb, IPU3HABACMBIN
TaKOBBIM IPUMEHHMBIM K AearenbHocTH CTOpOH
3aKOHOJIATEILCTBOM Kax 101 n3 CTOpOH.

Cepruduxar kiawuya mnpoepkn I -
3JIEKTPOHHBIA JTOKYMEHT WM JOKYMEHT Ha
OyMa)XHOM HOCHUTENE, BbIJaHHBIM bankoMm wu
NOATBEPXKIAOINNA  IpUHAAIEKHOCTh  Kiroua
nposepku OIl Brnageneiy ceptudukara kiroda
nposepku JII.

Cucrema — KoprnopatuBHas HHGOpPMaLUOHHAs
cucrema JUCTaHIIMOHHOTO 0aHKOBCKOTO
o0cCITy’)KUBaHUs, opraHusoBaHHas  baHkoM,
IPEACTaBIAIoImAas cO00M KOMILJIEKC IPOrpaMMHO-
TEXHUYECKUX CpPEACTB M  OpraHU3allMOHHBIX
MEPONPUITHI 17151 CO3JaHMUsL, 3aIUTHI, IEpeAavu U
00pabOTKH  DJEKTPOHHBIX  JOKYMEHTOB  C
ucnons3oBaHueM ceru «MHTepuer». Cucrema
UCIIONB3YETCSI  KaK  DJIEKTPOHHOE  CPEACTBO
IlaTexxa U odecnednBaeT cosjgaHue Komriekra
Knroueit, cozmanme OII B DnekTpoHHOM
JIOKYMEHTE, MOoATBepkAeHue noanuuHoctu JIl B
DNEKTPOHHOM JI0KYMEHTE.

CBII — cepBuc OBICTPBHIX IUIATEXEH IIIATEKHOU
cucreMbl banka Poccun.

CpencrBa 0o0padoTku ]| XpaHeHus
HHpopManMu —  [pPOrpaMMHO-aNmapaTHbIE
CpeacTBa, TpeOOBaHUS K KOTOPHIM MPHUBEIEHBI B
[Ipunoxenun Nel k Cornamenuto.

CpencrBa 3iexktponHoii nmoanucu (CpeacrBa
3amUThl  MHpOpMauMu) — MHUPPOBATBHBIE
(kpunTorpaduyeckue) CpeacTBa, HCIOJIb3yeMble
JUISL peanu3aliy XOoTs Obl OJIHOM U3 CIeIyIOIINX
¢ynkuuit — coszmanue OIl, mposepka OIl,
coznanue Kimroua OI1 u Kirroua nposepku OI1. [
co3manus u nposepku Oll, cozpanus Kiroueit
KnuentoM wucnons3yrores Kpuntorpapuyeckue
cpeactBa 3amuThl HH(opMamuu «OpenSSLy,
bankoM HCHoONB3yrOTCS  CEpTHU(PHUIHMPOBAHHBIE

signing subscriber. If such check, conducted
with using the Electronic Signature means,
provides a positive result, then the Electronic
Signature is acknowledged as correct, and the
Electronic Document is found authentic,
without distortions, otherwise the Electronic
Document is found faulty, and the Electronic
Signature thereto as invalid.

Business day — business day that is found as
under the legislation, of each of the Parties,
applicable to the operations of the Parties.

ES verification key Certificate —an electronic
or paper document issued by the Bank, which
confirms the belonging of the ES verification
Key to the ES verification key certificates
Holder.

System — a corporate IT system for remote
banking services established by the Bank,
which is a set of software and hardware and
organizational ~measures for generating,
protecting, transmitting, and processing
Electronic Documents using the Internet. The
System is used as electronic means of payment
and provides the generation of Set of Keys, ES
generation in an Electronic Document,
confirmation of the ES authenticity in the
Electronic Document.

FPS — faster payments service launched by the
Bank of Russia’s payment system.

Products designed for processing and
storage of information - software and
hardware, requirements for which are shown in
Annex No. 1 to the Agreement.

Electronic signature means (Information
Security Products) — cryptographic (coding)
means or tools used to perform at least one of
the following functions: creation of the
Electronic Signature, verification of the same,
creation of the Electronic Signature’s Key and
Electronic Signature verification Key. To
create and verify the Electronic Signature and
to create Keys the Client uses cryptographic
tools for protection of information
«OpenSSLy, the Bank in its turn uses certified




Kpunrorpaduieckue cpencTBa
unpopmanuu «Kpunrollpoy.

3alllUThI

Cropona (Ctoponsl) — bank n/unu KnueHr.

Cuer — cuer, oTkpeIThii bankom Kimenty Ha
MOMEHT 3aKjirodeHuss Hacrosiero CornameHus
WIA c4YeTa, KOTOpble OyayT OTKphITHI bankom
Knuenty B Oyaymem, Ha  OCHOBaHUU
COOTBETCTBYIOLIIMX  JIOTOBOPOB  OaHKOBCKOT'O
cueta (maee — «JIBC»), 3aKIIOUEHHBIX MEKITY
Croponamu.

Tapudmnl — pasmeps! Bo3HarpaxaceHus banka 3a
OKa3blBaeMble 1O HacTosmeMmy CoriameHuro
pabotrel u yciuyru. Tapudsl ycTaHABIMBAIOTCS
bankom. JleiicTByronme Ha MOMEHT 3aKJIFOUEHUS
Hactosimiero Cornamenust Tapudbl 7OBOASTCS 10
cBeqeHus KinenTa npu 3akiit04€HUH HACTOSLIETO
Cornamenus, a Takke 10 IEePBOMY TpeOOBaHUIO
Knuenta. Tapudsl moryT ObITh H3MeHEHBI bankoM
B OJHOCTOPDOHHEM MoOpsAnKe, O 4YeMm baHk
yBepomisieT KimuenTa He mo3nHee, yem 3a 5 (TTh)
PabGounx nueit banka 1o matel BBOAA B JICWCTBHUE
U3MEHEHUH IMyTeM pa3MelleHus HHPOopMaIU B
ornepanMoHHOM 3ane baHka, Ha oduumanbHOM
carre banka B cetu «MHTEpPHETY, @ TAKXKE IIyTEM
nepeaaur yKa3aHHOW WH(OpMaIUU MOCPEICTBOM
Cucremsl.

Yno/iHoMo4eHHBIH npeacraBuTeb Kanenra —
¢usnueckoe MO, yKazaHHOe B JlaHHBIX O
Brnagensue ceptudukara xmoua mpoBepku Ol
HajeneHHoe KimeHToM mnpaBoM MOANHCAHUS
ONEKTPOHHBIX JIOKYMEHTOB oIl JUTS
nocJyenyroniel nepenayu nocpencTsoM CUCTEMBI
u/umn Bxoga B Cucremy, co3mgaHus JIFOOBIX
DNEeKTPOHHBIX  JOKYMEHTOB,  YCTAHOBJIICHUS
3allMILEHHOTr0 cCoeTMHEeHUs ¢ bankom Ji1s mpuema
U OTIPABKU JIOOBIX DJIEKTPOHHBIX JOKYMEHTOB,
nmoanucanubix Ol  Kimenra, u Biajgeromiee
Karouom DOII, mo3poasiomumM co3gaBaTh OIl B
DNEKTPOHHBIX  JIOKyMEHTax  (TIOJMUCHIBATH
DIEeKTPOHHBIE TOKYMEHTHI) U UCHTU(DUITMPOBATH
VYnonnomouenHoro mnpenacrasutens Kinenrta B
Cucreme.

Ycaosus CBII — VYcmoBus mnpenocraBieHHs
CepBHCAa II0 IIEPEBOAY JEHEXHBIX CPEACTB B
paMKax CHCTeMbl OBICTPBIX IUIaTeXeH IS
IOPUAMYECKUX JIML, YTBEp)KIeHHble baHKOM.
VYenosus CBII mybnukyrotcs bankom B mopsiike,
npeaycMoTpeHHoM 1. 12.6 CornameHusl.

cryptographic tools CryptoPro for protection of
information.

Party (Parties) — Bank and/or Client.

Account — the account opened by the Bank for
the Client at the time of the conclusion of the
present Agreement or accounts which will be
opened by the Bank for the Client in the future,
based on the corresponding bank account
agreements (hereinafter referred to as “BAA”),
concluded between the Parties.

Tariffs — amount of remuneration of the Bank
for the works and services rendered under the
present Agreement. Tariffs are set by the Bank.
Tariffs, that are valid at the time of entering into
the present Agreement, are brought to the
attention of the Client when entering into the
present Agreement, as well as at the first
request of the Client. Tariffs may be changed
by the Bank in a unilateral manner, about which
the Bank informs the Client no later than 5
(five) Business days of the Bank before the date
of commissioning the changes through posting
the information in the operating area of the
Bank, on the official web-site of the Bank in the
Internet, as well as through the transfer of the
said information through the System.

Authorized Representative of the Client —an
individual specified in the Information about
the ES verification key certificate Holder and
empowered by the Client to sign Electronic
Documents with an Electronic Signature for
subsequent transfer by means of the System
and/or logging in the System, to generate any
Electronic Documents, to establish a secure
connection with the Bank for reception and
transmission of any Electronic Documents
signed by the Client’s Electronic Signature, and
possessing an Electronic Signature Key, which
allows to generate an Electronic Signature in
Electronic Documents (to sign Electronic
Documents) and to identify the Authorized
Representative of the Client in the System.

FPS Terms — Terms of providing the service
for transfer of funds in the frame of the faster
payments system for legal persons approved by
the Bank. The FPS Terms are published by the
Bank according to the procedure provided in n.
12.6 of the Agreement.




Xom-GpyHKUUA —  QITOPUTM  BBIYUCIICHUS
KOHTPOJIbHOMN MOCIIEI0BATEIHLHOCTH IS
NPOM3BOJIBHBIX  AJIEKTPOHHBIX ~ COOOIIEHHH ¢
LEJbI0 J0Ka3aTeNbHOM MIPOBEPKU ux
LIEJIOCTHOCTH.

IludpoBanne — 1peoOpa3oBaHUE JIaHHBIX
HUCXOJHBIX  (OTKPBITBIX) COOOIICHWH  TaKUM
o0pa3oM, UYTO HX  CMBICA  CTAHOBHUTCA

HEIOCTYITHBIM JJIs1 JIF0OOTO JIHIIA, HE BIIaICIOICTO
CEKpEeTOM 00paTHOTO MPE0Opa3OBaHUSI.

PacuuuppoBanue —
mUGPOBaAHUIO.

omepanusi  oOpaTHas

JuiekTponHas noanuch () — undopmanus B
AIIEKTPOHHOK (hopme, KOTOpasi MpUCOeANHEHA K
JOpyroil uHGOpMaLKMU B 3JIEKTPOHHOU (opme
(moxmuceiBaeMOl  MHGOpPMALMK) WX UHBIM
o0pa3oM cBsizaHa C Takod uHGpopManuendn u
KOTOpasi MCIOJb3YeTCs JJIsl OIpeNeIeHMs JIMLA,
noJnucheiBaomero uHpopmanuoo. B pamkax
Hactosulero CornameHnus Mo NEKTPOHHOU
HOJNKMCHIO TOHUMAETCSl HEKBaJIM(UIMPOBAHHAS
(ycuiieHHas) 3JIEKTPOHHAS MOIHUCH.

DJIEKTPOHHBI  JIOKYMEHT —  DIIEKTPOHHOE
coobmienue, mnoamnucanHoe OII, a  Takke
IIaTeXxHoe TpebdoBaHUe, Tpedyrollee MoaydeHus
akuenta Knwuenrta, He mnoamucanHoe OII, u
nepeaanHoe onHou u3 Cropon apyroi Ctopone
nocpeactBoM CHcTeMbl, B KOTOPOM HHGpOpManus

npeiCTaBiIeHa B AIIEKTPOHHOU dopme,
paBHO3HAYHOE  JIOKYMEHTYy Ha  OyMa)KHOM
HOCHUTEIE, TIOJAIMHCAaHHOMY COOCTBEHHOPYYHOMH

HOJANHMCHI0  (COOCTBEHHOPYYHBIMHM  IOJITUCSIMM)
YIIOJTHOMOYEHHBIX JIUI] CTOPOH M CKPETUICHHOMY
neyaTblo (MpH €€  HaANUMYMM) B Ciydae
HEOOXOIMMOCTH.

Crarpi 1. Ipeamer Corganmenus

1.1. CrTopoHBI yCTaHABIMBAIOT MEXAY COOOMU
HOPSIIOK M YCIOBUS OOMeHa DIEKTPOHHBIMU
nokyMmeHTamu o Cucreme B LIENSX MPOBEICHUS
HAa OCHOBAaHMU  OJIEKTPOHHBIX JOKYMEHTOB
0aHKOBCKHUX orepaiuii (B TOM 4HCIie pacueTHBIX)
no Cueram, OCYUIECTBIEHUS JAENO3UTAPHBIX
olepanui, 3aKII0UeHHs JOTOBOPOB OaHKOBCKOTO
BKJIaJla (ZIEero3uTa), 3aKIIOUYEHHUS KPEAUTHBIX
JIOTOBOPOB (B TOM YMCJIE€, HO HE OIpaHUYUBAsCh,
COTJIAICHUN O IPENOCTaBICHUU KPEIUTHOMU

Hash function — calculation algorithm of the
control sequence for the random electronic
messages for the purpose of evidentiary control
of their entirety.

Encryption — transformation of the data of
original (public) messages in such a way that
their meaning becomes inaccessible to anyone
who does not possess the secret of reverse
transformation.

Decryption — reverse operation of encryption.

Electronic Signature (ES) — an information in
digital form, which is attached to another
digital information (signed information) or is
linked otherwise to such an information and is
used to identify a person, which signs the
information. For the purposes of this
Agreement, an Electronic Signature means an
unqualified (enhanced) electronic signature.

Electronic Document — an electronic message,
which is signed with ES, as well as a payment
order which requires the Customer’s acceptance
and not signed with ES, and transmitted by one
of the Parties to the other Party via the System
presenting information in an electronic form,
and which is equivalent to a hard copy
document signed with a handwritten signature
(handwritten signatures) of the authorized
representatives of the Parties and bearing a seal
(if applicable), if required.

Article 1.
Agreement

The Subject-Matter of the

1.1. The Parties have established the procedure
and the terms for the exchange of Electronic
Documents within the System for the purposes
of performing bank operations on the Accounts
(including settlement operations) based on
Electronic Documents, as well as custody
transactions,  concluding  bank  deposit
agreements, loan agreements (including, but
not limited to, credit line agreements, loan
agreements entered into as part of loan




JIMHUU, KPEOUTHBIX JOTOBOPOB, 3aKJIHOYAEMBbIX B
paMKax COTJallleHU O MOPSIIKE MPEIOCTABICHUS
KPEAUTOB) U MHBIX CHEJOK (B TOM 4YHCIIE, HO HE
OTrpaHUYUBAAC, 3aJIor, [IOPYUYHUTENBCTBO,
COIJIallieHUe O TPEJOCTaBICHUN OaHKOBCKUX
rapaHTui, COIIALIEHUE 0 HOPAAKE
NPEOCTaBICHUSI  KPEIWUTOB),  IPEIJIOKECHHE
(odepra) 3aKITIOYUTH KOTOPHIE C IOMOIIBIO
Cucremsl noctynuinu Kimenty ot banka, a Takxke
B LEJISIX OCYILECTBIICHUS OIEpalui U JEeUCTBUI
B COOTBETCTBUU C YCIOBUAMH 3aKJIFOUEHHBIX
Mexnay Croponamu JIBC u MHBIX coriamieHuw,
ocymectinenuss bankom  ¢dyHkuui  areHta
BaJIOTHOTO KOHTPOJIS, NpenocTaBieHus B baHk
JIOKYMEHTOB, HEOOXOIUMBIX JIsSI OCYILIECTBICHHS
bankom GyHKIUH, YCTaHOBJICHHBIX
3aKOHOJIaTeNbcTBOM Poccuiickoit denepanuu o
MPOTUBOJICUCTBUM  JIETAIU3AIMU  (OTMBIBAHHUIO)
JIOXOJI0B, TOJIYYEHHBIX IPECTYIHBIM IIyTEM, M
(MHAHCUPOBAHUIO TEPPOPU3MA.

1.2. HMudopmanmoHHbli OOMEH B paMKax
CucreMbl OCYHIECTBIIIETCS C HCIIOJIb30BAaHUEM
cetu «HTEpHETY.

1.3. Hns obecriedeHuss KOHQPHICHIMATHLHOCTH
ONEKTPOHHOTO JIOKYMEHTa IpU Iepefave cC
ucnoip30BaHueM cetu «HTepHeT», a Takxke i
oOecriedeHHss  aBTOPCTBA U IEIOCTHOCTH
DNeKTpOHHOTro T0KyMeHTa, B Cucteme Kiinentom
ucnonszyercst CpeacTBO 3aluThl HHPOPMAIUH
«OpenSSLy, a bankom — CpeacTtBo 3amuThI
uHpopmanuu «Kpunrollpoy.

1.4. KnueHT coriaceH ¢ TeM, YTO HMCIIOJIb30BaHUE
CpenctBa 3amurtel uHpopmanun «OpenSSL» u
«Kpuntollpo» B kauecTBe cpeACTB oOecTieueHUst
KOH(QUICHIMATFHOCTH  TpPH  Mepeaade  C
ucnoibp3oBaHueM cetu «MHTepHeT», a Takxke i
oOecriedeHHss  aBTOPCTBA U IEIOCTHOCTH
DJIEKTPOHHOTO JIOKYMEHTA, SIBJISIFOTCS
JOCTaTOYHBIMHU, T.€. 00ECTIEUNBAIOIIUMH 3aIUTY
nHTepecoB KnueHra.

1.5. KiuueHT oTKa3bIBaeTCsl OT NPEIbSBICHUS
npeteH3nid K baHKy, OCHOBaHHEM KOTOPBIX
SIBIISIETCS UCIIOJIb30BaHUE «OpenSSLy,
«Kpunrollpo» B KkayecTBe CpEeACTB 3allUThI
ONEeKTPOHHOTO JIOKyMEHTa oT
HecankunonnpoBaHHOTO J0CTyMa MpHU IMepenaye
¢ ucnoiyib3oBaHueM cetu «VHTepHeT», a Takxke
JUisi  oOecrieyeHus aBTOPCTBA U IEIOCTHOCTH
DNEKTPOHHOIO TOKYMEHTA.

Cratbi 2. O01IMe MoJ0KeHUs

arrangements) and  other  transactions
(including, but not limited to, pledge, surety,
bank guarantee agreement, loan agreement),
the proposal (offer) to conclude which the
Client has received from the Bank through the
System, as well as performing transactions and
actions in compliance with the terms of BAAs
concluded between the Parties, as well as other
agreements, performance of the functions of a
currency control agent by the Bank, submission
to the Bank of the documents required for the
Bank to perform the functions established by
the laws of the Russian Federation on
counteraction to legalization (laundering) of
proceeds from criminal activities and terrorism
funding.

1.2. Informational exchange within the System
is made through the use of the Internet.

1.3. In order to assure confidentiality of an
Electronic Document during the transfer
through the use of the Internet, as well as in
order to assure the authorship and the entirety
of an Electronic Document, the Client uses the
Information security product «OpenSSL», and
the Bank uses the Information security product
CryptoPro.

1.4. The Client agrees that the use of the
Information security products «OpenSSL» and
CryptoPro as means for the securing of the
confidentiality during the transfer through the
use of the Internet, as well as to assure the
authorship and entirety of an Electronic
Document, is sufficient, i.e. assuring the
protection of Client’s interests.

1.5. The Client refuses to file claims with the
Bank, the motivation for which is the use of the
«OpenSSLy» and CryptoPro as products for the
protection of an Electronic Document from
Unauthorized access during the transfer through
the use of the Internet, as well as to assure the
authorship and entirety of an Electronic
Document.

Article 2. General provisions




2.1. Cuctema OyneT UCTOIB30BaThCs sl 0OMEHA
DJEKTPOHHBIMH  JIOKYMEHTaMH B  JII0OOM
dbopmaTe, 3a UCKIIOYEHHEM apXUBHBIX (HailiIioB,
TaKuX Kak: zZIp, 7z, arj, rar ¥ aHaJOTHYHBIX HM.
®opmupoBaHue OJNEKTPOHHBIX JTOKYMEHTOB H
oOMeH uMH  OydeT  OCYyWIECTBISATHCS B
COOTBETCTBUHM C TpeOoBaHUSIMU JlOKyMEHTAIMH.
JIrobas mHpopMmarus, nepenaBaemas CTopoHaMHU
no Cucreme, oOpabarteiBaetcs CpeacTBamu
3aMUThl MHOOPMALIUH.

2.2. Ha otHomenust mexxny bankom u Kiuentom
pactpoctpanstorcss  Ycaosuss  CBII  (Knuent
CUMTAETCSl MPHUCOCAUHUBIIMMCA K YCJIOBUSIM
CBII), TeKCT KOTOPBIX OMYOJMKOBaH B IMOPSIKE,
PEAYCMOTPEHHOM 1. 12.6 HACTOSAIIETO
Cornamenus. baHk BrpaBe BHOCUTh U3MEHEHHUSI B
Venosuss CBII B mopsigke, yCTaHOBIEHHOM B
VYcnosusix CBIL.

2.3. CTOpOHBI HNPU3HAIOT, YTO UCIOJIb3YEMbIE BO
B3aMMOOTHOUIECHUSIX MEXAY HUMHU DJIEKTPOHHBIE
IOKyMeHThl, mnoanucanneie OII, a Takxke
IaTexxHoe TpeboBaHue, Tpedyrolee MoTydeHHs
akuenrta Knuenra, He nmoanucannoe JII, umeror
PaBHYIO IOPUAMYECKYIO CHILY C JOKYMEHTaMH Ha
OyMaxHOM HOCHTETIE, MO CAaHHBIMU
COOCTBEHHOPYUYHBIMU MOAMHUCSIMU
YIOJHOMOYEHHBIX JUI CTOPOH U CKPETJIEHHBIMU
NeYaTsMHU B cllydyae HeOOXOJIMMOCTH, U ABIISIOTCA
JIOCTaTOYHBIM OCHOBaHUEM [UJISl BBINOJIHEHUS
bankom omnepanmii, IEHWCTBUHM, a Takke Ui
cosepuieHust CTOPOHAMHU CHEJIOK.

2.4. CTOpOHBI IPU3HAIOT, YTO UCTIOIH3yeMbIe HMU
no  HacrosimeMy  CoryameHuro  cnocoObl
JOCTaBKM, YykazaHHble B [lpunoxennn Ne2 k
Cornamenuto, CpenctBa 00pabOTKH M XpaHEHUS
uHpoOpManMl JOCTAaTOYHBI IS  OOECTICUCHUS
Ha/IeKHON U 3PPeKTUBHON pabOTHI MO MpHEMY,
nepegavye U XpaHeHUIo HHGOopMaIuu.

2.5. DJeKTpOHHBIA  JTOKYMEHT TMOPOXKAAeT
oOs3arensctBa  CTOPOH MO HACTOSIIEMY
Cornamenuto, JIbC, a Takke UHBIM COTJIAIIEHUAM
mexnay bankom n Knuentowm, siBisiercs odepToit
WIN aKIeNTOM, €ClIM OH O(hOpMIIEH Mepenaromnen
CTOpOHOH B COOTBETCTBUM C  HACTOSIIUM
Cornamenunem, JIBC, WHBIMM coOTTalIeHUSIMU
Mexny bankoMm n Knuenrom, JlokymeHramuen, a
takke o¢eproil banka, mnoamucan OII (3a
UCKITIOYEHHEM CIIy4aes, YKa3aHHBIX B
Cornamenun) u nepegad nocpeactsom CUCTEMBI,
a npuHuMmaromein CTOpOHOM  TMOJydeH, |
[IpoBepka DIl DnexkTpoHHOro AOKyMEHTa jaaja
MOJIO’KUTEIBHBIN pPe3ynbTar.

2.1. System will be used for the exchange of
Electronic Documents in any format except
archive files, i.e. zip, 7z, arj, rar, etc. Formation
of the Electronic Documents and the exchange
thereof will be conducted in compliance with
the requirements of the Documentation. Any
information, transmitted by the Parties through
the System, shall be processed by the
Information security products.

2.2. The relationship between the Bank and the
Client is subject to the FPS Terms (the client is
considered as acceded to the FPS Terms), the
text of which is published according to the
procedure provided in the n. 12.6 of the present
Agreement. The Bank has the right to amend the
FPS Terms according to the procedure
established by these same Terms.

2.3. Parties acknowledge, that the Electronic
Documents used in their mutual relations, which
are signed with Electronic Signatures, as well as
a payment order which requires the Customer’s
acceptance and not signed with ES, have an
equal legal force to the documents committed on
paper, signed with the handwritten signatures of
the authorized representatives of the Parties and
are sealed if it is required, form a sufficient basis
for the execution of operations and actions by
the Bank, as well as for consummation by the
Parties of the transactions.

2.4. The Parties acknowledge that the methods
of delivery used by them under the present
Agreement and specified in Annex No. 2 hereto,
and the Information Processing and Safekeeping
Means are sufficient for the assurance of a
secure and efficient work on the acceptance,
transfer and safekeeping of information.

2.5. An Electronic Document is binding for the
Parties under the present Agreement, BAAS, as
well as other agreements between the Bank and
the Client, and constitutes an offer or acceptance
in case if it is drawn up by the transmitting Party
in compliance with the present Agreement,
BAAs, other agreements between the Bank and
the Client, Documentation and the Bank's offer,
is signed with an Electronic Signature (save the
cases mentioned in the Agreement) and
transferred through the System, and is received
by the Receiving Party, and if the verification of
the Electronic Signature on the Electronic
Document resulted in a positive outcome.
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DNEeKTPOHHBbIE JOKYMEHThl HE MOTYT OBITh
ocniopeHbl wiaM otpunarbes CropoHamu U
TPETbUMM  JIMIAMH WM  OBbITh  MPU3HAHBI
HEJICHCTBUTEILHBIMU TOJBKO HA TOM OCHOBAaHUH,
YTO OHHU nepelaHbl B baHK ¢ HCHOJIb30BaHUEM
Cuctemsl 1 cioco0OB TOCTAaBKH.

2.6. bauk n Kimment ucnonszyror Cucremy s
nepeaadn DIIEKTPOHHBIX JTOKYMEHTOB JAPYT JIPYTy
B IPUOPUTETHOM  MOPSAKE, TpPHU  3TOM
ucnosib3oBanue CUCTEMbI HE OTPaHUYMBACT MpaBa
Kinnenra 1no  mpegocraBieHnro B baHk
MJIATEXKHBIX, MHBIX JIOKYMEHTOB Ha OyMaKHOM
HOCHTEJIe, COCTaBIeHHBIX B cooTBeTCcTBHH ¢ J|BC,
CornamieHneM, WHBIMU COTJIAIICHUSIMH MEXTY
bankom wu  Kimentom, odeproii  banxal.
Hacrosiimum CTOpOHBI COTIAlIaloTCs ¢ TEM, YTO B
clyyae IMOCTyIUIeHHs B baHk OnekTpoHHOro
nokymeHta 1o CHUCTEME U COOTBETCTBYIOIIETO
IUIATeKHOTO, WHOTO JOKYMEHTa Ha OyMaKHOM
HOCHUTEJIC, COAEPXKAIINX HWICHTUYHBIC YCIIOBUS
MIPOBEICHUS OIEpaLNH, OCYULIECTBJICHUS
COOTBETCTBYIOLIMX ACHCTBHI, B TOM YHCIIE, IO
Cuery, cueTy Jemno, CYeTy 0 BKIALYy (AETO3UTY)
aubo mocTymiieHus B bBaHK  MACHTUYHBIX
DNEeKTPOHHBIX  JOKyMeHToB, bank  Oyzer
paccMaTpuBaTh  KaXIbli W3  YKa3aHHBIX
JIOKYMEHTOB KaK CaMOCTOSITEIbHBIN IIaTEKHbIN,
WHOW JTOKYMEHT, U OCYLIECTBUT BCE ACHCTBUS,
HEOOXOMUMBbIE ISl TIPOBEICHHS  OMepaIui,
OCYIIIECTBIIEHUS  COOTBETCTBYIOIIUX  CIIEJIOK,
JEeHUCTBUM, B TOM uucie, no CyeTy, cuery Jerno,
CYeTy MO BKJIaNy ([IETIO3UTY), B COOTBETCTBUU C
KOKIBIM M3 TPeICTaBICHHBIX/TIEpEIaHHbBIX
KnuentoMm 10KyMeHTOB.

2.7. BHyTpeHHHE TMpOLEAYpPhl HCIOJIb30BAHUS
Kinnentom Cucrembl U ero BHYTPEHHHM
JIOKYMEHTO00O0pOT ycTaHaBinuBaioTcs Kinentom
CaMOCTOSITENIbHO.

2.8. KiueHT yBeZioMJIEH O TOM, 4TO UH(OpMaIHs,
nepenaBaemasi bankom mocpenctBom CuCTEMBI,
He sBisieTcs UWHGOpMalueld «B peaTbHOM
BPEMEHM», 3a HUCKIIO4YeHHeM HuHpopMauuu o0
onepanusax B CBIL.2.9. B ciydyae npoTuBopeuns
Vcenoeuit  CBII  ycnmoBusiM, H3JI0KEHHBIM B
HactosmeM Cormamennu, ¥Ycinopus CBII umeror
MIPUOPUTET.

Crarbi 3. [lopsaaok noakawyenus Kinenra K

Electronic Documents may not be contested or
denied by the Parties and third parties or be
declared invalid only because they have been
submitted to the Bank using the System and
methods of delivery.

2.6. The Bank and the Client use the System for
the transfer of Electronic Documents to each
other in a priority procedure, however the use of
the System does not limit the rights of the Client
for the provision, to the Bank, of payment and
other documents in physical format, drafted in
compliance with BAAs, the Agreement and
other agreements between the Bank and the
Client, as well as the Bank's offer!. Hereby the
Parties agree that in case the Bank receives an
Electronic Document transferred through the
System and the corresponding payment, other
document on paper, containing identical
conditions for the commission of an operation,
performance of relevant actions, including
operations on an Account, depot-account,
deposit account or the reception by the Bank of
identical Electronic Documents, the Bank will
consider each of the specified documents as an
individual payment or other document, and will
carry out all the actions, required for the
commissioning of an operation, appropriate
transactions and actions, including on the
Account, depot-account, deposit account in
compliance to each of the documents
presented/transferred by the Client.

2.7. Internal procedures for the use of the
System by the Client and its internal
documentation management are established by
the Client individually.

2.8. The Client is notified that the information,
transferred by the Bank through the System is
not “real time” information, except for
information on operations performed in the FPS.
2.9. In case of contradictions between the FPS
Terms and terms cited in the present Agreement,
the FPS Terms will prevail.

Article 3. Procedure for connecting the Client

Cucrteme u I11anoBoii cMenbl Kiaroueii

to the System and Planned change of Keys

! TInarexusie nokymenTsl B pamkax CBIT MoryT nepenaBaThcs Tonbko nocpeactsoM Cuctemsr/ Payment documents
in the frame of FPS should be transferred only through the System.
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3.1. lns yvactuss B oOMeHE OJIEKTPOHHBIMHU

JIOKyMEHTaMHU:

3.1.1. KitueHT BBIMOJHSAET CISAYIOIIHNE JCHCTBUS:
a) 3aIlOJIHSCT 3asBKY Ha ycTaHOBKY CHCTEMBI

(mo ¢dopme banka), Te yka3blBaeT BBIOpaHHOE

i pabotel CpeacTBO 3amUThl HHGOPMAIMH, U

nepenaet ee B bank Ha OyMa)KHOM HOCHTEIIE;

0) Ha3HayvaeT u HaJICIISICT
COOTBETCTBYIOIUMHU MOJHOMOYHUSIMH
(1)I/I3I/I‘-IeCKI/IX JINII, OTBCTCTBCHHBIX 3a
OCYILIECTBIICHHUE obmeHa DIEeKTPOHHBIMU

JIOKyMEHTaMH, B TOM YHCJIE:
- YnonHomoueHHoro npexacrasutesns Knuenra,

- anmuHucrparopa  Cucrempl —  JHULO,
OTBETCTBEHHOE 33 TEXHUYECKYIO THOIJIEPKKY
CucteMsl;

B) JUIA  KaXIOro  YIOJIHOMOYEHHOTO
npencrasutens — Knuenta  3amonHsier U
npenctaBiasier B bank 2 (aBa) aK3emIuisipa
Hanubix o Bumagensue ceprudukara kimoua
nposepku D11 (o popme banka) ¢ mpunoxxeHrnem
3aBepeHHOl baHkoM/HOTapuanbHO (B cirydae
HEO0OXOIUMOCTH C TIPOCTABIIEHUEM AIlOCTHIIS/TIPH
YCIIOBUU €€ JIerajlM3aluu) KOMHUMU JOKYMEHTa,
YA0CTOBEPSIOILET0 JIMYHOCTh Y IOJTHOMOYEHHOTO
npencrasutens Knuenra n/umm 1okymenra (-oB),
HNOATBEpXkKIAIONIero (-MX) TMpaBo JMIA Ha
npebbiBanne (mpokuBaHue) B Poccuiickoit
®denepanunu, — JUisl HHOCTPAHHBIX TPAXKIAH U JIHI]
6e3 rpaxaanctea. [Ipu sTom bank mpocrasiser
OTMETKHM O TOJYYEHHHM Ha KaXKIOM DK3EMILLIPE
Hannbix o Bmamensne ceprudukara kimoua
nposepku Ol

JInss  YNOJTHOMOYEHHBIX —IpEeACTaBUTENEH
Knuenra ¢ monHoMounsiMu «0e3 npaBa HOIHCH»
JIOKYMEHT, YI0CTOBEPSIOLIUI JUYHOCTb
YnonHomouenHoro mnpexacrasurens  Kimenra
W/WIH TOKYMEHT (-bl), TIOJITBEPKIAIOUINI (-ue)
npaBo JMIa Ha MpeObiBaHuE (MPOKMBAHHE) B
Poccuiickoit ®@enepanuu, — sl MHOCTPAHHBIX
rpaxJaH U JuIl 6e3 rpaXkI1aHCTBa — MOTYT OBITh
npencTaBieHbl B baHk B KOMUSX, 3aBEPEHHBIX B
NOpsIIKE, YCTaHOBIEHHOM baHkoM.

JloxyMeHThI, ipeAcTaBisiemble KinneHntoM u
COCTaBJIEHHBIE HA NTHOCTPAHHOM SI3BIKE, JOJKHBI
COIPOBOXKAATHCS MEPEBOJIOM Ha PYCCKUIl S3BIK,
3a UCKJIIOYEHHMEM CIIy4aeB, YCTaHOBJIEHHBIX
3aKkoHoarenscTBOM Poccniickon ®eneparnuu.
[TepeBo Ha pyCCKUI A3BIK TOJKEH OBITH 3aBEPEH
B MOPSIJIKE, YCTAHOBJIEHHOM 3aKOHOAATEIbCTBOM
Poccuiickoit ®enepanuu;

r) oOecreuynBaeT HAIWYWE WU TIPUBEIACHHUE
000py10BaHUs, IIpeIHa3HAYEHHOTO JUTSI

3.1. For participation in the exchange of
Electronic Documents:

3.1.1. The Client performs the following
actions:

a) fills out an application for the installation of
the System (according to the Bank's form)
specifying the selected Information security
product and submits it to the Bank on paper;

b) appoints and delegates the respective
authorities to individuals responsible for the
exchange of Electronic Documents including:

- Authorized Representative of the Client;
- System Administrator — a person, responsible
for the technical support to the System;

c) fills out and submits to the Bank 2 (two)
copies of Information on the ES verification
key certificate Holder for each Authorized
Representative of the Client (according to the
Bank's form) accompanied by a copy of an
identification document of the Authorized
Representative of the Client certified by the
Bank/notarized (and apostilled, if
necessary/subject to legalization) and/or a
document certifying the person’s right to stay
(reside) in the Russian Federation — for foreign
nationals and persons destitute of nationality.
The Bank confirms receipt thereof on each
copy of the Information on the ES verification
key certificate Holder.

For the Authorized Representatives of the
Client “without the right of signature”, an
identification document of the Authorized
Representative of the Client and/or a document
confirming the person’s right to stay (reside) in
the Russian Federation — for foreign nationals
and persons destitute of nationality — may be
submitted to the Bank as copies certified
according to the procedure established by the
Bank.

Documents submitted by the Client and drawn
up in a foreign language must be accompanied
by a translation into Russian, with the
exception of cases provided for by the laws of
the Russian Federation. Translation into
Russian must be certified according to the
procedure established by the laws of the
Russian Federation;

c) ensures the availability and compliance of
the equipment, required for the installation of
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yctaHOBKM CHCTEMBI, B  COOTBETCTBHUE C
TpeOOBaHUSIMU K  almapaTHO-MPOTPAMMHBIM
cpeacTBam, npuBeneHHbIMU B [Ipunoxxenun Nel
k CoraimieHuro.

3.1.2. baHK BBINOJHAET CJICAYIOIIUE ACHCTBUS:

a) B Teuenue 2 (nByx) Pabouux nneii banka
CO JTHS IPUHATHS BaHKOM JOKYMEHTOB, 110 (hopme
U COJCPXKAHUIO COOTBETCTBYIOUIMX IMOAM. B)
n.3.1.1 Cornamenus, nepeaaetr Knuenry naposnb
1uist BxoAa B CUCTEMY B COOTBETCTBHH C 3asIBKOM
Ha ycTaHOBKY CHCTEMBI,

0) koHcynbTupyer KimeHTa mo Bompocam
ycraHoBKM ~ CHCTEMBbl  [OCJIE€  IPOBEICHUS
KnueHToM NOArOTOBUTENbHBIX MEPOIPUATHUH,
nepeuuciennbix B 1m.3.1.1 Cornamenus. Ilocne
3aBepLICHUs] BceX paboT MO MOJKIIOUEHHIO
Knuenta x Cucreme CTOpOHBI NOJANHUCHIBAIOT
COOTBETCTBYIOLMI aKT HAa OyMa)XXHOM HOCHTEJIE;

B) 1o xenanuto Kimenra, mpoBoguT B cCBOEM

MOMEIEHUU 3aHATUA o 00yueHuI0
AKCIUTyaTaluu Cucrembl c JILIAMHU,
YIOJTHOMOYEHHBIMU Knuentom, B

coriacoBaHHble CTOpOHAMU CPOKHU.
3.2. Ilocne monmyuenust Kimentom mnaposns s
Bxoja B Cucremy:

e KiueHrt:
- coznaeT Kimoun u 3NeKTpOHHBIH 3ampoc
Ha co3manue Ceprtudukara KiIO4a
nposepku OlI;

- HampaeisieT B baHK 3JIEKTPOHHBIM
3arpoc Ha cozganue CepTudukaTa Kioda

nposepku JlI;
- mepemaer B baHK 1O KaxIoMy U3
YIIOTHOMOYEHHBIX MIPEACTABUTENEH

Knuenra Akt npusnHanus Ceptuduxara
kioya npoepku  OIl  mist  oOmeHa

coobmenusmMu  (mo  ¢opme  banka),
pacrieyatanHbliii M3 CHUCTEMBI, B JBYX
AK3EMIUISIpax, MO CAHHBIN
COOCTBEHHOPYYHBIMU MMOAITACSAMU

ynojiHOMO4YeHHoro juna Kimnenra wu
COOTBETCTBYIOLIETO Y TOJIHOMOYEHHOTO
MpEeACTaBUTENS Kruenra?;
e baHk:

- B TeueHuu aByx Paboumx nueit banka ¢
JaThl TOTYYCHHS HaJJIekKAIIUM 00pa3oM
odopMIIEHHOTO CO CTOpoHBl Kimenta
Axrta mpusHanusi Ceprtudukara Kiroya

the System, with the requirements for hardware
and software stipulated in Annex No. 1 to the
Agreement;

3.1.2. The Bank performs the following
actions:
a) within 2 (two) Business Days of the Bank
from the date of the Bank’s acceptance of the
documents in the form and with the content
complying with subnumeral ¢) of n.3.1.1 of the
Agreement, provides the Client with the
password to log into the System in accordance
with the application for the installation of the
System;
b) provides consultations to the Client on the
System installation after the Client has
completed the preparatory measures listed in
n.3.1.1 of the Agreement. After completion of
the whole scope of work of connecting the
Client to the System, the Parties shall sign the
respective act on paper;
c) at the discretion of the Client, implements
measures in own premises aimed at training for
the use of the System with the persons
authorized by the Client, within the terms
agreed by the Parties.
3.2. After the Client has received the password
to log in to the System:
e the Client shall:
- create Keys and an electronic request
for the creation of the ES verification
key Certificate;
- send to the Bank the electronic request
for the creation of the ES verification
key Certificate;
- deliver to the Bank for each of the
Authorized Representatives of the
Client the Act of Acknowledgement of
the ES verification key Certificate for
message exchange (according to the
Bank's form) printed out from the
System, in  duplicate,  bearing
handwritten signatures of the authorized
person of the Client and of the
corresponding Authorized
Representative of the Client?.
e The Bank shall:
- activate the ES verification Key based
on the Client's electronic request for the
creation of the ES wverification key
Certificate within two Business Days of

2 [Teuats npocTasnsieTcs o yemorpenuto Kimuenta / The seal shall be affixed at the Client's discretion
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npoBepku DI 1151 oOMeHa cooOImEeHUsIMU
(mo dbopme banka) B IBYX 9K3eMILIIPAX,
aktuBupyer Kitou mnpoepku OIl Ha
OCHOBAaHMHM  AJIEKTPOHHOI'O  3arpoca
Kmuenra Ha co3manue Cepruduxara
KJroua nposepku Ol

- MPOCTaBISIET OTMETKY O JaTe Hayala u
OKOHYaHus cpoka peiuctBua Kiroua
npoBepku Ol Ha KaxXa0M 3K3EeMILISIpE
npuHsATOro ot Kinmenra Axra npu3HaHus
Ceprudukara ximoda mpoepku DI mist
obmeHa cooOrieHusiMu (o popme banka)
u nepenaer KiueHTy OIuH 3K3eMIUIIP
YKa3aHHOTO akTa, a Takxke JlanHble 0
Bnanensue ceptudukara KIIF0Ya
npoBepku  OIl ¢ ormerkoit banka,
MOCTaBJIEHHOM B COOTBETCTBUU C IMOJII. B)
n.3.1.1 nacrosmero CornaieHusl.

3.3. [Ipu nmanoBoit cmene Kiroueit:

e  Kuuenr:

- co3maer U HampaBisieT B bank
AJIEKTPOHHBIN 3aIlIpOC Ha CO3/1aHuE HOBOIO
Ceptudukara xiarova nposepku JlI;

- mpenocraBisier B baHk Ha OymMakHOM
Hocutene AkKT mnpusHanus Cepruduxara

kmoua mnpoBepku  OIl  ama oOmena
coobuienusmu (o ¢opme banka) B nByx
IK3EMILIAPAXS,

e  baHnk:

- B TeueHue aByx Pabounx nHeit banka c
JaThl MOJyYEHUs HaAJexaluM o0pa3oM
0o opMIIEHHOTO cO cTOopoHbI Kitnenta Akta
IIPU3HAHMS Ceptudukara KJIFO4a
npoBepku II1 1y oOMeHa cooOUIeHUIMU
(mo ¢opme Banka) B nBYX SK3eMILIsApax,
akTuBupyeT HOBBIM Kirou mposepku Ol
Ha OCHOBAaHHMM 3JIEKTPOHHOIO 3arpoca
Knuenra ©a co3nanme CepTtuduxara
KJiroua rposepku Il

- IPOCTABIISIET OTMETKY O JaTe Hadaua u
OKOHYaHUs cpoka aeiictBus Kiroua
npoepkn OIl Ha KakgoM HK3eMILIpe
npuHsaToro or Kimenra Akra npusHaHus
Ceprudukara ximouya nposepku Ol ams
obmeHa coobmieHusmu (o Gopme banka).

3.4. bank, o0namas  COOTBETCTBYIOUIMMHU
npaBaMHy, IPEAOCTABICHHBIMH emMy B
COOTBETCTBUM C JIOTOBOPOM, 3aKJIIOUYCHHBIM

the Bank from the date of the receipt of
the Act of Acknowledgement of the ES
verification key Certificate for message
exchange (according to the Bank's form)
duly executed by the Client in duplicate;
- make a note on the date of the
commencement and completion of the
ES verification Key validity period on
each copy of the Act of
Acknowledgement of the ES
verification key Certificate for message
exchange (according to the Bank's form)
accepted from the Client and deliver to
the Client one copy of the said act, as
well as Data on the ES verification key
certificate Holder with a note from the
Bank in accordance with subnumeral c)
of n.3.1.1 hereof.

3.3. When Keys must be changed according to

the schedule:
e The Client shall:
- create and submit to the Bank an
electronic request for the creation of a
new ES verification Key Certificate;
- submit to the Bank on paper the Act of
Acknowledgement of the ES verification
key Certificate for message exchange
(according to the Bank's form) in
duplicate®;
e  The Bank shall:
- activate a new ES verification Key
based on the Client's electronic request
for the creation of the ES verification key
Certificate within two Business Days of
the Bank from the date of the receipt of
the Act of Acknowledgement of the ES
verification key Certificate for message
exchange (according to the Bank's form)
duly executed by the Client in duplicate;

- make a note on the date of the
commencement and completion of the
ES verification Key validity period on
each copy of the Act of
Acknowledgement of the ES verification
key Certificate for message exchange
(according to the Bank's form) accepted
from the Client.

3.4. The Bank, due to the corresponding rights

granted to it under the contract concluded

between the Bank and BSS, Ltd., grants to the

3 [Teuats npocTasnsieTcs o yemorpenuto Kimuenta / The seal shall be affixed at the Client's discretion
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Mexny bankom u OOO «bCCy», npenocraBisier
Knuenty mpaBo Ha mnonb3zoBanue CucreMol B
TeueHue JeucTBUs Hacrosmero CormaneHus.
[IpaBo Ha 1OJIB30BAaHUE MPEIOCTABISACTCS C
Y4€TOM  OrPaHUYEHUN,  IPELYyCMOTPEHHBIX
3aKoHoAarenbcTBOM Poccuiickon denepanuu o
MPaBOBOM oxpaHe nporpamm st IBM.

Cratbi 4. IIpaBa u o0s13anHOoCcTH CTOPOH

4.1. B3anmuble npaBa u o0si3anHocTH CTOpPOH

4.1.1. Croponsl mpu OOMEHE OJIEKTPOHHBIMHU
JOKYMEHTaMu ¢ ucnoiab3oBanueM Cucremsl
0053y10TCS PYKOBOJCTBOBATbCSI MpaBUIAMU U
TpeOOBaHUSIMU, YCTaHOBJICHHBIMU
3aKoHoAarenbcTBOM Poccuiickon  denepanum,
JABC, nacrosmuMm CornamenueM, Y CIOBHIMH
CBIl, uabiMu cornameHusiMu Mexy bankom u
Kinenrom.

4.1.2. CropoHBl O00s3yIOTCS HE pasriamarh
TpeTheil CTOpoHE (32 MCKIIIOUEHUEM CIydYaes,
IPEyCMOTPEHHBIX 3aKOHOJATEIbLCTBOM
Poccuiickoi ®enepanuu " HACTOSIIIUM
Cornamenuem) wuHpopmarnuio o CpeacTBax
3alUTel  UH(OpPMAlMK,  UCHOIB3YEMBIX B
Cucreme.

4.1.3. Kaxnas uz CTopoH 00s3yeTcss HeMeAJICHHO
uHopmupoBats Apyryro CtopoHy 000 Bcex
ciayvasx Komnpomeranyu Kirouern,
HecankunonupoBannoro nocryna k Cucreme, a
TakKe TMOBPEKICHUIX/YTpaThl  MPOTPAMMHO-
anmapaTHbIX CpPEACTB 00pabOTKH, XpaHEHHS,
nepefauyn DJIEKTPOHHBIX JOKYMEHTOB, CpencTs
3ammThel uHPopManuu, a Takxke Kirodeit, u He
UCIoNb30BaTh Kilroum mpu HaIM4uKU OCHOBAHUM
1oJlaratb, YT0 OHU CKOMIIPOMETHPOBAHBI.

4.1.4. CpenctBa  3amThl  MHPOpPMALUHU
ONEKTPOHHBIX JIOKYMEHTOB, IpEAOCTaBICHHbBIE

Cucremotii, IIPU3HAOTCS Croponamu
JOCTaTOYHBIMM ISl 3alUThl MH(OpPMALUU OT
HecankunonupoBanHOTro JocTyna,

MOJTBEPK/ICHUSI aBTOPCTBA W TOUIMHHOCTH
DJEeKTPOHHBIX TOKYMEHTOB.

4.1.5. JlioOGble DNEKTPOHHBIE JIOKYMEHTHI,
nepenaBaemMple  1no  Cucreme, — mojiexaT
HIU(PPOBAHUIO.

4.1.6. JioOble  DNEeKTpOHHBIE  JIOKYMEHTHI,
nepeaasaemple 1o Cucreme JOJIKHBI  OBITH
3aBepeHbl  OIl  CtopoHbI-OTIIpaBUTENSA, 3a
UCKJIFOUYEHUEM IUIaTEKHOTO TpeOoBaHus,
TpeOyroniero mnoxydeHus: akuenta Kimenra, e

Client the right to use the System during the
validity term of the Agreement. The right to use
is granted, subject to the restrictions provided
by the law of the Russian Federation on the
legal protection for computer software.

Article 4. Rights and obligations of the
Parties

4.1. Reciprocal rights and obligations of the
Parties

4.1.1. Parties, during the exchange of the
Electronic Documents through the use of the
System, undertake to be guided by the rules and
requirements as set by the legislation of the
Russian Federation, BAAs, this Agreement, the
FPS Terms and other agreements between the
Bank and the Client.

4.1.2. Parties undertake not to disclose to a
third party (except for cases, as under the
legislation of the Russian Federation and this
Agreement) the information about the
Information Security Products used in the
System.

4.1.3. Each Party undertakes to immediately
inform the other Party about all the cases of
Key Compromise, Unauthorized access to the
System, as well as the damage to the software
and hardware designed for processing, storage
and transfer of Electronic Documents, as well
as the Information security products and Keys,
and not to use Keys if there are the reasons to
assume that they are compromised.

4.1.4. Information security products for
Electronic Documents granted by the System
are found as sufficient by the Parties for the
protection of information from Unauthorized
access, confirmation of authorship and
authenticity of Electronic Documents.

4.1.5. Any Electronic Documents transferred
within the System, are subject to encryption.

4.1.6. Any Electronic Documents transferred
within the System must be certified by an
Electronic Signature of the Sending party,
except the payment order, which requires the
Customer’s acceptance not signed with ES.
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nognucanHoro OIl.  Ilpu »Tom  CTOpOHBI
CorlacHbl, 4YTO B 3ToM ciaydae Cucrema
UCIIONIB3YETCSI  KaK  CIOCOO  JIOCTOBEPHOTO
omnpeneneHuss banka, HampaBUBIIETO TaKoe

miarexxHoe TpedboBanue Kiuenry.

4.1.7. KiueHT yBEIOMJIEH U COIJIACEH, 4YTO
nuchbMo, HampasieHHoe Kimmentom B baHk B
cootBeTcTBUH ¢ CorjamieHHeM 10 3JIEKTPOHHOM
noute (e-mail), cunraercs monyueHHbIM bankom
C MOMEHTa €ro pPErucTpaluyd Kak BXOJSIIETO
JIOKyMEHTa BO BHYTpEHHEH CHUCTEME
IoKyMeHTooOopora baHka.

4.2.TlpaBa u o6s3annoctu Kiuenra

4.2.1. KnueHT He nMeeT npaBa TUPAKUPOBATH U
nepeaaBaTtb TPETbed CTOPOHE IPOrpaMMHOE
oOecnieueHue, mpepocrabisgeMoe baHkoM 10
CornamieHuio W Bce  KOH(MJEHIMAIbHbIC
JaHHble, oTHOCsKecs K CoraeHmio.

42.2. Knuent UMeEeT paBo, npu
HEOOXOJUMOCTH, BOCIIOJIb30BaTHCS TOMOILBIO
crenuanucra baHka 1o npenocTaBiIeHUIO MpaBa
noctyna B Cucremy, HampaBuB B baHk
NUCbMEHHOE 3asBJICHHE.

4.23. Kmmentr  o00sa3yerci B CpOKH,
npenycMorpennbsle CornamieHuem, 00ecneyuThb
Ha CBOEM pacueTHOM W/WIM HHBIX CYeTax,
OTKPBITBIX B baHKe, OCTaTOK JEHEKHBIX CPEICTB
B pa3Mmepe, HEOOXOAMMOM /sl OIJIaThl YCIYyT
banka B coorBerctBuu c¢ CornameHueM u
Tapudamu.

4.24. KmmeHt o0s3yercs — oOecrieuyuBaTh
COXpPaHHOCTh M LEJIOCTHOCTh YCTAHOBIJIEHHOM
Cucremsl, Bkmowas  CpencrtBa  3allUTHI
nH(opMaInu, a Tak)Ke BBITIOJIHITH TPeOOBAHUS K
skcIuryaTaiu  CHCTeMBl,  W3JI0KEHHBIE B
JloxymeHTanuu.

4.2.5. Knmuent no tpeboBanuio banka o0s3aH
MIPEIOCTaBUTD 3aBepeHHbIE HOJIMHUCAMU
YIOJTHOMOYEHHBIX JHIl KimeHta W OTTUCKOM
nevyatu Knuenra (mpu ee Hamuyuu) Konuu (Ha
OyMakHOM HOCHUTEJE) DNEeKTPOHHBIX
JOKYMEHTOB, mnepenaHHbix 1o Cucreme, B
TedeHue 14 (4eTelpHAAATH) KaJICHAAPHBIX THEH
C MOMEHTA HarpaBJIeHUs eMy TpeOOBaHMSL.

42.6. B ciydae CcMEHbl PYKOBOJIUTENS
(EIMHONMMYHOTO  WCIIONHUTEIBHOTO  OpraHa)
Knuent 00s13aH MOJITBEPIUTD npasa
JIEUCTBYIOILIETO VY0JIHOMOYEHHOTO

npeacrasutens Knuenra.
4.27. B cnyydae mnpekpamnieHus MNOJHOMOYUN
JICUCTBYIOLLIETO Y1I0JIHOMOYEHHOT'O

Meanwhile the Parties agree that in this case
the System should be used as a mean of reliably
defining the Bank, which has sent such a
payment order to the Customer.

4.1.7. The Client is aware and agrees that the
letter sent by the Client to the Bank under this
Agreement by e-mail shall be deemed received
by the Bank upon its registration as an
incoming document in the internal document
management system of the Bank.

4.2. Rights and obligations of the Client

4.2.1. The Client has no right to replicate and
transfer, to a third party, the software, granted
by the Bank under the present Agreement and
all the confidential information relating to the
Agreement.

4.2.2. The Client has the right, if required, to
use the assistance of an expert from the Bank in
order to obtain the right to access to the System,
by directing a written request to the Bank.

4.2.3. The Client within the term specified by
the Agreement, undertakes to assure that its
settlement account and/or other accounts
opened with the Bank indicate a balance of
funds in the amount, required for the payment
of services rendered by the Bank as in
compliance with the Agreement and Tariffs.
4.2.4. The Client undertakes to assure security
and entirety of the installed System, including
Information security products, as well as
implement the requirements for the operation
of the System, as specified in the
Documentation.

4.2.5. The Client, at the request of the Bank,
shall present copies (in paper) of Electronic
Documents, certified by signatures of the
Client’s Authorized persons and the Client’s
seal impression (if exists), transmitted through
the System, within a period of 14 (fourteen)
calendar days from the moment the Bank sends
such a requirement.

4.2.6. In case the Client undergoes a change of
the Director (sole executive body), the latter
shall confirm the rights of the effective
Authorized Representative of the Client.

4.2.7. In case of termination of the authorities
of the current Authorized Representative of the
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npeacrasutenss KnueHTta, a Takke B cllydae
HecankunonupoBanHoro nocryna k Cucreme,
Komnpomeranun  Koroue#t, KinueHt o0s3aH
He3aMeUTMTEIbHO HanpaBUTh B bank nmucemMo 00
AHHYJIMPOBAHUU COOTBETCTBYMOIIEro Komriekra
Kitoueit  (BIOKEHHBIM — (ailzioM) 1Mo  aapecy
9JIEKTpOHHOU mouThl (e-mail), ykasanHomy B
HoroBope 00 wucnonb3zoBanun  JBO, ¢
MOCJIETYIOLUM HEMEIJICHHBIM MTPEA0CTABICHUEM
B baHk opuruHana BBIIIEYKa3aHHOTO MHCbMa 00
AHHYJIMPOBAaHUU COOTBETCTBYIOIIEro Kommiekra
Kmroueli Ha OymakHom Hocutene. B cmyuae
NpEKpalieHus MOJHOMOYMM  JIEWCTBYIOIIETO
YnonnomoueHHoro mnpexacrasurens Kimenra
MUCHMO 00 aHHYJIUPOBAHUU COOTBETCTBYIOIIETO
Kommiekra Kitouet MokeT ObITh HAaIIpaBIEHO O
Cucreme 3a DJIEKTPOHHOH MOANKCHIO JPYroro
YnonnomoueHHoro nmpenacrasutens Kiuenra,
Ipd 3TOM  TOCIEAYIOIIee MPEeAOCTaBICHUE
COOTBETCTBYIOILIETO MKHCbMa Ha OyMa)KHOM
HOcUTeJIe HE TpeOyeTcs.

Hanpasienue ykasaHHbIX B a03alie IepBOM
HACTOSIIET0 IIYHKTa JOKYMEHTOB IO ajpecy
anekTpoHHOH mouthl (e-mail) u mo Cucreme
(COOTBETCTBEHHO) O3HayaeT TpeOboBaHUE
Knuenta mnpekpaTuTh NpueM U UCHOJHEHHE
JTrOOBIX ONEKTPOHHBIX JIOKyMEHTOB,
noanucanHelx  OIl,  copmupoBaHHOW  Ha
CKOMITIPOMETHPOBAHHOM/aHHYJIUPYEMOM
Kommiekre Knrouen.

Jna  mpenocraBieHUs  NIEPBOHAYAIBHOIO
npaBa  jgoctyna B CucreMy — HOBOMY
YII0THOMOYEHHOMY
MIPEICTaBUTENIO/BO30OHOBIICHUS TpaBa JOCTyIMa
B Cucremy JeiCTBYIOLIEMY YTIOJTHOMOYEHHOMY
NPEJICTABUTENI0 TOCIE aHHYJIUPOBAaHUS €ro
Kiroueit, Knuent npenocrasiser B bank J[anHbie
o Bnanensie ceprudukara kioua rnposepku Il
B JBYX oKk3emmuiipax (mo ¢opme banka) c
MPWIOKEHHEM HEOOXOIUMBIX JIOKYMEHTOB, a
TaKkXke, NpU HEOOXOJUMOCTH, 3asBICHUE O
MPEOCTaBIEHUU IIpaBa JOCTyla B CHUCTEMY
«Knuent-bank» (o ¢popme banka).

[Topsimok MPENOCTABICHUS
NEpBOHAYaJIbHOTO IpaBa aoctyna B Cucremy
HOBOMY YTIOJHOMOYEHHOMY TPEJCTaBUTEINI0/
BO300HOBNEHHsT TpaBa joctyna B Cucremy
JIEUCTBYIOLIEMY YNOJIHOMOYEHHOMY
NPEJICTAaBUTENI0 IIOCIE AaHHYJIUPOBaHUS €ro
Kunrouei, AQHAJIOTUYEH MOPSIKY,
ycTaHoBJIeHHOMY moamn. 6), B) m.3.1.1, moam. a)
m.3.1.2, n.3.2 CornameHus.

Client, as well as in case of Unauthorized
access to the System, Key Compromise, the
Client shall immediately send to the Bank a
letter on cancellation of the corresponding Set
of Keys (as enclosure) to the e-mail address
specified in the Contract on the Use of RBS,
followed by immediate presentation of the
original letter on cancellation of the
corresponding Set of Keys on paper to the
Bank. If powers of the Client’s current
Authorized representative are terminated, the
letter on annulation of the respective Set of
Keys should be sent through the System,
electronically signed by another Authorized
representative, and subsequent provision of the
respective letter in paper is not required.

The sending of documents cited in the first
paragraph of the present numeral by e-mail and
through the System (respectively) means the
Client's request to stop receiving and executing
any Electronic Documents signed with the
Electronic Signature generated using the
compromised/canceled Set of Keys.

To grant the initial access to the System for the
Client’s new Authorized representative or to
resume the right of access to the System for
current  Authorized representative  after
annulation of his Keys, the Client should
submit to the Bank the Information on the ES
verification key certificate Holder in two
copies (according to the Bank’s form),
attaching all necessary documents and, if
needed, an application for granting the right of
access to the Client-Bank system (according to
the Bank’s form).

The procedure for granting the initial access to
the System for the Client’s new Authorized
representative or to resume the right of access
to the System for current Authorized
representative after annulation of his Keys is
similar to the procedure set out in subnumerals
b), ¢) of n.3.1.1, sn. a) of n.3.1.2 and n.3.2 of
the Agreement.
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B cnyuae yrepu Knuentom mapons s Bxoaa B
Cucremy Knmenr mnpenocrtaBisier B bank
MUCbMEHHOE OOpallleHre ¢ MpochOoi co3aaTh U
HaIpaBUTh HOBBIN NapoJb i Bxoaa B CucreMy.
4.2.8. B cnydae m3meHeHus (GaMUIMU, UMEHH,
oTdecTBa (MpU HAIWYUHK) YTIOJIHOMOYEHHOTO
npencraButens Knuenra KnueHT ocyiiectsiser
BCE JICUCTBUS, MPEAYCMOTPEHHBIE HACTOSIIUM
CornamenueM JUTSE MIPeI0CTaBIICHUS
YnonHoMoueHHOMY IIPEJICTaBUTEIIIO
NepBOHAYaAILHOTO MpaBa jaocTyna B Cucremy, a
Takke Tmpencrasiasier B bank muceMo 00
aHHYJIMPOBAaHUU COOTBETCTBYIONIero Kommiekra
Kiroueii.

B cniyuae usmenenust HaumenoBanus Kiuenr
¢dopmupyer B CucreMe 3ampoc Ha CO3JaHHE
Ceptudukara kimoua npoepku JII, mpu 3TOM
KimeHT MOXeT caMOoCTOSTEIbHO MTOMEHSTh CBOE
HaumeHoBanue B Cucreme, a  TaKxke
npeaocrapisieT B bank Ha OyMa)XHOM HOCHUTEIE
Akt npusHanus Ceprudukara Kiodya IpOBEpPKU
OIl mis obmeHa coobmeHusMu (1Mo ¢opme
banka) B IByX 3K3eMILIspax.

B nensix u3MeHeHus BuAa mpaBa MOJMUCH
DONEKTPOHHBIX JIOKYMEHTOB YIOJIHOMOUYEHHOTO
npeacrasutenst Knuenra, Knuent oOparraercs B

bank ¢  TOHCbMEHHBIM  3asBIEHHEM B
MIPOU3BOJIHLHOU PopMe.
B cnayyae wuw3MeHeHHMs HHBIX JaHHBIX

YnonnomoueHHoro nmpenacrasutens Kiwnenra,
Knuent npenocrapnsier B bank AKT mpu3HaHUS
Ceprudukara ximroua mpoepku JI1 mist oOmeHa
coobmienusimu ~ (mo  ¢opme  bBanka), ¢
IIPUIIOKEHUEM 3aBEPEHHOU
bankom/HOTapuaibHO (B ci1y4ae HEOOXOIUMOCTH
C TPOCTABJIIEHHEM AaNOCTWIS/IPU YCIOBUH €€
JIeTaJIn3alum) KOMHUHU JOKYMEHTA,
YIOCTOBEPSIOLIETO TUYHOCTH Y TOJTHOMOYEHHOTO
npencraButens KinuenTa u/umm 1oKymenra (-oB),
NoATBEpXKJaromero (-Ux) MpaBo JHIa Ha
npeObiBanne (mpokuBanue) B Poccuiickoit
Ddeneparuu, — ISl HHOCTPAHHBIX TPAKIAH U JIUI]
0e3 Tpak1aHCTBa.

Jins  YNOTHOMOYEHHBIX —MpeACTaBUTENEH
Knuenra ¢ monHoMounsiMu «0e3 npaBa MOIHCH»
JIOKYMEHT, YIIOCTOBEPSFOIITHIA JMYHOCTh
YnonHomoueHHoro mnpexacraButens Kimenra
W/WIH TOKYMEHT (-bl), TIOJTBEPKIAIOUINI (-ue)
MpaBo JiMlla HAa TpeObiBaHHe (MPOKUBAHHUE) B
Poccuiickoit ®denepanuu, — sl UHOCTPAHHBIX
TpaXIaH U JIHIl 0€3 TPa)¥JTaHCTBA — MOTYT OBITh
npencTaBieHbl B baHK B KOMUSX, 3aBEPEHHBIX B
HopsijIKe, yCcTaHOBJICHHOM baHkowm.

If the Client loses the password for access to
the System, he/she should submit to the Bank a
written application requesting to create and
send new password for access to the System.
4.2.8. In case of changes in the surname, name,
patronymic (if any) of the Authorized
Representative of the Client, the Client shall
perform all actions specified herein for the
purposes of granting the initial access to the
System to the Authorized representative as well
as submit to the Bank a letter on cancellation of
the respective Set of Keys.

In the event of a name change, the Client shall
form a request for the creation of the ES
verification key Certificate in the System,
whereby the Client may change its name in the
System on its own, and submit to the Bank in
hard copy an Act of Acknowledgement of the
ES verification key Certificate for message
exchange (according to the Bank's form) in
duplicate.

To change the type of the right to sign
Electronic Documents granted to the
Authorized Representative of the Client, the
Client shall file a written free-form application
to the Bank.

In case of changes in other information on the
Authorized Representative of the Client, the
Client shall provide the Bank with the Act of
acknowledgement of the ES verification key
Certificate for message exchange (according to
the Bank's form) accompanied by a copy of an
identification document of the Authorized
Representative of the Client certified by the
Bank/notarized (and apostilled, if
necessary/subject to legalization) and/or a
document certifying the person’s right to stay
(reside) in the Russian Federation — for foreign
nationals and persons destitute of nationality.

For the Authorized Representatives of the
Client “without the right of signature”, an
identification document of the Authorized
Representative of the Client and/or a document
confirming the person’s right to stay (reside) in
the Russian Federation — for foreign nationals
and persons destitute of nationality — may be
submitted to the Bank as copies certified
according to the procedure established by the
Bank.
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JloxkyMeHTBI, ipeAcTaBisgembie Kinentom u
COCTaBJICHHbIE HA UHOCTPAHHOM SI3BIKE, TOJIKHBI
COIPOBOXKAATHCS MEPEBOJOM Ha PYCCKHUI S3BIK,
32 HCKJIIOYEHUEM CJIy4aeB, YCTAaHOBJICHHBIX
3aKOHOJaTeNbCTBOM Poccuiickoit ®Dexaeparuu.
[TepeBos Ha pyCCKHiA S3BIK TOJDKEH OBITH 3aBEPECH
B NOPSJIKE, YCTAHOBJIEHHOM 3aKOHOJATEIHCTBOM
Poccuiickoit @enepanuu.

4.29. KimeHnT 00s3aH  CaMOCTOSITENILHO
KOHTPOJMPOBATh CpPOKH neucTBus Kirouer u
CBOCBPEMEHHO  HWHUIMUPOBATH  MPOLEIYPY
[ImanoBoit cmenbl Kirouel 10 uCTEUEHHS UX
CpOKa JICUCTBUS.

CootBerctBytomue yseaomiieHus o [lmanoBoit
cmene Kiroueit MoryT HanpaBinsaTecss bankom o
Cucreme B TeUEHHUE JABYX MECSIIEB IO UCTCUCHUS
cpoka pneiictBus Kiouelr mnposepku OII. B
cllydae, €ciii B ycTaHOBJeHHble CoralieHHueM
cpoku Knrentowm He HanpaBiieH B bank 3anpoc Ha
co3nanue Ceptudukara kitoua npoepku Ol
W/WIM HE MpEeAOoCTaBieH B baHk Ha OyMakHOM
Hocutene Akt mpusHanus Ceprudukara Kiroya
npoBepku OII mist obmeHa cooOuieHusIMH (110
¢dbopme banka), a Takke B ClIydyae HECOOTBETCTBUS
YKa3aHHOTO aKTa, TMOJy4eHHOro baHkom oOT
Knuenra Ha OymMa)XHOM HOCHUTENE, YCIOBHUSM
Cornamenus, aeiictsue Knroueil nmpekpamiaercs.
st Bo3oOHOBNEHUs paboThl B Cucrteme KiueHt
co3naet HoBBIM Kommuekt Kitoueit, nmocie dero
CropoHnsl OCYIIECTBIISIOT JIeHCTBHS,
npeaycMoTpenHsie 11.3.3 CornameHus.

4.2.10. Knuenr o6s13an uHpopmupoatb bank o6
M3MEHEHUU uH(popMaIuy, Kacarouiencs
ucnonHenus: Croponamu Cornamenus. [1o mepe
BHECEHHMS]  COOTBETCTBYIOLIMX  H3MEHEHUH,
HE3aMEINTETbHO  TPEACTAaBIsITh B baHK
JIOKYMEHTBI,  MOATBEPKIAIOIINE  WU3MEHEHUS
JAHHBIX CBEJIEHUH.

Bce pucku HeOMaronpusTHRIX MOCIEACTBHIA,
CBSI3aHHBIX C HECBOEBPEMEHHBIM YBEIOMJICHUEM
banka o mpou3zomenmux H3MEHEHUSIX, B TOM
yucie, ykazaHHbIx B 1.4.2.6-4.2.8, 1n.5.5
Cornamenus, Hecet KnneHr.

4.2.11. Ilpu pacropxkenun Cornamenus KnueHt
00s13yeTcsi YHHUYTOKUTh BCE MPEIOCTABICHHOE
€My B TOJIb30BaHHE MPOTPAMMHOE 00€CTICUCHHE
(ucTiONHsSIeMblE ¥ BCIIOMOTATENbHBIE (Paiiiibl)
CucreMsl.

4.2.12. KnueHnt o0s3yeTcss He TepenaBaTh
TPETbUM JIMIIaM CBOM IpaBa U OOS3aHHOCTH IO
Cornamennio 6€3 NUCbBMEHHOTO (Ha OyMa)kKHOM
HOcHUTeIe) cornacust banka.

Documents submitted by the Client and drawn
up in a foreign language must be accompanied
by a translation into Russian, with the
exception of cases provided for by the laws of
the Russian Federation. Translation into
Russian must be certified according to the
procedure established by the laws of the
Russian Federation.

4.2.9. The Client must independently control
the validity periods of Keys and timely initiate
the procedure of Planned change of Keys
before their expiry.

The respective notifications of the Planned
change of Keys may be sent by the Bank
through the System within two months before
expiry of the ES verification Keys. If the Client
fails to send a request for a new ES verification
key Certificate and/or an Act of
Acknowledgement of the ES verification key
Certificate for message exchange (according to
the Bank's form) on paper to the Bank within
the time set out by the Agreement, or if the said
act on paper received by the Bank from the
Client does not comply with the Agreement,
the Keys shall become null and void. To
resume the work in the System, the Client
creates a new Set of Keys, after which the
Parties shall undertake actions in accordance
with the stipulated in the n.3.3 of the present
Agreement.

4.2.10. The Client shall inform the Bank, in
writing about any changes in the information
relating to the performance of the Agreement
and submit to the Bank documents confirming
changes in said information as far as such
changes are introduced.

All risks of adverse consequences associated
with untimely notification of the Bank about
any changes that have taken place, including
those stated in n.4.2.6-4.2.8, n.5.5 of the
Agreement, shall be borne by the Client.
4.2.11.In case of the termination of the
Agreement, the Client undertakes to destroy all
the software of the System granted to the latter
for use (executable and auxiliary files).

4.2.12. The Client undertakes not to transfer its
rights and obligations as under the present
Agreement, to third parties without a written
consent (on paper) of the Bank.
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4.2.13. KnueHnt 00s3aH TpOBEPATH HAIUYHE
HOBBIX OJIEKTPOHHBIX JIOKYMEHTOB OT baHka,
HanpaBlieHHBIX B aapec Kinenra, exxeHeBHO, 3a
UCKITIOYCHHEM  OQUIIMAILHO  YCTAHOBJICHHBIX
BBIXOJHBIX W MPA3JIHUYHBIX HEpabouux JHEH
banka, a Takke €XeTHEBHO MpoBepiaTh SMS-
cooOIlleHus, HampaBlieHHble baHKOM B CBSI3U ¢
BBISIBJICHHEM UM OIEpAIlHii, COOTBETCTBYIOIINX
MpU3HAKaM OCYLIECTBIICHUS MIEPEBO/IA ICHEKHBIX
cpencts 6e3 cornacusi Kimuenra.

KiueHnt o0s3aH HE peke OJIHOro paza B 5
(mATh) KaJeHAApPHBIX JHEH 3HAKOMHUTBCS C
uHopmaruer, myosukyemoir  baHkom B
cootBeTcTBUU C 11.12.6 CornamieHus.

3a yObITKHM, BO3HUKIIHNE B pe3yibTare

HeucnoimHeHus:  KiMeHTOM  BBINICYKa3aHHBIX
o0s3aHHOCTEH, baHK OTBETCTBEHHOCTH HE HECET.
4.2.14. KnaueHnt o0s3yercss mo TpeOOBaHHUIO W
dopme banka mpeocTaBiATh TOKYMEHTHI (Kak Ha
OyMa)XHOM HOCHUTEJIe, TaKk H C TIOMOIIbIO
CucreMbl), MOATBEPXKAAIOIIME JaHHBIE 00
YnonHomoueHHOM nipencrasureie Kimmenra.
4.2.15. Kiment 00s3yeTcs co0Ir01aTh
TpeOoBaHUS 110 MHPOPMAITMOHHOHN 0€30ITaCHOCTH
npu pabore c¢ Cucremoil, yka3aHHbIE B
[Tpunoxxennn Ne 4 k CoryameHuro, a Takxke
HanpaBnsieMble  bankom mo  Cucreme u
pa3meniaemMbie Ha opuIMaIbHOM caiiTe banka B
cetn «MIHTEpHETY.
4.2.16. KnueHt 00s3yeTcsi HE3aMeIUTEIIbHO
yBeIOMJIATh baHk 000 BCceX HU3MEHEHHUAX B
aZpecax, yKa3aHHbIX B 3asBKE€ Ha YCTAaHOBKY
CucreMbl/3asBICHIN O TMPEIOCTABICHUU IpaBa
noctyna B cucremy «Kimnenrt-bank». Bee pucku,
BO3HUKIIIME B PE3YJbTaTe HEMPEICTaBICHUS WU
HECBOEBPEMEHHOTO TpEJCTaBiIeHUss B baHk
yYKa3aHHON WHQOpMAIMU, BO3NAralOTCs Ha
Knuenra.

4.3.TIpaBa u o6si3annocTu banka

4.3.1. baHk He NpPUHUMAET K HCHOJHEHUIO
OJEeKTPOHHBIE JOKYMEHTBI, O(QOpPMIIECHHBIE C
HapylIeHHeM TpeOOBaHMM 3aKOHOJATENbCTBA
Poccuiickoit ®enepanuun, Cornamenus, [IBbC,
Vcenoeuit  CBII, uWHBIX coOrjameHuil Mexay
Croponamu.

4.3.2. bank umeer mpaBo oTka3zath KimeHTy B
npueMe K  HUCIHOJHEHHIO  OJIEKTPOHHOIO
JOKyMeHTa, ecnd KnmeHT 3anomHwin —moss
DJEKTPOHHOTO JOKYMEHTa ¢ omnbkamu. B aTom

4.2.13. The Client shall check, on the daily
basis, the availability of the new Electronic
Documents from the Bank, directed to the
Client, except for the officially established
holidays and weekends, as well as daily check
SMS messages sent by the Bank in relation to
any discovered transaction with signs of money
transfer without the Client’s consent.

The Client must at least once every 5 (five)
calendar days review the information published
by the Bank in accordance with n.12.6 of the
Agreement.

The Bank shall not be liable for losses incurred
as a result of the Customer’s failure to fulfill
the above obligations.

4.2.14. The Client undertakes to provide
documents (both on paper and in the System)
certifying data on the  Authorized
Representative of the Client on demand of the
Bank.

4.2.15. The Client undertakes to comply with
information safety requirements specified in
Annex No. 4 to the Agreement, distributed by
the Bank in the System, and posted on the
Bank’s official website in the Internet in the
course of working with the System.

4.2.16. The Client undertakes to immediately
notify the Bank on all the changes incurred with
respect to any address specified in the
application for the installation of the System/
application for granting the right of access to the
Client-Bank system. All risks resulted from not
providing or providing the Bank inopportunely
with such an information are assumed by the
Client.

4.3.Rights and obligations of the Bank

4.3.1. The Bank does not accept Electronic
Documents for execution, drawn up in
violation of the requirements of the legislation
of the Russian Federation, the Agreement,
BAAs, the FPS Terms and other agreements
between the Parties.

4.3.2. The Bank has the right to refuse the
Client in the acceptance for execution of an
Electronic Document, if the Client omitted
mistakes when filling in such Electronic
Document. In this case a Receipt confirmation
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cnydyae Knmenty Hanpasnsiercs KButanmus c
yKa3aHHeM IPUYUHbI 0TKa3a’,

4.3.3. bank He WMeEeT MpaBa CaMOCTOSITEIBLHO
KOPPEKTUpOBAaTh  PEKBU3UTHI  DJIEKTPOHHBIX
nokymeHnToB Kinenra.

4.3.4. B ciywyae HenpenoctaBieHusi Kiuenrom
JIOKYMEHTOB, YKa3aHHbIX B 11.4.2.7 CornaiieHus,
bank He OyzmeT HeCTH OTBETCTBEHHOCTH 3a
MOCNEACTBHSl COBEPILUEHUSI OIEepaluii, WHBIX
JEUCTBUI, CIEIOK HAa OCHOBAHHMH HAJJIC)KAIIUM
obpazom 0(hOPMIIEHHOTO Kimentom
ONEKTPOHHOTO  JIOKYMEHTa,  IOANHCAHHOTO
YnonHoMo4yeHHbIM TpencTaButesnieM KineHra,
JaHHblE O KOTOpPOM OBbUIM IPEAOCTaBIECHbI
Knuentom B bank panee.

4.3.5. baHK Tpekpam@aer npueM U UCIOJHEHHE
THOOBIX DNEKTPOHHBIX JIOKYMEHTOB,
noanucanuelx  OIl,  copmupoBanHOW  Ha
CKOMIIPOMETHUPOBAHHOM/aHHYJIUPYEMOM
Kommekre Kirodeit B cpoku, IperyCMOTPEHHBIE
B MUChbME 00 AHHYJIHUPOBAHUU
coorBercTByromiero Kommekra Koroueir, a B
Clly4ae OTCYTCTBHUS YKa3aHMsI HA TaKHe CPOKHU —
HeMeaJieHHO. Bce OnekTpoHHbIE JTOKYMEHTHI,
nocrynuBire B bank no momyuenusi bankom
YKa3aHHOTO TNHCHbMa, UCIIOJIHSIOTCS B TOPSAKE,
ycraHoBiaeHHOM CorylaleHueM WM HWHBIMU
cornameHussMu Mex 1y CTOpOHaMHU.

B cnywae HenpencTtaBieHMs OpUTHHANIA
nuchbMa 00 aHHYJIMPOBAHUU COOTBETCTBYIOIIETO
Kommnekra Kiroueit Knnentom Ha OymakHOM
HocuTene bank He Oy/ieT HeCTH OTBETCTBEHHOCTh
3a yOBITKH, TpUuMHEeHHbIe KineHTy B pe3ysbrare
MpEeKpaLECHUS nprema u WCIIOJIHEHUS
ONEKTPOHHBIX JOKYMEHTOB, MOAMUCAaHHbIX OlI,
chopMUpOBaHHON Ha COOTBETCTBYIOLLIEM
CKOMITIPOMETHPOBAHHOM/aHHYJIUPYEMOM
Kommnekre Kiroueii.

4.3.6. bank umeer npaBo orkazaTh KimeHTy B
pUEME/TIPUOCTAHOBUTh ~ HCIIOJIHEHUE JII00O0T0
ONEKTPOHHOTO  JOKYMEHTa [0  CBOEMY
YCMOTpPEHHIO, B TOM  4YHClIe, HO  HeE
OTrpaHUYMUBAsACH, B CIIy4yae BOSHUKHOBEHHS Y HETO

MOAO3PEHUM, YTO OJIEKTPOHHBIM JOKYMEHT
MOJITHCaH HE YOITHOMOYEHHBIM
npencrasuteneM Knumenta, Kommnpomeramuu

Kirouei, HecaHKIIMOHMPOBAaHHOTO JAOCTyNa K

Cucreme w/wam B CiIydae  Kakoro-imbo
Hapymenus Kiwmentom  Coryamenus, Ipu
BBISIBJICHUH bankom oIepaluu,

is sent to the Client specifying the reason for
refusal®.

4.3.3. The Bank may not independently correct
details of Electronic Documents of the Client.

43.4. If the Client fails to provide the
documents specified in n.4.2.7 of the
Agreement, the Bank shall not be liable for the
consequences of performing transactions, other
actions, deals on the basis of an Electronic
Document duly executed by the Client, signed
by the Authorized Representative of the Client,
details of which were provided by the Client to
the Bank earlier.

4.3.5. The Bank shall stop accepting and
executing any Electronic Documents signed
with the Electronic Signature generated using a
compromised / canceled Set of Keys within the
time limits specified in the letter on
cancellation of the corresponding Set of Keys,
and in case no such time limits are specified —
immediately. All the Electronic Documents
received by the Bank prior to the receipt of such
letter by the Bank shall be executed in
accordance with the procedure established by
the Agreement or other agreements between
the Parties.

In case of the Client’s failure to submit the
original letter on cancellation of the respective
Set of Keys on paper, the Bank shall not be
liable for any losses incurred on the Client as a
result of the termination of acceptance and
execution of the Electronic Documents signed
with the Electronic Signature generated using a
compromised / canceled Set of Keys.

4.3.6. The Bank has the right to refuse the
Client in the acceptance/suspend execution of
any Electronic Document at its own discretion,
including, but not limited to, the cases when it
suspects that the Electronic Document is signed
by somebody other than the Authorized
Representative of the Client, Key Compromise,
Unauthorized Access to the System and/or in
case of the Client’s default hereunder, if the
Bank discovers a transaction with signs of
money transfer without the Client’s consent, in
which case the Client has the right to present

4 Iopsanok npuema 1 06paboTky muartexeii B pamkax CBIT onpenenen Ycnosuamu CBIT/The procedure for
acceptance and processing of payments in the frame of FPS is established by the FPS Terms.
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COOTBETCTBYIOIEH IPHU3HAKAM OCYIIECTBICHHUS
nepeBosia JICHEXKHBIX CpPEACTB 0€3 Coryiacus
Kinuenta, npu stom KimeHT Bnpase nepenarsb B
baHK COOTBETCTBYIOIIMHI IUIATEKHBIA, WHOMU
JOKYMEHT Ha OyMa)KHOM HOCHTEIIE,
COCTaBJICHHBII B COOTBETCTBUU C YCJIOBHUSIMHU
ABbC, CornamieHusi, UHbIX COTJIALICHUN MEXIY
bankom u KnmentoM, 3aKOHOAATEIHCTBOM
Poccuiickoi CDeI[epauI/m5.

O cBoeM OTKa3e B mpueMe DJIEKTPOHHOIO
nokymeHTa bank o0s3yercs yBenomuts KineHnra
He no3aHee Pabodero aust banka, cnemyromiero 3a
JTHEM TIOCTYIUIEHHsI DJIEKTPOHHOTO TOKYMEHTa B
bank, myrem Hanpasienus cooOuienus Knuenrty
no Cucreme.

4.3.7. bank umeer npaBo oTka3aTh KimeHTy B
npueme DNEKTPOHHBIX
JOKYMEHTOB/TIPUOCTAHOBUTH UX UCIIOJIHEHHUE JIJIS
IIPOBEJEHUS pacdeTHbIX onepauui no Cuery,
CYETy IO BKJIALy (IENO3UTY), moAnucanHbix O,
a TaK¥Ke IIEpPEBECTU Kinenra B
WNupopmainoHHbI pekuM (YHKIHOHUPOBAHUS
Cucremsl, npu koropom KimmeHty nocrynen
OTPaHUYEHHBIN (GyHKIMOHAT (pexum
«IIpOCMOTpa», a TaKXe HampasieHue B baHk
coobmieHuit ceo0oiHOrO (hopmaTta), B Clydasx,
IIPEyCMOTPEHHBIX 3aKOHOATEIBCTBOM
Poccuiickoit @eaepannu, B TOM YUCIe, B 00JaCTH
NPOTUBOAECHUCTBUS JIeTAIN3aluU  (OTMBIBAHUIO)
JIOXOJI0B, MOJIyUYEHHBIX MPECTYNHBIM IyTEM, U
(MHAHCUPOBAHUIO TEPPOPHU3MA.

4.3.8. bank wuMeer mpaBo 3ampamIuBaTh y
Knuenra IIOJITBEPKICHUE JAHHBIX 00
YnonHomoueHHOM nipencrasurene Kimenra.
4.39. bak wumeer TmpaBO BHOCUTb B
OJIHOCTOPOHHEM MOPSAKE U3MEHEHUSI B TIOPSAIOK
¢ynkunonupoBanus CucreMsl M cooOmarb 00
sToM KilMeHTy B MHMCbMEHHOM YBEJIOMIJIEHMM Ha
OyMa)XHOM  HOCHTENE WM  IOCPEICTBOM
Cucremsl.

4.3.10. bank wuMeeT NpaBO NPUOCTAHOBUTH
oOcnyxuBanue KiueHta ¢ HCHonIb30BaHUEM
CucreMbl Ha BpEMs CIOpPHBIX CHUTyalud cC
yBegomieHreM 06 stom Kinenra.

4.3.11. baHk wuMmeerT mpaBO MPUOCTAHOBUTH
oOcnyxxuBanue KimeHTa ¢ uCHONb30BaHUEM
Cuctembl I8 BBIIOJIHEHHUS  HEOTJIOXKHBIX,
aBapUIHBIX M PETJIAMEHTHBIX Pa0doT, CBA3aHHBIX C
oOcnyxuBanneM CHCTEMBI.

the Bank with the corresponding payment,
other document on paper, drawn up in
compliance with the terms of BAAs, the
Agreement, other agreements between the
Bank and the Client, the legislation of the
Russian Federation®.

The Bank shall notify the Client about its
refusal to accept the Electronic Document no
later than the day, following the day of
reception of an Electronic Document by the
Bank, by sending a message to the Client via
the System.

4.3.7. The Bank has the right to refuse the Client
in the acceptance/suspend execution of
Electronic Documents for carrying out
settlement transactions on the Account, a
deposit account signed with ES and also to
switch the Client to the Information mode of
the System functions, when the Client’s
access is restricted to the browsing mode and
sending to the Bank of free form messages in
cases provided for by the legislation of the
Russian Federation, including in the field of
countering the legalization (laundering) of
criminal proceeds and terrorism funding.

4.3.8. The Bank has the right to require from the
Client confirmation of data on the Authorized
Representative of the Client.

4.3.9. The Bank shall have the right to amend
unilaterally the procedure of the System
functioning and inform the Client about it via a
written notification or the System.

4.3.10. The Bank shall have the right to suspend
services for the Client rendered with the use of
the System, for duration of disputable
situations, upon a corresponding notice given to
the Client.

4.3.11. The Bank shall have the right to suspend
services for the Client rendered with the use of
the System, for the performance of urgent,
emergency and scheduled works associated
with servicing of the System.

5 [Inarexusie nokymeHTsl B pamkax CBIT MoryT nepenaBaThcs TonbKo nocpenctsoM Cuctemsl/Payment documents
in the frame of FPS should be transferred only through the System.
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4.3.12. bank uMeer npaBo MO CBOEH MHUIIUATUBE
OsokupoBath aelictBue Korouell B ciyuyae ux
Kommnpomeranuu.

4.3.13. bank o0s3yercs B TeueHue 7 (CeMHU)
Pabounx gHeit banka oT 1aThl MoaydeHUs 3asBKU
Ha yctaHOBKY CucTeMbl M TIpU  YCIOBHUH
BbIMoJHeHUs:  KimeHntoM — 00si3aTenbecTB, B
COOTBETCTBUH c m3.1.1 CornamieHus,
npou3BecTH paboOThl M OKa3aTb  YCIYTH,
npeaycMotpennsie 1.3.1.2, n.3.2 CornameHusl.
4.3.14. bank o06s3yeTcst npuHuMath oT Kinenra
ONEeKTPOHHBIE  JOKYMEHTBI,  IOINUCAHHBIC
YIOTHOMOYEHHBIM(M) — TIpeacTaBUTEIEM(JISIMH )
Kinventa B COOTBETCTBUH C  YCIOBUSIMH
Hactosamero  CornameHusi,  TpeOOBaHHUSIMHU
3akoHomarenscTBa Poccniickoit ®denepanuu u
OCYLIECTBJISATh ~ OINEpalud, CHEJIKH, HUHBIE
JIEUCTBUSI Ha OCHOBAHMHM TaKHX OJEKTPOHHBIX
JIOKYMEHTOB B CpokH, npeaycMoTperHsie [IbC,
CornmamenneM, YciaoBusmu CBII,  uHBIMH
COTJIalICHUSIMU MEXIY Croponamuy,
3aKkoHoAarenbcTBOM Poccuniickoit denepanum.

B cayuae HanpaBieHuss JIEKTPOHHOIO
JOKyMeHTa B Hepabouue nHu banka, aHem
MOCTYIJICHUS DIEeKTPOHHOTO JOKyMEHTa
apnsercs nepBbld  Paboumit  genp  banka,
cinenyromuii 3a Hepabounm gHeM. CTOPOHBI
MPU3HAIOT B KA4€CTBE €MHOM IIKAJIbI BPEMEHH
npu pabore ¢ Cucremoil MecTHoe Bpems T.
Mockssr’.

4.3.15. Ilocne mnoakmroueHus k Cucreme
bank uHpopmupyer KnmeHra o coBepiIeHUH C
ucnons3oBanueM Cucrembpl unmu  0e3  ee
WCIIONIb30BaHUs Kaxaou omepanun mo Cuery,
CYeTy Jlero MyTeM mpenoctaBieHus KiumeHty
BhIMUCKH 10 Cuery, cueTy Jerno He IO3/IHee
Pabouero nua banka, crnemyromero 3a JHEM
coBepiieHus onepanun mo Cyery, c4eTy Jero,
MyTeM HaNpaBJI€HUs UX TOJBKO IOCPEACTBOM
Cucrembl.  Jluem  Bblgaud  (TIOJTy4YEHUS)
YKa3aHHBIX BBIIUCOK CYHMTAeTCs JIeHb HUX
HampaBieHuss bankom mno Cucreme. B ciyuae,
eciu JOCTYI Knuenra K Cucreme
MPUOCTAHOBIICH, YyBemomsieHue Kimenrta o
COBEPILIEHUH YKa3aHHBIX oneparuit
OCYIIIECTBIISIETCS nyTeM MPEAO0CTaBICHUS
Knuenry Bbimucku no Cuery, cuery Aeno 1o
Cucreme He3aMeIUTEIbHO nocie
BOCCTAHOBJICHUSI JOCTyNa K HEW WU JAPYrHUM

4.3.12. The Bank may on its own initiative
block the operation of the Keys in case of their
Compromise.

4.3.13. Within a period of 7 (seven) Business
days from the date of the System installation
request, provided that the Client has executed
the obligations as in compliance with n.3.1.1.
of the Agreement, the Bank shall execute
works and render services, as under n.3.1.2 and
n.3.2 of the Agreement.

4.3.14. The Bank undertakes to accept
Electronic Documents from the Client, which
have been signed by the Authorized
Representative(s) of the Client in compliance
with the terms of the present Agreement and
the requirements of the legislation of the
Russian Federation and implement operations,
transactions and other actions in time stipulated
in BAAs, legislation of the Russian Federation,
the Agreement, the FPS Terms and other
agreements between the Parties, on the basis of
such Electronic Documents.

If an Electronic Document is sent on non-
business days of the Bank, the day of receipt of
the Electronic Document shall be the first
Business Day of the Bank following the non-
business day. The Parties recognize the
Moscow local time® as the single time scale
when working with the System.

4.3.15. After connection to the System the Bank
shall inform the Client about each transaction
on the Account effected using the System or
without its use by providing to the Client
statements of the Account and the depot
account not later than the Bank’s Business Day
following the date of the transaction on the
Account and depot account with said statements
to be forwarded exclusively via the System. The
date of issue (receipt) of said statements shall be
the date of their forwarding by the Bank via the
System. If the Client’s access to the System is
suspended, the Client shall be notified of the
above transactions by way of sending the Client
statements of the Account, depot account via
the System immediately after recovery of the
access thereto or in any other manner and within
the terms fixed by corresponding BAA/depot
account agreement.

® TTopsiox npuema n 06paboTku miatesxeil B pamkax CBIT onpenenen Yenosusmu CBIT/ The procedure for
acceptance and processing of payments in the frame of FPS is established by the FPS Terms.
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CrocobOM U B CpPOKHM, HPETyCMOTPEHHBIE
cootBercTBYyoIMM /IbC/moroBopom cuera aero.
Hanpasnenue bankoM yka3aHHBIX BBIHACOK
no Cucreme (WK APYrUM CIIOCOOOM M B CPOKH,
PelyCMOTPEHHbIE COOTBETCTBYIOIIUM
JABbC/noroBopom  cuera  JA€mO)  SIBIAETCS
HaJuexamuM  yBepomsienuem — Kimenra o
COBEpIICHUH ONEpallid C HCIOJIh30BAHUEM
3IEKTPOHHOTO CpencTBa riarexa B
COOTBETCTBUU c 3aKOHO/1aTeJIbCTBOM
Poccuiickoit  denepanuu, wu He Tpedyer
JOTIOTHATEILHOTO HaIPaBICHUS bankom
KnuenTy kakux-1100 UHBIX YBEIOMIICHUH.
4.3.16. bank 00s3yeTcs KOHCYJIbTHPOBATh
Knuenrta nmo Bompocam pabotel ¢ CucteMoii (B
Paboune num banka ¢ 10.00 pmo 16.00
MOCKOBCKOTO BpPEMEHH), MIPEIOCTABIIATD
Knuenty HoBble Bepcuu CHCTEMBI, a TaKXKe
uHpopmupoBath Kirienra 060 Bcex U3BMEHEHUIX
nopsinka  pyakinuonupoBanus  CucTteMbl B
TEYCHHE BCEr0 CpOKa JCHCTBHS HACTOSIIETO
CornamieHus.
4.3.17. B Hesax MIPOTUBOICHCTBHS
OCYIIECTBJICHUIO TEPEBOJIOB JCHEKHBIX CPE/ICTB
0e3 cormacus KiuMeHTa, baHKk Ha OCHOBaHHUH
3asBieHus KimeHTa, coctaBieHHOro no gopme
banka Ha  OyMaXHOM  HOCUTElle  WIH
HampaBJieHHOTO ¢  ToMombio  CHCTEeMHI,
yCTaHaBIMBaeT HE TO3/Hee padoyero HS,
CJIETYFOIIIETO 32 JHEM MPUHATHS BaHKOM JTaHHOTO
3asIBJICHUSA:
- COOTBETCTBYIOIIME OTPAHWYCHUS TIO CyMMe
OJIHOM omepalu W/Hiu 1mo o0Iield cyMMe BceX
orepanuii 3a KaJeHIApHBIH JCHb, MTPOBOINMBIX
no Cuety ¢ momortibio CHCTEMBI;
- COOTBETCTBYIOIINE OTpPaHUYCHUS 1o
npenocrabineHuio bankom KnueHty ¢ momoisio
CucreMbl  Kpenuta MO0  OTpaHHYCHUE
MaKCHUMaJIbHOW CYMMBI OJTHOTO KpeAuTa U (W)
KPEJAWTOB 3a OINpeACIICHHBIA TIEPHUO BpPEMEHH,
onpezenseMbie KiimeHToM.

OTMeHa  YCTaHOBJICHHBIX  OTpaHUYCHUU
ocymiecTBisieTcss baHKOM moOcie TPUHATHS UM
COOTBETCTBYIOIIETO 3asBJICHUS Kimenra,
MpeICTaBIeHHOT0O B baHk Ha OyMaXKHOM
HOCHTEJIE.

Crarbi 5. [Ipasa u o0s13anHOoCcTH CTOPOH NIPH

The said statements forwarded by the Bank via
the System (or in any other manner and within
the terms fixed by the corresponding
BAA/depot account agreement) shall be
deemed the proper notification of the Client
about the transaction using the electronic means
of payment in accordance with the legislation of
the Russian Federation, and shall not require
any additional notification from the Bank to the
Client.

4.3.16. The Bank undertakes to consult the
Client on the issues of operations in the System
(on Business Days of the Bank from 10 a.m. till
4 p.m. Moscow time), grant the Client with the
new versions of the System, as well as inform
the Client about all the changes in the functions
of the System during the entire period of
validity of the present Agreement.

4.3.17. With the purpose to prevent the transfer
of money without the Client’s consent, on the
basis of the Client’s request elaborated in paper
and in accordance with the Bank’s form or sent
through the System, not later than the day
following the receiving of this request, the
Bank establishes respective restrictions on the
amount of one operation and/or on the whole
amount of daily operations performed in the
account through the System.

The respective restrictions are also established
on the credit provision by the Bank to the Client
through the System, or a restriction on the
maximum amount of one credit and/or credits
for a specific lapse of time defined by the
Client.

The abolition of established restrictions will be
implemented once the Bank receives the
respective Client’s request submitted in paper.

Article 5. Rights and obligations of the

BbLISIBJICHUH Bbankom onepanum,

Parties when the Bank discovers

COOTBETCTBYIOIIINX IPpU3HAKAM

transactions with signs of money transfer

OCYHIECTBJICHUSA NEPEBOAA ACHCKHbIX CPEACTB

without the consent of the Client

0e3 corsacus Kiauenra
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5.1. baHKk Tpu BBISBICHUUM WM OIEpaIUH,
COOTBETCTBYIOIIECH MPHU3HAKAM OCYIIECTBICHUS
nepeBojia JICHEKHBIX CpPEICTB 0e3 corjacus
KnuenTa, 00s3aH 10 OCYIIIECTBIICHUS CIUCAHHS
JNEHEeXKHbIX cpencTtB co Cuera MpPUOCTAHOBUTH
UCTIOJTHEHUE PACIOPSHKEHUST O  COBEPIICHHH

OTICpAIIHH, COOTBETCTBYIOIICH MpU3HAKaM
OCYIIECTBJICHUSI TEpPEBOJa JCHEXKHBIX CPEIICTB
oe3 corjacus Knuenra, Ha CPOK,
PEyCMOTPECHHBII 3aKOHOJATEIILCTBOM
Poccuiickoit deneparumu.

52. O  T[pUOCTAHOBIEHUH  HMCIOJHEHUS
pacniopsbkeHusi  Kiomenta o0 coBepIICHUH
oTiepalvH, COOTBETCTBYIOIIEH MpU3HAKAM

OCYIIECTBIICHUSI TIEPEeBOJa JICHEKHBIX CPEICTB
06e3 cormacuss Knmenra bank  00s3yercs
yBe1oMuTh KimeHTa He3aMeIIUTeNbHO IyTeM
HanpasyieHus: cooOuenuss Kinuenty no coemy
yemorperuto o Cucreme wWid MO HOMEpPY
Mo6uIEHOTO Tenedona’, ykazanaomy Kinentom
B JloroBope 00 wucnons3oBanuu JIbO wmm
coobmenHomy Kimentom banky B mopske,
npenycMoTpenHoM CormaimieHuem.

Juem nonyuenus Kinentom coobuienust 06

omepanuu,  COOTBETCTBYIOUIEH  MpU3HAKaAM
OCYIIECTBJICHUSI TIEpEeBOJa JIEHEXHBIX CPEACTB
0e3 cormacusi Knwmenra, sBusiercs  J€Hb
HampasiieHus: baHKOM yka3aHHOTO COOOIIEHUS
no Cucreme unu AeHb HampaBieHUs baHkom
SMS-coobmennst Ha  HOMEp  MOOWIBHOTO
tenedona Knuenra, ykazanusiii uMm B [loroBope
00 wmcnomp3oBanuu JIbO wim  COOOIICHHBIN
Knuenrom banky B nopsiike, mpeaycCMOTPEHHOM
CornanieHuem.
5.3. KiMeHT mnoaTBep)kAaeT/He MOATBEPKAAET
UCIIOJIHEHUE bankom pacropsiKeHus,
MPUOCTAHOBIIEHHOTO u3-3a MIPU3HAKOB
OCYIIECTBJICHUSI TIEpeBOJa JIEHEXHBIX CPEACTB
6e3 cormacust Knwmenta, mo Homepy TenedoHa
banka, yka3zaHHOMy Ha OQHIMAIbHOM caiiTe
banka B cetn «/HTepHET», ¢ MPOU3HECEHHEM
Konosoro cnosa Kinenra.

IIpy HaANMYMK TEXHUYECKOM BO3MOMKHOCTH,
MOATBEPIUTH WCIIOJTHCHUE bankom
pacnopsbKeHHsl,  IPHOCTAHOBJIEHHOTO — M3-3a
MPU3HAKOB OCYILECTBICHUSI IEPEBOJIA IEHEKHBIX
cpenctB 0e3 cornacust Knuenra, KimueHT Moxet
o Cucreme yTeEM BBOJA Koma - —

5.1. If the Bank discovers a transaction with
signs of money transfer without the consent of
the Client, the Bank shall suspend the order to
perform the transaction with signs of money
transfer without the consent of the Client before
the withdrawal of funds from the Account for a
term stipulated by the laws of the Russian
Federation.

5.2. The Bank shall immediately notify the
Client about the suspension of the Client’s
order to perform such transaction with signs of
money transfer without the consent of the
Client by sending a message to the Client at its
own discretion via the System or to the mobile
phone number’ specified by the Client in the
Contract on the Use of RBS or notified by the
Client to the Bank in the procedure established
by the Agreement.

The day of receipt of the message about a
transaction with signs of money transfer
without the consent of the Client by the Client
shall be deemed the day of the above message
sent by the Bank via the System or to the
Client’s mobile phone number specified by the
Client in the Contract on the Use of RBS or
notified by the Client to the Bank in the
procedure established by the Agreement.

5.3. The Client confirms/does not confirm the
performance by the Bank of the order
suspended due to signs of money transfer
without the Client’s consent by calling on the
Bank’s phone number specified on the official
web-site of the Bank in the Internet and using
the Client’s Code Word.

If technically possible, the Client may confirm
the performance by the Bank of the order
suspended due to signs of money transfer
without the Client’s consent, using the System
and entering the confirmation code
preliminarily requested by the Client via the

7 KnuenTaM, yKa3aBIIMM NpM 3aKiiodeHnn JloroBopa o6 ucmomb3oBanuu JBO 1Ba HOMepa MOOHIBHBIX
teneoroB, SMS-coolrieHne HapaB/IsIeTCs HA HOMEP MOOHMJIBHOTO TeneOHa, YKa3aHHBIA B IEPBOM CTPOKE
nyHKTa «MOOMIBHBIN TeleOoH KIMEHTa Ul mpreMa coobiueHuii B popmate SMS-coobmiennii». / The Clients
specifying two mobile phone numbers when entering the Contract on the Use of RBS, SMS messages shall be sent
to the mobile phone number specified in the first line of “Mobile phone number of the client for SMS messages”.




25

MOJTBEPXKICHUS, peBapUTEIbHO
3anpouieHHoro Kimentom mno Cucreme wu
MOJIyUeHHOT0 Ha MOOWJIBHBIN HOMep TenedoHa,
ykazaHHbIil B JloroBope 00 ucnonabszoBanuu J[bO
niu coobmeHHsii Knmuenrtom banky B mopske,
MpPEeAyCMOTPEHHOM CornameHnuem. Jo
MOJITBEPKICHUS UCTIOJTHEHUS bankom
COOTBETCTBYMOIIEro Iuarexka KimeHt o0s3aH
CBEPUTH PEKBU3UTHI pacrnopsiKeHus,
ornpasieHHoro KimeHToM, ¢ peKBU3UTaMH,
YKa3aHHbBIMH B YBEJAOMJICHHH, HaIPaBICHHOM
bankoM 10 HOMepy MoOOWIBHOTO TenedoHa,
ykazanHomy Kmuentom B JloroBope 00
ucnonp3oBanun  JIbO wumm  cooOiieHHOMY
Knuentom banky B nopsiike, mpeaycMOTPEHHOM
CornanieHuem.

[Ipu nmoctymiennu B bank moarBepxaeHUs

WCIIOTHEHUS bankom COOTBETCTBYIOILIETO
iarexxa B TEYEHHE OMNEPalMOHHOrO  JHS,
ykazanHoro B JIBC, neHexHble cpeacTBa

cnuceiBaoTest co Cuera B Tekymuid Pabouwmii

JICHb banka. [Ipn MOCTYIUICHUH
BBIILICYKA3aHHOT O IIOTBEPKICHUS rnociie
ONEPALlMOHHOIO  JHS, JEHEXHBIE CpEIcTBa

cnuchiBaroTes co Cyera He O3JHEE CIAEAYIOIIETO
PaGouero nusa banka.

B cnyudae, ecniu KnmeHT cornamaerca ¢
coobmenueM banka o Tom, YTO omepamus MO
Cuery COOTBETCTBYET MpU3HaKaM
OCYIIECTBJICHUSI TE€pPEeBOJa JCHEXKHBIX CPEIICTB
0e3 cormacusi Knmenra, Knment Brpase
HE3aMeJIUTEeILHO HAmnpaBUTh B baHK OT3bIB
COOTBETCTBYIOIIETO PACTIOPSKEHUS.

IIpn HEIOJy4eHU U oT Kimmenra
COOTBETCTBYIOIIETO  MOJATBEpPX AEHUS, baHK
BO30OHOBJISIET HWCIIOJTHEHUE PACHOPSHKEHUS TI0
HCTCUCHU U CpoOKa, YCTaHOBJIEHHOTO
3akoHoJaTenbcTBOM Poccuiickoit denepanmm.

Knuenr yBegomsieH O TOM, 4YTO BCe

TeneOHHBIE  Pa3TOBOPHI  3AMHCHIBAIOTCA U
xpaHsatcss B banke B TeueHue  Cpoka,
YCTaHOBJICHHOTO 3aKOHOJIaTeJILCTBOM
Poccuiickoit ®enepanuu. 3anucu yKa3aHHBIX
TenedOHHBIX pasroBOpoOB MOTYT OBITH
WCIIOJIb30BaHBI MPH pa3pelieHnH JTIObIX CIIOPOB,
a Tak)Ke MPEJ0CTaBIICHBI B CY/I.
5.4. bank BmpaBe B OJHOCTOPOHHEM HOPSIKE
m3MeHnTh KomoBoe cioBo KimeHnta, HampaBuB
Knuenty yBenomiieHre Ha OyMa)kHOM HOCHTEIE
C COOCTBEHHOPYYHOU TMOIMUCHIO PYKOBOIAUTEIIS
banka (ymomHOMOuYeHHOro WM JuIa) 00
n3MeHennu Konosoro ciosa.

System and received on the mobile phone
number specified in this Contract on the use of
RBS or advised by the Client to the Bank in the
procedure established by the Agreement. Until
confirmation of performance by the Bank of the
corresponding payment, the Client shall check
the details in the order sent by the Client against
the details specified in the notification sent by
the Bank to the mobile phone number specified
by the Client in the Contract on the Use of RBS
or otherwise advised by the Client to the Bank
in the procedure established by the Agreement.

If the Client confirms the above payment to the
Bank within the transaction hours specified in
the BAA, funds shall be debited from the
Account on the current Business Day of the
Bank. If the above confirmation is received
after the transaction hours, the funds shall be
debited from the Account no later than on the
next Bank's Business Day.

If the Client agrees with the Bank's message
that the transaction on the Account bears signs
of money transfer without the consent of the
Client, the Client may immediately revoke the
respective order from the Bank.

If the Customer fails to send the corresponding
confirmation, the Bank shall resume the order
after expiry of the term stipulated by the laws
of the Russian Federation.

The Client is hereby notified that all telephone
conversations shall be recorded and stored by
the Bank within the period established by the
laws of the Russian Federation. The recordings
of such telephone conversations may be used
when resolving any disputes and may be
presented to court.

5.4. The Bank may unilaterally change the
Client's Code Word by sending a notification to
the Client on paper with a handwritten
signature of the Bank Manager (his authorized
representative) on the change of the Code
Word.
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5.5. B cnyuae yrparbl KinueHToM KOHTpOJIA Hax
HOMEpPOM MOOWJIBHOTO TenedoHa, a TaKxKe
yrpathl KiuMEeHTOM yBEpEeHHOCTHM B TOM, 4YTO
KomoBoe cinoBo w/miaum HOMEp MOOMIBHOTO
TeneoHa HE MOryT OBITb HCIIOJIb30BAHBI
HEYNOJHOMOYEHHBIMH ~ JUIlaMu  (manee  —
KOMITPOMETAITHUS), Kiment 00s13aH
HEe3aMeUTMTEIbHO HampaBuTh B baHk mucpMo o
kommpometaru Kogosoro cioBa u/miu HoMepa
MOOMIJIBHOTO TeJieoHa (BIOKEHHBIM (ailiom) 1Mo
ajpecy  OJCKTpoHHOH  moutel  (e-mail),
ykazaHnHoMy B JloroBope 00 HCHOJIB30BaHUU
JABO, C MOCJIEYIOIIUM HEeMeJIEHHBIM
[IPEAOCTaBICHUEM B banxk opuruHaia
BBIIIIEYKA3aHHOTO TUChMA.

Bce pacnopsbxkenust Knuenra o coBepiieHnmn
omepanuy,  COOTBETCTBYIOUIEH  MpU3HAKaM
OCYILIECTBIICHHS TIEPEBOAA JCHEKHBIX CPEICTB
0e3 cornacusi Knmenra, mocTynuBiIME TOCTE
NoJy4eHus: baHKOM BBIIIEyKa3aHHOTO MMHCHMa IO
AJIEKTPOHHOU MOYTE W A0 MpHUHATHS baHkoM OT
Knmnenra mocnenyromero yBeIOMIJICHHS Ha
OyMa)XHOM HOCHUTEJe C COOCTBEHHOPYYHOM
HOJIKCHIO YIOJHOMOYEHHOTo smna Kimenra c
ykazanueM HoBoro KopoBoro crioBa u/unu
HOMEpa MOOUJIBHOTO TelepoHa, CUUTAIOTCS
aBTOMATHUYECKH OTO3BAHHBIMHU.

B cnyudae 3amensl Kimentrom HoOMepa
MoOunpHOTO Tenedona u/mnmm KomoBoro cnona,
KnuenT 06s13aH He3aMeAIUTENBHO YBEJOMUTH 00
3ToM baHK B MHCBMEHHOM BHJIe Ha OyMa)KHOM
HOCUTENIE C COOCTBEHHOPYYHOH MOJIHUCHIO
yIoJHOMOYeHHoro juna Knuenra ¢ ykasaHuem
HOoBoro KomoBoro cioBa w/minm  HOMepa
MOOWIJIBHOTO TeseoHa.

Ho MOMEHTa TIPUHATHUS bankom
BBILIIEYKA3aHHOTO YBEJIOMJICHHS bank
UCTIONB3yeT B coOTBeTCcTBUH C CoryanieHuem
panee cooOuiennblii banky Kimnentom Homep
MOOMIIBHOTO TenedoHa, paHee COOOIIEHHOE
Kmuenrom  banky/bankom — Knwmenty (B
cootBercTBUU ¢ 1.5.4 Cornamenus) KomoBoe
CJIOBO.

5.6. baHk He HeceT OTBETCTBEHHOCTH 3a ymiepo,
MPUYUHEHHBIN Knuenty BCJIE/ICTBHE
HECAaHKIIMOHUPOBAHHOTO UCTIOTb30BaHUS
TPeTbUMH JIMAMH (B TOM 4YHCIE, HO He
OTPaHUYHBAsICh, IPU KoMIpomeTarun) KogoBoro
cloBa/HOMepa  MOOWIbHOro  TenedoHa, Ha
KoTopbli  bankom  HampaBnsercs — SMS-
cooOlIeHHne O  COBEPLICHMHM  OIEpaluH,
COOTBETCTBYIOILIEH MpPU3HAKAM OCYIIECTBICHUS

5.5. If the Client loses control over the mobile
phone number or loses confidence that the
Code Word and/or mobile phone number
cannot be wused by unauthorized persons
(“compromise”), the Client shall immediately
send to the Bank a letter about the compromise
of the Code Word and (or) mobile telephone
number (as an enclosed file) to the e-mail
address specified in the Contract on the use of
RBS, subject to the subsequent immediate
sending of the original of such letter to the
Bank.

All the Client’s orders on the performance of
the transaction having signs of funds transfer
without the Client's consent which are
delivered after the Bank receives the above e-
mail and before the Bank accepts from the
Client the subsequent notification on paper
with a handwritten signature of the Client’s
authorized representative specifying the new
Code Word and/or mobile phone number, shall
be deemed automatically revoked.

If the Client changes the mobile phone number
and (or) the Code Word, the Client shall
immediately notify the Bank thereof in writing
on a paper bearing the handwritten signature of
the authorized person of the Client specifying a
new Code Word and (or) mobile telephone
number.

Until the Bank accepts the above notification,
the Bank shall use the mobile phone number
previously provided to the Bank by the Client
and the Code Word previously provided to the
Bank by the Client/to the Client by the Bank (as
per n.5.4 of the Agreement) in accordance with
the Agreement.

5.6. The Bank shall not be liable for damage
caused to the Client due to unauthorized use by
third parties (including but not limited to
compromising) of the Code Word/mobile
phone number, to which the Bank sends SMS
messages about transactions with signs of
money transfer without the consent of the
Client.
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IepeBoJla JIEHEXHBIX CpeACTB 0e3 coryacus
Kinenra.

5.7. bank He HeceT OTBETCTBEHHOCTH 3a
HETraTHUBHBIE MTOCIEACTBUS, B TOM YHCJE YOBITKH
Knuenra, KoTopble MOT'YT BO3HUKHYTh y KinenTa
BCJIE/ICTBUE HEMOJIYYEHUS] YBEAOMJIEHMSI OT
banka 00 omepanuu, COOTBETCTBYIOIICH
[IPU3HAKaM OCYLIECTBIICHUS IEPEBOIA IEHEKHBIX
cpeacts 6e3 cornacus Kiuenra, B ToMm uucie, B
CBSI3U C HEIOCTOBEPHOCTHIO/HEAKTYaIbHOCTHIO
uHpopmanuy, ykazanHo Kimenrom, a takxke B
CBA3M C HeAOCTynHOCThl0 i Kiumenra
yKa3aHHBIX CIIOCOOOB CBA3M, a TakXe 10 BHUHE
KnuenTa unm MoOMIIBHOTO orieparopa, B ciiydae
yrparel Kimnentom KogpoBoro cinosa/Homepa
MOOWJIBHOTO TenedoHa, Ha KOTOpbIH bankom
HarpaBysieTcss SMS-coo0IieHne 0 COBEPIICHUH
omepanuy,  COOTBETCTBYIOLIEH  MpU3HAKaM
OCYILECTBJICHHs TE€PEBOAA JECHEXKHBIX CPEICTB
0e3 cornacus Knuenra, nx KOMIpOMETaLIUH.

5.8. baHk He HeceT OTBETCTBEHHOCTH 3a YOBITKU
Knuenrta, BO3HMKIIME B pe3yibTaTe YTPaThl
(mopum, mepenadd, yTE€pH, pa3IJIAlICHUM)
KimmenTom KomoBoro croBa/HoMepa MOOHIEHOTO
TesniepoHa, Ha KOTOpbI baHkoM Hampasisiercs
SMS-coo0mienrie 0 COBEpIIEHUH OIEpalnH,
COOTBETCTBYIOLIEH MpHU3HAKAM OCYIECTBICHHS
nepeBojia JIGHEeXKHBIX CpeICTB 0e3 coriacus
Kinuenra.

5.9. baHk He HeceT OTBETCTBEHHOCTH 3a YOBITKU
Knuenra, BO3HHKIIINE BCJIE/ICTBHE
HECBOEBpeMEHHOro coobuienust banky o0 yrpare
KnreHToM KOHTpOJIs HaJl HOMEPOM MOOMIIBHOTO
tenegoHa, a Takxke yrpare Kimentom
YBEPEHHOCTH B TOM, 4T0 KonmoBoe cioBo, HOMEp
MoOuiIbHOrO TenedoHa, Ha KOTOpbI baHkom
Harnpasisgercss SMS-coobiieHue o coBepIIeHUun
orepanuy,  COOTBETCTBYIOLIEH  MpU3HAKaM
OCYILIECTBIIEHUSI TIEPEBOJA JIEHEXHBIX CPEACTB
06e3 cormacus Kiwmenta, He Moryr OBITbH
UCIIOJIb30BaHbl HEYIIOJTHOMOYEHHBIMH JIMIIAMHU.
5.10. Knuent o06s3yercs npeaoctaBuTh baHky
JeHCTBUTENBHBI HOMEP MOOWJIBHOTO TenedoHa
1 00ecTIeYnTh MOCTOSHHYIO TOCTYITHOCTh HOMEpa
MOOWIBHOTO TenedoHa i IpruemMa COOOIeHHH

B dbopmate SMS-coobmennit Ha
PYCCKOM/aHTIIMACKOM SI3BIKE.
5.11. KiumeHT HeceT OTBETCTBEHHOCTL 3a

JIOCTOBEPHOCTh HOMEpa MOOUIBHOTO TenedoHa,
00s13aH HE JOIMYCKaTh CO37aHuE TyOJUKATOB
(KJIOHOB) SIM-KapThl, a TAaKXKE HE JOMYCKaTh
NOJTy4eHHE, UCTIOJIb30BAHUE U 3aMEHY SIM-KapThl

5.7. The Bank shall not be liable for negative
consequences, including losses of the Client,
which the Client may suffer as a result of non-
receipt of a notification from the Bank about a
transaction with signs of money transfer
without the consent of the Client including, but
not limited to, for the reason of
inaccuracy/outdated nature of the information
specified by the Client, unavailability of the
specified communication methods for the
Client, fault of the Client or the mobile
operator, loss of the Code Word/mobile phone
number, to which the Bank sends SMS
messages on transactions with signs of money
transfer without the consent of the Client, by
the Client or the compromise thereof.

5.8. The Bank shall not be liable for the Client’s
losses resulting from the loss (damage, transfer,
disclosure) of the Code Word/mobile phone
number, to which number the Bank sends SMS
messages on transactions with signs of money
transfer without the consent of the Client, by
the Client.

5.9. The Bank shall not be liable for losses of
the Client arising out of the late notification of
the Bank about the loss of control over the
mobile phone number by the Client, as well as
the loss by the Client of confidence that the
Code Word, mobile number, to which the Bank
sends SMS messages on transactions with signs
of money transfer without the consent of the
Client, cannot be used by unauthorized
persons.

5.10. The Client shall provide the Bank with a
valid mobile phone number and ensure that the
mobile phone number is always available for
receiving SMS messages in Russian/English.

5.11. The Client shall be liable for the accuracy
of the mobile phone number, shall prevent any
duplication (cloning) of the SIM card, and
prevent the receipt, use, and replacement of the
SIM card and/or mobile phone number, the
Code Word by unauthorized persons.
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u/un Homepa MoomibHOTO Tenedona, Kogosoro
CJIOBA HEYIOJIHOMOYEHHBIMH JIUIIAMH.
5.12. KnueHnt o0s3yercs oOecneynTh XpaHCHUE
uHpopmanuu o KomoBoM cioBe crmocobom,
nenatomuM  KozoBoe  €I0BO  HEAOCTYIHBIM
TPETHUM JTUIIAM.

bank 00s13yeTcst IpUHATH Bce HEOOXOAUMBIE
Mepbl  OPTaHU3AIMOHHOTO M  TEXHUYECKOTO
Xapakrepa A o0ecledeHus: HEBO3MOKHOCTH
J0CTyma HEYMOJTHOMOUYEHHBIX JIHIL K
uHpopmauun o KogoBom cioBe, Homepe
MoOunpHOTO Tenedona Kinnenra, Haxopsmeincs B
pacriopsbkeHuu baHka.
5.13. KnueHT noaTBep:KaeT, YTO eMy U3BECTHO
0 TOM, 4TO B Ipolecce mnepenayd MH(popMaruu
nyTeM HanpasieHuss SMS-coo0renuns BO3MokeH
PHCK HECAaHKIIMOHUPOBAHHOIO JIOCTYNAa TPETbUX
JUIl K TakoW WHPOPMALUMU U HACTOSIIUM
BbIpa)KaeT CBOE corjacue c¢ TeM, yto baHk He
HECET OTBETCTBEHHOCTH 3a  pasIJIallleHue
uHpopmauuu o KimeHnre, omepauusx Mo ero
Cueram B ciydae TaKoro
HECAaHKLIMOHUPOBAHHOTO AOCTYIIA.
5.14. KimmeHT cornamaercs ¢ TeM, 4To baHk He
HECeT OTBETCTBEHHOCTH 3a Kakue-I10o0 aBapui,
cbou u nepedbou B 00CIyKUBAHUHU, CBSI3aHHBIE C
00opyI0BaHuEM, cucTeMaMH nepeaadu
DIIEKTPOIHEPTUU W/WIM JIUHUHA CBS3H, CETH
«HTepHeTy, KOTOpbIE obecreunBaroTcs,
MTO/IAKOTCA, JKCIUTYaTUPYIOTCS u/nnm
0OCITy’)KUBAIOTCSI TPETbUMHU JIMLAMH B CBSI3H C
HarpaBieHueM  banmkom  Kmmenty — SMS-
COOOIIEeHHUS, B TOM YUCIIE YOBITKH, TIOHECEHHbIE B
CBSI3M C HEMPABOMEPHBIMU JICHCTBUAMHU WIIH
Oe3nmeiicTBeM TpeThbuX JuI. baHk He Hecer
OTBETCTBEHHOCTH 3a JOCTYITHOCTh "
paboTOCIIOCOOHOCTH CPEICTB CBA3H, C MOMOIIIBIO
KOTOpbIX bBaHK ocCymiecTBisier yBeIOMIICHHE
Kinuenra.

Crarbs 6. KonduaennnajapbHocTh

6.1. YcrnoBust m uHpopmamus, coaepxariasics B
CornanieHuu, a Takxe BCs MEPENIcKa, CBI3aHHAs
C €ro WUCIOJHEHUEM, CYHUTAIOTCA O00euMHu
CropoHamu KOH(pHAEHIMATbHON UHGOpMaIuei,
COCTABJIAIONICH, B TOM 4Hcie, OAHKOBCKYIO H
KOMMEpYECKYI0 TaillHy, KOTOpyro CTOpOHBI He
BIIpaBe pa3riiamiatb TPEThUM JHIaM  0e3
IIPEIBAPUTEIBHOTO  NHCBMEHHOTO  COTJIACHs
npyroii CTOpOHBI, 3a MCKJIIOYEHHEM CIydacs,
IIPEyCMOTPEHHBIX Cornamennem u
3aKOHOJaTeNbcTBOM Poccuiickont  Penepanuu,

5.12. The Client shall ensure the safekeeping of
information about the Code Word in a manner
that makes the code word inaccessible to third
parties.

The Bank shall take all the necessary measures
of the organizational and technical nature to
ensure that unauthorized persons cannot access
the information on the Code Word and the
Client’s mobile phone number available to the
Bank.

5.13. The Client is hereby aware of the risk of
unauthorized access by third parties to the
information communicated by SMS messages
and hereby agrees that the Bank shall not be
liable for any disclosure of such information
about the Client and transactions on the
Client’s Accounts in the event of such
unauthorized access.

5.14. The Client hereby agrees that the Bank
shall not be liable for any emergencies,
malfunctions and interruptions in the services
due to equipment, electricity systems and/or
communication lines, the Internet, which are
provided, supplied, operated and/or maintained
by third parties, as related to the SMS messages
sent by the Bank to the Client, including losses
incurred due to illegal actions or inaction of
third parties. The Bank shall not be liable for
the availability and operability of the means of
communication used by the Bank to notify the
Client.

Article 6. Confidentiality

6.1. Terms and information, contained in the
present Agreement, as well as all the
correspondence, relating to its execution, are
considered as confidential by both Parties,
constituting, inter alia, a bank and commercial
secret, which the Parties have no right to
disclose to third parties without preliminary
written consent thereto of the other Party, only
in case and in the manner, as under the present
Agreement and the legislation of the Russian
Federation and provision of such kind of
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NPEOCTABICHUS TaKOu UHpOpMAIUU
HE3aBUCHMBIM ayJUTOPCKHUM OPTaHU3aLUSAM 10
UX TpeOOBaHHWIO B XOJIe MPOBEACHUS ayauTa
Oyxrantepckoro  yyera W (PHMHAHCOBOH
(OyxranTepckoi)  OTYETHOCTH; KOTrJa  OHa
OKa3aJlachb M3BECTHOM TPETHUM JIMIIAM JI0 TOTO,
kak CTOPOHBI €€ Pa3rIIachIIH.

Cratbs 7. DMHAHCOBBIE€ B3AaMMOOTHOIIEHUS

7.1. Tlopsiiok orIaThl, CTOMMOCTE PabOT U YCIIYT,
oka3biBaeMbIx bankom KimeHnTty o Hacrosimemy
Cornamennto, ycranaBnuBaroTcst Tapudamu u
HaCTOALUM Cornamenuem. Pacuetsl
IPOU3BOJATCS B PYOJsAX IyTeM CHHCAHUS
bankoM (6e3 JOMONHUTENBHBIX PACHOPSIKEHUI
Knuenra) AeHEXHBIX CpPEACTB C pPacyeTHOTro
u/vnu uHbIX cuetoB Kinenra, oTkpbIThiX B banke,
C KOTOPBIX TakO€ CIIMCAHHME JOITYyCKAETCs
3aKOHOAATeNbCTBOM Poccuiickoit ®Denepanuu,
IIPEABAPUTEIILHO MOJHOCTBIO 10 OKA3aHMS YCIIYT.
Ecnu neHexxHble CpelcTBa CIMCBIBAIOTCSA CO
cyera KilmeHTa B MHOCTpaHHOM BalIOTE, a CyMMa,
npuuMtaronasics baHKy B COOTBETCTBHM C
Tapudpamu, Bolpaxkena B pyomsx, bank
CaMOCTOATENIBHO ~ TIPOU3BOAMT  KOHBEPCHUIO
YKa3aHHBIX CpeACTB 0 Kypcy banka Poccum Ha
JIEHb COBEPIUEHUS ONEpallud W HalpaBisaeT
MOJIY4EHHYIO CYMMY JUIsl OILIAThl yCIyr baHka.

7.2. B cny4ae, ecim OCTaTOK JEHEKHBIX CPEICTB
Ha pacueTHOM W/WJIHM WHBIX cueTax KimeHnra He
no3BoyisieT baHKy B CpOK M B pasMepe,
onpeneneHHbIX CoryameHueM U 1elCTBYOIUMHU
Tapudamu, npousBecTH CHUCAaHUE IUIAThl 3a
ycinyru banka, baHk uMmeeT nmpaBo HE OKa3bIBATh
3anpamuBaemble  KnueHToM  ycnyru - uW/miaum
MPUOCTAaHOBHUTh OOcimyxuBanue KimeHnra 1o
CucreMme 70 MOMEHTa IIOJIHOM  OIUIAThI
3a0JkeHHOCTH  KUIMEHTOM, COOTBETCTBEHHO
yBeioMuB 00 3ToM Kinnenrta He MeHee ueM 3a 5
(msatp)  PabGoumx  gueit  banka.  Knwment
OTKa3bIBaeTCs OT JIIOOBIX mpereH3uil k banky 3a
BO3HUKHOBEHHE B JTOM CIIy4a€ BO3MOXHBIX
yOBITKOB, BKJIOYas peajbHBId  ymepd u
YIOYIIEHHYIO BBITO/Y, CBSI3aHHBIX C 3aJ€piKKaMu
B npoBeneHuu Kimenrom omepaumii no Cuery,
CYeTy Jeno, CcuUeTy MO BKIaAy (JIEmo3ury),
OCYILIECTBJICHUS MHBIX JIEVCTBUM, CIEIIOK.

7.3.B cnywae  pactopkenuss  Kimenrom
CornameHuss B OJHOCTOPOHHEM — IOPSJIKE,
Knuent o6s3an He mo3anee 3 (Tpex) Paboumx
JHeW baHka OT aThl HaNpPaBJIEHUS YBEAOMIICHUS

information to independent audit organizations
on their demand in the process of audit of
accounting and financial (accounting) reports;
when it has been disclosed to the third parties
before it was disclosed by the Parties.

Article 7. Mutual financial relations

7.1. Manner of payment, price of works and
services, rendered by the Bank to the Client as
under the present Agreement, are set by the
Tariffs and the present Agreement. Settlements
are conducted in rubles through the direct
debiting by the Bank (without additional
Client’s orders) of the funds from the settlement
and/or other accounts held by the Client in the
Bank, from which such debiting is permitted by
the legislation of the Russian Federation,
preliminarily in full prior to the provision of
services. If the funds are debited from a foreign
currency account of the Client, and the amount
due to the Bank, as in compliance to the Tariffs,
is expressed in rubles, Bank individually
converts the specified funds at the exchange rate
of the Bank of Russia as at the day of the
commission of the operation and directs the
received amount for payment for the Bank’s
services.

7.2. In case if the balance of funds in the
settlement and/or other accounts of the Client
does not allow the Bank, within the term and in
the amount set by the Agreement and the
effective Tariffs, to debit the amount of
payment for the services of the Bank, the Bank
shall have the right not to render the services
requested by the Client and/or suspend the
servicing of the Client in the System until the
full payment of the Client’s debt has been made,
correspondingly notifying the Client of such at
least 5 (five) Business Days of the Bank in
advance. The Client refuse to file any claims
with the Bank for the occurrence, in such case,
of possible losses, including real damage and
lost profits, related to the delays in
commissioning Client operations on the
Account, depot account, deposit account, or
other actions or transactions.

7.3. In case the Client terminates the Agreement
in a unilateral manner, Client shall no later than
3 (three) Business Days of the Bank from the
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0 PacTOP)KEHUU OIJIATUTh CTOMMOCTh OKa3aHHBIX
YCIIYT.

7.4. KimueHT HACTOSIINM JaeT coryiacue (3apaHee
JIAaHHBIM aKIIENT) Ha MCHOJHEHUE (B TOM YHCIIe
yacTuyHoe) bankoMm, B mMOTHOW  Ccymme

IJIATEKHBIX TpeOOBaHUIT/MTHKACCOBBIX
nopydyeHuii baHka WM HHBIX JOKYMEHTOB,
YCTaHOBJICHHBIX bankom Poccun, JU1sL

OCYIIECTBJICHUS TPaB, MPEITyCMOTPEHHBIX 11.7.1
CornamieHusi, B TEUYEHHE CpOKa JIEUCTBUS
CornanreHus.

Cratbi 8. OTBeTcTBEeHHOCTL CTOPOH

8.1. 3a HeucmonHEHWE W/WIM HEHaJJIeXKaIIee
ucroiiHeHue o0s3arenbcTB 1o CornamieHuro
CtopoHsI HECYT OTBETCTBEHHOCTb B
COOTBETCTBUU c 3aKOHO/1ATENIbCTBOM
Poccuiickoit @enepanuu.

8.2. KineHT HeceT OTBETCTBEHHOCTH 34!

- COXPaHHOCTb U IIEJIOCTHOCTh YCTAHOBJIEHHOI'O
IPOrpaMMHOTI0 obecrnieueHus, BKJIFOYAst
CpenctBa 3amuThl UH(POpPMALMK, HOCUTENEH C
Kirouamu,

- BBINOJHEHHE TPEOOBAaHMN K OIKCILTyaTalluy
Cucrembl, wu3noxeHHbIXx B CornameHun
JoxymeHnTanuu,

- HaJyIexalee BBITIOJITHEHUE YCIIOBUM
Cornamenusi, a Takke 3a MCIOJIb30BaHUE
Kiroueit TOJIBKO Y0JITHOMOYEHHBIM
npencraButesnieM  KimeHTta, yka3aHHBIM B
cootBercTByrommx Jlanueix o Brnagenbue
ceprudukara kimouya npoepku Il (mo dopme
banka).

8.3. bBank  Hecer  OTBETCTBEHHOCTh  IEpE]
KiineHTOM B COOTBETCTBUU C 3aKOHOJATENBCTBOM
Poccniickoit denepanuu, Npyu HAIMYAKA BUHBI 32
peanbHBbIN yiiep0, HO He 3a YIYIIEHHYIO BBITOTY,
C YY4ETOM OTpaHUYEHUH, IPEAYCMOTPEHHBIX 11.8.4
CornamieHus, 3a TOYHOE, CBOEBPEMEHHOE W
IIOJIHOE MCIOJHEHNE MOPYYEHUH U MHCTPYKLIHU
Knuenta 1o  mpoBeneHHto  OaHKOBCKUX,
JETO3UTAPHBIX ONEepalnii, IO COBEPIICHUIO HHBIX
JEMCTBUM, CIENOK, HA OCHOBAaHUU HaJICKAIINUM
obpazoM  OpOPMIIEHHBIX W  CBOEBPEMEHHO
nepeganHbix 1o Cucreme  DIEKTPOHHBIX
JnokymeHToB KnueHra.

8.4. baHk He HeceT OTBETCTBEHHOCTH:

- 32 TIOCJIE/ICTBUSI COBEPIIEHHUS ONEpaluH,
WHBIX  JEMCTBUI, CIEIOK Ha OCHOBAHHU
HaJIeKAIAM obpazom 0(OpMIIEHHOTO
Knuentom DNEKTPOHHOTO JIOKYMEHTA,
MIPU3HAHHOIO BEPHBIM M MPUHATOrO0 baHKOM K

date of the sending of the notification about the
termination, cover the cost of rendered services.
7.4. Hereby the Client gives his consent (pre-
authorization) to the execution (including
partial execution) by the Bank of Bank’s
payment requests/collection orders or other
documents stipulated by the Bank of Russia, in
full, for the implementation of rights specified
in the p. 7.1 of the Agreement within the validity
period of the Agreement.

Article 8. Liability of the Parties

8.1. The Parties shall be held liable for non-
performance and/or improper performance of
the duties under the Agreement, as in
compliance to the legislation of the Russian
Federation.

8.2. The Client shall be responsible for:

- the security and entirety of the installed
software, including the Information security
products, media with the Keys,

- the observance of the requirements for the
operation of the System, specified in the
Agreement and the Documentation,

- due execution of the terms of the Agreement,
as well as for the use of Keys only by the
Authorized Representative of the Client
specified in the corresponding Information on
the ES verification key certificate Holder
(according to the Bank's form).

8.3. The Bank shall be held liable before the
Client, as in compliance to the legislation of the
Russian Federation, in case of its fault for real
damage, but not for lost profits, in light of the
restrictions, as under n.8.4 of the Agreement, for
the exact, timely and full execution of the orders
and instructions presented by the Client for the
commission of banking operations, custody
transactions and other actions or transactions on
the basis of the duly drawn up and timely
transferred, within the System, Electronic
Documents of the Client.

8.4. The Bank shall not be liable for the
following:

- for the consequences of operations, other
actions or transactions on the basis of a duly
drafted Electronic Document from the Client,
acknowledged as accurate and accepted by the
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UCTIOTHEHUIO (JTF0O0H DJEKTPOHHBIM JOKYMEHT,
MO CAHHBIN Y0JIHOMOYEHHBIM
npencraButesnieM KiimeHTa B COOTBETCTBUHU C
CornamieHneM U noidy4yeHHbIH bankoMm 110
Cucreme, B 000M cllyyae IpHU3HACTCS
DNEKTPOHHBIM JTOKYMEHTOM, HCXOJSIIAM OT
Knuenta, uro He gomyckaer oTkaz Kiuenrta ot
TOTO, YTO TAaKOW JIOKyMEHT HAamIpaBJeH C €ro
CTOPOHBI, HA IIPH KaKUX 00CTOSTENIbCTBAX);

- 3a TOCIE/ICTBUSL COBEPILEHHS ONEpaIHii,
WHBIX JCWCTBUH, CHENOK HAa OCHOBaHUU
Ha/JISKAIUM obpazom 0 OpPMIICHHOTO
Knuentom DIEKTPOHHOTO JIOKYMEHTA,
MOJAMUCAHHOTO  TIPEXKHUM  YTIOJTHOMOYECHHBIM
npencraButesnieM KimeHta, [0 MONXy4eHUS OT
Kimmenra IIMCbMa 00 AHHYJINPOBAaHUHU
cootBercTBymomero Kommiekra Kiroueii;

- 3a mociueAcTBUs oTkaza baHka B

cootBeTctBuM ¢ n.4.3.2, 435 - 437
CornmamieHuss OT TpHeMa K  HCIIOJHCHUIO
DIIEKTPOHHOTO JIOKYMEHTA, MepeIaHHOrO

Kaunenrom no Cucreme;

- 32 TIOCJIEJCTBUA UCI0JIb30BaHUsI CHUCTEMBI,
yCTaHOBJICHHON y KimeHTta, mocTopoHHHMH, a
TaK)Xe HEYIOJIHOMOYEHHBIMH Ha 3TO JIMLIAMU;

- 3a MOCNEACTBUS pasriameHus Kimentom
uHpopMaluu o mopsake padoTrel CHCTEMBI,
BKJIIO4Yass MOpAAOK HMCIIOJIb30BaHUA Cpe)ICTB
3amUThl HH(OPMALINK;

- 3a HapymeHue pabotel Cucrembl U
BO3HUKHOBEHUE TPYIHOCTEH B OCYIECTBICHUU
onepauuii, MHBIX JEUCTBUHA  IOCPEICTBOM
Cuctembl B pe3yabTaTe ONTMOOK U HETOUHOCTEH,
JonyueHHbIx Knrentom;

- 3a HapymeHue pabotel CHCTEMBI B
pe3ynbrate HeucnpaBHocTH CpenctB o0paboTKu
u XpaHeHUs nHpopmaruu Knuenra,
UCIIONB3YEMBIX ISt 1ocTymna k Cucreme;

- 3a HapymeHue pabotel CHCTEMBI B
pe3yJIbTaTe ACMCTBUM TPETHUX JIULL;

- 3a mocyencTBus HapymeHus KiameHtom
TpeOOBaHUN ¥ TpaBWI, NPUBEICHHBIX B
Cornamennu u JlJokymenranuu;

- 3a MOCJIE/ICTBUS HapyleHus
paboTOCIIOCOOHOCTH  TEJIEKOMMYHUKAIIMOHHBIX
JIMHUM CBA3U, ceTh «IHTEpHETY;

- 3a yOwiTkm KiwmeHTa, BO3HHKIIHNE
BCJIEJICTBUE  HECBOEBPEMEHHOTO  COOOIICHHS
banky o Komnpomeranuu Knroueii;

- 3a YOBITKH, BO3HHKIIHE B pE3ylIbTaTe
yTpathl (MOPYH, TIepeaadn, yTepH, pa3rialieHun)
KnuentoMm npumensiemslx B CucreMe naposei,

Bank for execution (any Electronic Document
signed by the Authorized Representative of the
Client in compliance to the Agreement and
received by the Bank through the System, is in
any case found as an Electronic Document
received from the Client, which excludes
Client’s refusal from the fact that such
document was sent on its behalf, under any
circumstances);

- for the consequences of operations, other
actions or transactions on the basis of a duly
drafted Electronic Document from the Client,
signed by the former  Authorized
Representative of the Client, until the date of
receipt of a letter on cancellation of the
respective Set of Keys from the Client;

- for the consequences of the Bank’s refusal, in
compliance to n.4.3.2, 435 - 4.3.7 of the
Agreement, to accept for execution an
Electronic Document, transferred by the Client
via the System;

- for the consequences of use of the System,
installed for the Client, by third parties, as well
as by persons not authorized for such use;

- for the consequences of the disclosure by the
Client of the information on the procedure of
operation of the System, including the
procedure for the use of Information security
products;

- for the malfunction of the System and
occurrence of difficulties in the commission of
operations in the System as a result of errors
inaccuracies, admitted by the Client;

- for the malfunction of the System as a result
of an error in the products designed for
processing and storage of information of the
Client, used to access the System;

- for the malfunction of the System as a result
of actions of third parties;

- for the consequences of Client’s violation of
rules and requirements, as presented in the
Agreement and the Documentation;

- for the consequences of malfunctions in the
telecommunication lines and the Internet;

- for the losses sustained by the Client, arising
as a result of untimely message to the Bank
about the Key Compromise;

- for the losses, arising a result of loss (damage,
transfer, loss, disclosure) by the Client of the
passwords used in the System, Keys, media
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Kirouen, HOCUTEICH c Kirouamu,
Kondunennmanpaoit  umHbopManmuu  W/HIH
MIPOrpaMMHOTO 00€CTICUCHHSI;

- 3a YOBITKHM, BO3HHKIIHE B pE3yJIbTaTe
ucnonb3oBaHus CUCTEMBbI B HApYIICHUE KaKUX-
oo TpeOoBaHUi 3aKOHOJIaTEIbCTBA
Poccuiickoit  ®enepauuu, NPUMEHUMOIO K
nesreiabHocTH Kimmenra.

Cratbsa 9. llopsagok pa3pelieHusi CliopoB

9.1. CTopoHBI IPUMYT BCE MEPHI K Pa3peLICHUIO
BCEX CIOPOB W Ppa3HOIVIACUM, CBS3aHHBIX C
tonkoBanueM CrtopoHamu CorjameHusi U €ro
BBINOJIHEHUEM ITyTEM I1€PETOBOPOB.

9.2. B caywae, ecnu CTOpoHBI HE HPHUIYT K
B3aUMOIIPHEMIIEMOMY PEILICHHIO nyTeM
MIEPETOBOPOB, Cropona, peIbsBUBIIASL
NPETeH3UI0, OQUIMAIBHO BpydYaeT Jpyrou
CropoHe yBeqOMIIEHHE O TMPETEH3UH B
NUCHbMEHHOM BHJE Ha OyMa)XHOM HOCHUTEIE.
CropoHa, moyyurBIIasi yBeIOMIIEHUE, IPOBOTUT
paccienoBanue 1Mo (pakTy MpeTeH3uu B TCUCHHE 7
(ceMu) KaleHAApHBIX THEH OT AAThl MOJIyYEHUs
YBEIOMJICHHSI, MO WCTCUYCHHH KOTOPBIX Ha
OyMa)XHOM HOCHUTENE YBEJIOMJISET JAPYTYIo
Cropony 0 pe3ynbTarax pacciieJOBaHHMsl.

9.3. B ciiyuae, eciiu pe3ynbTaThl paccieloBaHus
HEe yHoBIeTBOPSAIOT CTOPOHY, TPEIbSIBHBIIYIO
NPETeH3UI0, MO0 €ClIM TaKkoe yBEeJOMJICHHE He
MOJIyYEHO CropoHnotii, MpeIbsBUBILEH
npeteH3uto, CTOpoHb! GOPMUPYIOT TEXHUUECKYIO
KOMUCCHIO JJ1s pa3dopa KOH(QJIMKTHON CUTyaluu
B TeueHue 15 (MATHaAIaTH) KaJeHJapHbIX THEH C
MOMEHTa MCTEYECHHUSI CPOKa, yKa3zaHHOTO B 11.9.2
Cornamenus. lLlenpto  paboTbl  KOMHCCUHU
SBIISIETCSL  YCTQHOBJICHWE IPAaBOMEPHOCTH U
o0ocHoBaHHOCTH TpeTeH3uu. Ilopsinok pazbopa
KOH(IIMKTHON CUTYaIHH MIPUBEJICH B
[Ipunoxenun Ne3 k Cornamenuto. B cocras
KOMHCCHHU BKJIFOUAIOTCS B PAaBHOM KOJIMYECTBE
npefcTaBuTeNid  baHka WM TpeAcTaBUTENH
Knmenra, a TakKe MpeICTaBUTENN OpraHU3aIlii—
paspabotunka  CucremMbl H, B  Clydae
HEOOXO/JMMOCTH,  HE3aBUCHMBIC  DKCIIEPTHI.
CocrtaB koMuccuu coriacoBbiBaeTcsi CTopoHaMu
B akre. VX TOTHOMOYHUS TIOATBEPIKIAIOTCS
noBepeHHOCTAMU. CpoK JeWCTBUS KOMHCCHUHU
coctaBimsieT He Oosee 14  (YeThIpHAAIIATH)
KaJICHAAPHBIX JTHEHU.

9.4. PaGoTa KOMUCCHU MTPOXOAUT HA TEPPUTOPHH
banka.

with the Keys, Confidential Information and/or
software;

- for the losses, arising as a result of the use of
the System in violation of any requirements of
the legislation of the Russian Federation,
applicable to the operations of the Client.

Article 9. Settlement of disputes

9.1. The Parties shall undertake all the possible
measures for the resolution of all the disputes
and  disagreements, relating to the
interpretation, by the Parties, of the Agreement
and its execution, through negotiations.

9.2. In case if Parties will fail to reach a
mutually  beneficial ~ solution  through
negotiations, Party, which has filed the claim,
will officially present the other Party with a
notification on the claim submitted in writing
on paper. Party that received the notification
shall conduct an investigation on the fact of the
claim, within a period of 7 (seven) calendar
days from the date of reception of the
notification, upon the expiry of which it shall
notify the other Party, on paper, about the
results of the investigation.

9.3. If the results of the investigation will not
satisfy the Party which has filed the claim, or if
such notification was not received by the Party,
which filed the claim, Parties shall organize a
technical committee for the for the resolution
of the conflict situation, within a period of 15
(fifteen) calendar days from the moment of the
expiration of the term specified in n.9.2. of the
Agreement. Work objective of the committee is
the establishment of legitimacy and
justification of the claim. Procedure for the
resolution of the conflict situation is shown in
Annex No. 3 to the Agreement. The committee
shall include, equally, the representatives of the
Bank and the representatives of the Client, as
well as representatives of the System developer
company, and if such is required, independent
experts. Composition of the committee is
agreed by the Parties with an Act. Their
authorities are substantiated by power of
attorneys. Validity period of the committee
constitutes a maximum of 14 (fourteen)
calendar days.

9.4. Work of the committee takes place on the
territory of the Bank.
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9.5. B cnyuae orcyrctBus y oaHou u3 CTOpoH
Kakux-Tubo MaTepuanoB, TpeOyembIX st
YCTaHOBJICHHUS MIPaBOMEPHOCTH u
000CHOBAaHHOCTH MIPETEH3UU (mepeyeHb
MarepuasioB npuBenaeH B IIpunoxkenun Ne3 k
Cornanienuo), crop pemaercs B Mojib3y Apyrou
CTOpOHBI.

9.6. Pesynprar paboTsl KoMHCCUU OQOpMIISETCS
aKTOM, B KOTOPOM ONPEIENISIOTCS MOCIeIYIOIIHe
neiictBust CTOpOH.

9.7. B cnyuae, ecinu TeXHUYECKass KOMHUCCHUS HE
OyIner co3laHa B CpPOKHM, IPEIyCMOTPEHHBIE
CornamenneM, 100, eciu B TeueHue 14
(ueThlpHA/LIATH) KaJECHJAPHBIX JHEH C MOMEHTa
CO3aHUS TEXHUYECKOM KOMHUCCHH, €€ paboTa He
JacT pesynbTata, Jaubo, ecnu CTOpOHBI HE
OPUIYT K B3aUMOIPUEMIIEMOMY PEIIEHUIO, CIIOP
nepeJaeTcsl Ha pacCMOTpEeHHE B ApOUTpakHbII
cyl T. MOCKBEI B COOTBETCTBHH  C
3aKoHoaarenbcTBOM Poccuiickoit denepanun.
9.8. CTOpoHBI MPU3HAIOT, YTO OJIEKTPOHHBIE
JOKYMEHTBI, HampaBieHHble CTOpOHaMH JApyr
npyry no Cucreme wnu xpassiuecs B banke B
cootBercTBUM ¢ CornameHueM, a TaKke
COOTBETCTBYIOIIME  MPOTOKOJIBI  TOYTOBBIX
cepBepoB u(WiIM) CBeACHUS u3 0a3 aHHBIX,
IPOTOKOJIUPYIOIINX OTIIPaBKY KaX/10T0
YBEIOMJICHUS c ero COJIep’KaHUEM,
chopMHpOBaHHbIE Ha OYMaXHBIX HOCHUTEISX,
NOJNMCAHHBIE  yIIOJIHOMOYEHHBIM JIUIIOM |
CKpEIJICHHbIE TIeyaThblo, 3amucH Telae(pOHHBIX
pasroBopoB Mexnay CTopoHamMH  SIBISIFOTCS
JIOCTaTOYHBIM JI0Ka3aTeIbCTBOM
COOTBETCTBYyIOIIETO (akTa U MOTYT OBITh
OpeJCTaBIeHbl B  KauyeCTBE  HAJIEXKAIIEero
JI0Ka3aTeNbCTBA B CyJ B CIIy4ae PacCMOTPEHHUS
CIHOpa, BO3HUKIIETO B pe3yjbTaTe MPUMEHEHHs
CucreMsl, a Takke IPU PaCCMOTPEHUH CIIOPOB B
JOCyneOHOM  TOpsJKE B  COOTBETCTBUU C
Cornamenuem.

Crarbi 10. Cpok neiicteusg CorJiamenns

10.1. Coryamenne BCTynaeT B CHJIy ¢ MOMEHTa
nonanucanus JloroBopa o6 ucnonszoBanuu 6O
YIOJTHOMOYEHHBIMU TpeacTaBuTeNsiMu CTOPOH.

10.2. Cornamenue A€UCTBYeT A0 MOMEHTa
npekpaieHus oos3arensct 1o Beem [IbC.

10.3. baHk BIpaBe OTKa3aTbCs OT HCIOJHEHUS
Hacrosimiero  CornameHuss  MOJHOCTBIO B
OJIHOCTOPOHHEM MOPSAJIKE, TUCbMEHHO YBEIOMUB
00 srom Knuenra, B ciydae, eciy 10 HCTCUCHHUH

9.5. In case one of the Parties lacks any
materials, required for the establishment of
legality and justification of the claim (list of
materials in presented in Annex No. 3 to the
Agreement), the dispute shall be resolved in
favor of the other Party.

9.6. The result of the work conducted by the
committee is documented by a report, which
defines the follow-up actions of the Parties.
9.7. If the technical committee will not
established within the terms, as defined by the
Agreement, or if during 14 (fourteen) calendar
days from the moment of the establishment of
the technical committee its operations will not
provide any results, or, if the Parties fail to
reach a mutually acceptable solution, the
dispute shall be transferred for consideration by
the Arbitration court of Moscow as in
compliance to the legislation of the Russian
Federation.

9.8. The Parties acknowledge that the
Electronic Documents, directed by the Parties
to each other through the System or the ones
stored in the Bank in compliance to the
Agreement, as well as the corresponding
protocols of mail servers and (or) information
from the databases recording the sending of
each notification with its content on paper
signed by the authorized person and sealed,
records of telephone conversations between the
Parties shall be sufficient evidence of the
respective fact and may be presented as an
adequate evidence before the court, in case of
the consideration of the dispute, arising as a
result of the application of the System, as well
as during the consideration of disputes in a pre-
trial proceedings as in compliance with the
Agreement.

Article 10. Validity period of the Agreement

10.1. The Agreement shall enter into force from
the moment of the Contract on the Use of RBS
signing by the authorized representatives of the
Parties.

10.2. The Agreement shall remain valid until
the end of the obligations under all BAAs.
10.3. The Bank shall have the right to fully
repudiate this Agreement unilaterally upon a
written notice to the Client, if following six (6)
months after the date of signing of the
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6 (mectd) MecCSAIEeB C JaThl  3aKIIOYEHUS
Cornamenns KaueHT HE BBIIOIHHII JCHCTBUS,
npeaycMoTpeHHble 1 3.2 CoraiieHusl.

10.4. Cornamenne MOXeT OBITh PACTOPTHYTO 10
NUCbMEHHOMY 3asiBIeHHIO0 onHOM u3 CTopoH
(OIHOCTOPOHHUM  OTKa3  OT  HMCHOJHEHUS
CornanieHust MoJHOCTbIO).

B cnyuae pactopxenuss CornaiieHus 0
ununmatuBe banka, bank yBegomisier 06 3ToM
Knuenta He nozaHee, yem 3a 14 (4eTbipHa IaTh)
KaJICHJAapHBIX JHEH J0 AaThl paCTOPKECHHUS.

B cnyuae pactopxenuss CornamieHust 1o
nHnnuatupe Knuenrta, KimeHT B nucbMeHHOU
dbopme Ha OyMa)KHOM HOCHUTEJIE YBEIOMIISIET 00
sToM bank He mo3aHee, yem 3a 3 (Tpu) Pabounx
nus banka 10 1aTel pacTOp)KEHUS.

Pacropxenune CornameHuss A0 HCTEUEHUS
CpoKa ero AeicTBus He 0cBOOOXaeT CTOPOHBI
oT BBITIOJTHEHUS 0053aTeNbCTB,
npexycMoTperHbix  CornameHueM W HE
UCIIOJTHEHHBIX IO JIaThl €r0 PacTOP>KEHUS, U HE
nmumaer CtopoHy, ubHM TpaBa 1o CorjameHuro
HapylIeHbl B  pe3ylbTaTe  HEBLINOJHEHUS
oOsi3arenbeTB  aApyroit  CTopoHoid, TpeboBaTh
3alUTBl CBOMX TMpPaB B COOTBETCTBUU C
3aKoHOAaTenbCcTBOM Poccuiickon ®Penepanyuu u
CornaiieHuem.

10.5. YBenomnenue 0 pacTop>KeHUH
Cornamnienus MOKeT OBITh HarpaBieHO bankom
Knuenty oaHMM  WIM  HECKOJBKHUMH U3
HUKETIePEUUCIICHHBIX CIIOCOOOB:

- noJt pacrucky YIOJIHOMOYEHHOMY
npencraButento Knuenra;

- nocpeacTBoM CUCTEMBI;

- Ha ajapec HJIEKTpOHHOW mnouthl Knwuenra,
ykazaHHblIil B JloroBope 00 ucnonb3oBanuu 150,
WM TIOJIYYEHHBIN B paMKax UcnodHeHus bankom
TpeboBaHMit 3aKOHOJAaTEIbLCTBA 0
MPOTUBOCUCTBUN JieTaau3anuu (OTMBIBAHHIO)
JIOXOJIOB, TIOJIYYEHHBIX TPECTYIMHBIM MYTEM,
(bUHAHCUPOBAHUIO TeppOpU3Ma u
(MHAHCHUPOBAHUIO PACTIPOCTPAHECHHSI OPYKHUS
MacCOBOTO YHUYTOXEHUS, UCKIIIOYAsl CBEICHMUS,
comepxamiye  OaHKOBCKYIO, KOMMEPUYECKYIO
TalfHBI U IEPCOHANILHBIEC TAaHHBIE;

- mnouroid Poccum 3aka3HbIM THUCBMOM  C
YBEIOMJICHHEM Ha O(UIHAIbHBIA TOYTOBBII
aapec KiwmeHTta wiM Ha TOYTOBBIA aJpec,
VKa3aHHbII B 3aiBKE Ha  YCTAHOBKY
CucreMbl/3asBICHIN O MPEIOCTABICHUU IpaBa
noctyna B cuctemy «Knuent-banky,

- To4TOBOM cimy>k00¥1 DHL i mHOM KyphepcKoit
cmyk00il  TOCTaBKM Ha TIOYTOBBIA  ajpec,

Agreement the Client did not undertake any
action stipulated in the n.3.2 of this Agreement.

10.4. The Agreement may be terminated under
the written application of one of the Parties (a
unilateral repudiation of the Agreement in its
entirety).

In case of the Agreement termination at the
Bank’s initiative, the Bank shall notify the
Client thereof no later than 14 (fourteen)
calendar days prior to the date of termination.
In case of the Agreement termination at the
Client’s initiative, the Client shall notify the
Bank thereof no later than 3 (three) Bank’s
Business Days prior to the date of termination
in writing on paper.

Termination of the Agreement prior to the end
of its validity does not free the Parties from the
execution of the obligations, as under the
Agreement and which were left un-executed
before the date of its termination, and does not
deprive the Party, whose rights under the
Agreement have been violated as a result of the
non-execution of the obligations by the other
Party, of the right to demand protection of its
rights as in compliance to the legislation of the
Russian Federation and the Agreement.

10.5. The notification on the Agreement
termination should be sent to the Client by the
Bank in the following manner:

- to the Client’s Authorized representative
against signature;

- through the System;

- to the Client’s email, specified in the Contract
on the Use of RBS, or received in the frame of
execution by the Bank of the requirements
established by the anti-money laundering,
terrorism/proliferation of weapons of mass
destruction financing legislation, except the
information  which contains the bank,
commercial secrets and personal data;

- by the Russian Mail’s registered letter with
acknowledgment to the official Client’s
domicile or to the mail address specified in the
application for the installation of the System /
application for granting the right of access to
the Client-Bank system;

- by DHL mailing or other express delivery
service to the mail address specified in the
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VKa3aHHbII B 3aiBKE Ha  YCTaAHOBKY
CucTeMbl/3asBICHUN O TPEJOCTABICHUH IIpaBa
noctyna B cucreMy «Knuent-banky.

10.6. C momenTa pactopkenusi CornaiieHust Ha
oTHouieHuss Mexnay bankom u Kiuentom He
pactpoctpansitorcs Y cinosus CBIL.

Cratbia 11. O0cTOATEILCTBA HENPEOI0JIUMON
CHJIbI

11.1. CTopoHBI OCBOOOKIAFOTCS oT
OTBETCTBEHHOCTH 32 HEHCIIOJIHEHHE W/WJIH
HEHA/JIeKAILEe HCIIOJIHEHUE 0053aTeNbCTB 110
CornamieHuro, €cid TaKo€ HEUCIOJIHEHHUE
SABUJIOCH pe3yJIbTaToOM JIEHCTBHAN J5RI05
00CTOSITENNECTB HEMPEOAOTMMON CHIIBI (Janee —
®dopc-Maxop), TO €CTh UPE3BBIYAHHBIX U
HENPEJOTBPATUMBIX TMPHU JAHHBIX YCIOBHSX
00CTOSITENBCTB.

11.2. Tlon TepmuaoM Popc-Maxxop MOHUMAKOTCS
HABOJIHEHUE, IOXap, 3eMIIETPSICEHHE, Yypara,
B3pbIB, OCEaHWE IOYBBI, SMUIEMHUH U HHBIE
10TI0OHBIE SIBIICHUS, 2 TAK)KE BOWHA WJIM BOCHHBIE
neiicTBUs B MecTe HaxoxiaeHus banka wunu
KnuenTa, 3a0acToBKHM B OTpaciu WIH PETHOHE,
MPUHSITHE OpraHoM 3aKOHOAATEIHHOM,
WCIIOJTHUTENIbHOM WM CyJneOHOW BIIACTH aKTa,
NoBJEeKIIME 32  co00i  HEBO3MOYKHOCTh
HaJJIeXkKaIlero UCIIOJTHEHUS Cornamenus
Croponamu.

11.3. CropoHa, nnasi KOTOPOW  BO3ZHMKIIH
00CTOSITENHCTBA HETIPEOJOTUMOM CHIIBI, 00s13aHa
B TeueHue 7 (cemu) Paboumx nHeW OT naThl
BO3HUKHOBeHUs  Dopc-Maxkopa  yBEIOMHTH
npyryto  CTOpOHY O HACTYIUIGHMH  TaKUX
00CTOSITENBCTB, c MIPUIIOKEHUEM
COOTBETCTBYIOILIUX JI0Ka3aTeNbCTB.
JlokazaTenbcTBOM ®dopc-maxopa MOKET
CILY)KHUTb O UITHAITEHBIH JOKYMEHT
KOMIIETEHTHON OpPTaHU3aIliH, TTOITBEPKIAIOIIUI
dakt HACTYIUICHUS 00CTOATENHCTB
HENPEOAO0IUMON CUIIBI.

11.4. B cnydae HAcTyIJICHUS OOCTOSTEIbCTB
HENPEOAOIMMON  CHUIIBI  CPOK  BBITIOJTHEHHS
Croponamu o0s3arensctB 1no  CornameHuro
NIEPEHOCUTCSI COPAa3MEPHO BPEMEHM, B TECUECHHE
KOTOPOTO ICUCTBYIOT TaKKe 00CTOSATEIHCTBA U UX
nociuencteus. llocne mnpekpamieHuss OeHCTBUS
dopc-maxopa 00s13aTeIhCTBA Cropon
BO300HOBIISIOTCSL.

Cratbi 12. 3akI10YNTEIbLHBIE MOJOKEHU ST

application for the installation of the System /
application for granting the right of access to
the Client-Bank system.

10.6. Since the termination of the Agreement
the FPS Terms are not applied to the
relationship between the Bank and the Client.

Article 11. Force Majeure

11.1. The Parties shall be freed from liability
for  non-performance and/or  improper
performance of the obligations under the
Agreement, if such non-performance was a
result of the actions or effect of force majeure
(hereinafter the Force Majeure), i.e.
extraordinary and unavoidable, in the given
conditions, circumstances.

11.2. Force Majeure is understood as a flood,
fire, earthquake, hurricane, explosion, soil
shrinkage, epidemic and other similar
occurrences, as well as war or military actions
at the location of the Bank or the Client, strikes
in the industry or the region, adoption of an act
by the authority of legislative, enforcement or
judicial power entailing the impossibility of
execution of the Agreement by the Parties.

11.3. The Party, who is faced with the Force
Majeure, shall within a period of 7 (seven)
Business Days from the date of occurrence of
the Force Majeure, inform the other Party about
the occurrence of such circumstances, with an
annex of the corresponding evidence. Evidence
of Force Majeure can be an official document
from a competent organization, confirming the
fact of occurrence of the Force Majeure
circumstances.

11.4. In case of occurrence of the Force Majeure
circumstances the term for the execution of the
obligations by the Parties as under the
Agreement shall be transferred commensurate
to the time, during which such circumstances
and their consequences take effect. After the
end of the Force Majeure the obligations of the
Parties resume.

Article 12. Final Provisions
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12.1. Hacrosamee Cornamesue  ABISETCA
tunoBbiM. [l 3akmrodyenuss  CorjaiieHus
Kmuent mnpepocraBnser B bank [loroBop 00
ucnons3oBanun  JIbO (mo ¢opme banka),
KOTOPBI  3amojHsSETCS, IOANUCHIBACTCS U
npeaocTapisieTcs B baHK B JBYX SK3eMIUIsApax.
CornamnieHue COCTaBI€HO Ha PYCCKOM U
AQHIVIMKMCKOM s3bIKaX. B ciydae mpoTMBOpedHid
Mexay Bepcusmu CoryamieHuss Ha PycCKOM U
AHTJIMMCKOM SI3bIKE, MPEUMYIIECTBEHHYIO CHUITY
umeeT Bepcusi CornamnieHust Ha pyCCKOM SI3bIKE.
12.2. Ecnu otaenbHoe nosiokeHue CornaieHus
TepsieT CUJIYy WU CTAaHOBUTCS HEHCIIOJIHHUMBIM,
9TO HE MPUBOJUT K HEJIEUCTBUTEIBHOCTH JPYTHX
€ro TOJIOKEHHMH.

12.3. C patel 3akmoueHust CoruamieHus Bes
nepenucka U JIOTOBOPEHHOCTH  MEXKIY
Croponamu, kacatomuecs yciaouit CornamieHus
U TIPE/IIECTBYIOIINE €ro 3aKJIIOUEHUI0, TePSIOT
CHUITy.

12.4. Bcs nepenucka B paMKax HMCIIOJTHEHUS
Cornamenust ocymectsisiercs CTopoHaMu Ha

PYCCKOM/aHTIIMHCKOM/UCIIAHCKOM ~ SI3BIKE |
MOKET OBITh  OCYIIECTBIICHa IOCPEACTBOM
CucreMsnl.

12.5. bank BmnpaBe B OJIHOCTOPOHHEM IOPSIJIKE
BHOCUTHb M3MeHeHHs B CoralieHue, yBEIOMUB
00 3TOM BCeX JMI, HPUCOEAUHUBIIUXCS K
CornanieHuio, He Mo3aHee 4YeM 3a 5 (msTh)
KaJICHJAApHBIX JHEH [0 BCTYIUIEHUS B CHUITY
YKa3aHHBIX U3MEHEHHH. B cilydae usmeHeHUs
3akoHomarenbcTBa  Poccuiickon  ®enepanuu
Cornamenue, 10 MOMEHTa €ro H3MEHEHHS
bankom OpUMEHsIeTCd B 4acTH, HE
IIPOTUBOpEYAILEN TpeOOBaHUAM
3akoHozaarenbcTBa Poccniickoit denepanun.
12.6. bank ¢ uenpto o3HakomieHus: KiimeHtos ¢
CornanienneM nyoIMKyeT ero Ha o(pUIMaTbHOM
caiire banka B cetu «MHTEpHET» MO aapecy:
www.evrofinance.ru.

bank YBCAOMIIACT BCEX JINII,
MPUCOCAVMHUBIINXCA K CornameHmo, O BHECCHUU
B HETO W3MEHEHUH nyTeM Hy6n1/11<au1/11/1

WH(OPMAIIMOHHOTO TMHChMa, a TaKXe TOJTHOTO
TeKCTa WM3MEHEHWH Ha OQUIMAILHOM caiiTe
banka B cetm «MHTepHEeT» TO anpecy:
www.evrofinance.ru. JloTOJTHUTEIBHO K
yKa3zaHHOMY crocoOy yBemomiieHus bank 1o
CBOEMY YCMOTPEHHUIO MOXKET HCIIOIh30BaTh WHBIC
criocoObI nHGopMupoBanus Kiauenra.
Mowmentom  myOnukanuu — CoriamnieHus,
TapudoB u wmHPOpMaUU AJIT O3HAKOMIICHUS
KnuentoB, B T1.4. JlOKyMeHTanuu, a TaKxKe

12.1. This Agreement is a standard agreement.
For the purposes of entering into the
Agreement, the Client shall submit to the Bank
the Contract on the Use of RBS (in the format
of the Bank), which shall be filled out, signed,
and submitted to the Bank in duplicate. The
Agreement is executed in Russian and English.
In the event of a conflict between the Russian
and English versions of the Agreement, the
Russian version of the Agreement shall prevail.

12.2. If a separate provision of the Agreement
becomes invalid or unenforceable, this shall
not invalidate other provisions of the
Agreement.

12.3. From the date of the Agreement, all the
correspondence and arrangements between the
Parties concerning the terms and conditions of
the Agreement before the above date shall
become null and void.

12.4. All the correspondence within the
framework of the execution of the Agreement
shall be carried out by the Parties in
Russian/English/Spanish and may be carried
out through the System.

12.5. The Bank may unilaterally amend the
Agreement upon notification of all the persons
who have joined the Agreement no later than 5
(five) calendar days before the amendment
effective date. In the event of changes in the
laws of the Russian Federation, the Agreement
shall apply to the extent it does not contradict
the laws of the Russian Federation until
amended by the Bank.

12.6. To make the Agreement available to the
Clients for review, the Bank shall publish it on
the Bank’s official website in the Internet at:
www.evrofinance.ru.

The Bank shall notify all the persons who have
joined the Agreement of any amendments
hereto by publishing an information letter, as
well as the full text of the amendments on the
official website of the Bank in the Internet at:
www.evrofinance.ru. In addition to the above
notification method, the Bank may, at its own
discretion, use other ways to inform the Client.

As a moment of publication of the Tariffs and
of information for  customers, the
Documentation included, as well as a moment
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MOMEHTOM 03HAKOMJICHUS Kiuenra c
onybonukoBanHbiMu CornamenueM, Tapudamu u
uHpopmanuend 1 o3HakomuieHus: KiueHToB, B
T.4. JloKyMeHTanuen, CYUTaeTCs MOMEHT HUX
MEPBOTO pa3MeIIeHUs Ha O(HIIMATBPHOM CaiTe
banka B cetm «MHTepHeT» WO  agpecy:
www.evrofinance.ru.

12.7. [elicTBue W3MEHCHUN, BHECCHHBIX B
CornameHne, W BCTYNUBIIUX B CHIY,
pacnpocTpaHsieTcs Ha BCEX JIUIL,
MIPUCOCTUHHUBIIIMX CS K Cornamienuro,
HE3aBHUCUMO OT JaThl TNPUCOCTUHEHHS K
Cornamenuro (marel 3akmrodeHus: JloroBopa 06
ucnonb3zoBanuu [IbO). B cnydae Hecornmacus c
W3MEHEHUsIMH, BHOCMMbIMH B CorjalmieHue,
Knuent BmpaBe pactopruyts CoriamieHue B
OJIHOCTOPOHHEM MOPAJIKE 0 BCTYIUICHHUS TaKUX
W3MCHCHUH B CHITY B MOPSJIKE, YCTAHOBJICHHOM B
11.10.4 Cornamenus.

12.8. B cnyuae, ecau 10 BCTYIUICHUS B CHITY
OmyONMKOBaHHBIX bBaHKOM W3MEHEHUW W/wiu
nomonHeHn, BHeceHHbIX B Cormamenue,
Cornamenne He  pactopruyto, CTOpoHBI
MPHU3HAIOT, YTO YyKa3aHHbIC H3MEHCHHS H/WIN
nonosiHeHus B CornareHue npuHATh KitmeHTom.
12.9. bank He HeceT OTBETCTBEHHOCTH, €CIIH
uH(popMalsg 00 U3MEHEHUH W/WUIU JTOTIOTHEHUN
Cornanienusi, ormyOJIMKOBaHHAS B IMOPSIKE U B
CpoKH, ycTaHOBJIeHHbIe CornamieHuem, He Oblia
MoJIydeHa W/WIM Uu3y4YeHa W/WIM TPaBUIBHO
ucrosikoBaHa KiueHnrom.

12.10. dns neneit CornameHuss AKT IpU3HAHUSA
OTKpBITOr0 KJtoua (cepTHdukara) sl oOMeHa
COOOLIEHUAMH, O CAaHHBIN MEXIY
CropoHamu /10 BBEICHHS B JICHCTBUE HACTOSIIICH
penakuuu Cornamenns, IIpU3HAETCSA
paBHO3HauHbIM AKTy npusHanus Cepruduxara
kitoua nposepku D11 11t oOMeHa cooOIIeHUsIME.

12.11. Cnucok [lpunoxeHui, SBISIOMUXCS
HeoTheMJIeMOH YacThio CorlaleHus:

- [Tpunoxenne Nel «TpebGoBanus K ammaparHo-
MPOrPaMMHBIM CPEICTBAM.

- [Ipunoxenue Ne2 «Cnioco6st JOCTaBKH
uHbOpMALIUN.

- [Ipunoxenne  Ne3  «llopsmox  pazbopa
KOH(MIMKTHBIX CUTYaLHiD».

- Ipunoxenne Ne4  «TpeGoBanuss 10
WH(POPMAITMOHHOM 0€30MMaCHOCTH.

of the Client’s familiarization with the
published Tariffs and Documentation, is
considered the moment of its primary
placement at the Bank's official website
www.evrofinance.ru.

12.7. Effective amendments to the Agreement
shall apply to all the persons who have joined
the Agreement, regardless of the date when
they joined the Agreement (date of the Contract
on the Use of RBS). In case the Client disagrees
with the amendments to the Agreement, the
Client may terminate the Agreement
unilaterally before such changes take effect in
the accordance with the procedure established
by p. 10.4 of the Agreement.

12.8. If the Agreement is not terminated before
the effective date of the amendments and/or
supplements to the Agreement published by the
Bank, the Parties shall deem such amendments
and/or supplements to the Agreement accepted
by the Client.
12.9. The Bank shall not be liable if the
information on the amendments and/or
supplements to the Agreement published in the
manner and within the period established by
the Agreement has not been received and/or
studied and/or correctly interpreted by the
Client.
12.10. For the purposes of this Agreement, the
Act of Acknowledgement of the public key
(certificate) for message exchange signed by
the Parties before the entry into force of the
present version of this Agreement is
considered as equal to the Act of
Acknowledgement of the ES verification key
Certificate for message exchange.
12.11. List of Annexes, constituting an integral
part of the Agreement:
- Annex No. 1 «Requirements to hardware and
softwarey.
- Annex No. 2 «Means for the delivery of
informationy.
- Annex No. 3 «Procedure for the resolution of
conflict situationsy.
- Annex No. 4 «Information safety
requirementsy.
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Hpunioxenne Nel

Kk CorJiamennio 00 UCIOJIb30BAHUH IJTEKTPOHHOM
CHCTEMBbI THCTAHIMOHHOT0 0AHKOBCKOTO 00CIyKHBAHUS
No oT « » 20 1.

TPEBOBAHMUS K AIIITAPATHO-
MNPOI'PAMMHBIM CPEACTBAM

1. Omneparmmonnas cucrema Windows 7 u
BBIIIIE.

2. Bpaysep Internet Explorer Bepcuu 9.0 unu
Beiie, Chrome, Mozilla, Firefox, Snnexc-
Opay3ep.

3. Hanuuue mnoAKIIIOUEHHOTO CETEBOrO WIIH
JIOKQJIBHOTO TIPUHTEPA.

4. Hanmuuue noakiroyeHud K cetu Internet.

5. IIpm  obmene  wuHbpopmammenr ¢
Oyxrantepckumu cucremamu (nainee — bC)
«1C», «Ilapyc», BOCT-4 u ¢ apyrumu BC, B
KOTOPBIX  €CTh  BO3MOXHOCTb  JKCHOpTa
JIOKYMEHTOB B TEKCTOBBIH ¢dbopmar,
HE0O0XoauMo, 4YTOOBI (opmaT maT W Yucel
UMITOPTUPYEMBIX IOKYMEHTOB COOTBETCTBOBAJ
dopMaTtam Jar W 4YHMCEN, 3aJaBa€MbIX B
PErMOHANIBHBIX HACTPOMKAX ONEPallMOHHON
CUCTEMBI KOMIIBIOTEPA.

Annex No. 1
To the Agreement on the use of an electronic system
for remote banking services

No. dated 20

REQUIREMENTS FOR THE SOFTWARE
AND HARDWARE.

1. Operating system Windows 7 or higher.

2. Browser Internet Explorer 9.0 or higher,
Chrome, Mozilla, Firefox, Yandex browser.

3. Availability of connected network or local
printer.

4. Internet connection.

5. When exchanging information with
accounting systems (ASs) "1C", "Parus",
BEST-4, and with other ASs, in which it is
possible to export documents in text format,
the format of dates and numbers of imported
documents must coincide with the formats of
dates and numbers set in the regional
settings of the computer operating system.
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IIpuinoxenue Ne2

Kk CorJianmeHuo 00 UCIOJIb30BAHUH 3JI€KTPOHHOI
CHCTEeMBbI TUCTAHIHMOHHOI0 0AHKOBCKOI'0
00CIy:KMBAHUA

Ne 20 1.

OT « »

CIHOCOBBI JOCTABKN NTHOOPMALINHN

PaGora OCyIlIeCTBJIsSIeTCS yepe3
NO/IKJII0YEeHHe K CBOeMY IpOBaiiiepy ycJayr
cetn «MIHTEpHETY.

OTKPBITHIN
Ha calrt

HapaMeprl IIOAKJIKOUYCHUS .

TCP opT 443

https://corp.efbank.ru
[TapameTpsl  TOAKIIOYEHUS  MOTYT  OBIThH
N3MCHCHBI U COO6IJ.[CHBI KJ’II/IGHTy B INCBMCHHOM
YBGIIOMJIGHI/II/I 1501051 HaHpaBJIeHBI KJII/IGHTy
MMOoCPCACTBOM CI/ICTGMBI.

Hacrpoiika KiineHToM 1aHHOW TPAHCIIOPTHOM

Annex No. 2

To the Agreement on the use of an electronic
system for remote banking services
dated

No. 20

MEANS OF DELIVERY OF
INFORMATION

Work is carried out through a
connection to your Internet service provider

Connection parameters: open TCP port
443 to website https://corp.efbank.ru

Connection parameters may be changed
and communicated to the Client by a written
notification or sent to the Client via the
System.

The Client shall set this delivery mechanism

CXE€MbI _OCVILECTBJIAETCS HAa padodyeM MecTe

independently at the workstation according

CaAaMOCTOATECJIBbHO COrJIaCHO TPe0OBAHUAM

to the provider’s requirements.

nmposaijaepa.



https://corp.efbank.ru/
https://corp.efbank.ru/
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Ipnnoxenne Ne3

Kk Coramenuio 00 UCMOJIb30BAHUH IJIEKTPOHHOM
CHCTEMbI JUCTAHIMOHHOI0 0AHKOBCKOI0
00cTy:KUBaHUSA

No 20 T

OT « »

MOPSIIOK PA3BEOPA KOH®JIMKTHBIX
CUTYAIIUM

1. O01Me N0JI0KeHH s

1.1. Hwxke npuBeneH nepeueHb KOHMOIUKTHBIX

cuTyauuin 1o IOBOJly  HCIOJHEHUS
DONEeKTPOHHBIX  JOKYMEHTOB  (majmee  —
«/lokyMeHTOBY), paccmMaTpuBaeMbIX

TEXHUYECKOM KOMHUCCHUEM, JCHCTBYIOIIEH B
COOTBETCTBUU c HIOPSIKOM,
npexrycMoTpeHHbIM CoriameHuem:

- JloxymeHnt wucnonHeH, a  KiuwmeHt
yYTBEpKJIaeT, yTo JIOKyMEHT He ITOChUIAN U He
IIOJINCHIBAL;

- Kimenr yrBepkIaer, 4TO OH HaIpaBHII
Joxyment, a JIOKYMEHT HE€ HCIOJIHEH,
npu4em, 1o yreepxkaenuro Knuenra, ot banka
nony4yeHa KButanuus o0 UCIIOTHEHUH;

- KimeHnT yrBepkmaer, 4To OH HaIpaBHII
omvH JIOKyMEHT, a UCIOJHEH JApyrou
JIoKyMeHT;

- JIpyrue KOH(QIMKTHBIE CUTYyallUU.

1.2. Tlpu paspelieHuu CHOPHBIX CHUTyalui
CropoHbl  0043yI0TCS  PYKOBOJCTBOBATHCS
CJIEYIOIIMMHU TPUHIUIIAMU:

- CropoHa-tmiory4arelb 00s13yeTcst
IpU3HaTh IOJUIMHHBIM M JCHCTBUTEIBHBIM
JIoKyMeHT, mnepeaaHHbId €W MOCPEICTBOM
Cucrems! u umetrouuii J11, chopmupoBaHHyIO
Ha Kirouax OII CropoHbI-OTIIpaBUTENS, NPH

YCIOBUM  TOJIOKHUTEIBHOTO  pPE3yjbTara
npoBepkn Ol Ha COOTBETCTBYIOIIMX UM
Kirouax nposepku OII;

- CropoHa-oTHpaBUTEIb o0s3yeTcst

NpU3HATh TIOJUIMHHBIM (MI€PEeJaHHbIM €10
nocpenctBoM CHCTEeMBI) W JIEHCTBUTEIBHBIM
Hokyment, umeronuii D11, chopmMupoBaHHyIO
Ha ee Kimrowax OII, npu ycinoBum
MIOJIOKUTEIBHOIO pe3ysbraTta npoBepku Oll
Ha COOTBETCTBYHOIIMX UM Kirrodax mnpoBepku
oI,

- OTBETCTBEHHOCTh BO3JIaraeTcs Ha
Cropony-oTnpaBuTenst  Npu  MOITYYEHHUH
CTopoHOM-TIOTy4YaTesIeM JI0KHOTO

JoxymenTa ¢ ycnenrHo nojaenannon JI1, Tak

Annex No. 3

To the Agreement on the use of an electronic system
for remote banking services

No.

dated 20

PROCEDURE FOR THE RESOLUTION OF
CONFLICT SITUATIONS

1. General Provisions

1.1. Below is the list of conflict situations
regarding the execution of Electronic
Documents (hereinafter the «Documents),
considered by the technical committee,
acting in compliance to the procedure, as
under the Agreement:

- The document was performed, and the
Client insists that the Document was not sent
and was not signed by the latter;

- The Client asserts that he directed the
Document but the Document was not
performed, however, according to the Client,
Bank provide a confirmation receipt for the
above document;

- The Client asserts, that he sent one
Document, but a different Document was
performed,

- other conflict situations.

1.2. During the resolution of conflict
situations Parties undertake to be guided by
the following principles:

- Receiving  party undertakes to
acknowledge, as authentic and valid, the
Document transferred thereto through the
System and which has an Electronic
Signature, formed on the ES Keys of the
Sending party, subject to the positive result
of the Electronic Signature verification on the
corresponding ES verification Keys;

- Sending party undertakes to
acknowledge as authentic (transferred thereto
through the System) and valid the Document
which has an Electronic Signature, formed
under its ES Keys, subject to the positive
result of the Electronic Signature verification
on the corresponding ES verification Keys;

- the responsibility is borne with the
Sending party in case the Receiving party
receives a false document with successfully
falsified Electronic signature, as in this case
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Kak B 3ToM ciyyae CTOpOHa-OTHpPaBUTEh HE
obecrneunna coxpanHoctb Kiroueit JI1.

1.3. CropoHsl MIPU3HAIOT, 9TO
MareMaTtuyeckue cBoicTBa anroputma Oll
rapaHTUPYIOT  HEBO3MOXXHOCTh  MOJCIKU
3HaueHuss Ol  moObiM  JWIIOM,  HE
oOmamarormM Kirrouom D11

1.4. CTOpOHBI JTOJDKHBI TIPEICTaBUTH
KOMUCCHH CIICYIOIINE MaTepHUaIbl:

— Hocutenu uHpopMmanuu ¢ daittamu,
COJICp’KalllUMH  BBITPY)KEHHbIE U3
CucremMbl  TyTeM  HCTOJIb30BAHUS
¢dbyHkmonana «BeIrpy3ka JaHHBIX IS
MIPOBEPKH TIOIITACH CTIOPHBIN
JIOKYMEHT, a Tak)Ke pacredyaTaHHBIH U3
Cucrempl cropHbiii JIOKyMeHT uiIu
KBuranunio Ha Hero. OnucaHue
MPOLEAYPHl BBITPY3KHA JaHHBIX IS
MPOBEPKU MOANUCU TMPHUBEACHO B
JoxyMeHnTanuu;

— TOJNHUCAaHHBIE  COOCTBEHHOPYUHBIMH
MOANUCSAMU  YHOJTHOMOYEHHBIX  JIUIL
Kimenra u banka opuruHanel AKTOB
npu3Hanuss ~ Ceptudukara  KiIoua
MIPOBEPKHU Ol TUIs oOMeHa
coobmenussMu (1o popme banka);

— Hocurens ¢ Kimroyamu.

1.5. IIpoBepka MOIITUHHOCTH DJIEKTPOHHOTO
JIOKYMEHTA Knuenra OCYILECTBISAETCS
nocpeAacTBoM  mporpammbl  OpenSSL.exe.
Onucanne  mporpaMmbl  HPHUBEACHO B
JOKYMEHTAIlMd Ha O(UIMATBHOM  CaiiTe
pazpaboTunka B CETH «HTEpHETY:
http://openssl.org/docs/.

1.6. TlpoBepka MOATMHHOCTH DIEKTPOHHOTO
JIOKyMEHTa banka OCYIIECTBIISIETCS
MOCPEJICTBOM  MPOTPAMMHOIO  CpEICTBa
«KpuntoAPM», yctaHoBneHHOro B banke.

2. IIpounenypa npoBepKH NONJIHHHOCTH

the Sending party did not assure the security
of the Electronic signature Keys.
1.3. Parties agree that the
mathematical features of the Electronic
signature algorithm, guarantee impossibility
of falsification of the Electronic Signature
value by any person, who does not possess
the ES Key.
1.4. Parties must  present
following materials to the committee:
— data carriers with the files, containing
the disputed Document downloaded
from the System through the use of the
function «Downloading of date for the
verification of the signature», as well
as the Disputed document printed from
the system or the Receipt received for
it. Description of the procedures for the

the

downloading of date for the
verification of the signature is
provided in the Documentation;

— original copies of the Acts of
acknowledgement of the ES
verification key Certificate for

message exchange (according to the
Bank's form) signed with the
handwritten  signatures  of  the
authorized persons of the Client and
the Bank;
— media with the Keys.
1.5. Verification of the authenticity of an
Electronic Document issued by the Client is
conducted through the OpenSSL.exe
application. Description of the application is
shown in the documentation at the official
website of the developer, on the Internet:
http://openssl.org/docs/.
1.6. Verification of the authenticity of an
Electronic Document issued by the Bank is
conducted  through the  CryptoAPM
application installed in the Bank.

2. Procedure for the verification of the

JIeKTPOHHBIX JOKYMEHTOB

2.1. Ina pa3bopa KOH(IUKTHBIX CHUTYaIHi

TCXHHNUYCCKasA KOMHUCCUA BBITIOJIHSACT
CIEAYIOLIUE IECUCTBUA:
— mnpoBepsieT nommMHHOCTE  JIl  mon

BBITPY>KEHHBIM CHOPHBIM J{OKyMEeHTOM
c wucnonb3zoBanueM Kiroua npoBepku

authenticity of the Electronic Documents

2.1. For the resolution of conflict situations

the technical committee performs the

following:

— verification of authenticity of the
Electronic  Signature  on  the

downloaded disputed Document with



http://openssl.org/docs/
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DIl  CTOpOHBI-OTIIPABUTENST JTAHHOTO
JlokymeHTa;

— TpOBEpsIET COOTBETCTBUE SK3EMILIIPOB
AxtoB npusHanus CepTudukara Kiroda
IIPOBEPKHU Ol TUIs oOMeHa
coobmienusmu  (mo  ¢opme banka),
npenocraBieHHblx  CtopoHamu B
coorBerctBun ¢ 1m.1.4. Ilopsanka
pa3bopa KOHQIIMKTHBIX CUTYAIIHIA;

— CBEpSeT  COOTBETCTBHE  KJIHOYEBBIX
nosnei Kiroua nposepku OI1 n3 AkToB
npusHanusi  Ceprudukara  Kimoua

MPOBEPKHU oIl JUISt obmeHa
COOOIICHUSAMHU c pacreqarkoi
npotokoJa nposepku I1I, nonyueHHou
npu MTOMOIIH MpOrpaMMbI
OpenSSL.exe/ IIOCPEICTBOM
IIPOrpaMMHOT0 CpeacTBa
«KpuntoAPM».

2.2. Pe3ynpTaThl  pabOTBl  TEXHUYECKOM
KOMHCCHUHU OTPAXKAIOTCS B aKTe, IMOANKMCAHHOM
BCEMHM WIEHAMM TEXHHUYECKOH KOMHCCHH.
YneHsl TEXHUYECKON KOMHMCCHH, HE COTJIacHBIC
C BBIBOJIaMH OOJIBIIMHCTBA, MOANUCHIBAIOT aKT
C BO3PaXCHUSMH, KOTOPBIA TMpHIAraeTcs K
OCHOBHOMY aKTy.

the use of a ES verification Key of the
Sending party of the given Document;

— verification of conformity of the copies
of the Acts of acknowledgement of the
ES verification key Certificate for
message exchange (according to the
Bank's form) provided by the Parties as
per p. 1.4 of the Procedure for the
Resolution of Conflict Situations;

— reconciliation of the key fields of the
ES verification Key from the Acts of
acknowledgement of the ES
verification key Certificate for
message exchange with the printed out
ES verification protocol  from
OpenSSL.exe/CryptoAPM.

2.2. Results of the measures undertaken by
the technical committee are documented in
the report, signed by all the members of the
committee. Members of the technical
committee, who disagree with the
conclusions made by the majority, sign a
report of objection, which is annexed to the
main report.
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Ipuno:xenne Ned

Kk CorJianieHuI0 06 UCMOJIb30BAHIH 3JIeKTPOHHOI
CHCTEMbI JUCTAHIUOHHOT0 6AHKOBCKOTO
00cTy:KUBaHUS

No 20 1.

OoT « »

TPEBOBAHUS IO UHOOPMAIIMOHHOMN
BE3OIIACHOCTHA

Jns MHUHHMMU3aLUH PHUCKOB
HECaHKLMOHUpPOBaHHOro jocryna Kk Cuerawm,
cuetry mno Bkiany (memosuty) Kimenrta co
CTOPOHBI 3JIOYMBIIIJIEHHUKOB U KOMIIPOMETALIUN
KIJIF0YeBO uHQpopmaiuu, baHk HacTosTENbHO
npocuT KinneHToB co0mtoaarh ciaeayrone Mephl
nH(pOpMaITMOHHOM 0€30MMacCHOCTH:

e Brimenuts KOMOBIOTEp, KOTOpBI HE Oyner
HCII0JIb30BaThCS B UHBIX 1IEJISIX, KPOME KaK JJIsi
pabotel B CHucTeme; HE OCYIIECTBIIATh, a MPH
HaJM4uu TEXHUYECKOMN BO3MOKHOCTH,
3aMpeTUTh BBIXOJ B ceTh «IHTEpHET» C ATOrO
KOMIIbIOTEpAa  HAa  MHBIE  ajgpeca, 3a
UCKJIIOUEHUEM aJIpecoB cepBepoB baHka.
OrpaHvunTh WM TOJHOCTBIO 3ANPETUTH
yAaJeHHBIA  JOCTYIl K  BBIJIEICHHOMY
KOMIIBIOTEPY €  JAPYTUX  KOMIIBIOTEPOB
JIOKaJIbHOUM cetu. He ncnonb3oBaTh cpeacTaa
yIaJI€HHOTO aIMUHUCTPHUPOBAHUS Ha
BbIIEJIECHHOM KommbioTepe. Ilpu Hamuuum
TEXHUYECKUX CPEICTB, IIOMECTUTH
BBbIJIEJICHHBIH KOMIIBIOTEP B OTAEIBHYIO CETb,
KOHTPOJIMPYEMYIO MEXCETEBBIM OJKPAaHOM H
CHUCTeMaMU OOHapy>KEHUs aTak.

3aMEHUTh  BC€  CTaHJApTHBIE  MApOJIH,
3alaHHble Tpu ycraHoBke CuHcTeMbl, Ha
YHUKaJbHbIE COOCTBEHHBIE, MPOU3BOJIUTH
MEPUOJNYECKYI0 CMEHYy Mapojiell (He pexe
OJTHOT'O pa3a B TPU MECSALA).

Hcnonp3oBaTh Ha  TMOCTOSIHHOM  OCHOBE
aHTHBHUPYCHOE MPOrpaMMHOE oOecrieyeHue ¢
MocieJHeH akTyalbHOM Bepcuel 6a3.
PerynspHo (He pexe OIHOTO pas3a B HEJAENIO)
BBINIOJIHATh AHTHBUPYCHYIO IPOBEPKY IS
CBOEBPEMEHHOT0 OOHAPY>KEHHSI BPEIOHOCHBIX

MIPOrpaMM.
Hcnonp3oBath Ha KOMIIBIOTEPE
UCKITIOYUTENIbHO JMLIEH3UOHHOE

porpaMMHoOe obecrieueHue.

PerymsipHo (He peske 0HOTO pa3a B MeCsI] HIIH
no Qakry myOJIMKanWM) YCTaHABIMBATh
OOHOBJICHUSI OTIEPALIMOHHON CHCTEMBI.

Annex No. 4

To the Agreement on the use of an electronic
system for remote banking services

No.

dated 20

INFORMATION SAFETY
REQUIREMENTS

In order to minimize the risks of
unauthorized access to the Client’s
Accounts by law violators and the
compromise of key data, the Bank strongly
recommends its Clients to comply with the

following information safety measures:

e To choose a computer that shall be used
solely for the purpose of working with
the System; not to access the Internet
from such a computer and, if possible, to
prevent all Internet connection from such
a computer, except for the connection
with the Bank services.

To limit or prohibit remote access to
such a computer from all other
computers of the local network. Not to
use remote administration tools on such
a computer. Technical assets permitting,
to create a specified network controlled
by a network firewall and an intrusion
detection system for such a computer.

To replace all default passwords set out
at the moment of System installation
with unique passwords; to change
passwords regularly (not less than once
in three months);

To constantly use anti-virus software
with the latest versions of databases;

To carry out anti-virus checks on a
regular basis (not less than once a week)
in order to timely detect malicious
software;
To use only licensed software on the
computer;

To update the operating system regularly
(not less than once a month or upon
launching);
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[IpoBeputs rpynny «AIMUHHCTPATOPBI» Ha
BBIJICJICHHOM KOMIIBIOTEPE, UCKIIOYUTh BCEX
PSAIOBBIX MOJIB30BATENEH U3 3TOM IPYIIIbL, HE
pabotaromux ¢ CUCTEMOH.

[Ipy HanMMuuM TEXHUYECKOM BO3MOXKHOCTH,
Ui ToJdb30BaTenied,  padoTalommx
Cucremoii, co3naTh OTAEIBHYIO TPYIIOBYIO
MOJINTUKY, Pa3pellalollyl0 3alycK TOJIBKO
OTIpeICTICHHBIX MPUIOKEHHIH.

Jns nocryna k cepepam banka ncmnosap30BaTh
TOJIBKO 3aBeJOMO H3BecTHhle Bam anpeca
HMHTEpHET cepBepoB banka.

B caywae  oTCyTCTBUSL  BO3MOKHOCTH
MTOAKITIOUCHUS K cepBepy banka
He3aMeUIUTEIHHO co00maTs 00 3ToM baHky.
Xpaauth B Oe3omacHoM Mmecte (B ceride) u
HUKOMY He TepeiaBath Hocutenu ¢ Kitouamu
3JIEKTPOHHOM noAnucyu u Kirouamu nmpoBepku
IJeKTpoHHOUW moanucu (namee — Kirouwm),
obecrieyB K  HHM  JIOCTYI  TOJBKO
YIOJTHOMOYEHHBIX JIHII.

Hukorna He ocCylecTBisSTh KOMMPOBAHHE
Kiroueli Ha JIOKaJbHBIM JKECTKUH JOUCK
KOMITIBIOTEpa, Jake C TMOCIEIYIOIIUM €ro
yAQJICHUEM.

PerynspHo (He pexe OJHOTO paza B MECSIl)
MPOBEPSITh  IEJIOCTHOCTh  HOCHUTENEH ¢
Kitouamu, mpoBoas MpoBepKy HaIWYHs Ha
HUX (ailyIoB 3JIEKTPOHHON MOAIHKCH.
CBoeBpeMEeHHO (B COOTBETCTBUU C YCIOBUSIMU
Cornamenus) npoBoauth [lmaHoByro cmeHy
Kiroueii.

He ocraBasate HocuTenun c¢ Kirouamm 0e3
MPUCMOTPA, TOJKIIOYATh UX K KOMITBIOTEPY
TOIKO HAa  BpeMsl  HCIONb30BAHHUSI W
HE3aMEJUINTEILHO HX  OTKIIOYATh IIOCIIE
mpoBeJieHUsT OaHKOBCKUX omepauuid. [lpu
octaBieHnN pabouero mecta Cucremsl 6e3
MPUCMOTPa Bceraa OJIOKUPOBATh DKpaH C
MOCJIENYIONMM BBOJAOM TApois JUIsl  €ro
Pa30IOKHPOBKH.

[Ipon3BoauT, HE3aMEIUTENBHYIO 3aMEHY
Kitouelt B cnyyae MX KOMIPOMETAIMH WM
MOJ03PEHUH Ha KOMITPOMETAITHIO.
CBOEBpEMEHHO yCTaHaBIUBATh
ooHoBieHNsS CHCTEMBI.

He ycranaBnuBaTh OOHOBIEHUS, a TaKXKe HE
OTKPBIBATh CCHIJIKH B TIOUYTOBBIX COOOIICHUSIX,
MOJIyYeHHBIX ~ OT UWMeHM baHka 1o
AJICKTPOHHOW  TIOYTe;  TOJYyYHUB  TaKoe

BCC

To check the Administrator’s group on
the selected computer and to remove all
users that do not operate the System;

Technical assets permitting, develop a
separate group policy for the users
working with the System and allow the
use of specific applications only.

To use only known Internet addresses of
Bank servers to access them.

To inform the Bank immediately, in case
Bank servers are unavailable.

To store carriers with Electronic
signature keys and Electronic signature
verification Keys (hereinafter — the
Keys) in a safe place (a vault), never to
transfer them to third parties, to limit
access to them only to authorized
persons;

Never to copy Keys on the local hard
drive of the computer, even in case the
copies are deleted immediately;

To check the integrity carriers with the
Keys and the presence of digital
signature files on them on a regular basis
(not less than once a month);

Timely (according to the terms and
conditions of the Agreement) perform
the Planned change of Keys;

Not to leave the media with the Keys
unattended; to connect them to the
computer only for the time of use and
immediately  disconnect after the
completion of banking operations. In
case a work place with the System is left
unattended, to block the screen and to
use a password for its further unlocking;

e To immediately replace Keys in case of

their actual or alleged compromise;

e Timely update the System;

Not to install updates and not to open
links received in the e-mail from the
Bank; to inform the Bank about
receiving any such e-mails;
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coOoOIIIeHNEe, HEe3aMeUINTENILHO Cco00IaTh 00
9TOM baHKy.

ExenHeBHO, B T€YEHUE ONEPALIMOHHOIO JHS
Bauka u 1o oxonuanumum PabGouero mmsd,
OCYHIECTBJIATh JONOJHUTENIbHBIA BXOJI B
Cucremy Juisi KOHTPOJIS TIEPEUHS UCXOMISIINX
JOKYMEHTOB 3a TeKymui JeHb. [lpu
OOHaPYKEHHUH TIOJJO3PUTEITHHBIX JOKYMEHTOB,
He3aMeUINTeIbHO oOpaiatscs B baHk.

B cnydae nono3penuii Ha 3aMeiiieHUuE paboTh
KOMIIbIOTEpA OTKJIFOYUTh KOMIIBIOTED
(Gu3MUecKn OT JIOKAIBHOM CEeTH U CeTH
«HTepHeT» U OOpaTUTBCA K CHCTEMHOMY

aAMUHUCTPATOPY c npocbOoi 0
HE00XO0IMMOCTH MIPOBE/ICHUS TIOJTHOM
QHTUBUPYCHOM TIIPOBEPKH CKAaHUPOBAHUEM

BceXx (haiyIoB M aMATH KOMIIbIOTEpA.
B cnyuae, ecau MHUMIEHT UHPOPMALIMOHHON
0€30I1aCHOCTH BCE K€ IPOU30ILIEN, HU B KOEM

Clly4ya€ He€ BBIKIIOYAaTh KOMIIBIOTEp, a
OTKJIIOYUTh €ro (U3MYECKH TOJBKO OT
JOoKanpHOM cetm U cetn  «MHTEepHET»,

HEe3aMEeUTUTEIIbHO OOPATUTHCS K CUCTEMHOMY
aJIMHHHUCTPATOPY U COOOIUTH 00 WHITUICHTE
B baHk s mpoBeneHHs ONEPaTHBHOIO
paCCJ'IC)IOBaHI/ISI nu HpI/IHSITI/Iﬂ H€06XOI[I/IMI)IX
Mep [Tt cOopa 0Ka3aTenbCTB.

B ciiydae BBISBJICHUSA Knuentom
MOMO3pUTENbHBIX —omepanuii B Cucreme
He3aMeINTEIHLHO co00mars 00 3ToM B baHk.

To access the System additionally in
order to check the list of the documents
for the current day in a daily basis during
a banking day and at its end. In case of
detection of any suspicious documents,
to inform the Bank immediately;

In case of suspicious delays in the
computer’s operations, to physically
disconnect the computer from the local
network and the Internet and to request
complete anti-virus scanning of all files
and computer memory from the system
administrator;

In case of a breach of information
security, never to turn the computer off,
but to disconnect it physically from the
local network and the Internet, to address
the system administrator immediately
and to inform the Bank about the
incident in order to carry out on-the-spot
investigation and take measures to
collect evidence.

In case the Client detects suspicious
operations with the System, he should
immediately inform the Bank about it.




