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COTJJAINIEHUNE
00 HCIOJIL30BAHNH 3JIEKTPOHHOI CHCTEMBbI
JUCTAHIIMOHHOI0 0AHKOBCKOI'0
00CTy:KNBaAHU S

Hacrosmee Cornamienre 00 HCIIOJIb30BAHUM

JIEKTPOHHON CHCTEMBI JUCTAHIIIOHHOTO
0aHKOBCKOTO o0cTy)KUBaHUS (manee —
Cornamenue) ABJISIETCS JIOTOBOPOM
IPUCOEANHEHNUS B COOTBETCTBUM CO CT.428

I'paxxnanckoro koaekca Poccuiickoit deneparuu,

M 3aKJII0YaeTcsl B TMOPSAJKE, YCTAaHOBJICHHOM
gactosamuM CorJialeHueM.
TepMuHbBI M onIpeneJeHUs
B  nacrosmuem  CornameHun — ciaeAyroliue

OMnpeacICHrUA UMCIOT CIICAYIONICC 3HAYCHUC.

ba3a pmamnbix — 0a3a paHHbRIX banka Poccun o
ClIy4asix U NOMNBITKaX OCYIIECTBJICHUS MEPEBOJIOB
JICHE)KHBIX CPEJICTB 0€3 JOOPOBOJILHOTO COTJIACHS
KJIMCHTA, KOTOpast COJIEPIKUT CBEJICHUS,
oTHocsimuecs k  Kmmenty wu  (wim)  ero
3JIEKTPOHHOMY CPEJICTBY IIaTeXa, B TOM YHCIIE

CBEIICHUS benepanbHOrO oprasa
UCTIOJHUTEJIBHOW BIIAacTH B cepe BHYTPEHHHUX
Iem O  COBEPIIEHHBIX  IMPOTHBOIPABHBIX
NEeUCTBUSX, IOJlydaeéMble B COOTBETCTBUU C

3aKoHoarenbcTBOM Pocculickoit denepanu.

Bank — AKIIMOHEPHBII KOMMEPYECKUI
BAHK «EBPOOHMHAHC MOCHAPBEAHK»
(akmmoHEpHOE 00111eCTBO) (momHOE
HaumenoBanue), AO AKb «EBPOOHUHAHC
MOCHAPBAHK» (cokpareHHOE
HauMeHoBaHue), aapec: 121099, r. Mocksa, yi.
Hogeiit Apbar, 1.29, opunmanbHelil caiiT B cetu
«utepreT»: www.evrofinance.ru, rexnepanbHas
JUTIEH3MS Ha MPOBeJeHNE OAHKOBCKHUX OTIEPAIIHA
Ne2402, Beimannas bankom Poccun 23.07.2015.

Baapenen ceprupukara kiaw4a nposepku 11
— Knuent, kotopomy Beinan CepTudukar kiroya
npoBepku Ol B cOOTBETCTBHM € TpeOOBaHUAMHU
JIEUCTBYIOIIETO 3aKOHOJAaTeNbcTBa Poccuiickoit
®denepauuu.

JlokymMeHTalus — Bce pyKOBOJICTBA, UHCTPYKIIUH,
TEXHUYECKHUE OMMCAHUS U Apyrasi JOKyMEHTalHus,

AGREEMENT
on the use of an electronic system for
remote banking services

This Agreement on the use of an electronic
system for remote banking services (the
Agreement) is a joinder agreement as per
Article 428 of the Civil Code of the Russian
Federation and is entered into in accordance
with the procedure established hereby.

Terms and definitions

In this Agreement, the following definitions
shall have the following meanings.

Database — database of the Bank of Russia with
cases and attempts of money transfers without
the voluntary consent of the Client which
contains the data related to the Client and/or
their electronic payment instrument, including
data of the federal executive body in the area of
internal affairs on commited unlawful actions
obtained in accordance with the legislation of
the Russian Federation.

Bank — Evrofinance Mosnarbank, address: 29
Novy Arbat Street, Moscow, 121099, official
website in the Internet: www.evrofinance.ru,
general license for banking transactions No.
2402 issued by the Bank of Russia on
07.23.2015.

ES verification key certificate Holder — a
Client to whom has issued an ES verification
key Certificate in accordance with requirements
established by the current legislation of the
Russian Federation.

Documentation — all the manuals, instructions,
functional descriptions and other



http://www.evrofinance.ru/

kacaromiasicsi CUCTEMBbI, KOTOPBIE pa3MEIIat0TCs
bankoM B 37eKTpOHHOM BHJIE Ha O(UIHMATHHOM
caiire banka B ceru «lUHTepHeT» 1O aapecy
www.evrofinance.ru.

Jorosop 06 ucnoab3zoBanuu AbO — norosop 06
UCII0JIb30BaHUU AJIIEKTPOHHOMU CUCTEMBI
JTUCTAHIIMOHHOTO OAHKOBCKOTO OOCITY)KMBaHUS
(mo ¢opme banka), 3aKIIOUEHHBIH MEXIY
Knuentom u baHkoMm, ¢ TOMONIBIO KOTOPOTO
Knuent npucoenunsiercst k CoriameHuro B eJIoM
B COOTBETCTBHUU CO CTaThel cT.428 ['paxkaHckoro
kojekca Poccuiickoit ®deneparnuu. 3akitoueHue
Jlorosopa 00 HCIIOJIb30BAaHUH JABO
OCYIIECTBIISIETCS B TIOPSAKE, YCTAaHOBJICHHOM
CornamieHuem.

KBuTaHums — 5SJIEKTpOHHOE COOOIIeHue o
npueMe OJIEKTPOHHOTo JoKymMeHTa CTOpOHBI-
otpasurens CTOpOHOR-TIoJIyyaTeIeM UM CMEHE
craryca JokymeHTa CTOpOHOM-IoydyaTeneM B
nporecce o0pabotku. [lomydeHne KBUTaHIUHM B
Cucreme Bneder 3a co00Oi CMeHy craTyca
nokymenTta B Cucreme CTOPOHBI-OTIIPABUTENS.

KumenT — ropuandeckoe MO, 3aKJIIOYUBIIEE C
bankom CornamnieHue MmyreM MNPUCOECTUHEHUS
HEMY.

=~

Kmroun (Kommiaexkr Karoueit) — Kmrou OI1 u
cooTBeTcTBYOmUi emy Kitou nmposepku OI1.

Kiarou snexrponnoii moanucu (Kmrou DII) —
YHUKaJIbHAs  TOCIEJ0BATEIbHOCTh  CHUMBOJIOB,
npeJHa3HayYeHHasl JJs CO3/aHus 3JIEKTPOHHOU
MOJTMKCH.

Kiou mnpoBepkH 3J1eKTPOHHOH  NOANKMCH
(Kimrou mposepku  JII) -  yHuKanbHad
[IOCJIEIOBATEIbHOCT  CUMBOJIOB,  OJHO3HAa4HO

CBSI3aHHAS C KIIOUOM JJICKTPOHHOW TOMANHUCH U
npeJHa3HayeHHass JUisl MPOBEPKH IMOJIMHHOCTU
anekTpoHHo noanucu. Cpok nerictBus Kimroua
npoepku OII cocraBnser 36 MecsleB C AaThl

dbopmupoBaHUs 3ampoca Ha CO3/IaHUE
Ceprudukara xmroua nposepku I11.
KomoBoe c1oBO —  mocienoBareiabHOCTh

CHMBOJIOB, U3BecTHas Toybko Knuenty m baHky,
ucronb3yemas 1 uaeHTudukanuu Knvenra npu
tene@oHHOM pasroBope ¢ KimeHToM B 1emsx

documentation, relating to the System, which
are placed by the Bank in electronic format at
the Bank’s website www.evrofinance.ru.

Contract on the Use of RBS — a contract on
the use of an electronic system for remote
banking services (in the Bank’s format)
between the Client and the Bank, whereby the
Client joins the Agreement as a whole in
accordance with Article 428 of the Civil Code
of the Russian Federation. The Contract on the
Use of RBS shall be entered into in accordance
with the procedure established hereby.

Receipt confirmation — an electronic message
on the reception of the Electronic Document
sent by the Sending party and received by the
Receiving party or the change of the document
status by the Receiving party during
processing. Reception of the receipt
confirmation in the System entails a change in
the document status in the System of the
Sending party.

Client — a legal entity that has entered into the
Agreement with the Bank by joining it.

Keys (Set of Keys) — ES Key and
corresponding ES verification Key.

Electronic signature key (ES Key) — a unique
sequence of symbols designed to create the
Electronic Signature.

Electronic signature verification Key (ES
verification Key) — a unique sequence of
symbols uniquely linked to the Electronic
Signature Key and designed to verify the
authenticity of the Electronic Signature. The
validity of the ES verification Key is 36 months
counted from the date of the request for
creation of the ES verification keys Certificate.

Code word — a symbol sequence known only
to the Client and the Bank, used to identify the
Client during a telephone conversation with the
Client in order to confirm/not confirm the
resumption of a transaction with signs of
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HOATBEPKICHUS/HETIOATBEPKACHUS

BO300HOBJICHUS HCIIOJIHEHUS oleparuy,
COOTBETCTBYIOIICH IPU3HAKAM OCYIIECTBICHUS
HepeBoJia ICHEKHBIX CPEACTB 6€3 100pOBOIBHOIO
cornmacuss Kimenra. KogoBoe cioBo Moxker
UCIIOJIBb30BaThCsl MHOrokpatHo. Komosoe cioBo
ykasbiBaetcs B JloroBope 06 ucnons3oBanuu J[bO

U MOXET ObITh H3MEHEHO B  IOpsJKe,
npeaycMoTpeHHOM CornameHueM.
Komnpomeranuss Kiroue — BO3HUKHOBEHHE

MOJO3PEHUI B TOM, YTO MCHOJIb3yeMble Kitroum
JNOCTYIIHBI ~ JIUIIaM, HE MMEIOIMM Ha TO
nonHomounii. K coOpITHsAM, BIEKyIIUM 3a cOOOM
Kommnpomeranuto Kntoueld, oTHOCATCS, BKIIKOYas,
HO, HE OTPAHUYHUBASICH, CIEAYIOLINE COOBITHS:

- yrpara Hocutenen ¢ Kirouamu;

- yrpaTa Hocutelnen ¢ Kirouamu ¢ nocnenyrommm
0OHapyXEHHEM;

- 10CTyI MMOCTOPOHHUX JINII (He
VYnonHoMoueHHbIX npenactaButeneil Knmenra) k
Kmrouam, ucnons3oBanne Kirouel 6e3 coriacus
Knnenra;

- Ipyrue coObITUS, KOTOPbIE, 10 MHEHHIO CTOPOH,
CBUJICTEIILCTBYIOT O HAJIWYUU BO3MOXKHOCTH
HecaHKkmoOHMpPOBaHHOTO JOCTYIA TPETHUX JIMI] K
Knrouam.

Kondunenunanonass undopmauusa — mobdas
uHpopMmanusa (cBeaeHus), KoTopoil CTOpOHBI
OOMEHHMBAIOTCS B COOTBETCTBHM C HACTOSIIAM
CornameHueM, M KOTOpass HOCHUT YaCTHBIMH,
HenyOJIMYHBIM U KOH(UIEHIINAIbHBIN XapakTep U
UMEeT JIeHCTBUTENbHYI0 WM MOTEHIHAIbHYIO
[IEHHOCTh B CHJIy €€ HEM3BECTHOCTH TPEThUM
JUIIAM.

HexBaiuduuuposannasn (ycniieHHas )
JJICKTPOHHAA IMOANMUCH — JJICKTPOHHAA IMOAINNCH,

KOTOpas:
- IOJIy4eHa B pe3yibTaTe KPUNTOTPa(UIEcKOro
npeoOpa3oBaHuUs uHpopManuu c

ncnonb3oBanneM Kiroua OI1;

- IO3BOJISIET ONPENEIUTh JIUIO, MOANUCABIIEE
ODIIEKTPOHHBIN TOKYMEHT;

- MO3BOJISIET ~ OOHApYXUTh  (aKT  BHECEHUs
W3MEHEHUN B OJEKTPOHHBIM JTOKYMEHT IOCIe
MOMEHTA €r0 IOAMNUCAHHUS;

- co3/laeTCI C  HCHOJb30BAaHHUEM
AJIEKTPOHHOU ITOAIIMCH.

Cpencts

HecaHKIMOHUPOBAHHBIH JOCTYN — JOCTYIl K
Cucreme (B TOM 4mcle, K OJICKTPOHHBIM

money transfer without the voluntary consent
of the Client. The Code Word may be used
more than once. The Code Word shall be
specified in the Contract on the Use of RBS and
may be changed in the procedure established by
the Agreement.

Key Compromise — suspicions that the used
Keys are accessible to unauthorized third
parties. Events entailing the Key Compromise
include, but not limited to the following:

- loss of media with the Keys;

- loss of medias with the Keys with their
subsequent finding;

- access by third parties (other than the
Authorized Representatives of the Client) to
the Keys, use of the Keys without consent of
the Client;

- other events, which according to the
Parties evidence the possibility of
Unauthorized Access of third parties to the
Keys.

Confidential information — any information
(data), which the Parties exchange in
compliance to the present Agreement and
which bears a private, non-public and
confidential nature and has actual or potential
value due to its obscurity to third parties.

Unqualified (enhanced) electronic signature
— electronic signature, which:

-has been received as a result of a
cryptographic transformation of information
with use of the ES Key;

- allows to identify a person which has signed
the Electronic Document;

- allows to discover the introduction of
amendments into the Electronic Document;

- is created using the Electronic Signature
means.

Unauthorized Access — access to the System
(including Electronic Documents), its use by




JIOKyYMEHTaM), €€ HCIOJIb30BaHUE JHIaMHU, HE
MMEIOIIMMH Ha TO IOJIHOMOYHH.

IlnanoBas cmena Kowueit — co3nanue
VYnonHoMoueHHBIM —mpexactaButenem  Kimenra
HOBbIX Kilroueil, KOTOpoe OCYIIECTBISETCS [0
UCTEYEHUsI CpOKa JEUCTBUA  JEHCTBYIOLIETO
Kitroua nposepxu OI1.

IIposepka DIl DJJIeKTPOHHOIO JOKyYMEHTa —
IIPOBEpKA COOTHOILIEHHUSI, CBS3bIBAIOLLEIO XOIII-
¢yHkuuioo OneKTpoHHOro JokymeHTa, OIl u
Kiroua nipoepku D11 moanucasmiero aboHEHTA.
Ecin Takas nmnpoBepka, INpPOMU3BEICHHAas C
HCII0JIb30BaHUEM Cpencts AIIEKTPOHHOMN
MOJAMKCH, JACT TOJOXKUTEIBHBIM Pe3yNbTar, TO
OIl mpu3HaeTcs NpaBUIIBHOM, a caM DJIEKTPOHHBIN
JOKYMEHT — TMOJJIMHHBIM, 0€3 HCKa)XEHUH, B
INPOTUBHOM Ciy4yae OJEKTPOHHBIA JIOKYMEHT
curTaeTcd omubouyneiM, a OIl mox HuUM —
HeNeHUCTBUTEILHON.

Paboumii pgeHnr — 7cHb, HE SBJISIOIIHICA
HEpabouuM  JTHEM  COTJIaCHO  CJEAYIOIIEeMY
onpeneneHuto. HepabGounmmu IHSIMH CUHTAIOTCA
cy000TBI M BOCKpeceHbsl (BBIXOJHBIE [IHH), 3a
UCKIIFOUEHHEM OOBSBICHHBIX PaOOYMMU THSMU B
YCTaHOBJIEHHOM 3aKOHOJATEIBCTBOM Poccuiickon
Odenepan  TOpANIKE, a Takke Hepabouue
Npa3JHUYHbIE JHU, YCTaHOBJIEHHbIE TpynoBbIM
KoziekcoM Poccuiickoii denepanuu, U T€ AHU, HA
KOTOpblE B  CHJIIy HOPM  JCHCTBYIOLIETO
3akoHomarenscTBa  Poccuiickoit  ®enepanuu
MEPEHOCSTCS BBIXOAHBIE THU.

Ceprupuxar xkawuya mnposepkun Il -
JNIEKTPOHHBIA JOKYMEHT WM JOKYMEHT Ha
OyMa)kHOM HOCHUTeNe, BBIJaHHbIM bankom wu
MNOJATBEPXKJAIOMMI  npuHauiexkHoCcTh  Kimroua
npoBepku DIl Brnanenbny ceprudukara kiroua
nposepku OII.

Cucrema — KopropaTuBHas HHQOpPMAIMOHHAs
cucTema JTUCTAHITUOHHOTO 0aHKOBCKOTO
00CITy’)KUBaHUS, OpraHW3oBaHHas  baHKOM,
MPEJICTaBIISIIOIIAs CO00M KOMILIEKC POrpaMMHO-
TEXHHYECKUX CPEJICTB M  OpraHW3aI[MOHHBIX
MEPONPHUSITHIA 1711 CO3TAHMUS, 3AIUTHI, IEPEIAYU U
00paboTKM  DJEKTPOHHBIX  JOKYMEHTOB €
ucnons3oBanueM ceru «HTepHeT». CHcreMa
UCIIONIB3YETCSl  KaK  DJIGKTPOHHOE  CPEACTBO
iarexa u obecrieunBaeT co3manue Komruiekra
Kmrouelt, co3zgmanue OIl B DiuekTpoHHOM

the persons who do not have the authorization
to do so.

Planned change of Keys — generation of new
Keys by the Client’s  Authorized
Representative before the expiry of the current
ES verification Key.

Check of the Electronic Signature of an
Electronic Document — check of the
interrelation between the Electronic Document
connecting the hash function, Electronic
Signature and an ES verification Key of the
signing subscriber. If such check, conducted
with using the Electronic Signature means,
provides a positive result, then the Electronic
Signature is acknowledged as correct, and the
Electronic Document is found authentic,
without distortions, otherwise the Electronic
Document is found faulty, and the Electronic
Signature thereto as invalid.

Business day — a day which is not a non-
business day according to the following
definition. As non-business days are
considered Saturdays and Sundays (weekends)
with the exception of the days declared as
Business days in accordance with the
procedure established by the legislation of the
Russian Federation, as well as public holidays
established by the Labour Code and the days to
which non-working days are transfered due to
provisions of the current legislation of the
Russian Federation.

ES verification key Certificate —an electronic
or paper document issued by the Bank, which
confirms the belonging of the ES verification
Key to the ES verification key certificates
Holder.

System — a corporate IT system for remote
banking services established by the Bank,
which is a set of software and hardware and
organizational ~measures for generating,
protecting, transmitting, and processing
Electronic Documents using the Internet. The
System is used as electronic means of payment
and provides the generation of Set of Keys, ES
generation in an Electronic Document,
confirmation of the ES authenticity in the
Electronic Document.




JIOKYMEHTE, oATBepxkAeHUEe noanuHHocTH Ol B
DIIEKTPOHHOM JIOKYMEHTE.

CBII — cepBuc OBICTPBIX IJIATEKEH IIATEKHOU
cucrembl banka Poccun.

CpencrBa 00padoTku ]| XpaHeHusl
HHpopManMu —  [pOrpaMMHO-annapaTHbIC
cpencTBa, TpeOOBaHUSI K KOTOPHIM MPHUBEICHBI B
[Ipunoxenun Nel k Cornamienuto.

CpeacrBa 3yexkTponHoii moanucu (CpencrBa
3amUThl  MHpOpMAaUMU) — MHUPPOBATBHBIE
(kpunTorpaduueckue) CpeacTBa, HCIOJIb3yeMble
JUISL peanu3alui XOoTs Obl OJIHOM U3 CIEeNYIOIINX
¢yukuuit — cozmanume OlIl, mnposepka OlIl,
co3nanue Kiroua OI1 u Kiiroua nposepku OI1. [
co3manuss u npoBepku I, co3zmanus Kiroueit
KnuentoMm wucnonb3yroTcst Kpunrtorpaduueckue
cpeactBa 3amuThl uHpopMamuu «OpenSSLy,
bankoMm wucnone3yroTcs  cepTHU(UIMPOBAHHBIC
Kpunrorpaduyeckue CpeacTBa 3alUTHI
unpopmanuu «Kpunrollpoy.

Cropona (Croponsl) — bank n/unmu KnueHr.

Cuer — cuer, oTkpbIThIi bankom Kimenty Ha
MOMEHT 3aKIr4eHHs Hacrosmero CornameHus
WIM cyeTa, KOTOpble OyayT OTKpbITHl baHkoMm
Knuenty B OyagymiemM, Ha  OCHOBAaHUU
COOTBETCTBYIOIIUX  JIOTOBOPOB  OaHKOBCKOI'O
cueta (manee — «ABC»), 3aKIIOUEHHBIX MEXITY
Croponamu.

Tapudmnl — pasmeps! Bo3HarpaxaeHus banka 3a
OKa3biBaeMble 1O HacTosueMmy CoriameHuto
pabotrel u ycnyru. Tapudbl ycTaHABIMBAIOTCS
bankom. JleiicTByronme Ha MOMEHT 3aKIIOUYECHHS
Hacrosimiero Cormnamenus Tapudbl JOBOAATCS 10
cBeqieHus KnrenTa npu 3akit0U€HUH HACTOSIIETO
CornanieHus, a Takke 1Mo MepBoMy TpeOOBaHUIO
Knuenta. Tapudst MmoryT 06T n3MeHeHBI bBankoM
B OJIHOCTOPDOHHEM MopsAnke, o dYem baHk
yBenpomisieT KimuenTa He mo3iHee, 4em 3a 5 (TISITh)
Pabounx gueii banka qo gaTel BBoJa B AEHCTBHE
U3MEHEHUH IMyTeM pa3MelleHus HHPOpMAIH B
omepanioHHOM 3ajie baHka, Ha oduIaTEHOM
caiitre banka B cetn «MIHTEpHETY, @ TAKXKE IIyTEM
nepeaadr yKa3aHHOW WH(OpMaIUu MoCpeICTBOM
CHCTEMBI.

Yno/iHoMo4eHHBIH npeacTaBuTe]b Kanenra —
¢u3uyeckoe JMIO, yKazaHHoe B JIaHHBIX O

FPS — faster payments service launched by the
Bank of Russia’s payment system.

Products designed for processing and
storage of information - software and
hardware, requirements for which are shown in
Annex No. 1 to the Agreement.

Electronic signature means (Information
Security Products) — cryptographic (coding)
means or tools used to perform at least one of
the following functions: creation of the
Electronic Signature, verification of the same,
creation of the Electronic Signature’s Key and
Electronic Signature verification Key. To
create and verify the Electronic Signature and
to create Keys the Client uses cryptographic
tools for protection of information
«OpenSSLy, the Bank in its turn uses certified
cryptographic tools CryptoPro for protection of
information.

Party (Parties) — Bank and/or Client.

Account — the account opened by the Bank for
the Client at the time of the conclusion of the
present Agreement or accounts which will be
opened by the Bank for the Client in the future,
based on the corresponding bank account
agreements (hereinafter referred to as “BAA”),
concluded between the Parties.

Tariffs — amount of remuneration of the Bank
for the works and services rendered under the
present Agreement. Tariffs are set by the Bank.
Tariffs, that are valid at the time of entering into
the present Agreement, are brought to the
attention of the Client when entering into the
present Agreement, as well as at the first
request of the Client. Tariffs may be changed
by the Bank in a unilateral manner, about which
the Bank informs the Client no later than 5
(five) Business days of the Bank before the date
of commissioning the changes through posting
the information in the operating area of the
Bank, on the official web-site of the Bank in the
Internet, as well as through the transfer of the
said information through the System.

Authorized Representative of the Client —an
individual specified in the Information about




Brnanensue ceprudukara kmova nposepku Ol
HajeneHHoe KimeHToM mnpaBoM TNOANUCAHMS
DIIEKTPOHHBIX JIOKYMEHTOB OI1 IS
nocieayrouen nepeaadn nocpeactsoMm CHCTEMBI
w/wm Bxoga B Cucremy, co3mgaHusi JTHOOBIX
OJIEKTPOHHBIX  JIOKYMEHTOB,  YCTaHOBJICHUS
3allMILEHHOT0 coeIMHEeHUs ¢ bankom Ji1st mpuema
U OTIPABKHU JIOOBIX DJEKTPOHHBIX JOKYMEHTOB,
noanucannbix Ol  Kimenra, u Biajaerouiee
Karouom DOII, mo3poasiomuM co3gaBaTh DIl B
ONEKTPOHHBIX  JIOKyMEHTax  (IOJIUCHIBATH
DIIeKTPOHHBIE IOKYMEHTHI) U UJICHTU(DUIIMPOBATH
Ynonnomouennoro mpexacrasutens Kiunenrta B
Cucreme.

Ycaosus CBII — VYcioBus mnpenocTaBlieHUs
cepBuCa IO IIEPEBOAY JACHEXKHBIX CpPEIACTB B
paMKax CHUCTEMBI OBICTPBIX IUIATEXKEW Ui
IOPUJNYECKUX JIML, YTBEPXKICHHbIE baHKOM.
VYcnosust CBII mybnukyrores bankoM B nopsjke,
npeaycMoTpeHHoM 11. 12.6 CornameHusl.

Xom-QpyHKOUA —  QITOPUTM  BBIYUCIICHUS
KOHTPOJIbHOM [10CJIe10BATEIbHOCTH s
IPOU3BOJBHBIX  DJIEKTPOHHBIX COOOIIEHUH C
LENbIO JI0Ka3aTeNbHON POBEPKH ux
LEJIOCTHOCTH.

IudgpoBanue — mpeoOpazoBaHUE JaHHBIX
UCXOJHBIX  (OTKPBITBIX) COOOIIEHUWH  TaKUM
obpa3oM, UYTO WX  CMBICA  CTAaHOBHUTCSA

HEJOCTYIHBIM JIJIS1 TI00O0TO0 KA, HE BIAICIOIIETO
CEKpeToM 00paTHOTO IPeoOpa3oBaHUs.

PacuuuppoBanune —
K (pPOBaHUIO.

omepanusi ~ oOpaTHas

duekTponHas noanuch () — nundopmanus B
JJIEKTPOHHOU (opMe, KOTopasi MpUCOETUHEHA K
Ipyroii WHGOpPMaLMU B 3JIEKTPOHHOU Qopme
(moamuchbiBaeMoil uMHGOpMaNMK) WIM  HHBIM
o0pa3oM cBsizaHa C Takod uHpopManuen u
KOTOpasi MCIOJb3yeTCs AJIs OIpeNeeHHsl JHIA,
noJnuchiBaiomero uHpopmanuo. B pamkax
Hactosimero CornameHuss 1oa  DJIEKTPOHHOU
MOJNKMCHIO TOHMUMAETCSl HEKBaJIM(UIIMPOBAHHAS
(ycuiieHHas1) 3JIEKTPOHHAS MOJIHUCH.

DJNEeKTPOHHBIH  JOKYMEHT —  DJIEKTPOHHOE
coobmenue, mnonamucanHoe DOII, a Takxke
mIaTe)XXHoe TpeOoBaHUe, TPeOyroIIee MOTydeHUs
aknenta Knuenra, He mnoamucanHoe OII, u
nepenanHoe ogHol u3 CtopoH apyroit CTopoHe

the ES verification key certificate Holder and
empowered by the Client to sign Electronic
Documents with an Electronic Signature for
subsequent transfer by means of the System
and/or logging in the System, to generate any
Electronic Documents, to establish a secure
connection with the Bank for reception and
transmission of any Electronic Documents
signed by the Client’s Electronic Signature, and
possessing an Electronic Signature Key, which
allows to generate an Electronic Signature in
Electronic Documents (to sign Electronic
Documents) and to identify the Authorized
Representative of the Client in the System.

FPS Terms — Terms of providing the service
for transfer of funds in the frame of the faster
payments system for legal persons approved by
the Bank. The FPS Terms are published by the
Bank according to the procedure provided in n.
12.6 of the Agreement.

Hash function — calculation algorithm of the
control sequence for the random electronic
messages for the purpose of evidentiary control
of their entirety.

Encryption — transformation of the data of
original (public) messages in such a way that
their meaning becomes inaccessible to anyone
who does not possess the secret of reverse
transformation.

Decryption — reverse operation of encryption.

Electronic Signature (ES) — an information in
digital form, which is attached to another
digital information (signed information) or is
linked otherwise to such an information and is
used to identify a person, which signs the
information. For the purposes of this
Agreement, an Electronic Signature means an
unqualified (enhanced) electronic signature.

Electronic Document — an electronic message,
which is signed with ES, as well as a payment
order which requires the Client’s acceptance
and not signed with ES, and transmitted by one
of the Parties to the other Party via the System




nocpeactBoM CHcTeMbl, B KOTOPOM HH(pOpManus

IpeJICTaBICHA B AIIEKTPOHHON dopwme,
paBHO3HAYHOE  JIOKYMEHTY Ha  OyMakHOM
HOCHUTEJIE, MOJAMUCAHHOMY COOCTBEHHOPYYHOU

HOJANHUCHI0  (COOCTBEHHOPYYHBIMH  ITOJITUCSIMHU)
YIOJHOMOYEHHBIX JUI CTOPOH U CKPEIUICHHOMY
neyatplo (IpyM €€  HaJIM4YMH) B  CJIy4ae
HEOOXOIMMOCTH.

Cratbi 1. IIpenmer Coryianmenus

1.1. CTopoHBI yCTaHaBIWBAIOT MEXIYy COOOM
HOPSIIOK M YCIOBUS OOMeHa DIEKTPOHHBIMH
nokyMmeHTamu o Cucreme B LENSX MPOBEICHUS
Ha OCHOBAaHMUU  OJEKTPOHHBIX JOKYMEHTOB
0aHKOBCKHUX OMepanuii (B TOM YHCJIE PACUCTHBIX )
no Cueram, OCYUIECTBIIEHUSI JENO3UTAPHBIX
oreparuii, 3aKJII0YeHUs IOTOBOPOB OAHKOBCKOTO
BKJIaZia (Zerno3uTa), 3aKIIOYEHHUS KpPEIUTHBIX
JIOTOBOPOB (B TOM 4HCJIE, HO HE OIPaHUYNBAsCH,
COMVIallIEHU! O TMPEeAOCTaBICHUU KPEAUTHOU
JUHUH, KPEAUTHBIX JOTOBOPOB, 3aKIIOYAEMbBIX B
paMKax COTJIallleHUui O MOPSIIKE MPEIOCTABICHUS
KPEJAWTOB) U MHBIX CHEJOK (B TOM 4YHCIE, HO HE
OTrpaHUYUBAAC, 3aJIor, [OPYUYUTENBCTBO,
COTJIAllIEHUE O TPEJOCTaBICHUN OaHKOBCKUX
rapaHTHui, COIIALlIEHUE 0 MOPSAKE
MPEIOCTaBIEHUsI  KPEIUTOB),  MPEIJIOKECHHE
(oepra) 3akIOUUTH KOTOPBIE C TOMOIIBIO
Cucremsl noctynuinu Knuenty ot banka, a Takxke
B LEJISIX OCYILECTBIICHHS ONEpaluil U JIEHCTBUI
B COOTBETCTBUU C YCIOBUAMH 3aKIIFOUEHHBIX
Mexay Croponamu [IBC u WHBIX corfaiieHuw,
ocymectBnenuss bankom  ¢QyHKIUN ~ areHTa
BaJIOTHOTO KOHTPOJS, MpenocTaBieHus B baHk
JOKYMEHTOB, HEOOXOAUMBIX JUIsl OCYILECTBIICHUS
bankom byHKIMH, YCTaHOBJIEHHBIX
3aKkoHoJaresnbcTBOM Poccuiickonn denepanuu o
MIPOTUBOJICUCTBUM  JIETAIM3AIIMN  (OTMBIBAHHUIO)
JIOXOJIOB, TOJIYYEHHBIX MPECTYIHBIM IyTEM, M
(UHAHCUPOBAHUIO TEPPOPU3MA.

1.2. HuadopmanmoHHbIi OOMEH B paMKax
CucreMbl OCYHIECTBIIIETCS C HCIIOJIB30BAaHUEM
cetu «MHTEpHETY.

1.3. Jns oOecnedyeHus KOH(UIEHIMAIBHOCTH
ONEKTPOHHOTO JOKYMEHTa IIpH Iepejadye C
ucnoib3oBaHueM cetu «HTepHeT», a Takxke i
o0ecrieyeHHuss  aBTOPCTBA M LIEJIOCTHOCTH
DIJIEKTPOHHOTO IOKYMeHTa, B Cucteme Kirentom
ucnonb3yercss CpencTBo 3amuThl MH(pOpMaIu
«OpenSSLy», a bankom — CpeacTtBo 3allUThI
unpopmanuu «Kpunrollpoy.

presenting information in an electronic form,
and which is equivalent to a hard copy
document signed with a handwritten signature
(handwritten signatures) of the authorized
representatives of the Parties and bearing a seal
(if applicable), if required.

Article 1.
Agreement

The Subject-Matter of the

1.1. The Parties have established the procedure
and the terms for the exchange of Electronic
Documents within the System for the purposes
of performing bank operations on the Accounts
(including settlement operations) based on
Electronic Documents, as well as custody
transactions,  concluding  bank  deposit
agreements, loan agreements (including, but
not limited to, credit line agreements, loan
agreements entered into as part of loan
arrangements) and  other  transactions
(including, but not limited to, pledge, surety,
bank guarantee agreement, loan agreement),
the proposal (offer) to conclude which the
Client has received from the Bank through the
System, as well as performing transactions and
actions in compliance with the terms of BAAs
concluded between the Parties, as well as other
agreements, performance of the functions of a
currency control agent by the Bank, submission
to the Bank of the documents required for the
Bank to perform the functions established by
the laws of the Russian Federation on
counteraction to legalization (laundering) of
proceeds from criminal activities and terrorism
funding.

1.2. Informational exchange within the System
is made through the use of the Internet.

1.3. In order to assure confidentiality of an
Electronic Document during the transfer
through the use of the Internet, as well as in
order to assure the authorship and the entirety
of an Electronic Document, the Client uses the
Information security product «OpenSSL», and
the Bank uses the Information security product
CryptoPro.




1.4. KnueHT coriaceH ¢ TeM, YTO HCIIOJIb30BaHUE
CpenctBa 3amutbl uHGopmanuu «OpenSSL» u
«Kpunrollpo» B kauecTBe cpeacTB oOecneueHUs
KOHQUICHIMABHOCTH  HpH  [epeaade ¢
UCIIOJIb30BaHueEM ceTu «HTepHeT», a Takxke i
ofOecrieueHHUs  aBTOPCTBA W LIEJTOCTHOCTH
DNEKTPOHHOTO JIOKYMEHTA, ABIISIOTCS
JIOCTaTOYHBIMH, T.€. 00€CIEUUBAIOIINMHU 3aAIIUTY
uHTepecoB Knuenra.

1.5. KimeHT oOTKa3bIBaeTCs OT NPEIbABICHUS
npereH3ud K baHKy, OCHOBaHHMEM KOTOPBIX
SIBJISICTCSI KCIOJIb30BAHUE «OpenSSLy,
«Kpunrollpo» B KauecTBe CpEACTB 3aLUTHI
DIIEKTPOHHOTO JIOKYMEHTa oT
HecankunonnpoBaHHOro J0CTyna Mpu nepepaye
¢ ucnoJyib3oBaHueM cetu «VHTepHeT», a Takxke
JUlsl o0ecrieyeHusi aBTOPCTBA U LEJIOCTHOCTH
DJIEKTPOHHOTO JOKYMEHTA.

Cratbi 2. O01IMe moJoxKeHus

2.1. Cucrtema OyzaeT HCIONb30BATHCS AJI OOMEHa
DJEeKTPOHHBIMH  JIOKYMEHTaMH B JIIOOOM
dopmare, 3a UCKIIOUEHHEM apXHUBHBIX (ailios,
TaKuX Kak: zZip, 7z, arj, rar ¥ aHaJOTHYHBIX HM.
@opmupoBaHue OJNEKTPOHHBIX JTOKYMEHTOB M
oOMeH wuMu  OyAeT  OCYHIECTBIATHCA B
COOTBETCTBUM C TpeboBaHUAMM J[okyMeHTanuu.
Jlrobas mHpopMmanus, nepenaBaemas CTtopoHaMu
no Cucreme, ob6pabareiBaercs CpencTBamu
3alUThl HH(OPMALIUH.

2.2. Ha otHomenus mexay bankom n Kinentom
pactipoctpanstorcst  Yciousi  CBII  (Knuent
CUMTAETCS MPHUCOCAUHUBIIMMCA K Y CJIOBHSAM
CBII), TekcT KOTOpBIX ONMyOIMKOBaH B MOPSKE,
IPENYCMOTPEHHOM I 12.6  Hacrosmero
Cornamenus. baHk BrpaBe BHOCUTbh U3MEHEHHUSI B
VYcnosua CBII B mopsake, yCTaHOBIEHHOM B
VYenosusax CBILL

2.3. CTopoHBI NPU3HAIOT, YTO HUCIIOJIb3YyEMBIE BO
B3aMMOOTHOUICHUSIX MEXAY HUMHU DJIEKTPOHHBIE
JNOKYMEHThl, mnoanucanHele OIl, a Taxxke
IIaTeXHoe TpeboBaHue, Tpelyrollee MoIydeHUs
akuenra Kinmenra, He noanucanHoe OlII, nMeror
pPaBHYIO IOPUAMYECKYIO CHIIY C JOKYMEHTaMH Ha
OyMa)KkHOM HOCHTETIE, MO CAaHHBIMU
COOCTBEHHOPYUHBIMH TIOJTITUCSIMA
YIOJIHOMOYEHHBIX UL CTOPOH U CKPEIUIEHHBIMU
HeyaTsIMU B cllyyae HEOOXOJUMOCTH, U SBIISIOTCA
JIOCTaTOUYHBIM OCHOBAaHMEM JJIsl BBIIOJHEHUS
bankom omneparnuid, OEUCTBUM, a TaKkxke IS
coBepuieHHsi CTOpOHaMU CHEJIOK.

1.4. The Client agrees that the use of the
Information security products «OpenSSL» and
CryptoPro as means for the securing of the
confidentiality during the transfer through the
use of the Internet, as well as to assure the
authorship and entirety of an Electronic
Document, is sufficient, i.e. assuring the
protection of Client’s interests.

1.5. The Client refuses to file claims with the
Bank, the motivation for which is the use of the
«OpenSSLy» and CryptoPro as products for the
protection of an Electronic Document from
Unauthorized access during the transfer through
the use of the Internet, as well as to assure the
authorship and entirety of an Electronic
Document.

Article 2. General provisions

2.1. System will be used for the exchange of
Electronic Documents in any format except
archive files, i.e. zip, 7z, arj, rar, etc. Formation
of the Electronic Documents and the exchange
thereof will be conducted in compliance with
the requirements of the Documentation. Any
information, transmitted by the Parties through
the System, shall be processed by the
Information security products.

2.2. The relationship between the Bank and the
Client is subject to the FPS Terms (the client is
considered as acceded to the FPS Terms), the
text of which is published according to the
procedure provided in the n. 12.6 of the present
Agreement. The Bank has the right to amend the
FPS Terms according to the procedure
established by these same Terms.

2.3. Parties acknowledge, that the Electronic
Documents used in their mutual relations, which
are signed with Electronic Signatures, as well as
a payment order which requires the Client’s
acceptance and not signed with ES, have an
equal legal force to the documents committed on
paper, signed with the handwritten signatures of
the authorized representatives of the Parties and
are sealed if it is required, form a sufficient basis
for the execution of operations and actions by
the Bank, as well as for consummation by the
Parties of the transactions.
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2.4. CTOpOHBI IPU3HAIOT, YTO UCTIOJIb3yeMble UMU
no  Hacrosulemy  CoriameHui0  CrocoObl
J0CTaBKM, YykasaHHble B [lpwioxenun Ne2 k
Cornamenuto, Cpencta oOpabOTKU U XpaHEHHUS
UHPOpPMALIUK  JOCTAaTOYHBI s OOecreyeHHs
HaJeKHOW U d()PEeKTUBHONU PabOTHI MO MpPUEMY,
nepeaaye v XpaHeHUI0 HHPOPMALIHH.

2.5. DIEeKTpOHHBIH  JIOKYMEHT  IOPOXKAAeT
oOsi3arenbctBa  CTOPOH IO HACTOSILIEMY
Cormamenunto, IBC, a Tak:ke HHBIM COTTTAIICHHUSIM
Mexny bankom u KiuenTom, siBisiercst odeproit
WM aKIIETITOM, €CJIM OH OOPMIIEH Iepearoiiei
CTropoHOIi B COOTBETCTBHUM C  HACTOSIIUM
Cornamenunem, JIBC, uWHBIMM coOIrIalIEHUSIMU
Mexny bankoMm n Knuenrowm, JlokymeHnramuen, a
takke odeproir banka, mommucan Ol (3a
UCKJIIOYEHHEM CIIy4aes, YKa3aHHBIX B
Cornamnienun) u nepead nocpeactTsom CHcTeMBl,
a npuHumatouieit CTOpoHOW  moyyueH, H
[Ipoepka DIl DneKTpOHHOrO ITOKyMEHTa Jana
MOJIO’KUTEBHBIN PE3yibTar.

DNEeKTPOHHBIE JOKYMEHThI HE MOTYT OBITh
ocriopeHbl wiu  oTpunarscsi CTopoHamMH WU
TPETbUMH  JIMIAMH WM  OBbITh  MPU3HAHBI
HEJeWCTBUTEIbHBIMU TOJIBKO Ha TOM OCHOBaHUH,
YTO OHHU TepenaHsl B baHkK ¢ HCHoib30BaHUEM
CucreMsl 1 ciocoO0B JOCTABKH.

2.6. bank u Knuent ucnonp3yor Cuctemy ans
nepeaadn DIEKTPOHHBIX TOKYMEHTOB JAPYT IPYTY
B IPUOPUTETHOM  MOpSAKE, TpPHU  3TOM
ucnoip3oBaHue CucTeMbl HE OrpaHUYMBAET IpaBa
Knuenra mno  mpegocraBieHnro B baHk
MJIATE)KHBIX, MHBIX JOKYMEHTOB Ha OyMa)KHOM
HOCHTEJE, COCTaBIEHHBIX B cooTBeTCTBUU € [IBC,
CornamieHneM, WHBIMU COTJIAIICHUSIMH MEXTY
Bankom u Kiuentom, odeproii  bankal.
Hacrositium CTOpOHBI cOTIANIaloTes ¢ TEM, YTO B
cly4yae TMOCTyIUieHus B baHk OJIeKTpoHHOro
nokymeHnTa mno Cucreme M COOTBETCTBYIOIIETO
IUTATeKHOTO, WHOTO JOKYMEHTa Ha OyMaKHOM
HOCUTEJIe, COJEpKalINX HACHTUYHBIE YCIOBUSA
IIPOBEACHUS orepaui, OCYILIECTBIIEHUS
COOTBETCTBYIOIIMX JACHCTBHI, B TOM YHCIIE, IO
Cuery, cueTy J1eno, cyeTy Mo BKJIany (Iemo3ury)

anbo moCTyruleHHss B baHK  MIEHTUYHBIX
OJEeKTPOHHBIX  JIOKyMEHTOB, bank  Oyzner
paccMaTpuBaTh  KaXAbIH U3 yKa3aHHBIX

JIOKYMEHTOB KaK CaMOCTOSITEIbHBIN IIaTEeKHbIH,
WHOW JTOKYMEHT, U OCYLIECTBUT BCE ACHCTBUS,
HCO6XOI[I/IMI:IC JJIA HpOBeﬂeHI/IH onepauHH,

2.4. The Parties acknowledge that the methods
of delivery used by them under the present
Agreement and specified in Annex No. 2 hereto,
and the Information Processing and Safekeeping
Means are sufficient for the assurance of a
secure and efficient work on the acceptance,
transfer and safekeeping of information.

2.5. An Electronic Document is binding for the
Parties under the present Agreement, BAAs, as
well as other agreements between the Bank and
the Client, and constitutes an offer or acceptance
in case if it is drawn up by the transmitting Party
in compliance with the present Agreement,
BAAs, other agreements between the Bank and
the Client, Documentation and the Bank's offer,
is signed with an Electronic Signature (save the
cases mentioned in the Agreement) and
transferred through the System, and is received
by the Receiving Party, and if the verification of
the Electronic Signature on the Electronic
Document resulted in a positive outcome.
Electronic Documents may not be contested or
denied by the Parties and third parties or be
declared invalid only because they have been
submitted to the Bank using the System and
methods of delivery.

2.6. The Bank and the Client use the System for
the transfer of Electronic Documents to each
other in a priority procedure, however the use of
the System does not limit the rights of the Client
for the provision, to the Bank, of payment and
other documents in physical format, drafted in
compliance with BAAs, the Agreement and
other agreements between the Bank and the
Client, as well as the Bank's offer!. Hereby the
Parties agree that in case the Bank receives an
Electronic Document transferred through the
System and the corresponding payment, other
document on paper, containing identical
conditions for the commission of an operation,
performance of relevant actions, including
operations on an Account, depot-account,
deposit account or the reception by the Bank of
identical Electronic Documents, the Bank will
consider each of the specified documents as an
individual payment or other document, and will
carry out all the actions, required for the
commissioning of an operation, appropriate
transactions and actions, including on the

! TInatesxnnie mokymentsl B pamkax CBIT MoryT nepemasarbes Tobko nocpeactsom Cucrembl/ Payment documents
in the frame of FPS should be transferred only through the System.
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OCYIIECTBJIEHUSI  COOTBETCTBYIOUIUX  CJIEJIOK,
JIEUCTBUMA, B TOM uucie, no Cyery, cYeTy Jerno,
CYeTy 1O BKJIaAy (JIEMO3UTY), B COOTBETCTBUU C
KOKIBIM M3 MPeICTaBICHHBIX/TIEpEIaHHbIX
KimeHnToM 1OKyMEHTOB.

2.7. BHyTpeHHHE MpOLEIYpPhl HCIOJIb30BAHUS
Kinmentom Cucrembl U €ro BHYTPEHHHMU
JIOKYMEHTO000pOoT ycTaHaBiuBaioTcs Kinentom
CaMOCTOSITENILHO.

2.8. KinueHT yBeioMJIeH O TOM, 4TO HH(pOpMAIIHS,
nepenaBaemasi bankoMm mnocpenctBom CHCTEMBI,
HE sBisierca uHpOpMaluend «B peaJbHOM
BPEMCHH», 32 HUCKIIOYeHHEeM HWH(pOpManuu o0
onepauusx B CBIL.2.9. B cnydae nporuBopeuns
Venouit  CBII  ycnoBusiM, H3JIOXKEHHBIM B
HactosmeMm Cornamennu, Yciosus CbhII nmeror
MIPUOPUTET.

Crartbi 3. [lopsaaok noakawuenusa Kinenra K
Cucreme u Il1anoBoii cmennl Kiaroueii

3.1. lna ywactus B oOMeHe OJIEKTPOHHBIMHU

JOKYMEHTaMHU:

3.1.1. KiiveHT BBIMIONHACT CAEAYIOIIHNE AeHCTBUS:
a) 3aT0JTHSIET 3asBKY Ha yCTaHOBKY CHCTEMBI

(mo ¢opme banka), rie yka3plBaeT BbIOpaHHOE

uist padotel CpencTBo 3aluThl HH(GOpMaluU, U

nepeznaet ee B bank Ha GyMa)kHOM HOCHUTEIE;

0) Ha3HayvaeT u HaJeNsIeT
COOTBETCTBYIOIIUMU MOJIHOMOYUSIMU
(1)I/I3I/I‘I€CKI/IX JINII, OTBCTCTBCHHBIX 3a
OCYILIECTBIICHUE oOMeHa DJEKTPOHHBIMU

JIOKyMEHTaMH, B TOM YHCJIE:
- YonHomoueHHoOro nipenctaButens Knuenra,

- anmuHucrparopa  Cucrempl —  JHIO,
OTBETCTBEHHOE 3a TEXHHUYECKYIO TOJACPKKY
CucteMsr;

B) Ui  KaXIOro  YIOIHOMOYEHHOTO
npencrasutens — Knuenta — 3amonHser U
npeacraBisier B bank 2 (#Ba) »K3eMIuIspa
Hanubix o Bmagensne ceptudukara ximroua
nposepku D11 (o popme banka) ¢ mpunoxeHuem
3aBepeHHOW baHkom/HOTapuanbHO (B ciydae
HEOOXOIUMOCTH C TIPOCTABIICHUEM AMlOCTHIIS/TIPH
YCIIOBUU €€ Jieraju3aliu) KOMHHU JOKYMEHTa,
YIOCTOBEPSIOLIETO TUYHOCTH Y TOJTHOMOYEHHOTO
npencraButens Knuenra n/umm n1oKkymenra (-oB),
NmoJATBepXKIaromero (-Mx) TMpaBo JHUIla Ha
npeObiBanne (mpokuBaHue) B Poccuiickoit
®deneparuu, — A1 ”HOCTPAHHBIX TPAKIAH U JTUI]
0e3 rpaxmanctBa. [Ipu sTom bank mpocraBmsieT
OTMETKH O TIONYYCHHH Ha KaXIOM DK3EMILISPE

Account, depot-account, deposit account in
compliance to each of the documents
presented/transferred by the Client.

2.7. Internal procedures for the use of the
System by the Client and its internal
documentation management are established by
the Client individually.

2.8. The Client is notified that the information,
transferred by the Bank through the System is
not “real time” information, except for
information on operations performed in the FPS.
2.9. In case of contradictions between the FPS
Terms and terms cited in the present Agreement,
the FPS Terms will prevail.

Article 3. Procedure for connecting the Client
to the System and Planned change of Keys

3.1. For participation in the exchange of
Electronic Documents:

3.1.1. The Client performs the following
actions:

a) fills out an application for the installation of
the System (according to the Bank's form)
specifying the selected Information security
product and submits it to the Bank on paper;

b) appoints and delegates the respective
authorities to individuals responsible for the
exchange of Electronic Documents including:

- Authorized Representative of the Client;
- System Administrator — a person, responsible
for the technical support to the System;

c) fills out and submits to the Bank 2 (two)
copies of Information on the ES verification
key certificate Holder for each Authorized
Representative of the Client (according to the
Bank's form) accompanied by a copy of an
identification document of the Authorized
Representative of the Client certified by the
Bank/notarized (and apostilled, if
necessary/subject to legalization) and/or a
document certifying the person’s right to stay
(reside) in the Russian Federation — for foreign
nationals and persons destitute of nationality.
The Bank confirms receipt thereof on each
copy of the Information on the ES verification
key certificate Holder.
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Janneix o Brnamensie ceprudukata Kioya
npoBepku OI1.

JInsg  YIOJTHOMOYEHHBIX — IPEACTaBUTEIECH
KrnuenTa ¢ monHomouusiMu «6e3 rmpasa MoANUCH»
JIOKYMEHT, YA0CTOBEPSIOIIHIA JUYHOCTD
YnonnomoueHHoro npezacrtaButens Knuenta
W/WIH TOKYMEHT (-bI), TIOJTBEPKIAIONINI (-1e)
paBo JuIla Ha MNpeObiBaHUE (IIPOKUBAHUE) B
Poccniickoit @enepaunn, — a1 MHOCTPaAHHBIX
rpakaaH U JuIl 0e3 Ipa)JIaHCTBa — MOTYT ObITh
Mpe/CTaBIeHbl B baHK B KOMMSX, 3aBEPEHHBIX B
MOPSIIKE, YCTAHOBJIEHHOM baHKOM.

JloxyMeHTsl, ipeacTaBiiiemble Kinnentom u
COCTaBJICHHbIE HA UHOCTPAHHOM $I3BIKE, TOJIKHBI
COIPOBOXKAATHCS IEPEBOJIOM HA PYCCKHUI A3BIK,
334 HCKIIOYEHHEM CIy4aeB, YCTAHOBJICHHBIX
3aKoHOAaTeNnbCcTBOM Poccuiickoin  Denepanuu.
[TepeBos Ha pycCKUil S3bIK TOJDKEH OBITH 3aBEPEH
B IIOPSJIKE, YCTAHOBJIEHHOM 3aKOHOAATEIbCTBOM
Poccuiickoit denepaiuu;

r) oOecrieuMBaeT HaJIW4YUe W IPHUBEICHHE
o0opynoBaHus, MpeAHa3HAYEHHOT O JUTSL
yctaHoBKM CHCTEMBI, B COOTBETCTBHUE C
TpeOOBaHUSIMU K  aNlapaTHO-NPOTrPAMMHBIM
cpenctam, npuBeAaeHHbIME B [Ipunoxxennn Nel
k CorjamnieHuro.

3.1.2. baHK BBINOJHSET CAEAYIOUINE IEHCTBUA:

a) B TeueHue 2 (nByx) Pabounx nueit banka
CO JTHS IPUHATHS baHKOM JJOKYMEHTOB, 110 hopme
U COJCPX AHUI COOTBETCTBYIOUIMX IMOAM. B)
n.3.1.1 Cornamenus, nepenaer Knuenry naposns
1uist Bxoga B CucteMy B COOTBETCTBUH C 3asiBKOM
Ha ycTaHOBKY CHCTEMBI,

0) xoucynbrupyeT Kimenta mo Bompocam
ycTaHoBKM ~ CHCTEMBI  IOCJIE€  IPOBEICHUS
KiIneHTOM DNOATrOTOBUTENBHBIX MEpPONPUATHH,
nepeuncieHsbix B 1m.3.1.1 Cornamenus. Ilocne
3aBepIIeHUs] BceX paboT MO MOAKIIOYEHUIO
Knuenta xk Cucreme CTOpOHBI NOANUCHIBAIOT
COOTBETCTBYIOIIMN aKT Ha OyMa>kHOM HOCHUTEE;

B) 10 xenanuto Kimenra, mpoBOJUT B CBOEM

IIOMCIICHHUHA 3aHATHUA 1o 06y‘-I€HI/IIO
9KCILTyaTaluu CucreMbl C JMnamMu,
YIIOJIHOMOYCHHBIMU KJ’H/IGHTOM, B

cornacoBaHHble CTOPOHAMHU CPOKH.
3.2. Tlocne monyuyenusst Knuentom mapons ajist
Bxoja B Cucremy:

o Kimenr:

For the Authorized Representatives of the
Client “without the right of signature”, an
identification document of the Authorized
Representative of the Client and/or a document
confirming the person’s right to stay (reside) in
the Russian Federation — for foreign nationals
and persons destitute of nationality — may be
submitted to the Bank as copies certified
according to the procedure established by the
Bank.

Documents submitted by the Client and drawn
up in a foreign language must be accompanied
by a translation into Russian, with the
exception of cases provided for by the laws of
the Russian Federation. Translation into
Russian must be certified according to the
procedure established by the laws of the
Russian Federation;

c) ensures the availability and compliance of
the equipment, required for the installation of
the System, with the requirements for hardware
and software stipulated in Annex No. 1 to the
Agreement;

3.1.2. The Bank performs the following
actions:
a) within 2 (two) Business Days of the Bank
from the date of the Bank’s acceptance of the
documents in the form and with the content
complying with subnumeral ¢) of n.3.1.1 of the
Agreement, provides the Client with the
password to log into the System in accordance
with the application for the installation of the
System;
b) provides consultations to the Client on the
System installation after the Client has
completed the preparatory measures listed in
n.3.1.1 of the Agreement. After completion of
the whole scope of work of connecting the
Client to the System, the Parties shall sign the
respective act on paper;
c) at the discretion of the Client, implements
measures in own premises aimed at training for
the use of the System with the persons
authorized by the Client, within the terms
agreed by the Parties.
3.2. After the Client has received the password
to log in to the System:

e the Client shall:
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- cozaeT Kimtoun U 371eKTpOHHBIN 3a1poc
Ha co3nanue Ceprudukara KiIouda
nposepku OlI;

- HampaBisieT B baHK 3JIEKTpOHHBIN
3arpoc Ha cozganue CepTudukara Kiroda

npoBepku Il
- nmepemaer B baHK 10 KaxIoMy U3
Y IOJIHOMOYEHHEBIX NpecTaBUuTENCH

Knuenra Akt npusnanus Ceprtuduxara
kimoua npoBepku  OIl  mama  oOmena
coobmienussmu (o ¢opme  banka),
pacrieyatanHbliii U3 CuUCTEMbI, B JBYX
3K3EMILLIPAX, MOJIMCAHHBIN
COOCTBEHHOPYYHBIMU MOAIUCAMU
yInoJHOMOYeHHoro jauna Kiuenra u
COOTBETCTBYIOILETO Y IIOJHOMOYEHHOIO
MPEICTABUTEIA KJII/IeHTaZ;
e baHk:

- B TeueHuu 1Byx Pabounx nueit banka c
JaThl TOTYYCHHS HaJJICKAIIUM 00pa3oM
oopmieHHoro co croponsl Kiuenra
Axrta mpusHanusi Ceprudukara Kiroda
nposepku D1 a1 oOMeHa cooOIeHusIMU
(mo dbopme banka) B IBYX IK3eMILIIPAX,
aktuBupyer Kirou mnposepku DIl Ha
OCHOBAaHMU  DJIEKTPOHHOTO  3armpoca
Knuenrta Ha co3manume Ceprudukara
KJroya nposepku Ol
- NIPOCTABISIET OTMETKY O JaTe Hayajia u
OKOHYaHus cpoka jeictua Kiroua
npoeepkn OIl Ha KakIOM DJK3eMILIIpe
npuHATOro ot Kinmenra Axra npu3HaHUs
Ceptudukara xiroya nposepku Il ams
obmeHa coobrienusiMu (o popme banka)
u nepenaer KimeHTy OOUH 3K3eMIULIp
YKa3aHHOTO akTa, a Takxke JlanHble O
Bnagensue cepTHdHKaTa KJItoua
npoeepkn  OIl ¢ ormerkon banka,
MOCTaBJIEHHOW B COOTBETCTBUH C IMOJII. B)
n.3.1.1 macrosmero Cornamenus.

3.3. IIpu nianoBoii cmeHe Kiroueid:

e  KiueHrT:

- CcO3maeT M HampaBisieT B baHk
AIIEKTPOHHBIN 3aIlpOC Ha CO3/1aHNue HOBOTO
Ceprudukara xioya nposepku I11;

- mpenoctaBisieT B baHk Ha OymaxHOM
Hocutene AkKT mnpusHanus Cepruduxara
kmoua mnpoBepkn  OIl  ama  oOmenHa

- create Keys and an electronic request
for the creation of the ES verification
key Certificate;

- send to the Bank the electronic request
for the creation of the ES verification
key Certificate;

- deliver to the Bank for each of the
Authorized Representatives of the
Client the Act of Acknowledgement of
the ES verification key Certificate for
message exchange (according to the
Bank's form) printed out from the
System, in  duplicate, bearing
handwritten signatures of the authorized
person of the Client and of the
corresponding Authorized
Representative of the Client?,

The Bank shall:

- activate the ES verification Key based
on the Client's electronic request for the
creation of the ES wverification key
Certificate within two Business Days of
the Bank from the date of the receipt of
the Act of Acknowledgement of the ES
verification key Certificate for message
exchange (according to the Bank's form)
duly executed by the Client in duplicate;
- make a note on the date of the
commencement and completion of the
ES verification Key validity period on
each copy of the Act of
Acknowledgement of the ES
verification key Certificate for message
exchange (according to the Bank's form)
accepted from the Client and deliver to
the Client one copy of the said act, as
well as Data on the ES verification key
certificate Holder with a note from the
Bank in accordance with subnumeral c)
of n.3.1.1 hereof.

3.3. When Keys must be changed according to
the schedule:

e The Client shall:

- create and submit to the Bank an
electronic request for the creation of a
new ES verification Key Certificate;

- submit to the Bank on paper the Act of
Acknowledgement of the ES verification
key Certificate for message exchange
(according to the Bank's form) in
duplicate®;

2 Tleuars nipocTaBisieTcs o yemorpenuto Kinenta / The seal shall be affixed at the Client's discretion
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coobuienussmu (o popme banka) B nByx
SK3EMILIAPAX,

e  bank:

- B TeueHue aByx Pabounx nneii banka c
JaThl MOJyYEHUs HaAJeXaluM o0pa3oM
odopmiieHHOTO CO cTOpOoHBI KitnenTa Akra
MpU3HAHUS Ceptudukara KIIF04a
npoBepku DII m1st oOMeHa COOOIICHUSIMH
(mo dopme Banka) B ABYX SK3eMILIApaXx,
aktuBupyeT HOBBIM Kirou mposepku Ol
HAa OCHOBAHHMM JJIEKTPOHHOIO 3arpoca
Knuenta ©a co3manme Ceprtuduxara
Kiroya nposepku Il

- TIPOCTaBJIsIET OTMETKY O JIaTe Havajga U
OKOHYaHUsi cpoka jeiictBus Kitoua
npoepku OIl Ha KaxIoM 53K3eMILIspe
npunstoro ot Knuenra Axra npusHaHUS
Ceprudukara xmoya npoBepku Ol mms
obmena coobmenusmu (o popme banka).

3.4. bank, o0mamas  COOTBETCTBYIOUIMMHU
IIPaBaMH, IIPEIOCTABIICHHBIMH emy B
COOTBETCTBUM C JOTOBOPOM, 3aKIIOYEHHBIM
Mexnay bankom 1 OOO «bCCy», npenocrasisier
Knuenty mpaBo Ha monb3oBanue CucreMol B
Te4eHHe JeicTBUsA Hacrosmero CornameHus.
IIpaBo Ha 1OJIB30BAaHME MPEIOCTABIAETCA C
Y4€TOM  OTpaHUYEHUH,  INPELyCMOTPEHHBIX
3aKoHOAarenbcTBOM Poccuiickonn denepanun o
IIPaBOBOM OXpaHe mporpamm aius OBM.

Crartbi 4. IIpaBa u o0s13anHOCcTH CTOPOH

4.1. B3aumuble npaBa u o0si3anHocTH CTOpPOH

4.1.1. Croponsl mpu OOMEHE OIJIEKTPOHHBIMHU
JIOKYMEHTaMU ¢ ucnoiab3oBaHueM Cucremsl
00sI3yIOTCSI PYKOBOJACTBOBAThCSA TPABHIIAMH U
TpeOOBaHUSIMU, YCTaHOBJIEHHBIMU
3akoHoarenscTBOM Poccuiickon ®enepanum,
JBC, nacrosmuMm CornamenueM, Y CIOBHIMH
CBII, nHbIMH cOTIAlICHUSIMU MEXIy baHkoM u
KiauenTowm.

4.1.2. CropoHbl 00s3yIOTCS HE pasriamarh
TpeThell CTOpoHE (32 MCKIIIOUEHHUEM CIydYacs,
MIPETYCMOTPEHHBIX 3aKOHO/IaTeIILCTBOM
Poccuiickoit Oenepaunu u HACTOSIIUM
Cornmamenunem) wuHbopmanmio o CpeacrBax

e  The Bank shall:

- activate a new ES verification Key
based on the Client's electronic request
for the creation of the ES verification key
Certificate within two Business Days of
the Bank from the date of the receipt of
the Act of Acknowledgement of the ES
verification key Certificate for message
exchange (according to the Bank's form)
duly executed by the Client in duplicate;

- make a note on the date of the
commencement and completion of the
ES verification Key validity period on
each copy of the Act of
Acknowledgement of the ES verification
key Certificate for message exchange
(according to the Bank's form) accepted
from the Client.
3.4. The Bank, due to the corresponding rights
granted to it under the contract concluded
between the Bank and BSS, Ltd., grants to the
Client the right to use the System during the
validity term of the Agreement. The right to use
is granted, subject to the restrictions provided
by the law of the Russian Federation on the
legal protection for computer software.

Article 4. Rights and obligations of the
Parties

4.1. Reciprocal rights and obligations of the
Parties

4.1.1. Parties, during the exchange of the
Electronic Documents through the use of the
System, undertake to be guided by the rules and
requirements as set by the legislation of the
Russian Federation, BAAs, this Agreement, the
FPS Terms and other agreements between the
Bank and the Client.

4.1.2. Parties undertake not to disclose to a
third party (except for cases, as under the
legislation of the Russian Federation and this
Agreement) the information about the
Information Security Products used in the
System.

3 [Teuars npocTaBsieTcs no yemorpenuto Kinenrta / The seal shall be affixed at the Client's discretion
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3alUThl  WH(pOpPMAIHH,
Cucrewme.
4.1.3. Kaxnas uz CTopoH 00s3yeTcss HeMEIJICHHO

uHpopmupoBarb Jpyryro Cropony o000 Bcex

HCIIOJIb3YCMBbIX B

caydasx Komnpomeranun Kirouei,
HecankumnonuposanHoro nocryna k Cucreme, a
TaKXKe TOBPEXKACHUSAX/yTpaTbl MPOTrPaMMHO-

amnmapaTHBIX CPEACTB 00pabOTKH, XpaHEHHS,
nepefaud DJIEKTPOHHBIX JTOKYMEHTOB, Cpencts
3amuThl MHpopMmaluu, a take Kitoueld, n He
MCIIOJb30BaTh KillouM Mpu HAJIMYUK OCHOBAaHMI
rojaraTh, YTO OHU CKOMITIPOMETHPOBAHBI.

4.1.4. CpenctBa  3amThl  HUHPOPMALUHU
OJEeKTPOHHBIX JOKYMEHTOB, NPEAOCTABICHHbIC
Cucremoii, IPU3HAIOTCS Croponamu

JOCTaTOYHBIMU JUIS 3alUThl MHQOPMALUU OT
HecankumonupoBaHHOTO J0CTyIIa,
MOATBEPKICHUA AaBTOPCTBA M IOJIUHHOCTH
DNEKTPOHHBIX JOKYMEHTOB.

4.1.5. JlioOble DNEKTPOHHBIE JIOKYMEHTHI,
nepenaBaemple  1no  Cucreme,  mojiexar
muGPOBaAHUIO.

4.1.6. JlroOble DONEKTPOHHBIE  JIOKYMEHTHI,
nepenaBaempie 1Mo CuctemMe JOJKHBI  OBITh
3aBepeHbl  OIl  CrtopoHbl-OTIIpaBUTENsA, 32
UCKIIFOUEHHEM MJIATEKHOTO TpeOoBaHUS,

TpeOytomiero noiaydeHus: akuenta Kinuenra, He

noanucasHoro Ol Ilpu  stom  CtopoHBI
comJIlacHB, 4TO B J3ToM ciydae Cucrema
UCIONB3yeTC  KaKk  CHoco0  JOCTOBEPHOIO
onpeneneHuss baHka, HampaBUBIIEro Takoe

ratexxHoe TpedboBanue Knmenry.

4.1.7. KnueHT yBeIOMJEH M COIJIACEH, 4YTO
nuchkMo, HampaieHHoe Kiuentom B bank B
cooTBeTcTBUU ¢ COrTaeHUEM I10 JIEKTPOHHOM
noure (e-mail), cauraercs moaydeHHbIM bankom
C MOMCHTa C€ro perucCtpaivu KakK BXOAAIICTO
JOKyMEHTa BO BHYTpEHHEU cucremMe
nokyMmeHToobopora banka.

4.2.TlpaBa u o6s3annoctu Kiuenra

4.2.1. KnueHT He uMeeT npaBa TUPAKUPOBATH U
nepeJaBaTb TPEThEH CTOPOHE IPOIPaMMHOE
ofOecrieueHue, mpenocrasisgeMoe baHkoM 10
Cornamenuio W Bce  KOH(HIEHIMAIbHbIE
JaHHble, oTHOCsmUKecs kK CornamieHuro.

4.2.2. Kinent uMeeT Ipaso, pu
HEOOXOJMMOCTH, BOCIOJIB30BAThCS [TOMOUIBIO
cnenuanucra baHka 1o npeaocTaBIeHUIO IIpaBa
noctyna B Cucremy, HamnpaBuB B baHk
IIMCbMEHHOE 3asIBJIICHHUE.

4.1.3. Each Party undertakes to immediately
inform the other Party about all the cases of
Key Compromise, Unauthorized access to the
System, as well as the damage to the software
and hardware designed for processing, storage
and transfer of Electronic Documents, as well
as the Information security products and Keys,
and not to use Keys if there are the reasons to
assume that they are compromised.

4.1.4. Information security products for
Electronic Documents granted by the System
are found as sufficient by the Parties for the
protection of information from Unauthorized
access, confirmation of authorship and
authenticity of Electronic Documents.

4.1.5. Any Electronic Documents transferred
within the System, are subject to encryption.

4.1.6. Any Electronic Documents transferred
within the System must be certified by an
Electronic Signature of the Sending party,
except the payment order, which requires the
Client’s acceptance not signed with ES.
Meanwhile the Parties agree that in this case
the System should be used as a mean of reliably
defining the Bank, which has sent such a
payment order to the Client.

4.1.7. The Client is aware and agrees that the
letter sent by the Client to the Bank under this
Agreement by e-mail shall be deemed received
by the Bank upon its registration as an
incoming document in the internal document
management system of the Bank.

4.2. Rights and obligations of the Client

4.2.1. The Client has no right to replicate and
transfer, to a third party, the software, granted
by the Bank under the present Agreement and
all the confidential information relating to the
Agreement.

4.2.2. The Client has the right, if required, to
use the assistance of an expert from the Bank in
order to obtain the right to access to the System,
by directing a written request to the Bank.

4.2.3. The Client within the term specified by
the Agreement, undertakes to assure that its
settlement account and/or other accounts
opened with the Bank indicate a balance of
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4.23. Kmmenr  o0s3yercs B CpPOKH,
npeaycMorpenHsle  CormameHneM, 00ecreunTb
Ha CBOEM pAacyeTHOM W/WIM UHBIX CYETax,
OTKPBHITHIX B baHKe, 0CTaTOK JEHEKHBIX CPE/ICTB
B pa3Mepe, HEOOXOJMMOM Ui OIJIaThl YCIYyT
banka B coorBerctBuM ¢ CornamenueMm u
Tapudamu.

424. Kiument o0s3yercs  obecrnieunBaTh
COXPaHHOCTh M IEJIOCTHOCTh YCTAHOBIICHHOM
Cucremsl, Bkmouas  CpexncTBa  3aIIUTHI
UH(OPMAIINH, a TAKXKE BBIMOIHATH TPEOOBAHUS K

skcrryarauu  CHCTeMbI,  U3JIO)KEHHBIE B
JloxkyMeHTanuu.

4.2.5. Knmuent no tpeboBanuto banka o0s3aH
MIPEIOCTABHUTH 3aBEPCHHBIC MO IITUCSAMU

YIOJIHOMOYEHHBIX Jul KiueHTa W OTTHCKOM
nevyatu Knuenra (nmpu ee Hammyuu) konuu (Ha
OyMa)KHOM HOCHUTEJIE) DIEKTPOHHBIX
JOKyMEHTOB, nepenaHHbix 1o Cucreme, B
TedyeHue 14 (ueTbIpHaATH) KaJIEeHIApHBIX AHEH
C MOMEHTA HalpaBJICHUsS eMY TpeOOBaHMUSL.

42.6. B cayyae CcMeHBl PYKOBOJIUTENIS
(EIMHOMMYHOIO  HCIIOJHUTENBHOIO  OpraHa)
Knuenr 00s13aH MOJITBEPIUTD npaBsa
JICUCTBYIOLLIETO Y110JIHOMOYEHHOT'O

npencrasutens Kimenra.

4.2.7. B ciuyyae mnpekpaiieHus IMOTHOMOYUHN
JIEUCTBYIOLLIETO YII0JIHOMOYEHHOTO
npencrasutens KimeHrta, a Takxke B ciydae
HecankumonupoBanHoro nocryna k Cucreme,
Komnpomeranuun Kumtoueit, Kinent o00s3an
He3aMeJUIMTEeNbHO HanpaBuTh B baHk nmuceMo 00
AHHYJIMPOBAaHUU COOTBETCTBYMOIIEro Kommuiekra
Knroueit (BnokeHHbIM daitioM) 1o  aapecy
ANEKTPOHHON mouThl (e-mail), ykazanHomMy B
HoroBope 00 wucnonb3oBanuu  JIbO, ¢
MOCIIEAYIOLUM HEMEIJIEHHBIM IIPE0CTABIICHUEM
B baHk opuruHana BbIIIEyKa3aHHOTO MHCbMa 00
aHHYJIMPOBAaHUU COOTBETCTBYIOIIEro Komrmuiekra
Kmrouelt Ha OymakHoM Hocutene. B cmyuae
IPEKpaAICHUsI  IOJHOMOYMM  JIEWCTBYIOIIETO
YnonHomoueHHoro mnpexacrasurens Kimenra
MUCHbMO 00 aHHYJIMPOBAHUU COOTBETCTBYIOIIETO
Kommnekra Kiroueit MokeT ObITh HaripaBieHO 10
Cucrteme 3a DIJIEKTPOHHOHM MOANMCHIO IPYroro
VYnonHomoueHHoro mpenacrasutens KimeHra,
OpyU ATOM TMOCIENyIolllee MpefoCTaBIeHHE
COOTBETCTBYIOLIIETO TMHCbMa Ha OyMaXKHOM
HOCHTEJIE HE TpeOyeTcCsl.

Hanpasienue yka3zaHHBIX B a03aiie IepBOM
HACTOSIIETO IYHKTa JOKYMEHTOB IO ajapecy
aniekTpoHHOM mouThl (e-mail) u mo Cucreme
(COOTBETCTBEHHO) 03Ha4yaeT TpeboBaHNE

funds in the amount, required for the payment
of services rendered by the Bank as in
compliance with the Agreement and Tariffs.
4.2.4. The Client undertakes to assure security
and entirety of the installed System, including
Information security products, as well as
implement the requirements for the operation
of the System, as specified in the
Documentation.

4.2.5. The Client, at the request of the Bank,
shall present copies (in paper) of Electronic
Documents, certified by signatures of the
Client’s Authorized persons and the Client’s
seal impression (if exists), transmitted through
the System, within a period of 14 (fourteen)
calendar days from the moment the Bank sends
such a requirement.

4.2.6. In case the Client undergoes a change of
the Director (sole executive body), the latter
shall confirm the rights of the effective
Authorized Representative of the Client.

4.2.7. In case of termination of the authorities
of the current Authorized Representative of the
Client, as well as in case of Unauthorized
access to the System, Key Compromise, the
Client shall immediately send to the Bank a
letter on cancellation of the corresponding Set
of Keys (as enclosure) to the e-mail address
specified in the Contract on the Use of RBS,
followed by immediate presentation of the
original letter on cancellation of the
corresponding Set of Keys on paper to the
Bank. If powers of the Client’s current
Authorized representative are terminated, the
letter on annulation of the respective Set of
Keys should be sent through the System,
electronically signed by another Authorized
representative, and subsequent provision of the
respective letter in paper is not required.

The sending of documents cited in the first
paragraph of the present numeral by e-mail and
through the System (respectively) means the
Client's request to stop receiving and executing
any Electronic Documents signed with the
Electronic Signature generated using the
compromised/canceled Set of Keys.
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Knuenra mnpekpatutb nOpueM UM HUCIOJHEHHE
JTOOBIX DNEKTPOHHBIX JIOKYMEHTOB,
nognucanueix  OlIl,  chopmupoBaHHOi  Ha
CKOMIIPOMETHUPOBAHHOM/aHHYJIUPYEMOM
Kommiekre Knrouen.

Jns  mpenoctaBieHUss MEPBOHAYATBHOIO
npaBa  jgoctyna B CucreMy — HOBOMY
YOITHOMOYEHHOMY
MIPEJICTAaBUTEII0/BO300OHOBIICHUS TIpaBa JOCTYIIa
B CucteMy JeUCTBYyIOIIEMY YTIOJTHOMOYEHHOMY
IPEJICTAaBUTENI0 IIOCIE AaHHYJIUPOBAaHUS €ro
Kunrouelt, Knuent npegocrasinsier B bank Jlanubie
o Brnagensiie ceprudukara kmoua nposepku I
B JBYX O9K3emiusipax (mo c¢opme banka) c
IPWIOKEHUEM HEOOXOJUMBIX JIOKYMEHTOB, a
TaKke, MpU HEOOXOJUMOCTH, 3asBICHHE O
IPEIOCTAaBJIEHUU IIpaBa JIOCTyIa B CUCTEMY
«Kmuent-bank» (o ¢popme banka).

ITopsimox [IPENOCTaBICHUS

NepBOHAYAILHOTO TMpaBa jAocTyna B Cucremy
HOBOMY YTIOJHOMOYEHHOMY MpPEICTaBUTEIIO/
BO300HOBNEHHUS TmpaBa jaoctyna B Cucremy
JICUCTBYIOLLIEMY YNOJIHOMOYEHHOMY
MPEJCTABUTENI0 TOCIE aHHYJIUPOBAaHUS €ro
Kirouen, aQHaJIOTU4YeH HOPSIIKY,
ycTaHoOBJIeHHOMY moamn. 6), B) m.3.1.1, moam. a)
m.3.1.2, n.3.2 CornameHusi.
B cnyuae yrepu Kinentom naposs st Bxoga B
Cucremy Knmenr mnpenocrtaBisier B bank
NUCbMEHHOE OoOpallleHHe ¢ MPOockOOi co3/1aTh U
HAIPaBUTh HOBBIN MapoJb 171 BxoAa B Cucremy.
4.2.8. B cnyyae u3MeHeHus (paMHUIMM, UMEHH,
oTdecTBa (MpU HAIWYUHK) YTIOJIHOMOYEHHOTO
npeacrasutens Knuenra KineHnt ocymectBisieT
BCE JEICTBUS, NPEIyCMOTPEHHbIE HACTOSLIUM
Cornamenuem JUISt MPEAOCTABICHUS
Y1oiHOMOYEHHOMY IPEJICTaBUTEIIIO
NepBOHAYAJILHOTO TpaBa gocryna B Cucremy, a
Takke mpexacrasiasier B bank nuceMo 006
aHHYJIMPOBAaHUHU COOTBeTCTBYIOIIEro Kommiiekra
Kiroueii.

B cnyuae nsmenenus HaumeHoBanus KinueHt
dbopmupyer B CucremMe 3ampoc Ha CO3/IaHHE
Ceptudukara kmoua nposepku JII, mpu 3TOM
KnueHT MOXeT caMOCTOSTENIbHO TTIOMEHATh CBOE
HauMeHoBaHue B Cucreme, a  Takxke
npenocrasiseT B baHk Ha OymMa)kHOM HOcCHTENe
Akt npusHanus CepTudukara Kioda IpOBEPKU
OIl nmns obmena coobmeHussMu (1Mo  dopme
banka) B 1ByX sK3eMILIsApax.

B nensx u3meHeHus BHJA IpaBa MOANHUCU
DNEKTPOHHBIX JOKYMEHTOB YTOJIHOMOYEHHOTO
npeacrasutenst Kimmenra, Knmuent oOparnraercs B

To grant the initial access to the System for the
Client’s new Authorized representative or to
resume the right of access to the System for
current  Authorized representative  after
annulation of his Keys, the Client should
submit to the Bank the Information on the ES
verification key certificate Holder in two
copies (according to the Bank’s form),
attaching all necessary documents and, if
needed, an application for granting the right of
access to the Client-Bank system (according to
the Bank’s form).

The procedure for granting the initial access to
the System for the Client’s new Authorized
representative or to resume the right of access
to the System for current Authorized
representative after annulation of his Keys is
similar to the procedure set out in subnumerals
b), ¢) of n.3.1.1, sn. a) of n.3.1.2 and n.3.2 of
the Agreement.

If the Client loses the password for access to
the System, he/she should submit to the Bank a
written application requesting to create and
send new password for access to the System.
4.2.8. In case of changes in the surname, name,
patronymic (if any) of the Authorized
Representative of the Client, the Client shall
perform all actions specified herein for the
purposes of granting the initial access to the
System to the Authorized representative as well
as submit to the Bank a letter on cancellation of
the respective Set of Keys.

In the event of a name change, the Client shall
form a request for the creation of the ES
verification key Certificate in the System,
whereby the Client may change its name in the
System on its own, and submit to the Bank in
hard copy an Act of Acknowledgement of the
ES verification key Certificate for message
exchange (according to the Bank's form) in
duplicate.

To change the type of the right to sign
Electronic Documents granted to the
Authorized Representative of the Client, the
Client shall file a written free-form application
to the Bank.

In case of changes in other information on the
Authorized Representative of the Client, the
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bank ¢  TUChMEHHBIM  3asABICHHEM B
IPOU3BOJILHON (hopMme.
B cnysae wu3MeHEeHHMs HMHBIX JaHHBIX

VYnonnomoueHHoro npexacrasurens Kiuenra,
Knuent npenocrasnser B bank AT nmpusHaHUs
Ceprudukara kmoua npoepku D1 mist oOmMeHa
coobmenusmu  (mo  ¢opme  banka), ¢
MIPUIIOKEHUEM 3aBEPEHHOU
bankoM/HOTapuanpHO (B cliyyae HEOOXOAUMOCTH
C TPOCTABJIICHHEM AamNoOCTWIS/IPU YCIOBUH €€
JIerajau3alim) KOITUU JIOKYMEHTA,
YA0CTOBEPSIOLLETO JIMYHOCTh Y TOJTHOMOYEHHOTO
npezncraButens Kinnenra n/unu nokymenTta (-oB),
NOATBEpXKIAoero (-ux) MpaBo JHIAa Ha
npeObiBaHue (mpoxkuBanue) B Poccuiickoit
®denepaunu, — JUisl HHOCTPAHHBIX FPAXKIAH U JIUI
0e3 rpaKIaHCTBA.

JAnsa  YIOJIHOMOYEHHBIX IPEACTABUTENIEU
KnuenTa ¢ monHomouusiMu «0e3 rpasa MoANUCH»
JIOKYMEHT, YAOCTOBEPSAIOILIHMA JUYHOCTb
YnonnomoueHHoro mnpexacrasurens Kimenra
W/WIA TOKYMEHT (-bl), TIOJTBEPKIAIOUINI (-1e)
npaBo Julla Ha mnpedbiBaHUE (IIPOKUBAHUE) B
Poccuiickoit denepanuu, — isi MHOCTPAHHBIX
TpaXKIaH U JIUIl 0€3 TPa)JTaHCTBA — MOTYT OBITh
MpeACTaBICHbl B baHK B KOMMSX, 3aBEPEHHBIX B
MOPsIZIKE, YCTAHOBJIEHHOM baHKOM.

JloxymenTsl, npeacraBisiemble KnrenTom u
COCTaBJICHHBIC HA UHOCTPAHHOM SI3BIKE, TOJKHBI
CONPOBOXKAATHCS MEPEBOJIOM Ha PYCCKUM A3BIK,
3a UCKJIIOYEHHMEM CJIy4yaeB, YCTaHOBJIEHHBIX
3aKOHOJaresnbcTBOM Poccuiickonn  @enepauuu.
[TepeBoj Ha pycCKHil S3bIK TOJKEH OBITH 3aBEPEH
B MOPSI/IKE, YCTAHOBJIEHHOM 3aKOHOAATEIbCTBOM
Poccuiickoit @enepanuu.

4.29. KimeHT 00s3aH  CaMOCTOSITENEHO
KOHTPOJMPOBATh CpPOKH neucTBus Kirouet u
CBOEBPEMEHHO  HMHULMHUPOBATh  MHPOLEAYPY
IInmanoBoit cmensl Kirouelr 10 MCTedeHUS WX
CpOKa JICUCTBU.

CootBercTByromme ypegomieHus o IlnanoBoi
cMene Kimtouelt Moryt HanpaBisiThess baHkoM 1o
Cucrteme B TeUEHHUE JBYX MECSIIEB IO UCTCUCHHS
cpoka gevicteus Kirouedt mnposepku OIl. B
cllydae, eciii B ycTaHOBJeHHble CoralieHueM
cpoku Kiinentom He HanpasiieH B bank 3anpoc Ha
co3nanue Ceptudukara kitouya npoepku Ol
W/WIM HE TPEJOCTaBieH B baHK Ha OyMaKHOM
Hocutene Akt mpusHanus Ceprudukara Kiroda
npoBepku OII mist oOmeHa cooOmieHusIME (110
dbopme banka), a TakKe B CIIydae HECOOTBETCTBUS
YKa3aHHOTO aKTa, MOJy4YeHHOro baHkoMm oOT
Knuenta Ha OyMaXHOM HOCHUTENE, YCIOBUSIM

Client shall provide the Bank with the Act of
acknowledgement of the ES verification key
Certificate for message exchange (according to
the Bank'’s form) accompanied by a copy of an
identification document of the Authorized
Representative of the Client certified by the
Bank/notarized (and apostilled, if
necessary/subject to legalization) and/or a
document certifying the person’s right to stay
(reside) in the Russian Federation — for foreign
nationals and persons destitute of nationality.

For the Authorized Representatives of the
Client “without the right of signature”, an
identification document of the Authorized
Representative of the Client and/or a document
confirming the person’s right to stay (reside) in
the Russian Federation — for foreign nationals
and persons destitute of nationality — may be
submitted to the Bank as copies certified
according to the procedure established by the
Bank.

Documents submitted by the Client and drawn
up in a foreign language must be accompanied
by a translation into Russian, with the
exception of cases provided for by the laws of
the Russian Federation. Translation into
Russian must be certified according to the
procedure established by the laws of the
Russian Federation.

4.2.9. The Client must independently control
the validity periods of Keys and timely initiate
the procedure of Planned change of Keys
before their expiry.

The respective notifications of the Planned
change of Keys may be sent by the Bank
through the System within two months before
expiry of the ES verification Keys. If the Client
fails to send a request for a new ES verification
key Certificate and/or an Act of
Acknowledgement of the ES verification key
Certificate for message exchange (according to
the Bank's form) on paper to the Bank within
the time set out by the Agreement, or if the said
act on paper received by the Bank from the
Client does not comply with the Agreement,
the Keys shall become null and void. To
resume the work in the System, the Client
creates a new Set of Keys, after which the
Parties shall undertake actions in accordance
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Cornamenus, aeiictsue Kiroueit nmpekpariaercs.
s Bo3oOHOBNEHUs paboThl B Cucreme KineHT
co3maeT HOBBIM Kommiekt Kirodei, mociie uero
CTopOoHbI OCYIIIECTBIISIOT JIeHCTBHA,
npeaycMoTpenusie 1.3.3 CoriameHus.

4.2.10. Knuent o6s13aH uadpopmupoBath bank 06
M3MEHEHUU uH(popMaIuy, Kacarouencs
ucnojguenuss Croponamu Cornamenus. [1o mepe
BHECEHMs]  COOTBETCTBYIOIIMX  HW3MEHEHUH,
HE3aMeJUIUTEIbHO  MpeacTaBisiTh B baHk
JIOKYMEHTBI,  MOATBEPXKJAIOIINE  U3MEHEHUS
JAHHBIX CBEICHUU.

Bce pucku HeOIaronpusTHBIX MOCIEACTBHIA,
CBSI3aHHBIX C HECBOEBPEMEHHBIM YBEIOMIICHHEM
banka o mpou3zomenmux H3MEHEHUSX, B TOM
yucne, YykKasaHHbix B 1.4.2.6-4.2.8, 1n.5.10
Cornamenus, HeceT Kauenr.

4.2.11. Ilpu pacropxxkernnn Cornamenusi Knuent
00s3yeTcsl YHUUYTOKUTh BCE IPEOCTABIEHHOE
eMy B MOJb30BaHUE MpOrpaMMHOE OOecredeHue
(ucrionHsieMble M BCIIOMOTAaTENIbHbIE (ailibl)
Cucremsl.

4.2.12. KiuueHnt o00s3yercs He IepenaBaTh
TPETHUM JIMIIaM CBOM IpaBa U OOS3aHHOCTH IO
Cornamnienuto 6e3 NMUCbMEHHOTo (Ha OyMa)KHOM
HocuTene) cornacus banka.

4.2.13. KnueHt 00s3aH MpOBEPATh HAIUYUE
HOBBIX OIIEKTPOHHBIX JIOKYMEHTOB OT baHka,
HanpaBlieHHBIX B afapec Kinenra, exxeqHeBHO, 3a
UCKITIIOYEHHEM OQUIMATBHO  YCTAaHOBJICHHBIX
BBIXOJHBIX W TPA3THUYHBIX HEpabOuuX JTHEH
banka, a Takxe exeIHEBHO MHpoBepsATh SMS-
coOOIIIeHus1, HanpaBlieHHbIe baHKOM B CBsI3U C
BBISIBICHUEM UM ONEpalMii, COOTBETCTBYIOLIUX
MPU3HAKaM OCYIIECTBIICHUSI IEPEBO/IA ICHEKHBIX
cpenctB 6e3 1obpoBoabHOTO cornacus Knuenra.

Knuent o0si3aH He pexe OJHOro pasza B 5
(msITh) KaJeHAApPHBIX JTHEH 3HAKOMHUTHCS C
uHpopmanmert, nyonukyemoil  baHkoMm B
cooTBeTcTBUM C 11.12.6 Cornamenus.

3a yOBITKH, BO3HHUKIINE B pe3yJbTare
HeucrnionHeHus:  KiMeHTOM  BBIIIEYKa3aHHBIX
o0s13aHHOCTEH, BaHk OTBETCTBEHHOCTH HE HECET.
4.2.14. KnueHt o0s3yeTcst mo TpeOOBAHUIO M
dbopme banka mpeaoCcTaBiISATh JOKYMEHTHI (KaK Ha
OyMa)XHOM HOCUTENe, TaK H C TOMOIIBIO
Cuctembl), TOXATBEpXIAlONME JaHHBIE 00
YnonHomouenHoM npencraBurene Kivenra.
4.2.15. Kimment 00s13yeTcs coOIro1aTh
TpeOoBaHUS 1O MHPOPMAITMOHHOM 0€30IaCHOCTH
npu pabore c¢ Cucremoil, yka3aHHbIC B
[Tpunoxxennn Ne 4 k CoryalieHuio, a TaKke
HanpasisieMble  bankoMm mno Cucreme wu

with the stipulated in the n.3.3 of the present
Agreement.

4.2.10. The Client shall inform the Bank, in
writing about any changes in the information
relating to the performance of the Agreement
and submit to the Bank documents confirming
changes in said information as far as such
changes are introduced.

All risks of adverse consequences associated
with untimely notification of the Bank about
any changes that have taken place, including
those stated in n.4.2.6-4.2.8, n.5.10 of the
Agreement, shall be borne by the Client.
4.2.11.In case of the termination of the
Agreement, the Client undertakes to destroy all
the software of the System granted to the latter
for use (executable and auxiliary files).

4.2.12. The Client undertakes not to transfer its
rights and obligations as under the present
Agreement, to third parties without a written
consent (on paper) of the Bank.

4.2.13. The Client shall check, on the daily
basis, the availability of the new Electronic
Documents from the Bank, directed to the
Client, except for the officially established
holidays and weekends, as well as daily check
SMS messages sent by the Bank in relation to
any discovered transaction with signs of money
transfer without the voluntary consent of the
Client.

The Client must at least once every 5 (five)
calendar days review the information published
by the Bank in accordance with n.12.6 of the
Agreement.

The Bank shall not be liable for losses incurred
as a result of the Client’s failure to fulfill the
above obligations.

4.2.14. The Client undertakes to provide
documents (both on paper and in the System)
certifying data on the  Authorized
Representative of the Client on demand of the
Bank.

4.2.15. The Client undertakes to comply with
information safety requirements specified in
Annex No. 4 to the Agreement, distributed by
the Bank in the System, and posted on the
Bank’s official website in the Internet in the
course of working with the System.
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pasmeniaemMble Ha opuIanbHOM caiite banka B
cetu «MIHTEpHET.

4.2.16. KuueHT 00s3yeTcsi HeE3aMEIIUTEIBHO
yBeAOMJIATh baHk 000 BceXx HU3MEHEHHUSAX B
azpecax, YKa3aHHbIX B 3asBKE Ha YCTaHOBKY
CucreMbl/3asiBICHUM O MPEIOCTABICHUU IpaBa
nocryna B cucreMy «Kinuenr-bank». Bee pucky,
BO3HMKIIUE B PE3yJIbTaTe HENPEACTABICHUS WIH
HECBOEBPEMEHHOI'0 IpejcTaBieHuss B  baHk
yKa3aHHON uHpOpManUyu, BO3JNAralOTCs Ha
Kinenra.

4.2.17. Kmuentr  o0si3yeTcss ~ HEMEIJICHHO
uHpopmupoBaTh  baHK 0  HampaBIeHUH
OJNIEKTPOHHBIX JOKyMEHTOB 1o Cucreme mnoj
BIUSHUEM OOMaHa WM IMpHU 3JI0YyNOTPeOIeHUU
€ro JOBEpHUEM.

4.3.IIpaBa u ob6s13anHocTH baHka

4.3.1. baHk He MNpUHUMAET K HCIOJHECHHUIO
ONEKTPOHHbIE JIOKYMEHTHI, O(QOPMIIEHHBIE C
HapylIeHHeM TpeOOBaHMI 3aKOHOMAATEIbCTBA
Poccuiickoit ®denepanuu, Cormamenus, [IBbC,
VYcenouit  CBII, uWHBIX corjameHuil MexIy
Croponamu.

4.3.2. bank umeer mpaBo oTka3arb KiueHTy B
npueMe K  HUCHOJHEHHI0  DJEKTPOHHOTO
JIOKyMeHTa, ecnu KiueHT 3anmojHui — mojis
DNEKTPOHHOT0 JOKYMEHTa ¢ omuOkamMu. B aTom
cnyyae Knmenty HanpaBnsgercs Ksutanuus c
yKa3aHHeM IMPUYHHEI 0TKa3a’,

4.3.3. bank He uMeeT IpaBa CaMOCTOSITEIHbHO
KOPPEKTUpPOBAaTh  PEKBU3UTHI  JJIEKTPOHHBIX
JnokymeHToB KnneHra.

4.3.4. B cinydae HenpenocrasineHus KimeHtom
JIOKYMEHTOB, YKa3aHHBIX B 1.4.2.7 CornamieHus,
bank He OyzmeT HeCTH OTBETCTBEHHOCTb 3a
MOCNIEACTBHSI COBEPILUEHUS OIepalnuid, HWHBIX
JENCTBUH, CIENOK Ha OCHOBAaHUMU HaIJIEKALUM
obpazom 0(hOpPMIIEHHOTO Knuentom
ONEKTPOHHOTO  JIOKYMEHTa,  IOANHCAHHOTO
YnonHoMO4YeHHBIM TpeacraBuTeneM KimeHra,
JAaHHbIE O KOTOPOM OBUIM TMPEAOCTABICHBI
Knuentom B bank panee.

4.3.5. baHk mpekparmaer npueM U UCIOIHEHUE
JTHOOBIX ONEKTPOHHBIX JIOKYMEHTOB,
noanucanHelx  OlIl,  chopmupoBaHHOi  Ha
CKOMIIPOMETHPOBAHHOM/aHHYJIUPYEMOM
Komnekre Kitouell B cpoku, IpelycCMOTPEHHbIE

4.2.16. The Client undertakes to immediately
notify the Bank on all the changes incurred with
respect to any address specified in the
application for the installation of the System/
application for granting the right of access to the
Client-Bank system. All risks resulted from not
providing or providing the Bank inopportunely
with such an information are assumed by the
Client.

4.2.17. The Client undertakes to immediately
inform the Bank about sending Electronic
Documents via the System under the influence
of fraud or by breach of trust.

4.3. Rights and obligations of the Bank

4.3.1. The Bank does not accept Electronic
Documents for execution, drawn up in
violation of the requirements of the legislation
of the Russian Federation, the Agreement,
BAAs, the FPS Terms and other agreements
between the Parties.

4.3.2. The Bank has the right to refuse the
Client in the acceptance for execution of an
Electronic Document, if the Client omitted
mistakes when filling in such Electronic
Document. In this case a Receipt confirmation
is sent to the Client specifying the reason for
refusal®.

4.3.3. The Bank may not independently correct
details of Electronic Documents of the Client.

4.3.4. If the Client fails to provide the
documents specified in n.4.2.7 of the
Agreement, the Bank shall not be liable for the
consequences of performing transactions, other
actions, deals on the basis of an Electronic
Document duly executed by the Client, signed
by the Authorized Representative of the Client,
details of which were provided by the Client to
the Bank earlier.

4.3.5. The Bank shall stop accepting and
executing any Electronic Documents signed
with the Electronic Signature generated using a
compromised / canceled Set of Keys within the
time limits specified in the letter on
cancellation of the corresponding Set of Keys,
and in case no such time limits are specified —

4 IMopsnok npuema u 06paboTky marexeit B pamkax CBIT onpenenen Yenosusamu CBIT/The procedure for
acceptance and processing of payments in the frame of FPS is established by the FPS Terms.
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B MHCHEME 00 AHHYJIUPOBAHUU
cootBercTBytonero Kommnekra Koroueir, a B
cily4yae OTCYTCTBHS yKa3aHUsl Ha TaKU€ CPOKHU —
HeMelJIeHHO. Bce DeKTpoHHbIE JOKYMEHTHI,
IIOCTYNHUBIIME B baHK 10 mnomydeHuss baHkoMm
YKa3aHHOTO MHUCbMa, UCHIOJIHSIOTCS B MOPSIKE,
yctaHoBiieHHOM CorjameHueM WiId HWHBIMHU
coryameHusiMu Mexay CTopoHamu.

B cnydae HemnpencTtaBieHuss oOpuruHaia
nMcbMa 00 aHHYJIMPOBAHWU COOTBETCTBYIOIIETO
Kommnekra Kiroueit Knuentom Ha OymakHOM
HocuTene bank He Oy/ieT HeCTH OTBETCTBEHHOCTh
3a yOBITKY, TpHUMHEeHHbIe KIMeHTy B pe3ynbrare
MpEKpaICHUS npueMa u HCIIOJHCHUS
DNEKTPOHHBIX JIOKYMEHTOB, noanucaHubix O,
chopMupOBaHHOM Ha COOTBETCTBYIOIIEM
CKOMIIPOMETHUPOBAHHOM/aHHYJIUPYEMOM
Kommnexre Kinroueii.

4.3.6. bank umeer npaBo orkazaTh KimeHTy B
MIPUEME/TIPUOCTAHOBUTh  MCIIOJHEHUE JIFOOOTO
DIIEKTPOHHOTO JIOKyMEHTA o CBOEMY
YCMOTPEHHIO, B  TOM  4HCIE, HO  HE
OTPAaHUYUBASACH, B CITy4yae BOSHUKHOBEHHUS Y HETO

MOJAO3PEHUM, YTO DJIEKTPOHHBIM JOKYMEHT
HOAIMMCaH HE VYHoIHOMOYEHHEIM
npeacrasutenem  Knmenrta, Kommnpomeranuun

Kiroueit, HecaHKIMOHMPOBaHHOrO J0CTyna K
Cucrteme w/uaum B cioy4ae  Kakoro-imoo
Hapymenus Kinentom Cornamenus, mpu 3TOM
Knuent BIIpaBe nepenaTh B bank
COOTBETCTBYIOIIUI TJIATEKHbBIA, THON TOKYMEHT
Ha OyMaXHOM HOCHUTENEe, COCTaBJICHHBIH B
cootBetrcTBuU ¢ ycnoBusmu JIBC, Cornamenus,
MHBIX corjameHuil Mexny bankom n Knuenrowm,
3aKOHO/ATeNbCTBOM Poccuiickoit deeparum’.
O cBoeM oOTKa3e B mpueMe DJIEKTPOHHOTO
nokyMmeHTa bank o0s3yercst yBenomuth Kiinenra
He no3iHee Pabouero aust banka, crneaytorero 3a
JTHEM TIOCTYIUIEHUSI DJIEKTPOHHOTO TOKYMEHTA B
bank, myrem HanpasieHus cooOmenust Kinuenty
o Cucreme.
4.3.7. bank umeer npaBo oTkazaTb KimeHTy B
npueme DIIEKTPOHHBIX
JIOKYMEHTOB/IPUOCTAHOBUTH UX UCIIOJIHEHHE /IS
MPOBEJCHUS pacdyeTHbIX omnepauuit mo Cuery,
CUETy IO BKJIAJy (eno3ury), noanucanusix O,
a TaKxke [IEpEeBECTU Kimmenra B
WNHpopMalnoHHbBIN pexuM (YHKIMOHUPOBAHUS
Cucrembl, npu kotopoM KimeHty poctyneH
OrpaHUYEHHBIN (byHKIHOHAT (pexum

immediately. All the Electronic Documents
received by the Bank prior to the receipt of such
letter by the Bank shall be executed in
accordance with the procedure established by
the Agreement or other agreements between
the Parties.

In case of the Client’s failure to submit the
original letter on cancellation of the respective
Set of Keys on paper, the Bank shall not be
liable for any losses incurred on the Client as a
result of the termination of acceptance and
execution of the Electronic Documents signed
with the Electronic Signature generated using a
compromised / canceled Set of Keys.

4.3.6. The Bank has the right to refuse the
Client in the acceptance/suspend execution of
any Electronic Document at its own discretion,
including, but not limited to, the cases when it
suspects that the Electronic Document is signed
by somebody other than the Authorized
Representative of the Client, Key Compromise,
Unauthorized Access to the System and/or in
case of the Client’s default hereunder, in which
case the Client has the right to present the Bank
with the corresponding payment, other
document on paper, drawn up in compliance
with the terms of BAAs, the Agreement, other
agreements between the Bank and the Client,
the legislation of the Russian Federation®.

The Bank shall notify the Client about its
refusal to accept the Electronic Document no
later than the day, following the day of
reception of an Electronic Document by the
Bank, by sending a message to the Client via
the System.

4.3.7. The Bank has the right to refuse the Client
in the acceptance/suspend execution of
Electronic Documents for carrying out
settlement transactions on the Account, a
deposit account signed with ES and also to
switch the Client to the Information mode of
the System functions, when the Client’s
access is restricted to the browsing mode and
sending to the Bank of free form messages in
cases provided for by the legislation of the
Russian Federation, including in the field of

% TInatesxnble Jokymentsl B pamkax CBIT MoryT nepeasarses Tonbko nocpeactsom Cucrembr/Payment documents
in the frame of FPS should be transferred only through the System.
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«IPOCMOTpPa», a TaKXkKe HampaBieHHe B baHk
coo0meHuit ceoboaHOr0 hopmara), B Cirydasx,
IPEAYCMOTPEHHBIX 3aKOHO/1aTEJIbCTBOM
Poccutickoii @enepariuu, B TOM 4UCIIe, B 00IaCTH
MPOTUBOJICUCTBUS JIeTAIM3alUU  (OTMBIBAHHUIO)
JIOXOJ/IOB, TMOJIYUYEHHBIX MPECTYINHBIM ITyTEM, M
(UHAHCUPOBAHUIO TEPPOPU3MA.

4.3.8. bank wuMeeT MpaBo 3ampaliuBaTh Yy
Knuenrta MOATBEPKICHUE JTAHHBIX 00
YnonHomoyeHHOM npeacTaBuTene Kinuenra.
4.39. bank wumeer 1mpaBO BHOCUTh B
OJIHOCTOPOHHEM MOPSAKE U3MEHEHUS B TIOPSAIOK
¢ynkunonupoBanuss CucremMsl U co00mATH 00
stom KiHeHTy B MUCbMEHHOM YBEIOMJICHUU Ha
OyMa)XHOM  HOCHUTEJE€ WJIH  IOCPEACTBOM
Cucremsl.

4.3.10. bank wuMeeT mnpaBO NPUOCTAHOBUTH
oOcnyxuBanue KiueHTa ¢ HCHONIB30BAaHUEM
CucreMbl Ha BpeMs CIOPHBIX CHUTyalud c
yBegomienueM 06 stom Kinenra.

4.3.11. bank wuMeeT MpaBO MNPUOCTAHOBUTH
oOcinyxuBanue KiueHta ¢ HCIONIB30BaHUEM
CucreMbl [Uisi  BBIIIOJHEHUS  HEOTJIOXKHBIX,
aBapUIHbBIX U PETIIAMEHTHBIX padOT, CBA3aHHBIX C
oOciyxuBanneM CHCTEMBI.

4.3.12. baHK TpUOCTaHABIMBAET OOCITY)KHUBaHHUE
Knuenta ¢ wucnonb3zoBanuem CuCTeMBI IIpU
nonyueHun ot banka Poccunm undpopmanumy,
coxepxaiieiics B base naHHBIX, Ha IEpUOL
HAaXOXJEHUA B HEW YKa3aHHBIX CBEIACHUU O
Knuenre.

[Tpu 3TOM bauk He3aMeJIUTEIILHO
yBenomisier KimeHTa O IPHOCTaHOBIEHUM
ucnonp3oBaHuss CucTeMbl, a TakXke O IIpaBe
Knuenta momate B INOpAJKE, YCTaHOBJIEHHOM
bankom Poccum, 3asenenue B bank Poccun (B
ToM uwucie uepe3 baHk) 00 HCKIIOYEHUH
cBelleHnH, oTHocsmmxcs K KimeHty, n3 basel
JAaHHBIX.

4.3.13. baHk UMeeT MpaBo 1O CBOCH WHHUIIMATHBE
onmokupoBath neiictBue Kitoueil B ciaydae ux
Komnpomeranumu.

4.3.14. bank o0s3yercs B TeueHHe 7 (CeMH)
Pabouux nHeit banka oT 1aThl MOMTy4eHUs 3asBKU
Ha ycraHOBKY CHCTEMBI U IpH YCIOBHH

BeINONHEeHUsT  KiomeHToOM — 0043aTenbCTB, B
COOTBETCTBUH c m3.1.1 CornameHnus,
mpow3BecTH pabOTBI M OKa3aTh  YCIYTH,

npeaycMoTtpenssie .3.1.2, n.3.2 CornamieHusl.

4.3.15. bank o6s3yercs nmpuHUMaTh oT Knuenra
DONEKTPOHHBIE  JIOKYMEHTBHI,  TOANHCAHHBIC
YronHOMOYEHHBIM(M)  TpeacTaBUTeIeM(JISIMH)

countering the legalization (laundering) of
criminal proceeds and terrorism funding.

4.3.8. The Bank has the right to require from the
Client confirmation of data on the Authorized
Representative of the Client.

4.3.9. The Bank shall have the right to amend
unilaterally the procedure of the System
functioning and inform the Client about it via a
written notification or the System.

4.3.10. The Bank shall have the right to suspend
services for the Client rendered with the use of
the System, for duration of disputable
situations, upon a corresponding notice given to
the Client.

4.3.11. The Bank shall have the right to suspend
services for the Client rendered with the use of
the System, for the performance of urgent,
emergency and scheduled works associated
with servicing of the System.

4.3.12. The Bank shall suspend services for the
Client rendered with the use of the System in
case of receiving from the Bank of Russia of
the information contained in the Database for
the period of presence in the Database of the
mentioned data about the Client.

The Bank shall immediately notify the Client
about suspension of the use of the System as
well as about the Client’s right to submit an
application to the Bank of Russia (including via
the Bank) for deletion of the data related to the
Client from the Database.

4.3.13. The Bank may on its own initiative
block the operation of the Keys in case of their
Compromise.

4.3.14. Within a period of 7 (seven) Business
days from the date of the System installation
request, provided that the Client has executed
the obligations as in compliance with n.3.1.1.
of the Agreement, the Bank shall execute
works and render services, as under n.3.1.2 and
n.3.2 of the Agreement.

4.3.15. The Bank undertakes to accept
Electronic Documents from the Client, which
have been signed by the Authorized
Representative(s) of the Client in compliance
with the terms of the present Agreement and
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Knuenta B COOTBETCTBMM C  YCJIOBMSIMH
Hactosamero  CornameHusi,  TpeOOBaHHUSIMHU
3akoHozaarenbcTBa Poccuiickonr denepanuu u
OCYIIECTBIISITh ~ OMEpalid, CIEIKH, HHbBIE
JEICTBUSL HAa OCHOBAHMU TAKUX OJIEKTPOHHBIX
JIOKYMEHTOB B CpokH, mnpeaycmorpeHnbie [IbC,
CornmamenneM, Yciaopusmu CBII, uHBIMH
CorJaleHUus MU MEXIY Croponamu,
3aKoHoAarenbCcTBOM Pocculickoit denepanumu.

CTOpoHBI TMpPHU3HAIOT B KayecTBE EIUHOU
mKanel BpeMeHH npu pabore c Cucremoit
MECTHOE BpeMs . MoCKBBI®.

4.3.16. Ilocne monkmoueHusi k Cucreme
bank uHpopmupyer Knmenra o coBepiieHUH C
ucnionp3oBanueM  Cucrembl wim  6e3  ee
UCIIONIb30BaHUsl Kaxaou omepanuu mno Cuery,
cyeTy Jeno mnyreM mpenoctasieHus KimeHty
BoIMUCKU 1o Cyery, cueTy Jeno He MO3JIHee
PabGouero nus banka, cienyromero 3a JHEM
coBepiieHus onepauuu no Cyery, cuery Jero,
IyTEM HAIpPaBJIEHUS HX TOJIBKO IOCPEICTBOM
Cucrempl.  Jluem  Bblgaud  (TIOTy4YEHUS)
YKa3aHHbIX BBIMMCOK CUUTAETCS JEHb HUX
HanpasineHuss bankom mo Cucrteme. B ciyuae,
ecnu JOCTYT Knuenra K Cucreme
IIPUOCTaHOBIIEH, yBenomiieHne KimmeHnta o
COBEpUICHUH yKa3aHHBIX ornepanuit
OCYILIECTBIISAETCS yTeM IIPEIOCTABIICHUS
Knuenty Bbmucku no Cuery, cuery JAeno Imo
Cucreme HE3aMeINTEIBHO rnociie
BOCCTAHOBJIEHMSI JOCTyNa K HEW WIM JIpYruM
croco0OM U B CpPOKHM, IpPEeayCMOTpEHHbIE
cootBercTByOmUM JIBC/noroBopom cueta siemno.

HanpaBnenue baHKOM yKka3aHHBIX BBIITUCOK
no Cucreme (WK IpyruM criocoOOM U B CPOKH,
IIPEyCMOTPEHHBIE COOTBETCTBYIOIIIUM
JAbC/noroBopom  cuera  nemno)  sBISETCS
HaauexamuM  yBenomieHueM  KimeHrta o
COBEpUICHUH ONEpalud C HCIOJIb30BAaHUEM
IIEKTPOHHOIO CpeacTBa TUIaTexa B
COOTBETCTBUU C 3aKOHOJATEIHCTBOM
Poccuiickoit  ®enepanuu, u He TpedyeT
JOTIOTHUTEILHOTO HaIpaBJIEHUs bankom
KnueHnTty kakux-1mu60 MHBIX YBEIOMIICHUI.
4.3.17. bank 00s3yercsi KOHCYJIbTHPOBAThH
Knuenra nmo Bompocam pabotsl ¢ Cucremoii (c
10.00 no 16.00 MmockoBckoro Bpemenu B Paboune
nuu banka), mpenoctaBnaTe KimeHTy HOBBIE
Bepcun CucTeMbl, a Takxke HWHOOPMHUPOBATH
Knnenta o000 Bcex HM3MEHEHHSX MOpsaKa

the requirements of the legislation of the
Russian Federation and implement operations,
transactions and other actions in time stipulated
in BAAs, legislation of the Russian Federation,
the Agreement, the FPS Terms and other
agreements between the Parties, on the basis of
such Electronic Documents.

The Parties recognize the Moscow local time®
as the single time scale when working with the
System.

4.3.16. After connection to the System the Bank
shall inform the Client about each transaction
on the Account effected using the System or
without its use by providing to the Client
statements of the Account and the depot
account not later than the Bank’s Business Day
following the date of the transaction on the
Account and depot account with said statements
to be forwarded exclusively via the System. The
date of issue (receipt) of said statements shall be
the date of their forwarding by the Bank via the
System. If the Client’s access to the System is
suspended, the Client shall be notified of the
above transactions by way of sending the Client
statements of the Account, depot account via
the System immediately after recovery of the
access thereto or in any other manner and within
the terms fixed by corresponding BAA/depot
account agreement.

The said statements forwarded by the Bank via
the System (or in any other manner and within
the terms fixed by the corresponding
BAA/depot account agreement) shall be
deemed the proper notification of the Client
about the transaction using the electronic means
of payment in accordance with the legislation of
the Russian Federation, and shall not require
any additional notification from the Bank to the
Client.

4.3.17. The Bank undertakes to consult the
Client on the issues of operations in the System
(from 10 a.m. till 4 p.m. Moscow time on
Business Days of the Bank), grant the Client
with the new versions of the System, as well as
inform the Client about all the changes in the
functions of the System during the entire period
of validity of the present Agreement.

® TTopsinok npuema u 06paboTtku riatesxeii B pamkax CBIT onpenenen Ycnosusmu CBIT/ The procedure for
acceptance and processing of payments in the frame of FPS is established by the FPS Terms.
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¢ynkunonupoBanusi CUCTEMBI B TEUCHHE BCETO
cpoka aeicTBus Hactosmero CornameHus.
4.3.18. B LEeJsIX IIPOTUBOIENUCTBUS
OCYIIECTBIICHHUIO MIEPEBO/IOB JICHEKHBIX CPE/ICTB
0e3 10OpOBOJIBLHOTO corjacus KiueHTta, bank Ha
OCHOBaHMH 3asiBieHUs KineHTa, cocTaBIeHHOTO
no ¢opme banka Ha OyMa)XHOM HOCHTEJE WIIH
HampaBJeHHOro ¢ momompio  Cucremsl,
yCTaHAaBIMBAaeT HE TO3/1HEe paboyero HA,
CIICTYIOIIETO 3a THEM NpuHATHS baHkoM qaHHOTO
3asBIICHUS:

- COOTBETCTBYIOIIME OTPAHUYCHHS II0 CyMMe
OJTHOW OIepaluy W/WIK 1Mo oOuIei cymme Bcex
orepanuii 3a KaJeHJapHbBIA JIeHb, MPOBOJHMBIX
o Cuety ¢ nmomoiibio CUCTEMBI;

- COOTBETCTBYIOILIE OTPAaHUYECHUS 1o
npenocrasieHnio bankoMm KimmeHty ¢ momonisro
Cucrembl  kpeaura MO0  OrpaHUYEHHUE

MaKCUMaJIbHOM CYMMBI OJTHOTO KpeauTa v (WiIH)
KPEAWTOB 3a OINpeAeNiCHHBbI MEepUoa BpEMEHH,
onpexaensieMblie KinenTom.

OTMEHa  YCTAHOBJIEHHBIX  OrpaHUYECHHI
OCYIIECTBIsIETCS baHKOM TOCie TPUHATHS UM
COOTBETCTBYIOILIETO 3asiBIICHUS Krnuenra,
MPEJICTAaBICHHOTO B baHk Ha OyMaXHOM
HOCHTEE.

Crartbd 5. [IpaBa u oos13anHocTH CTOPOH IPH

4.3.18. With the purpose to prevent the transfer
of money without the voluntary consent of the
Client, on the basis of the Client’s request
elaborated in paper and in accordance with the
Bank’s form or sent through the System, not
later than the day following the receiving of
this request, the Bank establishes respective
restrictions on the amount of one operation
and/or on the whole amount of daily operations
performed in the account through the System.

The respective restrictions are also established
on the credit provision by the Bank to the Client
through the System, or a restriction on the
maximum amount of one credit and/or credits
for a specific lapse of time defined by the
Client.

The abolition of established restrictions will be
implemented once the Bank receives the
respective Client’s request submitted in paper.

Article 5. Rights and obligations of the
Parties when the Bank discovers
transactions with signs of money transfer

BBLISBJICHUH Bbankom onepanui,

without the voluntary consent of the Client

COOTBETCTBYIOUINX NPU3HAKAM
OCYIIIECTBJCHHUS NepPeBoaa AeHEKHBIX CPEACTB
0e3 100poBoJLHOIO0 corjiacusa Kianenra

5.1. baHk mnpu BBISIBICHHUH UM OIEpaIuH,
COOTBETCTBYIOIIEH MpHU3HAKAM OCYIIECTBICHHS
nepesojia JICHEXKHBIX CpeZCTB 6e3
noOpoBosbHOTrO cornacust Knuenra, o0s3aH npu
npreMe K UCTIONHEHHI0 pacnopsbkenus Kinuenta
O COBEpIICHWH OIEpalnd, COOTBETCTBYIOIICH
NPU3HAKaM OCYIIECTBIICHUS MIEPEBOIA IEHEKHBIX
cpencts 6e3 qoOpoBosbHOTO coriacusi Kiuenra,
NPUOCTAaHOBUTH €ro HCIOJHEHHWE Ha CpOK,
IIPEyCMOTPEHHBIH 3aKOHOJIaTEIIHLCTBOM
Poccuiickoit denepanumn.

5.2. O  1$puOCTaHOBJICHUH
pacriopsbkenuss ~ KimeHta o coBeplueHUM
Olepanny,  COOTBETCTBYIOIIEH  MpH3HAKaMm
OCYILIECTBIICHUS TIEPEBOAA JCHEXKHBIX CPEICTB
06e3 poOpoBosbHOTrO coriacusi Knuenta bank
00s13yeTcs YBEIOMUTH Kmuenta
He3aMeIUTENbHO myTeM HampaBJICHUs
coobuienus KinmenTy rno cBoemy yCMOTPEHHIO 10
CucreMe wWIM 1O HOMEpPY MOOUIIBLHOTO

HUCITOJTHCHUS

5.1. If the Bank discovers a transaction with
signs of money transfer without the voluntary
consent of the Client, the Bank when accepting
for execution of the Client’s order to perform a
transaction with signs of money transfer
without the voluntary consent of the Client
shall suspend the execution of the order for a
term stipulated by the legislation of the Russian
Federation.

5.2. The Bank shall immediately notify the
Client about the suspension of the Client’s
order to perform such transaction with signs of
money transfer without the voluntary consent
of the Client by sending a message to the Client
at its own discretion via the System or to the
mobile phone number’ specified by the Client
in the Contract on the Use of RBS or notified
by the Client to the Bank in the procedure
established by the Agreement.
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tenedona’, ykazannomy Knmentom B JloroBope
00 wucnosp3oBanun JIbO wmm cooOmeHHOMY
Kimenrom banky B nopsiike, IpeayCMOTPEHHOM
CornameHuem.

5.3. KumeHT noarBepxknaeT/He MOATBEPHKIACT
UCIIOJIHEHUE bankom pacnopsiKeHus,
MIPUOCTAHOBIIEHHOT O n3-3a MPU3HAKOB
OCYLIECTBJICHUSI IEPEBOJA JACHEXKHBIX CPEIICTB
0e3 nmoOpoBoibHOTO coryacus Kiuenra, B
YCTaHOBJICHHbBIE 3aKOHO/IaTEJIbCTBOM
Poccuiickoit ®@enepauuu CpoOKHM 1O HOMEPY
tenedona banka, ykazaHHOMY Ha O(QHUIIMATIEHOM
caute banka B cerm «MHTEepHeT», C
npousHecenueM Konosoro cnosa Knuenra.

IIpyn HanM4MKM TEXHUYECKOW BO3MOKHOCTH,
MOATBEPIUTD HCIIOJIHEHUE bankom
pacnopsKeHusi,  IPUOCTAHOBJIEHHOIO — H3-3a
MIPU3HAKOB OCYILECTBIICHUS MEPEBOJIA JCHEKHBIX
cpeactB 6e3 mobpoBobHOTO cornacus Kiuenra,
Knuent moxer no Cucreme nyrem BBOJa KoJa —
MOATBEPKICHUSA, MIPEBAPUTEIBHO
3anpouieHHoro Knumentom mno Cucreme u
MOJIyYEHHOTO Ha MOOWJIBHBIH HOMeEp TenedoHa,
ykazaHHblil B JloroBope 06 ucnonszoBanuu J[bO
wiu cooOuieHHsli Knmuentom banky B mopsizke,
IPEYCMOTPEHHOM CornamieHueM. Jo
MOATBEPKICHUS HCTIOTHEHUS bankom
COOTBETCTBYIOIIET0 TUIarexka KiumeHT o06s3an
CBEpUTH PEKBU3HUTHI pactopspKeHuUs,
otnpasieHHoro KineHToM, ¢ peKBU3UTaMH,
YKa3aHHBIMU B YBEIOMJICHUH, HAMNpPaBICHHOM
bankoM 1o Homepy MoOmiIbHOrO TenedoHa,
ykazanHomy Kimentom B JloroBope 00
ucnonszoBanuu  JIbO  umm  cooOrieHHOMY
Kimenrom banky B nopsiike, npeaycMOTPEHHOM
CornamieHuem.

[Ipy mocrymieHun. B YCTAaHOBJICHHBIE
3aKOHOJaresbcTBOM  Poccuiickoii  Depepanuu
CpokH, B baHK MOATBEPKIEHUS WCIOJIHECHUS
baHKOM COOTBETCTBYIOLIETO IIJIATEXKA B TEUCHUE
onepalMoHHOro AHsA, YykazaHHoro B JIBC,
JIEHEXKHBIE CpelCTBa cnuchiBatoTcs co Cuera B
tekymmii  PaGoumit  nenp  banmka.  Ilpu
MOCTYIIJIEHUHU BBIIIEYKAa3aHHOTO MOATBEPKICHUS
MOCJIE OMEPAlMOHHOTO JTHS, JEHEXKHBIE CPE/ICTBA
cnuceiBaroTcs co CueTa He NMO3HEE CIIEYIOIIEro
Pabouero nus banka.

5.3. The Client confirms/does not confirm the
performance by the Bank of the order
suspended due to signs of money transfer
without the voluntary consent of the Client
within the timeframe established by the
legislation of the Russian Federation by calling
on the Bank’s phone number specified on the
official web-site of the Bank in the Internet and
using the Client’s Code Word.

If technically possible, the Client may confirm
the performance by the Bank of the order
suspended due to signs of money transfer
without the voluntary consent of the Client,
using the System and entering the confirmation
code preliminarily requested by the Client via
the System and received on the mobile phone
number specified in this Contract on the use of
RBS or advised by the Client to the Bank in the
procedure established by the Agreement. Until
confirmation of performance by the Bank of the
corresponding payment, the Client shall check
the details in the order sent by the Client against
the details specified in the notification sent by
the Bank to the mobile phone number specified
by the Client in the Contract on the Use of RBS
or otherwise advised by the Client to the Bank
in the procedure established by the Agreement.

If the Client confirms within the timeframe
established by the legislation of the Russian
Federation the above payment to the Bank
within the transaction hours specified in the
BAA, funds shall be debited from the Account
on the current Business Day of the Bank. If the
above confirmation is received after the
transaction hours, the funds shall be debited
from the Account no later than on the next
Bank's Business Day.

If the Client agrees with the Bank's message
that the transaction on the Account bears signs
of money transfer without the voluntary

" Knunenram, ykazaBmiuM Tpu 3akimodeHud Jlorosopa o6 ucmonbzoBanun JIBO jBa HOMepa MOOWIBHBIX
tenedoHoB, SMS-coo0iieHne HanpasisieTcst Ha HOMep MOOMJIBHOrO Tene(oHa, yKa3aHHBIH B IEpBOH CTPOKE
nyHkta «MoOunbHbIN TeraeoH KIMeHTa s mpueMa coobuieHuii B popmare SMS-coobuienuiiy. / The Clients
specifying two mobile phone numbers when entering the Contract on the Use of RBS, SMS messages shall be sent
to the mobile phone number specified in the first line of “Mobile phone number of the client for SMS messages”.
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B cnyuae, ecnu KimeHnt cornamaercst ¢
coobuieHueM baHka o TOM, 4TO omepanus IO
Cuety COOTBETCTBYET IIpU3HaKaM
OCYILECTBJICHHS] TE€PEBOAA JEHEXKHBIX CPEICTB
6e3 nobpososibHOrO cornacust Kinuenra, Kinuent
BIIPaBE HE3aMEUINTENILHO HamnpaBUTh B baHk
OT3BIB COOTBETCTBYIOIIETO PACTIOPSIKECHHUS.

[Ipu HemosyyeHMM. B  YCTAHOBJICHHbBIE
3akoHoAarenbcTBOM  Poccuiickoit  denepanuu
cpoku, ot KimeHra  COOTBETCTBYIOLIETO
HOJTBEPKICHUS, bank OTKa3bIBaeT B
UCIIOJIHEHUU  PaclOpsKEHUs 10 MCTEYEHUH
JTAHHOTO CPOKA.

Kinuenr yBegomsieH O TOM, 4TO BCe
Tene(OHHBIE  pPa3rOBOPHI  3AMKCHIBAIOTCA U
XpaHaTcsi B baHke B  TEYEHHE  CpPOKa,
YCTaHOBJICHHOTO 3aKOHOJATEIHCTBOM
Poccuiickoit ®enepauuu. 3anucu yKa3aHHbBIX
TeneOHHBIX pa3roBOpoOB MOTYT OBLITH

MCIIOJIb30BaHBI MPH pa3pelieHnuu JTI0ObIX CIIOPOB,
a TaK)Ke IIPEIOCTABIIEHBI B CY/I.

5.4. B cnyuae, ecnu, HECMOTPS Ha HampaBlieHUE
KnrenToM mnoaTBep:KIEHUS paCHOpPSIKEHUS B
COOTBETCTBUH C 11.5.3. HacTosero CorjamneHus,
bank nomyumn ot banka Poccun nHbOpmanmro,
cozepxaiyrocs B baze 1aHHBIX, €ro HCIIOJIHEHUE

MMPUOCTAaHABJINBACTCA banakom Ha CpOK,
MpeAyCMOTPEHHBIM 3aKOHO/1aTE€JILCTBOM
Poccuiickoit @enepanuu.

O MIPUOCTAHOBJICHUH WCIIOJTHEHUS
MOATBEPKIAECHHOTO pacHopsHKEHU banx
o0s13yercs YBEOMUTh Knuenrta
He3aMeINTEIbHO myTeM HarpaBJIeHUs
coobmenus: KinueHTty mo cBoeMy yCMOTPEHHUIO IO
CucreMme wiIM 10 HOMEpPY MOOWIIBHOTO

teneona’, ykasannomy Kiuentom B JloroBope
00 wucnonb3oBanuu JIbBO wunm cooOiieHHOMY
Knuentom banky B nopsizike, npeaycMOTPEHHOM
Cornamenuem.

5.5. Ilpu HemomyueHHH, B YCTaHOBJICHHBIE
3aKoHOaTensCcTBOM Poccuiickoii  ®enepanyu
CpokH, OT KiMeHTa COOTBETCTBYIOIIETO OTKA3a B
HUCIIOJIHEHNU bankom MOATBCPKIACHHOTO
pacrlopspKeHHs, 10 UCTEUYEHUH JaHHOIO CpoKa
baux MCIIOJIHSIET IIOATBEPKICHHOE
pacniopsbkeHre KinueHTa npu OTCYyTCTBUHM MHBIX
YCTaHOBJIEHHBIX 3aKOHOATEIbCTBOM

consent of the Client, the Client may
immediately revoke the respective order from
the Bank.

If the Client fails to send the corresponding
confirmation within the timeframe established
by the legislation of the Russian Federation, the
Bank shall refuse to execute the order after the
expiry of the defined timeframe.

The Client is hereby notified that all telephone
conversations shall be recorded and stored by
the Bank within the period established by the
laws of the Russian Federation. The recordings
of such telephone conversations may be used
when resolving any disputes and may be
presented to court.

5.4. Despite the confirmation of the order being
sent by the Client in accordance with n.5.3 of
the present Agreement, if the Bank receives
from the Bank of Russia information from the
Database, the execution of the order shall be
suspended by the Bank for a term stipulated by
the legislation of the Russian Federation.

The Bank shall immediately notify the Client
about suspension of execution of the confirmed
order by sending a message to the Client at its
own discretion via the System or to the mobile
phone number® specified by the Client in the
Contract on the Use of RBS or provided by the
Client to the Bank in the procedure established
by the Agreement.

5.5. If the Bank does not receive from the
Client the respective revocation of the order
within the timeframe established by the
legislation of the Russian Federation, after
expiry of the defined term the Bank shall
exectute the confirmed order of the Client if
there are not other reasons not to execute it
stipulated by the legislation of the Russian
Federation.

8 Knnenram, ykazaBmmm npu 3aximouennu Jlorosopa 06 ucronsszosanuu J[BO 1Ba HOMepa MOOUIILHBIX TENEOHOB,
SMS-coo0uieHne HampaBisieTcss Ha HOMEp MOOMJIBHOTO TeledoHa, YKa3aHHBIH B IIEPBOM CTPOKE ITyHKTa
«MoOunbHBIN TenedoH KIMeHTa AJIs mpuemMa coobieHuit B popmate SMS-coobienuiin/ To the Clients specifying
two mobile phone numbers when entering the Contract on the Use of RBS, SMS messages shall be sent to the mobile
phone number specified in the first line of “Mobile phone number of the client for SMS messages”.
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Poccuniickoit  Pexepauuu  OCHOBAHWM
MPUHUMATH €r0 K UCIIOJTHEHHUIO.

5.6. Jlnem momydenuss KimmeHTOM coo0OmIeHUH,
yKazaHHbIX B M1.5.2. u 1.5.4. HaCTOSIIEro
Cornamienusi, sBJIS€TCA JE€Hb HalpaBICHUS
bankoM ykazanHoro coo6enus no Cucreme uin
JeHb HarpaBieHus bankom SMS-cooOmienus Ha
HoMep MoOwnbHOro  Tenedona  Kiumenra,
yKa3zaHHbIl UM B JloroBope 00 MCIOJIb30BaHUU
JAbO wmu cooOmennbiii Knuentom baHky B
nopsike, IpexycMoTpeHHOM CornameHuem.

5.7. KnuweHT mnoaTBepkmacT/He IOATBEP)KIaeT
UCTIOJTHEHUE/OTKA3bIBACTCS ~ OT  WCIIOJHEHUS
bankoM pacnopspkeHus, MPUOCTAHOBICHHOTO U3-
3a I[PU3HAKOB  OCYLIECTBJIECHUS  IEpeBOja
JNEHEXKHBIX  CpeACTB  0e3  J00pOBOJILHOTO
coriacust Knuenra, B Paboune nuu banka.

5.8. KimeHT yBeqoMIieH U COTJIaceH C TeM, 4YTO
bauk npoBoaut IIposepky OII DnexTpoHHOro
JOKyMeHTa (Mpoueaypy YIOCTOBEpPEHHs IpaBa
pacnopsiKEeHUs JICHE)KHBIMU cpencTBamMu
Knuenrta) xaxnaplii pas3, Korja MpOBOJUTCS
poBepKa DIIEKTPOHHOIO IoKkyMeHTa Kinenra Ha
COOTBETCTBUE  MPU3HAKAM  OCYIIECTBJICHHUS
nepeBoja JICHEKHBIX CPEICTB 0e3
no0OpoBoibHOTO cornacusi Knuenra, a Takxke Ha
Hanuuue MHQpopManuM, cojaepxkaiieiics B baze
JaHHbIX. B »3TOomM ciydae baHk He Hecer
OTBETCTBEHHOCTH 3a yObITKM KimeHTa, KoTOpBHIE
MOTYT BO3HMKHYTb y HEro  BCIEICTBHUE
HEUCTIOJHEHHsI DJIEKTPOHHOTO JOKYMEHTa M3-3a
oTpularenbHoro pesynbrata IIpoBepku OII
DNEKTPOHHOTO IOKYMEHTA.

5.9. baHk BmpaBe B OJHOCTOPOHHEM MOPSAKE
n3menuts KonoBoe cioBo KimmeHnra, HampaBus
Knuenty yBenomieHnue Ha OyMa)KHOM HOCHTENE
C COOCTBEHHOPYYHOM MOANMCHIO PYKOBOJUTEIS
banka (ymomHOMOYEHHOro WM JHIa) 00
n3MeHennu KomoBoro ciosa.

5.10. B cnyyae ytpaTsl KiieHTOM KOHTpOJIS Hall
HOMEpOM MOOUIBHOrO TenedoHa, a TaKxke
yTpatbl KIHMEHTOM yBEpPEeHHOCTH B TOM, YTO
KonoBoe cinoBo wu/uiam HoMep MOOUIIBHOTO

HC

TeneoHa HE MOTYyT OBITh HCIOJIb30BAHbI
HEYITOJITHOMOYEHHBIMA ~ JIUIIaMu  (JHanmee  —
KOMITPOMETAITHS), Knuent 00s13aH

He3aMe/UIUTEIbHO HapaBuTh B BaHK MUCBEMO O
koMmmpomeTari KogoBoro cioBa u/minm HoMepa
MOOMIIBHOTO TesieoHa (BIOKEHHBIM (HaitsioM) 1O
aiapecy  OJEKTPOHHOM  TOYTHI (e-mail),
ykazaHHoMy B JloroBope 00 HCHOJIb30BaHUU
B0, C  TOCIEAYIUMM  HEMEIJICHHBIM

5.6. The day the Client receives the messages
specified in the n. 5.2 and 5.4 of the present
Agreement is considered the day the Bank
sends that message via the System or the day
the Bank sends SMS message to the Client’s
phone number specified by the Client in the
Contract on the Use of RBS or provided by the
Client to the Bank in the procedure established
by the Agreement.

5.7. The Client confirms/does not confirm
/revokes the execution by the Bank of the order
suspended due to signs of money transfer
without the voluntary consent of the Client on
Business days of the Bank.

5.8. The Client has been notified and agrees
that the Bank conducts Check of the Electronic
Signature of an Electronic Document (the
procedure of verification of the right to manage
Client’s money funds) every time the Bank
conducts Check of Electronic Document of the
Client for signs of money transfer without the
voluntary consent of the Client, as well as for
the presence of information contained in the
Database. In this case, the Bank shall not be
liable for the losses of the Client, which the
Client may suffer as a result of non-execution
of the Electronic Document due to the negative
result of the Check of the Electronic Signature
of an Electronic Document.

5.9. The Bank may unilaterally change the
Client's Code Word by sending a notification to
the Client on paper with a handwritten
signature of the Bank Manager (his authorized
representative) on the change of the Code
Word.

5.10. If the Client loses control over the mobile
phone number or loses confidence that the
Code Word and/or mobile phone number
cannot be used by unauthorized persons
(“compromise”), the Client shall immediately
send to the Bank a letter about the compromise
of the Code Word and (or) mobile telephone
number (as an enclosed file) to the e-mail
address specified in the Contract on the use of
RBS, subject to the subsequent immediate
sending of the original of such letter to the
Bank.
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IpEe0CTaBICHUEM B bank OpHUruHaa
BBILLICYKA3aHHOT'O MTUChMA.

Bce pacniopsixenus Kiimenra o coBepiieHUH
olepaluy,  COOTBETCTBYIOIIEH  NpU3HAKaM
OCYILIECTBJICHUSI TIEPEBOJA JIEHEXKHBIX CPEACTB
6e3  goOpoBoibHOro  coryacuss — KiueHra,
NOCTYNUBIIME TOCJe TMoiydeHus bankom
BBILICYKA3aHHOI'O MMChMa I10 3JIEKTPOHHOMN 110YTe
u no npuniatua banmkom ot Kimenra
HOCJEIYIOEro yBEJOMJIEHU Ha OyMa)KHOM
HOCUTENIE C COOCTBEHHOPYYHOH MOJIHUCHIO
yIoJIHOMOYeHHoro juua Knuenra ¢ ykasaHuem
HoBoro KogoBoro cioBa w/miam  HOMepa
MOOUIILHOTO tenedona, CUUTAIOTCSA
ABTOMATHYECKH OTO3BAHHBIMH.

B cnydae 3amennl Kimentom Homepa
MobmibHOTO Tenedona w/mmu KomoBoro ciosa,
KnueHt 00s13aH He3aMeJIUTENbHO YBEJOMUTh 00
3ToM BaHK B MHCPMEHHOM BHJIE Ha OyMa)KHOM
HOCUTENIE C COOCTBEHHOPYYHOM MOJIHUCHIO
YIOJHOMOYEHHOT0 Jinia KinueHra ¢ ykazaHuem
HoBoro KojoBoro cioBa w/miaum  HOoMepa
MOOMIBHOTO TenedoHa.

o MOMEHTAa MIPUHATUSA bankom
BBIIICYKA3aHHOTO YBEIIOMJICHHS bank
UCTONb3yeT B cooTBeTcTBUM ¢ CornameHuem
panee cooOmeHHbli banky Kinmnenrom Homep
MOOWIBHOTO Tese(oHa, paHee COOOLIEHHOE
Knuentom  banky/bankom  Knmenty (B
cootrBercTBuu ¢ 1.5.9 Cormamenus) KomoBoe
CJIOBO.

5.11. baHk He HeceT OTBETCTBEHHOCTH 3a YIIepo,
IPUYMHEHHBINA Kimenry BCJIE/ICTBUE
HECaHKIIMOHUPOBAHHOTO UCTIOJIb30BaHUS
TPeTbUMH JIMIAaMH (B TOM 4YHCIe, HO HeE
OTpaHUYMBAsACH, IpU KoMnpomeTarun) Kogosoro
cloBa/HOMepa  MoOWIbHOro  TenedoHa, Ha
KoTopblii ~ bankom  HampaBmsiercs ~ SMS-
coo0IlleHHe O  COBEpIIEHUWH  OIepalui,
COOTBETCTBYIOLIEH MpHU3HAKAM OCYIECTBICHHS
nepesojia JICHEKHBIX CPEICTB 0e3
no6poBosbHOTO cornacus Knuenra.

5.12. Bak He HeCeT OTBETCTBEHHOCTH 3a
HEraTUBHBIE MOCIEACTBUSA, B TOM YHCIe YOBITKH
KimeHra, koTOpbie MOTYT BO3HUKHYTh Y Knnenra
BCJICJICTBUE HEMOJYYECHUs YBEIOMJICHHH OT
banka 00 onepauuu,  COOTBETCTBYIOIIEH
NPU3HAKaM OCYIIIECTBICHHUS TEPEBOAA ICHEKHBIX
cpencts 6e3 noOpoBosbHOTO coriacusi Kiuenra,
PUOCTAHOBICHUN WCTIOJTHEHUS
HNOJATBEPAKIEHHOIO  PACHOPSDKEHUs WIM O
NPUOCTAHOBIICHUH HCIIONB30BaHusT CUCTEMBI, B
TOM qucie, B CBSI3U c

All the Client’s orders on the performance of
the transaction having signs of funds transfer
without the voluntary consent of the Client
which are delivered after the Bank receives the
above e-mail and before the Bank accepts from
the Client the subsequent notification on paper
with a handwritten signature of the Client’s
authorized representative specifying the new
Code Word and/or mobile phone number, shall
be deemed automatically revoked.

If the Client changes the mobile phone number
and (or) the Code Word, the Client shall
immediately notify the Bank thereof in writing
on a paper bearing the handwritten signature of
the authorized person of the Client specifying a
new Code Word and (or) mobile telephone
number.

Until the Bank accepts the above notification,
the Bank shall use the mobile phone number
previously provided to the Bank by the Client
and the Code Word previously provided to the
Bank by the Client/to the Client by the Bank (as
per n.5.9 of the Agreement) in accordance with
the Agreement.

5.11. The Bank shall not be liable for damage
caused to the Client due to unauthorized use by
third parties (including but not limited to
compromising) of the Code Word/mobile
phone number, to which the Bank sends SMS
messages about transactions with signs of
money transfer without the voluntary consent
of the Client.

5.12. The Bank shall not be liable for negative
consequences, including losses of the Client,
which the Client may suffer as a result of non-
receipt of notifications from the Bank about a
transaction with signs of money transfer
without the voluntary consent of the Client,
suspension of execution of the confirmed order
or suspension of use of the System, including,
but not limited to, for the reason of
inaccuracy/outdated nature of the information
specified by the Client, unavailability of the
specified communication methods for the
Client, fault of the Client or the mobile
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HE/I0CTOBEPHOCTHIO/HEAKTYaIbHOCTbIO
uH(popMannu, ykazanHoi Kimenrom, a Takxke B
CBSI3M C HEAOCTymHOCThIO Juia  Kimenra
YKa3aHHBIX CIIOCOOOB CBSI3M, a TaKXe MO BUHE
Knuenra unm MOOMIIBHOTO omepaTopa, B ciaydae
yrpatel Knunentom KogoBoro cnoBa/HoMepa
MOOWIBHOTO TenedoHa, Ha KOTOpbIH bankom
HarpasysieTcss SMS-coo01ieHue 0 COBEpIICHUH
olepaluy,  COOTBETCTBYIOIIEH  NpHU3HAKaM
OCYIIECTBIICHUSI TIEPEeBOJa JIEHEKHBIX CPEACTB
0e3 goOpoBosibHOrO cornacusa Kimenra, wux
KOMITPOMETAI1H.

5.13. bank He HECeT OTBETCTBEHHOCTH 32 YOBITKH
Knuenrta, BO3HHKIIME B pe3yibTare YTPaThI
(mopum, TmepenauyM, yTEpPH, pasTJAlICHUH)
Knuentom KomoBoro cnoBa/HomMepa MOOUIBLHOTO
tenedoHa, HA KOTOpbI baHkom HampaBisieTcs
SMS-coo0mieHre O COBEpPIICHHH OIEPAIHH,
COOTBETCTBYIOIIEH MpHU3HAKAM OCYIIECTBICHHS
nepeBoja JICHEKHBIX CpEeICTB oe3
no0poBobHOTO cornacus Kinuenra.

5.14. bank He HeceT OTBETCTBEHHOCTH 33 YOBITKH
Knuenra, BO3HHKIIINE BCJIC/ICTBHE
HECBOEBpeMeHHOro coodmienust banky o0 yrpare
KnreHTtoM KOHTPOIIS HaJ HOMEPOM MOOMIIBHOTO
tenedpona, a Takke yrpare KimeHtom
YBEpEHHOCTH B ToM, 4yTo KomoBoe ciioBo, HOMEp
MOOWIBHOTO TenedoHa, Ha KOTOpbli bankom
Hanpasisercs: SMS-coo0mienne o coBepIIeHur
olepaluu,  COOTBETCTBYIOIIEH  NpHU3HAKaM
OCYILECTBIICHHS TIEPEBOAA JCHEKHBIX CPEICTB
6e3 1o6poBobHOTO cornacust Kinrenra, He MOTyT
OBITh  WCIOJB30BAHBI  HEYMOJHOMOUYECHHBIMHU
JTUIAMH.

5.15. KimenTt o00s3yercss npenoctaBuTh baHky
JeMCTBUTENBHBI HOMEP MOOWIJIBHOTO TenedoHa
1 00eCTIeunTh MMOCTOSTHHYIO JIOCTYITHOCTH HOMEpa
MOOWIBHOTO TenedoHa i IprueMa COOOIeHHH

B dbopmate SMS-coobmennit Ha
PYCCKOM/aHTJIMACKOM SI3BIKE.
5.16. KimeHT HeceT OTBETCTBEHHOCTh 3a

JIOCTOBEPHOCTh HOMEpa MOOUIBHOTO TenedoHa,
00s13aH HE JOIMYCKaTh CO37aHuE TyOJUKaTOB
(KJIOHOB) SIM-KapThl, a TaKXKe HE JOMYCKaTh
NOJTyYeHHE, UCTIOJIb30BAHUE U 3aMEHY SIM-KapThl
U/ HoMepa MoouisHoro Tenedona, KogoBoro
CJIOBa HEYIOJIHOMOYEHHBIMH JINT[AMH.
5.17. KnueHt o6s3yercs oOecrieuyuTh XpaHEHHE
nnpopmanun o KomoBom crmoBe cmocobowm,
nenatomuM  KomoBoe  €I0BO  HEJIOCTYIHBIM
TPETHHUM JIUIIAM.

bank 00s13yeTcsi IpUHATH Bce HEOOXOANMBIE
Mepbl  OPraHU3allMOHHOTO W TEXHHYECKOTO

operator, loss of the Code Word/mobile phone
number, to which the Bank sends SMS
messages on transactions with signs of money
transfer without the voluntary consent of the
Client, by the Client or the compromise thereof.

5.13. The Bank shall not be liable for the
Client’s losses resulting from the loss (damage,
transfer, disclosure) of the Code Word/mobile
phone number, to which number the Bank
sends SMS messages on transactions with signs
of money transfer without the voluntary
consent of the Client, by the Client.

5.14. The Bank shall not be liable for losses of
the Client arising out of the late notification of
the Bank about the loss of control over the
mobile phone number by the Client, as well as
the loss by the Client of confidence that the
Code Word, mobile number, to which the Bank
sends SMS messages on transactions with signs
of money transfer without the voluntary
consent of the Client, cannot be used by
unauthorized persons.

5.15. The Client shall provide the Bank with a
valid mobile phone number and ensure that the
mobile phone number is always available for
receiving SMS messages in Russian/English.

5.16. The Client shall be liable for the accuracy
of the mobile phone number, shall prevent any
duplication (cloning) of the SIM card, and
prevent the receipt, use, and replacement of the
SIM card and/or mobile phone number, the
Code Word by unauthorized persons.

5.17. The Client shall ensure the safekeeping of
information about the Code Word in a manner
that makes the code word inaccessible to third
parties.

The Bank shall take all the necessary measures
of the organizational and technical nature to
ensure that unauthorized persons cannot access
the information on the Code Word and the
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xapaktepa aisi o0ecredeHuss HEBO3MOXXHOCTH
JOCTyTIa HEYIOJTHOMOYCHHBIX JIHIL K
uHpopmauuu o KomoBom croBe, Homepe
MoOmIbHOTO Tenedona Kimnenra, Haxoasmiencs B
pacnopsbkeHuun banka.

5.18. KnueHT moaTBepkaaeT, 4To eMy U3BECTHO
0 TOM, YTO B TIpoIlecce mepeaadn HHPOopMaIun
nmyTem HarpasieHuss SMS-cooO1ieHns BO3MOXKEH
PUCK HECAaHKIIMOHUPOBAHHOTO JOCTYIA TPEThUX
JUIl K TakoW WHPOPMALMU ¥ HACTOSIIUM
BBIPQXXKACT CBOE COTJlacHe C TeM, 4To baHk He
HECeT OTBETCTBEHHOCTH 3a  paslJIallleHue
uHpopmanuu o KiumeHnre, omepanusx 1O €ro
Cueram B ciy4dae TaKOTro
HECAHKITMOHUPOBAHHOTO JOCTYTIA.

5.19. KnueHT cornamaercs ¢ TeM, 4yTo baHk He
HECET OTBETCTBEHHOCTH 3a KaKHe-JIHOO aBapuiH,
cbou u nepedbou B 0OCITYKUBAHUHU, CBSI3AHHBIE C
o0opyioBaHuEM, CUCTEMaMH nepeaadn
AJIGKTPOIHEPTHU W/WIIM  JIMHUH  CBSI3H, CETH
«HTEpHETY, KOTOpBIC o0ecreunBaroTCs,
TIOJIAOTCS, AKCILUTYaTUPYIOTCSI u/unu
00CITYKMBAIOTCS TPETHUMH JUIIAMH B CBSI3H C
HanpasineHueM  bankom  Kimenty  SMS-
COOOIICHNUS, B TOM YHCIIE YOBITKH, TOHECEHHBIE B
CBS3M C HEMPaBOMEPHBIMHU JCUCTBUSIMH WU
Oe37eiicTBHEM TPEeThHX JIMIl. baHK He Hecer
OTBETCTBEHHOCTh 3a JIOCTYITHOCTh u
paboTocrocoOHOCTh CPEICTB CBSI3H, C TOMOIIBIO
KOTOpeIX bBaHK oOcyliecTBIsSieT yBeIOMIICHHE
Knuenra.

Crarbs 6. KonpuaeHuMaIbHOCTh

6.1. YcnoBust u wHpOpMAIUs, COACpKAIIAsACI B
CornaiieHnu, a Takke BCs IEPENNUCKa, CBSI3aHHAS
C ©€ro WCIHOJHEHHUEM, CYHUTAIOTCA O00euMH
CropoHamu KOH(pHUACHIIMATHHONH WH(pOpMaIIKEH,
COCTABJISIIONIEH, B TOM 4HCIE, OAaHKOBCKYIO H
KOMMEpYECKYI0 TailHy, KoTopyto CTOpPOHBI HE
BIIpAaBE€ pasrjamarh TPeThUM JHUIaM  0e3
MpPEABAPUTEIIBHOTO  MHUCBMEHHOTO  COTJIachs
npyroit CTOpOHBI, 3a HMCKIIOUYEHHEM CIIyJacs,

MPEAYCMOTPEHHBIX CornameHueM u
3aKOHOJATeNnbCTBOM Pocculickoit ®dexaeparuu,
MPENOCTABIICHUS TaKkoM uH(popManun

HE3aBUCUMBIM ayJUTOPCKUM OpraHu3anuiM I10
uX TpeOOBaHWIO B XOJie¢ TMPOBENCHHUS ayauTa
OyxraJiTepckoro  ydera W (pUHAHCOBOM
(Oyxranrepckoif) OTYETHOCTH; KOrJa  OHa
OKa3aJlaCh M3BECTHOW TPETHUM JIMIIAM JIO TOTO,
kak CTOpPOHBI €€ pa3rIachiI.

Client’s mobile phone number available to the
Bank.

5.18. The Client is hereby aware of the risk of
unauthorized access by third parties to the
information communicated by SMS messages
and hereby agrees that the Bank shall not be
liable for any disclosure of such information
about the Client and transactions on the
Client’s Accounts in the event of such
unauthorized access.

5.19. The Client hereby agrees that the Bank
shall not be liable for any emergencies,
malfunctions and interruptions in the services
due to equipment, electricity systems and/or
communication lines, the Internet, which are
provided, supplied, operated and/or maintained
by third parties, as related to the SMS messages
sent by the Bank to the Client, including losses
incurred due to illegal actions or inaction of
third parties. The Bank shall not be liable for
the availability and operability of the means of
communication used by the Bank to notify the
Client.

Article 6. Confidentiality

6.1. Terms and information, contained in the
present Agreement, as well as all the
correspondence, relating to its execution, are
considered as confidential by both Parties,
constituting, inter alia, a bank and commercial
secret, which the Parties have no right to
disclose to third parties without preliminary
written consent thereto of the other Party, only
in case and in the manner, as under the present
Agreement and the legislation of the Russian
Federation and provision of such kind of
information to independent audit organizations
on their demand in the process of audit of
accounting and financial (accounting) reports;
when it has been disclosed to the third parties
before it was disclosed by the Parties.

Article 7. Mutual financial relations
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Crarbs 7. DMHAHCOBHIE B3AMMOOTHOIIICHU S

7.1. Tlopsiiok orIaThl, CTOMMOCTE PabOT U YCIIYT,
oka3biBaeMbIx bankom KimeHnTty o Hacrosimemy
Cornamennio, ycranaBnuBaroTcss Tapudamu u
HACTOSIIINM CornameHueM. Pacuertsl
MPOU3BOJATCS B PYONAX TMyTeM CHHCAHUS
bankoM (6e3 IOMONHUTENBHBIX PACIOPSIKEHUI
Kiuenra) AeHEXHBIX CpPEICTB C PacdyeTHOro
u/vunu uHbIX cuetoB Kinenra, oTkpbIThiX B banke,
C KOTOpBIX Takoe CIHCAaHHE JOIYCKaeTcs
3aKOHOJaTeNbCTBOM Pocculickoit  ®Denepanuu,
MPEABAPUTEIILHO MOTHOCTBIO 10 OKA3aHUS YCIIYT.
Ecnu neHexHble CpelcTBa CIMCBIBAKOTCSA CO
cyera Kiinenra B ”HOCTpaHHOM BajIIOTE, a CyMMa,
npuuMTaronasics baHKy B COOTBETCTBHM C
Tapudpamu, Bolpaxkena B pyomsx, bank
CaMOCTOSATENIbHO ~ TPOU3BOJAMT  KOHBEPCHUIO
YKa3aHHBIX CpeACTB 0 Kypcy banka Poccuu Ha
JIEHb COBEPILEHUS ONEpallii U HaIpaBisieT
MOJIYYCHHYIO CyMMY JUIsI OILIaThl yeiyr baHka.

7.2. B cnyyae, ecim OCTaTOK JE€HEKHBIX CPEICTB
Ha pacueTHOM W/WJIM WHBIX cueTax KumeHnra He
no3BoyisieT baHKy B CpOK W B pa3Mepe,
onpezeneHHpIX CornameHueM U 1eHCTBYIOIMMHU
Tapudamu, npousBecTH CHUCAaHUE IUIAThl 3a
ycinyru banka, baHk MmeeT npaBo He OKa3bIBaTh
3anpamuBaemble  KnueHToM  ycnyru  uW/mium
NPUOCTAaHOBUTH oOciyxuBanue Kimenta mno
Cucreme 70 MOMEHTa IIOJIHOM  OIUIAaThI
3a0JpKeHHOCTH  KUIMEHTOM, COOTBETCTBEHHO
yBegoMuB 00 3ToM Kinenrta He MeHee ueM 3a 5
(msarp)  PabGoumx  pgueit  banka.  Knwment
OTKa3bIBaeTCs OT JIIOOBIX IpereH3ui k banky 3a
BO3HMKHOBEHHE B JTOM CIIy4a€ BO3MOXHBIX
yOBITKOB, BKJIIOUas peajbHbI  ymepd u
YIIYHIEHHYIO BBITOJY, CBA3aHHBIX C 3a/€pKKaMHU
B npoBeneHuu Kimenrom omnepaumii nmo Cuery,
CYeTy Jemno, CYeTy M0 BKIaAy (IEMO3uTY),
OCYILIECTBJIECHUS MHBIX JIEVCTBHM, CIEIIOK.

7.3.B  cnygae  pactopkenuss  Kimenrom
CornamieHuss B OJHOCTOPOHHEM  TOpSKE,
Knuent o6s3an He mo3anee 3 (Tpex) Paboumx
nHel baHka OT gaThl HaNpaBiIeHUs YBEIOMIICHUS
0 PacTOP’KEHUU OIJIATUTh CTOMMOCTb OKa3aHHBIX
YCIIYT.

7.4. KnueHT HacTOSsIIIMM JIaeT coryiacue (3apaHee
JIAHHBIN aKIeNT) Ha WCIOJHEHUE (B TOM YHUCIIE
yactuuHoe) baHkoM, B TOJHOW CyMMe
TJIATSKHBIX TpeOOBAHMIT/MHKACCOBBIX
nopydeHu baHka wiM MHBIX JOKYMEHTOB,
YCTaHOBJICHHBIX baunkom Poccun, TUIA

7.1. Manner of payment, price of works and
services, rendered by the Bank to the Client as
under the present Agreement, are set by the
Tariffs and the present Agreement. Settlements
are conducted in rubles through the direct
debiting by the Bank (without additional
Client’s orders) of the funds from the settlement
and/or other accounts held by the Client in the
Bank, from which such debiting is permitted by
the legislation of the Russian Federation,
preliminarily in full prior to the provision of
services. If the funds are debited from a foreign
currency account of the Client, and the amount
due to the Bank, as in compliance to the Tariffs,
is expressed in rubles, Bank individually
converts the specified funds at the exchange rate
of the Bank of Russia as at the day of the
commission of the operation and directs the
received amount for payment for the Bank’s
services.

7.2. In case if the balance of funds in the
settlement and/or other accounts of the Client
does not allow the Bank, within the term and in
the amount set by the Agreement and the
effective Tariffs, to debit the amount of
payment for the services of the Bank, the Bank
shall have the right not to render the services
requested by the Client and/or suspend the
servicing of the Client in the System until the
full payment of the Client’s debt has been made,
correspondingly notifying the Client of such at
least 5 (five) Business Days of the Bank in
advance. The Client refuse to file any claims
with the Bank for the occurrence, in such case,
of possible losses, including real damage and
lost profits, related to the delays in
commissioning Client operations on the
Account, depot account, deposit account, or
other actions or transactions.

7.3. In case the Client terminates the Agreement
in a unilateral manner, Client shall no later than
3 (three) Business Days of the Bank from the
date of the sending of the notification about the
termination, cover the cost of rendered services.

7.4. Hereby the Client gives his consent (pre-
authorization) to the execution (including
partial execution) by the Bank of Bank’s
payment requests/collection orders or other
documents stipulated by the Bank of Russia, in
full, for the implementation of rights specified
in the p. 7.1 of the Agreement within the validity
period of the Agreement.
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OCYILIECTBIIEHUS IIPaB, NMPEAYCMOTPEHHBIX 1.7.1
CornamnieHus, B TEYCHHE CpOKa JCHCTBHS
Cornamnrenus.

Cratbi 8. OTBeTcTBeHHOCTL CTOPOH

8.1. 3a HewncnoiaHeHHe W/WIM HEHAIJIEKAIEE
UCIIOJIHEHHE 00s3aTenbcTB 1no  CoriaiieHuo
CropoHnsl HECyT OTBETCTBEHHOCTH B
COOTBETCTBUH v 3aKOHOJIaTEILCTBOM
Poccuiickoit deneparumu.

8.2. KiineHT HeceT OTBETCTBEHHOCTb 3a:

- COXPaHHOCTb M IIEIOCTHOCTh YCTAaHOBJICHHOTO
IPOrpaMMHOTO obecrieueHus, BKJTIFOYas
CpencrtBa 3ammTbl MH(POpPMAIMHA, HOCUTEICH C
Karouamu,

- BBIMOJHEHHE TpeOOBaHMI K OSKCIUTyaTaluu
Cucrembl, wusjokeHHblx B CornaiieHud u
Joxymenranuu,

- HaJJIeKanee BBIIIOJTHCHHUE YCIIOBUM
Cornmamienusi, a TaKKe 3a MCIOJIb30BaHHE
Krouein TOJIBKO VY1I0IHOMOYECHHBIM
npencraButesnieM  KimenTta, yka3aHHbIM B
cootBercTByrommx Jlanueix o  Brnagenbie
ceprudukara ximoua nposepku III (mo dopme
banka).

8.3. bank  Hecer  OTBETCTBEHHOCTh  MEpe]
KnueHTOM B COOTBETCTBHH C 3aKOHOAATEIECTBOM
Poccuiickoit Penepannu, Ipy HAIMYUU BUHBI 32
peanbHBIN yiiep0, HO HE 3a YIYIIEHHYIO BBITONY,
C YYETOM OTpaHUUYEHUH, IPEAYCMOTPEHHBIX 11.8.4
CornamieHusi, 3a TOYHOE, CBOEBPEMEHHOE W
MOJIHOE MCIOJHEHUE MOPYUYEHUM U MHCTPYKLHM
Knmuenra mo  mpoBeaeHWio  OaHKOBCKUX,
JIETIO3UTAPHBIX ONEpaLnid, 10 COBEPILICHUIO HHBIX
JNEeUCTBUH, CIIEI0K, Ha OCHOBAHWHM HAJJIC)KAITM
o0pa3oM  OQOPMIIEHHBIX M  CBOEBPEMEHHO
nepenanupix  no  Cucreme  DIEKTPOHHBIX
nokymeHToB Knuenra.

8.4. bank He HeceT OTBETCTBEHHOCTH:

- 3a MOCJEACTBUSl COBEPLICHUS ONEpaluii,
WHBIX  JICMCTBHWH, CHEIOK HAa  OCHOBaHHUU
HaJIeKAIUM o0pazom 0 OpPMIIEHHOTO
Knuenrom DJIEKTPOHHOTO JIOKYMEHTA,
MPU3HAHHOTO BEPHBIM M MPUHATOrO baHKOM K
UCIIOJTHEHUIO (JT1000M DNEKTPOHHBIA JTOKYMEHT,
MO CAaHHBIMN YHOITHOMOYEHHBIM
npeacraButenieM KimeHTa B COOTBETCTBHHM C
CornamenueM # noiydeHHbld bankoM 1o
Cucteme, B J1000M ciydae TpH3HAETCA
OJEKTPOHHBIM JIOKYMEHTOM, HCXOJSAIIUM OT
Knuenta, uro He nomyckaet otka3 KnumeHnrta ot

Article 8. Liability of the Parties

8.1. The Parties shall be held liable for non-
performance and/or improper performance of
the duties under the Agreement, as in
compliance to the legislation of the Russian
Federation.

8.2. The Client shall be responsible for:

- the security and entirety of the installed
software, including the Information security
products, media with the Keys,

- the observance of the requirements for the
operation of the System, specified in the
Agreement and the Documentation,

- due execution of the terms of the Agreement,
as well as for the use of Keys only by the
Authorized Representative of the Client
specified in the corresponding Information on
the ES verification key certificate Holder
(according to the Bank's form).

8.3. The Bank shall be held liable before the
Client, as in compliance to the legislation of the
Russian Federation, in case of its fault for real
damage, but not for lost profits, in light of the
restrictions, as under n.8.4 of the Agreement, for
the exact, timely and full execution of the orders
and instructions presented by the Client for the
commission of banking operations, custody
transactions and other actions or transactions on
the basis of the duly drawn up and timely
transferred, within the System, Electronic
Documents of the Client.

8.4. The Bank shall not be liable for the
following:

- for the consequences of operations, other
actions or transactions on the basis of a duly
drafted Electronic Document from the Client,
acknowledged as accurate and accepted by the
Bank for execution (any Electronic Document
signed by the Authorized Representative of the
Client in compliance to the Agreement and
received by the Bank through the System, is in
any case found as an Electronic Document
received from the Client, which excludes
Client’s refusal from the fact that such
document was sent on its behalf, under any
circumstances);
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TOTO, YTO TaKOW JOKYMEHT HAmpaBleH C €ro
CTOPOHBI, HHA MPH KaKUX 0OCTOSTENIbCTBAX);

- 3@ TIOCTICJICTBHSI COBEPIICHHUS OIEpAaInH,
WHBIX  JEUCTBUH, CHOEIOK Ha OCHOBAHHUH
HaJICKAIUM obpazom 0 OpPMIICHHOTO
Knuentom DIEeKTPOHHOTO JIOKYMEHTA,
MOJAMUCAHHOTO TIPEXKHUM  YTIOJTHOMOYECHHBIM
npeacraButenieM KimeHTa, 10 MOJIydYeHUS OT
Knuenra MHUChMa 00 AHHYJTUPOBAHUU
cooTBercTBYtoero Kommiekra Kiroueii;

- 32 TMOCICACTBUS OTKa3a baHka B

cootBeTcTBUM ¢ n.4.3.2, 435 - 437
CornameHnuss OT TpUeMa K  HCIOJHCHUIO
DIIEKTPOHHOTO JIOKYMEHTA, MepeIaHHOrO

Kaunentom no Cucreme;

- 3a MOCIEACTBUS NCHONIb30BaHuA CUCTEMEI,
ycraHoBJIeHHONW y KimeHTa, MOCTOpOHHUMH, a
TaKXe HEYIMOJIHOMOYECHHBIMHU HA ATO JIUI[AMH;

- 3a MOCJICACTBUS pasriamieHus KinumeHrom
uHpopManui o mopsaake padorel CHCTEMBI,
BKJIFOYas HOp?[IIOK HUCITIOJIB30BAHUS CpCZICTB
3alUThl HHOPMAIIHH;

- 3a mHapymeHue pabotel Cucremsl u
BO3HUKHOBEHUE TPYIHOCTEH B OCYILECTBICHUU
onepauuii, MHBIX JEUCTBUU  IOCPEICTBOM
Cuctembl B pe3yabTaTe OMIMOOK U HETOUYHOCTEH,
JonyueHHbIx Knuentom;

- 3a HapymeHue pabotel CHCTEMBI B
pe3ynbTate HeucnpaBHocTH CpenctB o0paboTKu
u XpaHeHUus uHpopmaruu Kinnenra,
UCIONB3YEMBIX ISl 1ocTyna k Cucreme;

- 3a HapymeHue pabotel CHCTEMBI B
pe3ynbTaTe NeUCTBUI TPEThUX JIHI;

- 3a mocyencTBus HapymeHus Kiamentom
TpeOOBaHUI ¥ TpaBWI, NPHUBEICHHBIX B
Cornamenuu u JlokymeHTaluu;

- 3a MOCJIE/ICTBUS HapyleHus
paboTOCIOCOOHOCTH  TEJIEKOMMYHUKAIIMOHHBIX
JIMHUM CBA3U, ceTh «HTEpHETY;

- 3a yOwiTkm KiwmeHTta, BO3HHKIIIHNE
BCJIEJICTBUE  HECBOEBPEMEHHOTO  COOOIEHUS
banky o Komnpomeranuu Kirouei;

- 3a YOBITKHM, BO3HHKIIHE B pE3ylIbTaTe
yTpathl (MIOPYH, TIepeaadn, yTepH, pa3riialieHun)
Knuentom npumensiembix B Cucreme maposei,
Kirouei, HOCHUTEICH c Kirouamu,
Kondunennmanpuoit  umHbopmManmuu  W/HIH
MIPOrpaMMHOTO 00€CTICUCHHSI;

- 3a YOBITKH, BO3HHKIIHE B pE3yJIbTaTe
UCIONb30BaHNs CHUCTEMBI B HAPYLICHHUE KaKHX-
6o TpeboBaHMit 3aKOHOJIaTEIbCTBA

- for the consequences of operations, other
actions or transactions on the basis of a duly
drafted Electronic Document from the Client,
signed by the former  Authorized
Representative of the Client, until the date of
receipt of a letter on cancellation of the
respective Set of Keys from the Client;

- for the consequences of the Bank’s refusal, in
compliance to n.4.3.2, 435 - 4.3.7 of the
Agreement, to accept for execution an
Electronic Document, transferred by the Client
via the System;

- for the consequences of use of the System,
installed for the Client, by third parties, as well
as by persons not authorized for such use;

- for the consequences of the disclosure by the
Client of the information on the procedure of
operation of the System, including the
procedure for the use of Information security
products;

- for the malfunction of the System and
occurrence of difficulties in the commission of
operations in the System as a result of errors
inaccuracies, admitted by the Client;

- for the malfunction of the System as a result
of an error in the products designed for
processing and storage of information of the
Client, used to access the System;

- for the malfunction of the System as a result
of actions of third parties;

- for the consequences of Client’s violation of
rules and requirements, as presented in the
Agreement and the Documentation;

- for the consequences of malfunctions in the
telecommunication lines and the Internet;

- for the losses sustained by the Client, arising
as a result of untimely message to the Bank
about the Key Compromise;

- for the losses, arising a result of loss (damage,
transfer, loss, disclosure) by the Client of the
passwords used in the System, Keys, media
with the Keys, Confidential Information and/or
software;

- for the losses, arising as a result of the use of
the System in violation of any requirements of
the legislation of the Russian Federation,
applicable to the operations of the Client.
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Poccniickoit  ®enepauyy, NIPUMEHUMOIO K
nesitenbHOCTH KineHnra.

Cratbsa 9. Ilopsiaok paspenieHusi CIOPOB

9.1. CTopoHBI IPUMYT BCE MEPHI K pa3pelieHuto
BCEX CIIOPOB M Pa3HOTJACUM, CBSI3aHHBIX C
tonikoBanueM CropoHamu CoryamieHuss U €ro
BBITIOJIHEHUEM ITYTEM IEPEroBOPOB.

9.2. B cmyuae, ecnmu CTOpOHBI HE MPHUAYT K
B3alMOIIPUEMIIEMOMY PELICHHIO nyTeM
IIEPEroBOPOB, CropoHa, IpeIbsSBUBILAST
NPETeH3UI0, OQUIMAIBHO BpydYaeT JpYyrou
CropoHe yBegOMJIEHME O TIIPETEH3UU B
NUCHbMEHHOM BHJE Ha OYMaXHOM HOCHUTEIE.
CropoHa, noyyyuBIlas yBeJJOMJIECHUE, IPOBOIUT
paccienoBanue 1Mo (pakTy MpeTeH3uu B TCUCHHE 7
(cemMm) KaJleHJApHBIX JHEH OT JaThl MOJY4YEeHHUs
YBEIOMJICHHSI, IO WCTCYCHHH KOTOPBIX Ha
OyMa)XHOM HOCHUTENE YBEJIOMIISIET JAPYTYIO
Cropony 0 pe3ynbTarax pacciieJOBaHHUs.

9.3. B ciiyuae, eciiu pe3ynbTaThl pacciel0BaHus
HEe yHoBIeTBOPSAIOT CTOPOHY, NPEIbSIBHBIIYIO
NPETeH3UI0, MO0 €ClIM TaKkoe yBEeIOMJICHHE He
MOJIyYEHO CropoHnotii, MpeIbsBUBILEH
npeteH3uto, CTOpoHb! GOPMUPYIOT TEXHUUECKYIO
KOMUCCHIO JJ1s1 pa3doopa KOH(PIUKTHOHN cUTyaluu
B TeueHue 15 (MATHaAIaTH) KaJeHJapHbIX THEH C
MOMEHTa MCTEYEHHUsI CPOKa, yKazaHHOTO B 11.9.2
Cornamenus. lLlenpto  paboTbl  KOMHCCUH
SBIISIETCS.  YCTAHOBJICHWE IPABOMEPHOCTH U
o0ocHoBaHHOCTH TpeTeH3uu. Ilopsiok pazbopa
KOH(JIMKTHOU CUTYaINH MIPUBEJICH B
[Ipunoxenun Ne3 k Cornamenuto. B cocras
KOMHCCHHU BKJIFOUAIOTCS B PaBHOM KOJIMYECTBE
npefcTaBuTeNid  baHka M TpeAcTaBUTENH
Knmenra, a TakKe MpeCTaBUTENN OpraHU3aIlii—
paspabotunka  CucremMbl H, B  Clydae
HEOOXOJUMOCTH,  HE3aBUCUMBIE  DKCIEPTHI.
CocrtaB koMuccuu coriacoBbsiBaeTcsi CTopoHaMu
B akre. VX TIOMHOMOYMS TOATBEPIKIAIOTCS
noBepeHHOCTAMU. CpoK JeWCTBUS KOMHMCCHHU
coctaBisier He Oonee 14 (4yeTbIpHAILATH)
KaJICHJJapHBIX JTHEH.

9.4. PaboTa KOMHUCCHH MTPOXOANT HA TEPPUTOPHH
banka.

9.5. B cnyuae orcyrcTtBus y oaHou u3 CTOpoH
Kakux-Tub0o MaTepuanoB, TpeOyembIX  JJs
YCTaHOBJICHHS PaBOMEPHOCTH u
000CHOBaHHOCTHU MpEeTEeH3UU (mepeyeHb
MarepuasioB npuBeqeH B [Ipunoxkennn Ned k

Article 9. Settlement of disputes

9.1. The Parties shall undertake all the possible
measures for the resolution of all the disputes
and  disagreements, relating to the
interpretation, by the Parties, of the Agreement
and its execution, through negotiations.

9.2. In case if Parties will fail to reach a
mutually  beneficial ~ solution  through
negotiations, Party, which has filed the claim,
will officially present the other Party with a
notification on the claim submitted in writing
on paper. Party that received the notification
shall conduct an investigation on the fact of the
claim, within a period of 7 (seven) calendar
days from the date of reception of the
notification, upon the expiry of which it shall
notify the other Party, on paper, about the
results of the investigation.

9.3. If the results of the investigation will not
satisfy the Party which has filed the claim, or if
such notification was not received by the Party,
which filed the claim, Parties shall organize a
technical committee for the for the resolution
of the conflict situation, within a period of 15
(fifteen) calendar days from the moment of the
expiration of the term specified in n.9.2. of the
Agreement. Work objective of the committee is
the establishment of legitimacy and
justification of the claim. Procedure for the
resolution of the conflict situation is shown in
Annex No. 3 to the Agreement. The committee
shall include, equally, the representatives of the
Bank and the representatives of the Client, as
well as representatives of the System developer
company, and if such is required, independent
experts. Composition of the committee is
agreed by the Parties with an Act. Their
authorities are substantiated by power of
attorneys. Validity period of the committee
constitutes a maximum of 14 (fourteen)
calendar days.

9.4. Work of the committee takes place on the
territory of the Bank.

9.5. In case one of the Parties lacks any
materials, required for the establishment of
legality and justification of the claim (list of
materials in presented in Annex No. 3 to the
Agreement), the dispute shall be resolved in
favor of the other Party.
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CornanieHuo), crop pemaercs B Mojib3y Apyrou
CTOpOHBI.

9.6. Pesynprar paboTsl KOMHCCHU OQOpMIISETCS
aKTOM, B KOTOPOM OIIPEIEIIAIOTCS OCIEYIOLIHE
neiictBust CTOpPOH.

9.7. B ciyuae, eciu TexHMYECKas KOMHCCUS HE
Oyner co3zaHa B CpPOKH, IIPEILyCMOTPEHHBIE
CornamenneM, 100, eciu B TeueHue 14
(ueTplpHA/LIATH) KaJEHIAPHBIX JHEH ¢ MOMEHTa
CO3J1aHUs TEXHUYECKOM KOMHCCUH, ee paboTa He
Jact pesyibrara, Jmbo, ecau CTOpPOHBI He
HOPUIYT K B3aUMOIIPHEMIIEMOMY PEILEHHIO, CIIOP
NepeacTCcsl Ha pacCMOTpPEHHE B ApOUTpakHbII
cyl . MockBel B COOTBETCTBUH  C
3aKoHoaarenbcTBOM Poccuiickoit denepanun.

9.8. CTOpPOHBI MPU3HAIOT, YTO JJICKTPOHHBIC
JOKYMEHTHI, HampaBiieHHble CTOpoHaMHU JIpyr
npyry o Cucreme wim xpassimuecss B banke B
cootBercTBUM ¢ CornamenueM, a Takxke
COOTBETCTBYIOIIUE  MPOTOKOJIBI  TIOYTOBBIX
cepBepoB H(WIM) CBeACHUS M3 0a3 JaHHBIX,
MIPOTOKOJIUPYIOITIX OTIIPaBKY KaXKI0T0
YBEIOMJICHHS c ero CoJIepiKaHuEM,
chopmMupoBaHHbIE Ha OYMa)KHBIX HOCHUTENISX,
MOJMUCAaHHbIE YMNOTHOMOYEHHBIM JIMIIOM U
CKpEIUICHHBIC TIeYaThi0, 3alliCH TeJIe(POHHBIX
pasroBopoB Mexay CTopoHamH  SIBISIFOTCS
JIOCTaTOYHBIM JI0Ka3aTeIbCTBOM
COOTBETCTByIOIIETO0 (hakTa U MOTyT OBITh
MPEICTaBICHBl B  KayeCTBE  HAJJICXKAIIETo
JI0Ka3aTeNbCTBA B CYJ B CIIy4ae PacCMOTPEHHUS
Criopa, BO3HUKIIIETO B Pe3yJIbTaTe MPUMCHCHUS
CucreMsl, a TaKke IPU PaCCMOTPEHUH CIIOPOB B
JOCyIcOHOM TIOpPSiAKE B COOTBETCTBHUU  C
CornamieHuem.

Cratbi 10. Cpox aeiicteusg CorJiamenus

10.1. Cornamenue BCTyNnaeT B CHJIy C MOMEHTa
noanucanus Jloroopa 06 ucnonszoBanuu IO
YIIOJTHOMOYEHHBIMU NpeAcTaBUTENIMU CTOPOH.

10.2. Cormnamenue AEHCTBYET [0 MOMEHTa
npekpaieHus oos3arenseTs 1o Becem JIBC.

10.3. bank BmpaBe OTKa3aTbCsl OT MCIOJIHEHUS
HacTosamero  CorynameHuss  MOJHOCTHIO B
OJIHOCTOPOHHEM MOPAJKE, TUCbMEHHO YBEAOMUB
00 sToMm Knnenra, B ciydae, €ciii IO UCTEUEHUU
6 (mectd) MecsAleB C JaThl  3aKJIFOYEHUS
Cornamennss KimeHT HE BBIIOJHHUI JIEHCTBHA,
npeaycMoTpennsie 1 3.2 CorjamieHusl.

9.6. The result of the work conducted by the
committee is documented by a report, which
defines the follow-up actions of the Parties.
9.7. If the technical committee will not
established within the terms, as defined by the
Agreement, or if during 14 (fourteen) calendar
days from the moment of the establishment of
the technical committee its operations will not
provide any results, or, if the Parties fail to
reach a mutually acceptable solution, the
dispute shall be transferred for consideration by
the Arbitration court of Moscow as in
compliance to the legislation of the Russian
Federation.

9.8. The Parties acknowledge that the
Electronic Documents, directed by the Parties
to each other through the System or the ones
stored in the Bank in compliance to the
Agreement, as well as the corresponding
protocols of mail servers and (or) information
from the databases recording the sending of
each notification with its content on paper
signed by the authorized person and sealed,
records of telephone conversations between the
Parties shall be sufficient evidence of the
respective fact and may be presented as an
adequate evidence before the court, in case of
the consideration of the dispute, arising as a
result of the application of the System, as well
as during the consideration of disputes in a pre-
trial proceedings as in compliance with the
Agreement.

Article 10. Validity period of the Agreement

10.1. The Agreement shall enter into force from
the moment of the Contract on the Use of RBS
signing by the authorized representatives of the
Parties.

10.2. The Agreement shall remain valid until
the end of the obligations under all BAAs.
10.3. The Bank shall have the right to fully
repudiate this Agreement unilaterally upon a
written notice to the Client, if following six (6)
months after the date of signing of the
Agreement the Client did not undertake any
action stipulated in the n.3.2 of this Agreement.

10.4. The Agreement may be terminated under
the written application of one of the Parties (a
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10.4. Cornamenne MOXXeT OBITh PACTOPTHYTO IO
MUCbMEHHOMY 3asiBIeHHI0 onHOM u3 CTopoH
(OOHOCTOpPOHHMM ~ OTKa3  OT  MCIIOJIHEHHUS
CornanieHust MoJHOCTbIO).

B cnyuae pactopxenus CornamieHust 1o
ununmatuBe banka, bank yBegomisier 06 3ToM
Kinuenra ne nozanee, ueM 3a 14 (4eTblpHAALIATS)
KaJICHJAapHBIX JHEH J0 AAaThl pAaCTOPIKECHHUS.

B cnyuae pactopxenuss CornamieHust 1o
nHnnuatupe Knumenrta, KiimeHT B nucbMeHHOU
dbopMe Ha OyMaKHOM HOCHUTENE YBEAOMIISiET 00
sToM bank He mo3aHee, yem 3a 3 (Tpu) Pabounx
JHs baHka 710 JaThl pacTOPKEHUS.

Pacropxenune CornameHuss A0 HCTEUYEHUS
CpoKa ero AeicTBus He o0cBOOOkaeT CTOPOHBI
oT BBITIOJTHEHUS 0053aTeNbCTB,
npenycMoTpeHHbix  CorjamieHueM U He
WCIIOJTHEHHBIX JI0 JIaThl €r0 PacTOP>KEHUs, U He
mumaer Ctopony, ybM npaBa no CoryiameHuro
HapylIeHbl B  pe3yJlbTaTe  HEBLIIOJHEHUS
oOsizarenbeTB  aApyroit  CTopoHoid, TpeboBaTh
3alUTBl CBOMX TMpPaB B COOTBETCTBUU C
3aKoHOAaTenbCcTBOM Poccuiickonn ®Penepanuu u
CornaiieHuem.

10.5. YBenomnenue 0 pacTop>KeHUU
Cornamienust MokeT ObITh HarpaBieHo bankom
Knuenty oOZHMM WIM  HECKOJBKUMU U3
HIDKENIEPEUHCICHHBIX CIIOCO00B:

- noJt pacmiucky YIOJIHOMOYEHHOMY
npencraButento Knuenra;

- nocpeacTBoM CUCTEMBI;

- Ha ajapec HJEKTPOHHOW mouThl Kimenra,
ykazaHHblIil B JloroBope 00 ucnons3zoBanuu 150,
WM TIOJTYYEHHBIN B paMKax UcnoiHeHus bankom
TpeOoBaHUI 3aKOHO/IaTEIbCTBA 0
MPOTUBOACUCTBUN Jeraan3anuu (OTMBIBAaHHIO)
JIOXO/IOB, IOJIYYEHHBIX MPECTYHNHBIM IYTEM,
(bUHAHCUPOBAHUIO TEppopU3Ma u
(UHAHCUPOBAHUIO PACIPOCTPAHEHUS OPYKUS
MacCOBOI'0 YHMUTOXKEHUS, MCKIIIOYas CBEICHMS,
colepkaniie  OaHKOBCKYIO, KOMMEPUYECKYIO
TallHBI U IEPCOHANIbHBIEC TaHHBIE;

- mnourod Poccum 3aka3HbIM MUCBMOM C
YBEIOMJICHHEM Ha O(UIHUAIbHBIA TOYTOBBII
aapec Kiumenta wiM Ha NOYTOBBIM ajapec,
VKa3aHHbII B 3aiBKE Ha  YCTAaHOBKY
CucreMbl/3asBICHUN O MPEIOCTABICHUU IIpaBa
noctyna B cuctemy «KnueHnt-banky,

- To4TOBOM cy>k00¥1 DHL win mHOM KyphepcKoit
cnyk00il  TOCTaBKM Ha TMOYTOBBIA  ajpec,
VKa3aHHbII B 3aiBKE Ha  YCTAHOBKY
CucreMbl/3asBICHIN O TPEIOCTABICHUU IpaBa
noctyna B cucteMy «KnueHT-baHk.

unilateral repudiation of the Agreement in its
entirety).

In case of the Agreement termination at the
Bank’s initiative, the Bank shall notify the
Client thereof no later than 14 (fourteen)
calendar days prior to the date of termination.
In case of the Agreement termination at the
Client’s initiative, the Client shall notify the
Bank thereof no later than 3 (three) Bank’s
Business Days prior to the date of termination
in writing on paper.

Termination of the Agreement prior to the end
of its validity does not free the Parties from the
execution of the obligations, as under the
Agreement and which were left un-executed
before the date of its termination, and does not
deprive the Party, whose rights under the
Agreement have been violated as a result of the
non-execution of the obligations by the other
Party, of the right to demand protection of its
rights as in compliance to the legislation of the
Russian Federation and the Agreement.

10.5. The notification on the Agreement
termination should be sent to the Client by the
Bank in the following manner:

- to the Client’s Authorized representative
against signature;

- through the System;

- to the Client’s email, specified in the Contract
on the Use of RBS, or received in the frame of
execution by the Bank of the requirements
established by the anti-money laundering,
terrorism/proliferation of weapons of mass
destruction financing legislation, except the
information  which contains the bank,
commercial secrets and personal data;

- by the Russian Mail’s registered letter with
acknowledgment to the official Client’s
domicile or to the mail address specified in the
application for the installation of the System /
application for granting the right of access to
the Client-Bank system;

- by DHL mailing or other express delivery
service to the mail address specified in the
application for the installation of the System /
application for granting the right of access to
the Client-Bank system.



https://context.reverso.net/%D0%BF%D0%B5%D1%80%D0%B5%D0%B2%D0%BE%D0%B4/%D0%B0%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9-%D1%80%D1%83%D1%81%D1%81%D0%BA%D0%B8%D0%B9/by+registered+letter+with+acknowledgment
https://context.reverso.net/%D0%BF%D0%B5%D1%80%D0%B5%D0%B2%D0%BE%D0%B4/%D0%B0%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9-%D1%80%D1%83%D1%81%D1%81%D0%BA%D0%B8%D0%B9/by+registered+letter+with+acknowledgment
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10.6. C MmomeHTa pactopkeHus CornameHus Ha
otHoureHust mexny bankom u Kimentom He
pactpoctpansitorcst Y cinosus CBIL.

Cratbia 11. O0cTOATEILCTBA HENPEOI0JIUMON
CHJIbI

11.1. CTopoHBI OCBOOOKIAFOTCS oT
OTBETCTBEHHOCTH 32 HEHCIIOJIHEHHE W/WJIH
HEHA/JIeKAILEE HCIIOJIHEHUE 0053aTeNbCTB 110
CornamnieHuro, €ciad TaKo€  HEUCIOJIHEHHUE
SIBUJIOCH pe3yapTaToM JIEUCTBUI WA
00CTOSITENILCTB HEMPEOAOTMMON CHIIBI (Janee —
dopc-Makop), TO €CTh YPE3BBIYAWHBIX U
HENPEJOTBPATUMBIX TMPHU JAHHBIX YCIOBHSX
00CTOSITENBCTB.

11.2. Tlon TepmuaoM Popc-Maxxop MOHUMAKOTCS
HAaBOJHEHHUE, TOXKap, 3EeMJIETPSICEHUE, ypara,
B3pbIB, OCEJaHUE IIOYBBI, SMUIEMHUH U HHBIE
10TI0OHBIE SIBIICHUS, 2 TAK)KE BOWHA WJIM BOCHHBIE
neiicTBUs B MecTe HaxoxxaeHus banka wunu
Knuenra, 3a6acTOBKM B OTpaciu WM PETHUOHE,
PUHSITHE OpraHomM 3aKOHOAATEIHHOM,
UCTIOJTHUTEIILHON WM CyJneOHOW BIIACTH aKTa,
MoBJIEKIIME 32  co00ll  HEBO3MOXKHOCTb
HaJJIeXkKaIlero WCIIOTHEHUS CornamieHus
Croponamu.

11.3. Cropona, nnsi KOTOpPOMl  BO3HHKIIH
00CTOSITENHCTBA HETIPEOJOTUMOM CHIIBI, 00s13aHa
B TeyeHue 7 (cemu) Paboumx nHeW OT naThl
BO3HUKHOBeHUs  Dopc-Maxkopa  yBEIOMHTH
npyryto  CTOpOHY O HACTYIUICHHHM TaKHUX
00CTOSITENBCTB, c MPHIIOKEHUEM
COOTBETCTBYIOIINX JTIOKA3aTeNIbCTB.
JlokazaTenbcTBOM ®dopc-maxopa MOJKET
CITY)KHTh OUIHATTEHBIHA JOKYMEHT
KOMIIETEHTHON OpTaHU3allMH, TIOITBEPKIA0ITHI
dakt HACTYIUICHUS 00CTOATENHCTB
HENPEOAOTUMON CUITHI.

11.4. B cnydae HAcTyIJICHUS OOCTOSTEIbCTB
HENPEOAOIMMON  CHUIIBI  CPOK  BBHITIOJTHEHHS
Croponamu o0s3arensctB  1no  CornameHuro
MEPEHOCUTCSI COPa3MEPHO BPEMEHH, B TEUECHHE
KOTOPOTO ICUCTBYIOT TaKKe 00CTOSTEIHCTBA U UX
nocneactus. [locie mpekpaimieHus AeUCTBUS
dopc-maxopa 00s13aTeIhCTBA Cropon
BO300HOBJISIOTCSI.

Cratbi 12. 3akJ10YNTEIbLHbIE MOJOKEHU ST

12.1. Hacrosamee CornameHue  ABISETCA
taunoBeiM.  Jlms  3akmodeHus  CoramieHus
Knuent mnpenocrasisier B bank JloroBop 00

10.6. Since the termination of the Agreement
the FPS Terms are not applied to the
relationship between the Bank and the Client.

Article 11. Force Majeure

11.1. The Parties shall be freed from liability
for  non-performance and/or  improper
performance of the obligations under the
Agreement, if such non-performance was a
result of the actions or effect of force majeure
(hereinafter the Force Majeure), i.e.
extraordinary and unavoidable, in the given
conditions, circumstances.

11.2. Force Majeure is understood as a flood,
fire, earthquake, hurricane, explosion, soil
shrinkage, epidemic and other similar
occurrences, as well as war or military actions
at the location of the Bank or the Client, strikes
in the industry or the region, adoption of an act
by the authority of legislative, enforcement or
judicial power entailing the impossibility of
execution of the Agreement by the Parties.

11.3. The Party, who is faced with the Force
Majeure, shall within a period of 7 (seven)
Business Days from the date of occurrence of
the Force Majeure, inform the other Party about
the occurrence of such circumstances, with an
annex of the corresponding evidence. Evidence
of Force Majeure can be an official document
from a competent organization, confirming the
fact of occurrence of the Force Majeure
circumstances.

11.4. In case of occurrence of the Force Majeure
circumstances the term for the execution of the
obligations by the Parties as under the
Agreement shall be transferred commensurate
to the time, during which such circumstances
and their consequences take effect. After the
end of the Force Majeure the obligations of the
Parties resume.

Article 12. Final Provisions

12.1. This Agreement is a standard agreement.
For the purposes of entering into the
Agreement, the Client shall submit to the Bank
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ucnionb3oBanuu  JIbO (mo ¢opme banka),
KOTOPBI  3amoJHSETCsS, IOANUCHIBACTCS U
npeaocTapisieTcs B baHk B JBYX 3K3eMIUIsApax.
CornamnieHue COCTaBI€HO Ha PYCCKOM U
AQHIVIMKMCKOM s3bIKaX. B ciydae mpoTMBOpedHii
Mexay Bepcusmu CoryamieHusi Ha PyCcCKOM U
AHTJIMMCKOM SI3bIKE, MPEUMYIIECTBEHHYIO CHUITY
umeeT Bepcusi CornamnieHust Ha pyCCKOM SI3bIKE.
12.2. Ecnu otaenbHoe nosiokeHue CorunaieHus
TEpsieT CUIIy WM CTaHOBUTCS HEHCIIOJHUMBIM,
9TO HE MPUBOJUT K HEICHCTBUTEIBHOCTH IPYTHX
€ro MOJIOKEHUH.

12.3. C nparel 3akmouenuss CornameHusi BCs
nmepenucka U JIOTOBOPEHHOCTH  MEXKIY
Croponamu, kacatomuecs yciaouit CornameHus
U TIPEIIECTBYIOIINE €ro 3aKJIIOUEHUI0, TePSIOT
CUILY.

12.4. Bcsa mepenucka B paMKax HMCIIOJTHEHUS
Cornamenust ocymectsisiercs CTopoHaMH Ha

PYCCKOM/aHTJIMACKOM/UCIIAHCKOM ~ fI3BIKE U
MOKET OBITh  OCYIIECTBIICHa IOCPEACTBOM
CucreMsnl.

12.5. bank BmpaBe B OJIHOCTOPOHHEM IOPSIJIKE
BHOCUTb M3MeHeHHs B (CorialieHue, yBEIOMUB
00 3TOM BCEX JIMI, NPUCOEAWHUBIIUXCA K
CornanieHuio, He Mo3aHee uYeM 3a 5 (msTh)
KaJICHJAApHBIX JHEH [0 BCTYIUIEHUS B CHUITY
YKa3aHHBIX U3MEHEHHH. B cilydae u3smeHeHUs
3akoHomarenbcTBa  Poccuiickon  ®Denepanuu
Cornamenue, 10 MOMEHTa €ro H3MEHEHHs
bankoM  mpumeHsercs B 4acTy, HE
IIPOTUBOpEYAILEn TpeOOBaHUAM
3akoHozarenbcTBa Poceniickoit denepanun.
12.6. baHk ¢ nenpro o3HakomiieHus: KimeHToB ¢
CornamnienueM nyoIMKyeT ero Ha o(pUIMaIbHOM
canute banka B cetu «MHTepHeT» 1O ampecy:
www.evrofinance.ru.

bank YBCAOMIIACT BCEX JINII,
MPUCOCAVMHUBIINXCA K CornameHmo, O BHECCHUU
B HETO W3MEHEHUH nyTeM Hy6n1/11<au1/11/1

WH(OPMAIIMOHHOTO TMHChMa, a TaKXe TOJTHOTO
TeKCTa WM3MEHEHWH Ha OQUIMAILHOM caiiTe
banka B cetm «MHTepHEeT» TO anpecy:
www.evrofinance.ru. JloTOJTHUTEIBHO K
yKa3zaHHOMY crocoOy yBemomieHus bank 1o
CBOEMY YCMOTPEHHUIO MOKET HCIIOIh30BaTh HHBIE
criocoObI nHGopMupoBanus Kinuenra.
Mowmentom  myoOnukanmuu — CornamnieHus,
TapudoB u wmHPOpManUU 1T O3HAKOMIICHUS
KnuentoB, B T.4. J[OKyMeHTaluu, a TaKxke
MOMEHTOM 03HAaKOMJICHHUS Knuenta c
onyonukoBanHbiMU CornamenueM, Tapudamu u
nHpopmanment st o3HakomusieHus: KimeHToB, B

the Contract on the Use of RBS (in the format
of the Bank), which shall be filled out, signed,
and submitted to the Bank in duplicate. The
Agreement is executed in Russian and English.
In the event of a conflict between the Russian
and English versions of the Agreement, the
Russian version of the Agreement shall prevail.

12.2. If a separate provision of the Agreement
becomes invalid or unenforceable, this shall
not invalidate other provisions of the
Agreement.

12.3. From the date of the Agreement, all the
correspondence and arrangements between the
Parties concerning the terms and conditions of
the Agreement before the above date shall
become null and void.

12.4. All the correspondence within the
framework of the execution of the Agreement
shall be carried out by the Parties in
Russian/English/Spanish and may be carried
out through the System.

12.5. The Bank may unilaterally amend the
Agreement upon notification of all the persons
who have joined the Agreement no later than 5
(five) calendar days before the amendment
effective date. In the event of changes in the
laws of the Russian Federation, the Agreement
shall apply to the extent it does not contradict
the laws of the Russian Federation until
amended by the Bank.

12.6. To make the Agreement available to the
Clients for review, the Bank shall publish it on
the Bank’s official website in the Internet at:
www.evrofinance.ru.

The Bank shall notify all the persons who have
joined the Agreement of any amendments
hereto by publishing an information letter, as
well as the full text of the amendments on the
official website of the Bank in the Internet at:
www.evrofinance.ru. In addition to the above
notification method, the Bank may, at its own
discretion, use other ways to inform the Client.

As a moment of publication of the Tariffs and
of information for clients, the Documentation
included, as well as a moment of the Client’s
familiarization with the published Tariffs and
Documentation, is considered the moment of
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T.4. JlOKyMeHTauuer, CUUTAETCA MOMEHT UuX
MEPBOTO pa3MeIIeHUs Ha O(HIIMATBHOM CaiTe
banka B cetm «MHTepHeT» WO  agpecy:
www.evrofinance.ru.

12.7. ]lelicTBue W3MEHEHHI, BHECEHHBIX B
CornameHnne, ¥  BCTYNUBIIUX B CHIY,
pacnpocTpaHsieTcs Ha BCEX JINII,
MIPUCOCTUHUBIITMX CS K CornanieHuro,
HE3aBUCUMO OT JaTbl NPHUCOCIUHEHUS K
Cornamenuro (matel 3akmodeHus JloroBopa 06
ucnonb3zoBanuu [IbO). B cnydae Hecornacus c
M3MEHECHHUSMH, BHOCUMBbIMM B (CorlalmieHue,
Knuent BmpaBe pactopruyts CoriamieHue B
OJIHOCTOPOHHEM MOPAJIKE J0 BCTYIUICHHUS TaKUX
W3MEHEHUH B CHIIY B MOPSIIKE, YCTAHOBJIEHHOM B
11.10.4 Cormamenus.

12.8. B cnyuae, ecau 10 BCTYIUICHUS B CHITY
OmyONMKOBaHHBIX bBaHKOM W3MEHEHUW W/wiu
JIONIOJIHCHUM, BHeCeHHBIX B  CorlamicHue,
Cornamenne He  pactopruyto, CTOpoHBI
MPHU3HAIOT, YTO YyKa3aHHbIC H3MEHCHHS H/WIN
nonosiHeHus B CornareHue npuHsATh KitmeHTom.
12.9. bank He HeceT OTBETCTBEHHOCTH, €CJIH
uHpopmanys 00 U3MEHEHUN W/WUIU JIOTIOJTHCHUH
Cornamienusi, omyOJIMKOBaHHAs B MOPSJIKE U B
CpokH, ycTaHOBiIeHHbIe CornamieHuem, He Oblia
MoJIydeHa W/WIM U3y4YeHa W/WIM TPaBUIBHO
nctoinkoBana KianeraTom.

12.10. dns neneit CornameHuss AKT IpU3HAHUSA
OTKpBITOr0 KJtoua (cepTHdukara) sl oOMeHa
COOOLIEHUAMH, O CAaHHBIN MEXIY
CropoHamu 10 BBEJICHUsI B ICCTBUE HACTOSIIIIEH
penakuuu Cornamenuns, IIpU3HAETCSA
paBHO3HA4YHBIM AKTY npusHaHus CepTudukara
kito4a nposepku D11 111 oOMeHa cooOIIeHnsAME.

12.11. Cnucok [lpunoxeHui, SBISIOMUXCS
HeoTheMJIeMOH YacThio CorlalieHus:

- [Tpunoxenne Nel «TpebGoBanus K ammaparHo-
MIPOrPaMMHBIM CPEICTBAM.

- [Ipunoxenue Ne2 «Cnioco6st JOCTaBKH
uHpOpMALIUNY.

- [Ipunoxenne  Ne3  «llopsmox  pazbopa
KOH(MJIMKTHBIX CUTYaLHiD».

- Ipunoxenne Ne4  «TpeboBanuss 10
MH(OPMAIIMOHHON GE30MaCHOCTH.

its primary placement at the Bank’s official
website www.evrofinance.ru.

12.7. Effective amendments to the Agreement
shall apply to all the persons who have joined
the Agreement, regardless of the date when
they joined the Agreement (date of the Contract
on the Use of RBS). In case the Client disagrees
with the amendments to the Agreement, the
Client may terminate the Agreement
unilaterally before such changes take effect in
the accordance with the procedure established
by p. 10.4 of the Agreement.

12.8. If the Agreement is not terminated before
the effective date of the amendments and/or
supplements to the Agreement published by the
Bank, the Parties shall deem such amendments
and/or supplements to the Agreement accepted
by the Client.
12.9. The Bank shall not be liable if the
information on the amendments and/or
supplements to the Agreement published in the
manner and within the period established by
the Agreement has not been received and/or
studied and/or correctly interpreted by the
Client.
12.10. For the purposes of this Agreement, the
Act of Acknowledgement of the public key
(certificate) for message exchange signed by
the Parties before the entry into force of the
present version of this Agreement is
considered as equal to the Act of
Acknowledgement of the ES verification key
Certificate for message exchange.
12.11. List of Annexes, constituting an integral
part of the Agreement:
- Annex No. 1 «Requirements to hardware and
software».
- Annex No. 2 «Means for the delivery of
informationy.
- Annex No. 3 «Procedure for the resolution of
conflict situations».
- Annex No. 4 «Information safety
requirements.
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Ipunaoxenue Nel
Kk CorJiamennio 00 UCIOJIb30BAHUH IJTEKTPOHHOM

CUCTEMbI JUCTAHIUOHHOIO 0aHKOBCKOI'0 06c.11y)1anaHlm

TPEBOBAHMUS K AIIITAPATHO-
IMPOI'PAMMHBIM CPEJICTBAM

1. Omeparmmonnas cucrema Windows 7 u
BIIIIC.

2. Bpaysep Internet Explorer Bepcuu 9.0 wiu
Beire, Chrome, Mozilla, Firefox, Sunexc-
Opaysep.

3. Hanwuue mMOAKIIIOYEHHOTO CETEBOTO WU
JIOKQJIBHOTO MPUHTEPA.

4. Hanmnume noaxiroueHus k cetu Internet.

5. I[Ipu  oOmene uHdopmarmenn ¢
Oyxrantepckumu cuctemamu (manee — bC)
«1C», «Ilapycy», BOCT-4 u ¢ npyrumu bC, B
KOTOPBIX  €CTh  BO3MOXKHOCTBH  JKCIIOpTa
JIOKYMEHTOB B TEKCTOBBI ¢dbopmar,
HeoOxomuMo, 49ToOBI (popMar mar w dYHcen
UMITOPTUPYEMBIX IOKYMEHTOB COOTBETCTBOBAJ
dopMaram Jar W 4YHCEN, 33JaBacMbIX B
pPETHOHAIBHBIX HACTPOMKaX OMNeparuOHHON
CUCTEMBI KOMITHIOTEPA.

Annex No. 1
To the Agreement on the use of an electronic system
for remote banking services

REQUIREMENTS FOR THE SOFTWARE
AND HARDWARE.

1. Operating system Windows 7 or higher.

2. Browser Internet Explorer 9.0 or higher,
Chrome, Mozilla, Firefox, Yandex browser.

3. Availability of connected network or local
printer.

4. Internet connection.

5. When exchanging information with
accounting systems (ASs) "1C", "Parus",
BEST-4, and with other ASs, in which it is
possible to export documents in text format,
the format of dates and numbers of imported
documents must coincide with the formats of
dates and numbers set in the regional
settings of the computer operating system.
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IIpuinoxenue Ne2

Kk CorJianmeHuo 00 UCIOJIb30BAHUH 3JI€KTPOHHOI
CHCTEeMBbI TUCTAHIHMOHHOI0 0AHKOBCKOI'0
00CIy:KMBAHUA

CIIOCOBbI JOCTABKHM HH®OOPMALIUU

PaGora OCyIIeCTBJISIETCS yepe3
NO/KJII0YeHHe K CBOeMY IpOBaiiepy ycJayr
cetn «MHTEpHETY.

HapaMeTpLI IIOAKJIKOUYCHUS .

TCP opT 443

https://corp.efbank.ru
[TapameTpsl  TOAKIIOYEHUS  MOTYT  OBITH
N3MCHCHBI U COO6IJ.[CHBI KJ’II/IGHTy B INICbMCHHOM
YBGIIOMJIGHI/II/I 1501051 HaHpaBJIeHBI KJII/IGHTy
MMoCpPeCaACTBOM CI/ICTGMBI.

OTKPBITHIN
Ha calrt

Hacrpoiika KiineHToM TaHHOW TPAHCIIOPTHOM

Annex No. 2
To the Agreement on the use of an electronic
system for remote banking services

MEANS OF DELIVERY OF
INFORMATION

Work is carried out through a

connection to your Internet service provider

Connection parameters: open TCP port
443 to website https://corp.efbank.ru

Connection parameters may be changed
and communicated to the Client by a written
notification or sent to the Client via the
System.

The Client shall set this delivery mechanism

CXE€MbI _OCVILECTBJIAETCS HAa padodyeM MecTe

independently at the workstation according

CaAMOCTOATECJIBbHO COrJIAaCHO TPe0OBAHUAM

to the provider’s requirements.

nmposaijaepa.
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Ipunoxenune Ne3

Kk Coramenuio 00 UCMOJIb30BAHUH IJIEKTPOHHOM
CHCTeMbI JHCTAHIMOHHOI0 0AHKOBCKOI0
00CIyKUBAHUS

HOPSIJIOK PA3BOPA KOH®JIMKTHBIX
CUTYALIUI

1. O01HMe N0J0KEHU T

1.1. Hwxe npuBeneH nepedeHb KOHOIMKTHBIX

CHUTyalldii 1O  TIOBOLY  HCIIOJHEHUS
ONEKTPOHHBIX  JOKYMEHTOB  (nmaiee  —
«JloKyMEHTOBY), paccMaTpuBaeMbIX

TEXHUYECKOM KOMHUCCUEH, ICHUCTBYIOLIEH B

COOTBETCTBUU c MIOPSIKOM,
nperycMoTpeHHbIM CoramieHuem:
- JloxymeHnt wucnonHeH, a  KiuwmeHt

yYTBEpKJIaeT, yTo JIOKyMEHT He ITOChUIAN U He
IIOJINCHIBAL;

- Kimenr yrBepkIaer, 4TO OH HaIpaBHII
Joxyment, a JIOKYMEHT HE€ HCIOJIHEH,
npu4em, 1o yreepxkaenuro Knuenra, ot banka
nonydyeHa KButanuus o0 UCIIOTHEHUH;

- KimeHnT yrBepkmaer, 4To OH HaIpaBHII
omvH JIOKyMEHT, a UCIOJHEH JApyrou
JIoKyMeHT;

- JIpyrue KOH(MIUKTHBIE CUTYyallUU.

1.2. Tlpu pasperieHud CHOPHBIX CHUTyalui
CropoHbl  0043yI0TCS  PYKOBOJCTBOBATHCS
CJIEYIOIIMMHU TPUHIUIIAMU:

- CropoHa-tmiory4arelb 00s13yeTcst
NpU3HaTh NOUIMHHBIM U JEMCTBUTEIbHBIM
JIOKyMEHT, IepefaHHbIii €l IOCPEICTBOM
Cucremsl u umeromuit J11, chopMupoBanHyro
Ha Kimouax OII CropoHnsl-oTnpaButens, npu
YCIOBUU  TOJIOKHUTEIBLHOTO  pe3yjbTara
npoepkn Il Ha COOTBETCTBYIOLIMX UM
Kirrouax nmposepku OII;

- CTopoHa-oTIIpaBUTEIb o0s3yercs
NpU3HaTh TMOJUIMHHBIM (TIE€PEIaHHBIM  €I0
nocpeacTBOM CHCTEMbI) U JIeHCTBUTEIbHBIM
JoxymenT, umeromuii I11, chopmupoBanHyro
Ha ee Kimouax OII, mnpu yciaosun
MIOJIOKUTENBHOTO pe3ynbrara npoBepku Ol
Ha COOTBETCTBYMOIIMX UM Kitouax npoBepku
OIT,

- OTBETCTBEHHOCTh BO3JIaraeTcst Ha
Cropony-oTnpaBuTeNsi  NpU  MOJTYYEHHUH
CropoHoli-noyyaresem JI0KHOTO

JloxymenTa ¢ ycnemHo nojaaenannon JI1, Tak

Annex No. 3
To the Agreement on the use of an electronic system
for remote banking services

PROCEDURE FOR THE RESOLUTION OF
CONFLICT SITUATIONS

1. General Provisions

1.1. Below is the list of conflict situations
regarding the execution of Electronic
Documents (hereinafter the «Documents),
considered by the technical committee,
acting in compliance to the procedure, as
under the Agreement:

- The document was performed, and the
Client insists that the Document was not sent
and was not signed by the latter;

- The Client asserts that he directed the
Document but the Document was not
performed, however, according to the Client,
Bank provide a confirmation receipt for the
above document;

- The Client asserts, that he sent one
Document, but a different Document was

performed,;
- other conflict situations.
1.2. During the resolution of conflict

situations Parties undertake to be guided by
the following principles:

- Receiving party undertakes to
acknowledge, as authentic and valid, the
Document transferred thereto through the
System and which has an Electronic
Signature, formed on the ES Keys of the
Sending party, subject to the positive result
of the Electronic Signature verification on the
corresponding ES verification Keys;

- Sending party undertakes to
acknowledge as authentic (transferred thereto
through the System) and valid the Document
which has an Electronic Signature, formed
under its ES Keys, subject to the positive
result of the Electronic Signature verification
on the corresponding ES verification Keys;

- the responsibility is borne with the
Sending party in case the Receiving party
receives a false document with successfully
falsified Electronic signature, as in this case
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KaK B 3TOM ciiyuae CTOpOHa-OTIIPABUTEINb HE
obecrieunna coxpanHocth Kiroueit OI1.

1.3. CtopoHsI IPU3HALOT, 4TO
MaremaTuyeckue cBoicTBa anroputma Ol
FapaHTHUPYIOT  HEBO3MOXKHOCTb  MOJJIETKU
3HA4YECHUA OI1 JIFOOBIM JIMIIOM, HE
o6nagaromum Kirouom D11

1.4. CTOpOHBI JIOJDKHBI TIPEACTABUTH
KOMUCCHH CIEAYIOLUE MaTepUaIbL:

— Hocutenu uHpopMmanuu ¢ daittamu,
colepKalllUMH  BBITPY)KCHHBIE U3
Cucrempl  myTeM  HCHOJIb30BaHUS
¢dyHKIIMOHANA «BBIrpy3Ka JaHHBIX IS
MIPOBEPKHU MOJTHCH CHOPHBIN
JIOKYMEHT, a Tak)Ke pacredyaTaHHbIH U3
Cucrembl crnopHblii  JOKyMeHT uiu
Ksutanuuio wa Hero. OnucaHue
MpOLEAYpPhl BBITPY3KHM JaHHBIX ISt
MPOBEPKU  TOJIUCH TPUBEICHO B
JloxymMeHTanuu;

— TOJNHUCAaHHBIE  COOCTBEHHOPYUHBIMH
MOAMUCSAMU  YIIOJTHOMOYEHHBIX  JIUII
Knuenta u banka opuruHansl AKTOB
npusHanuss ~ Ceprudukara  Kioua
MIPOBEPKHU oIl JUTSt oOMeHa
coobmenusmu (o popme banka);

— Hocutens ¢ Kimrogamu.

1.5. IlpoBepka MOAIMHHOCTH DJIEKTPOHHOIO
JIOKyMEHTA Kimmenra OCYILECTBISAETCS
nocpeactsoM — mporpamMbel  OpenSSL.exe.
Onucanne  mporpamMmbl  HPHUBEACHO B
JOKYMEHTallul Ha O(UIHUAIBLHOM  caiiTe
pazpabotunka B cetu  «HTepHeT»:
http://openssl.org/docs/.

1.6. TIpoBepka MOTMHHOCTH DJIEKTPOHHOTO
JIOKyMEHTa banka OCYILECTBIIAECTCS
IIOCPEJICTBOM  MPOTPAaMMHOIO  CpEICTBA
«KpuntoAPM», ycraHoBieHHOTO B baHke.

2. Ilpoueaypa mnpoBepKH NOAJHHHOCTH

the Sending party did not assure the security
of the Electronic signature Keys.

1.3.

mathematical

Parties agree that the
features of the Electronic

signature algorithm, guarantee impossibility
of falsification of the Electronic Signature
value by any person, who does not possess
the ES Key.

1.4.

Parties must present the

following materials to the committee:

data carriers with the files, containing
the disputed Document downloaded
from the System through the use of the
function «Downloading of date for the
verification of the signature», as well
as the Disputed document printed from
the system or the Receipt received for
it. Description of the procedures for the

downloading of date for the
verification of the signature is
provided in the Documentation;

original copies of the Acts of
acknowledgement of the ES
verification key Certificate for

message exchange (according to the
Bank's form) signed with the
handwritten  signatures  of  the
authorized persons of the Client and
the Bank;

media with the Keys.

1.5. Verification of the authenticity of an
Electronic Document issued by the Client is

conducted

through the OpenSSL.exe

application. Description of the application is
shown in the documentation at the official
website of the developer, on the Internet:
http://openssl.org/docs/.

1.6. Verification of the authenticity of an
Electronic Document issued by the Bank is

conducted

through  the  CryptoAPM

application installed in the Bank.

2. Procedure for the verification of the

DJIEKTPOHHLIX TOKYMEHTOB

2.1. lna pa3bopa KOH(IUKTHBIX CHUTYaIHH

TEXHUYECKAS KOMUCCHSA BBITIOIHSIET
CIEAYyIOIIME IEUCTBUSA:
— mnpoBepsieT nommMHHOCTE  JIl  mon

BBITPY’KEHHBIM CIOPHBIM JlOKyMEHTOM
¢ wucnonb3oBanreM Kirroua nposepku

authenticity of the Electronic Documents

2.1. For the resolution of conflict situations

the

technical committee performs the

following:

verification of authenticity of the
Electronic  Signature  on  the
downloaded disputed Document with
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OIl  CTOpOHBI-OTHPABUTENSL TaHHOTO
JloxyMeHTa;

— TpOBEpsIET COOTBETCTBUE SK3EMILIIPOB
AxroB npusHanus Ceprudukara Kiroda
MPOBEPKHU oIl JUISt obmeHa
coobmienussiMu (o ¢opme banka),
npenocraBieHupix  CtopoHamu B
coorBerctBuM ¢ 1.1.4. Ilopsaka
pazbopa KOH(GIMKTHBIX CUTYaIUi;

— CBEpSeT  COOTBETCTBHE  KJIHOYEBBIX
nosielt Kimroua nposepku OI1 u3 AkroB
npusHanus ~ Ceprudukara  KiIouda

MIPOBEPKH oIl ULt oOMeHa
COOOLICHUSIMH c pacrevaTkoin
npotokoJia nposepku I, monmydeHHOM
npu HIOMOIIH HIpOrpaMMbl
OpenSSL.exe/ HOCPE/ICTBOM
POrPaMMHOTO cpencraa
«KpunroAPM».

2.2. Pesymprarbl  pabOTBI  TEXHUYECKOM
KOMHUCCHU OTPaKalOTCS B aKTe, NOANMCAHHOM
BCEMH WIECHAMH TEXHUYECKOH KOMHUCCHHU.
YsieHbl TEXHUUECKOH KOMUCCHU, HE COTJIACHBIC
C BBIBOJIaMH OOJIBIIMHCTBA, MOANKCHIBAIOT aKT
C BO3paXCHUSMH, KOTOPBIA Ipuaraercs K
OCHOBHOMY aKTy.

the use of a ES verification Key of the
Sending party of the given Document;

— verification of conformity of the copies
of the Acts of acknowledgement of the
ES verification key Certificate for
message exchange (according to the
Bank's form) provided by the Parties as
per p. 1.4 of the Procedure for the
Resolution of Conflict Situations;

— reconciliation of the key fields of the
ES verification Key from the Acts of
acknowledgement of the ES
verification key Certificate for
message exchange with the printed out
ES verification protocol from
OpenSSL.exe/CryptoAPM.

2.2. Results of the measures undertaken by
the technical committee are documented in
the report, signed by all the members of the
committee. Members of the technical
committee, who disagree with the
conclusions made by the majority, sign a
report of objection, which is annexed to the
main report.
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Ipunnoxenne Ned

Kk Corsamenuio 00 UCNOJb30BAHUH 3JIEKTPOHHOM
CHCTEMbI JHCTAHIMOHHOI0 0AHKOBCKOI0
00cTy:KUBaHUS

TPEBOBAHUS IO UHOOPMAIIMOHHOMN
BE3OIIACHOCTHA

Hist MUHUMH3ALAN PHUCKOB

HECAaHKIIMOHMPOBaHHOro joctyna k Cuerawm,

cuery 1o Bkiany (memo3uty) Kimenra co

CTOPOHBI 3JIOYMBIIJIEHHUKOB M KOMIIPOMETAlUU

KIo4eBoil mH(popmaruyn, baHk HacTOATENBHO

npocut KiimeHToB cobioaaTh ClleAyoInue Mephbl

MH(POPMAIIMOHHON 0€30MaCHOCTH:

e BpigenuTh KOMIBIOTEp, KOTOPBIA He Oyaer
HCII0JIb30BAThCS B MHBIX LIEJIAX, KPOME KaK JIsI
pabothl B Cucteme; He OCYLIECTBIIATh, a MPH
HATNYAA TEXHUUYECKOH BO3MO>KHOCTH,
3aIllpeTUTh BBIXOJ B ceTh «HTepHET» C 3TOro
KOMIIbIOTEpAa  Ha  HMHBIE  ajpeca, 3a
HCKJIFOUEHHEM apecoB cepBepoB baHka.

e OrpaHuuuTh WIM TOJHOCTBIO 3alPETUTH
YOQJIEHHBIH  JOCTYl K  BBIJICJIEHHOMY
KOMIIBIOTEPY C  JIPYTUX  KOMIIBIOTEPOB
JoKanbHOM cetu. He ucnonb30BaTh cpeacTsa

YAQJICHHOT'O AAMUHUCTPHUPOBAHUSA Ha
BBIJICJICHHOM KOMIIBIOTCPE. HpI/I HaJIn4nu
TEXHUYCCKUX CpeacCTB, IHOMECTHUTD

BBIJICJICHHBIA KOMIIBIOTEP B OTAEIBHYIO CETh,
KOHTPOJIUPYEMYIO MEKCETEBBIM HKPAaHOM U
cUcTeMaMu OOHapy>KEeHUs aTak.

e 3aMEHUTh BCE  CTaHJApPTHBIC  IAPOJIH,
3aJaHHble Tpu  ycraHoBke CuHcTeMbl, Ha
YHUKQJIbHBIE COOCTBEHHBIC, TMPOU3BOJUTH
MEePUONYECKYI0 CMEHYy Mapoiiell (He pexe
OJIHOTO pa3a B TPU MeECsIIa).

e lcmonn30BaTh Ha  IIOCTOSSHHOM  OCHOBE
AHTUBHUPYCHOE MpOTpaMMHOE oOecrieueHue ¢
MOCIeHeH aKTyalbHOU Bepcueit 6a3.

e PerymsipHo (He pexe OJTHOTO pa3za B HENETIO)
BBITIOJIHATh AHTUBUPYCHYIO TIPOBEPKY st
CBOEBPEMEHHOTO 0OHAPYKEHHS BPETOHOCHBIX

MIPOTrPaAMM.
e lcnons3oBaTh Ha KOMITBIOTEPE
HCKJIIOUUTEIIBHO JIMLIEH3UOHHOE

porpaMMHOE oOecIieueHue.

e PerymapHo (He peke OJHOTO pa3a B MECsIl TN
mo (¢akTy MyOJMKaluu) YCTaHABIMBATH
OOHOBJICHHS OTICPAIMOHHON CHCTEMEI.

e IIpoBeputs rpymnny «AJIMHHUCTPATOPbD» Ha
BBIJICJICHHOM KOMIIBIOTEPE, MCKIKYUTh BCEX

Annex No. 4
To the Agreement on the use of an electronic
system for remote banking services

INFORMATION SAFETY
REQUIREMENTS

In order to minimize the risks of
unauthorized access to the Client’s
Accounts by law violators and the
compromise of key data, the Bank strongly
recommends its Clients to comply with the
following information safety measures:

e To choose a computer that shall be used
solely for the purpose of working with
the System; not to access the Internet
from such a computer and, if possible, to
prevent all Internet connection from such
a computer, except for the connection
with the Bank services.

e To limit or prohibit remote access to
such a computer from all other
computers of the local network. Not to
use remote administration tools on such
a computer. Technical assets permitting,
to create a specified network controlled
by a network firewall and an intrusion
detection system for such a computer.

e To replace all default passwords set out
at the moment of System installation
with unique passwords; to change
passwords regularly (not less than once
in three months);

e To constantly use anti-virus software
with the latest versions of databases;

e To carry out anti-virus checks on a
regular basis (not less than once a week)
in order to timely detect malicious
software;

e To use only licensed software on the
computer;

e To update the operating system regularly
(not less than once a month or upon
launching);
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PAIOBBIX MOJIB30BATENEN U3 3TOU IPYyNIbI, HE
pabortarormux ¢ CUCTEMOM.

IIpy HaNMYMM TEXHUYECKOW BO3MOXKHOCTH,
Ui Tojib3oBaTeneld,  paboraloumux — C
Cucremoii, co31aTh OTACIbHYIO TPYMHIOBYIO
MOJINTUKY, pPa3pelalonlyl0 3amycK TOJIBKO
OINPEIETICHHBIX TPUIIOKEHUN.

Jlnia noctyna k cepBepaM baHka ncnonb3oBaTh
TOJIBKO 3aBEOMO W3BeCTHble Bam anpeca
UHTEpHET cepBepoB banka.

B  ciaywae  OoTCyTCTBUS ~ BO3MOKHOCTH
MOJIKJTIOUEHUS K cepBepy banka
HEe3aMeUTMTENBHO coo0ImaTh 00 3ToM baHky.

Xpanuth B Oe3omacHOM Mecte (B ceiide) u
HUKOMY He IepesiaBath Hocutenu ¢ Kimtouamu
ANEeKTpoHHOU noanucu 1 Kimrouamu nposepku
ANEeKTpoHHOU mnoxanucu (nanee — Kiroun),
obecrieyuB K  HHUM  JIOCTYH  TOJBKO
YIOJTHOMOYEHHBIX JIUI.

Hukorna He ocCylecTBIsATh KONHUPOBAHUE
Kiroueli Ha JIOKaJbHBIA JKECTKUH  OUCK
KOMIIBIOTEpa, Jake C MOCJIEIYIOIIUM €ro
yIAJIEHUEM.

PerynspHo (He pexe OJHOro paza B Mecsll)
IIPOBEPATh  LIEJIOCTHOCTb ~ HOCHUTENEH  C
Kitouamu, mnpoBoas mpoBepKy Halu4Msl Ha
HUX (hallJIOB 2JIEKTPOHHON MOIHCH.
CBOEBpEeMEHHO (B COOTBETCTBUU C YCIOBHUSIMU
Cornamenns) npooauts IlnaHoByro cmeny
Kiroueit.

He ocraBnsate Hocutenun c Kirowamu 6e3
IIPUCMOTPA, MOAKIIYATh UX K KOMIIBIOTEPY
TOJIBKO Ha BpeMs  HCIOJb30BaHUS WU
HE3aMEUINTEIbHO MX OTKJIKYaTh II0CIE
npoBejeHUsl OaHKOBCKUX omnepauuid. [lpu
octaBieHuu pabouyero mecra Cucremsl 0e3
MPUCMOTpa Bcerja OJIOKUPOBAaTh SKpaH C
MOCJIEAYIOIUM BBOAOM Mapojis A  €ro
Pa30IOKUPOBKHU.

IIpon3BOIUTE HE3aMEUINTEIBHYIO 3aMEHY
Kiroueir B cimydae MX KOMIPOMETALMM WIIA
MI0/I03PEHUH Ha KOMIIPOMETALIMIO.
CBOEBpEMEHHO yCTaHaBJIMBAaTh
ob6HoBNeHU CHUCTEMBI.

He ycranaBnuBaTh OOHOBIIEHUS, a TakXe He
OTKPBIBATh CCBUIKH B MMOYTOBBIX COOOIICHHUSX,
MOJIyYUeHHBIX ~ OT uMeHuM baHka 1o
NEKTPOHHOW  I0YTe;  MOJY4YMB  TaKoe
coOoOIIIeHNEe, He3aMeINTENILHO co00IaTh 00
9TOM baHKy.

BCC

To check the Administrator’s group on
the selected computer and to remove all
users that do not operate the System;

Technical assets permitting, develop a
separate group policy for the users
working with the System and allow the
use of specific applications only.

To use only known Internet addresses of
Bank servers to access them.

To inform the Bank immediately, in case
Bank servers are unavailable.

To store carriers with Electronic
signature keys and Electronic signature
verification Keys (hereinafter — the
Keys) in a safe place (a vault), never to
transfer them to third parties, to limit
access to them only to authorized
persons;

Never to copy Keys on the local hard
drive of the computer, even in case the
copies are deleted immediately;

To check the integrity carriers with the
Keys and the presence of digital
signature files on them on a regular basis
(not less than once a month);

Timely (according to the terms and
conditions of the Agreement) perform
the Planned change of Keys;

Not to leave the media with the Keys
unattended; to connect them to the
computer only for the time of use and
immediately  disconnect after the
completion of banking operations. In
case a work place with the System is left
unattended, to block the screen and to
use a password for its further unlocking;

e To immediately replace Keys in case of

their actual or alleged compromise;

o Timely update the System;

Not to install updates and not to open
links received in the e-mail from the
Bank; to inform the Bank about
receiving any such e-mails;
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° E)KC[[HGBHO, B TCUCHUC OIICPALIMOHHOI'0 IHA

banka u 1mo oxonHyanuu Pabouero mgus,
OCYIIECTBJISATh  JIONIOJTHUTENbHBIA BXOJI B
CucreMy U1s1 KOHTPOJISI TIEPEYHS UCXOAIINUX
JOKYMEHTOB  3a Tekymud geHs. Ilpu
0OHapY)KEHHUH T0JI03PUTEIBHBIX IOKYMEHTOB,
He3aMeUIUTEIbHO o0pamarscs B baHk.

B cnydae momo3penuii Ha 3aMeiIeHUuE paboThI
KOMITbIOTEpa OTKJIIOYHTH KOMITBIOTED
(bU3UYECKH OT JIOKAIbHOW CEeTH U CeTH
«HTEpHET» UM OOPATUTBCA K CHCTEMHOMY

aIMHHHUCTPATOPY c poch0oi 0
HE00X0AUMOCTH MIPOBE/ICHUS HOJTHOH
AHTHBUPYCHOH TIPOBEPKH CKAHHPOBAHUEM

Bcex (hailyIoB M aMsATH KOMITbIOTEpA.
B cnyuae, ecan uHIMAEHT MHPOPMAIIOHHOM
0€30MMacHOCTH BCE ke MPOU3O0IILI, HA B KOEM

CJIydya€ HC  BBIKJIKOYATb KOMIIBKOTEP, a
OTKJIKOYUTL €TI0 (1)I/I3I/I‘~I€CKI/I TOJBKO OT
JIOKaJbHOM CETH U CETHU «I/IHTepHeT»,

HE3aMeUIUTEIILHO O0PATUTHCS K CUCTEMHOMY
aJIMUHUCTPATOPY M COOOIIUTH 00 MHIUICHTE
B banx IJid  MMPOBCACHHA OIICPATHBHOTO
paccieloBaHUsS WM TPHHATHS HEOOXOIMMBIX
Mep i cOopa J0Ka3aTelIbCTB.

B ciyJae BBISIBJICHHUSI Knuentom
MO/IO3pUTENbHBIX —omepanuii B Cucreme
He3aMeUIUTEIHLHO co00maTs 00 3ToM B baHK.

To access the System additionally in
order to check the list of the documents
for the current day in a daily basis during
a banking day and at its end. In case of
detection of any suspicious documents,
to inform the Bank immediately;

In case of suspicious delays in the
computer’s operations, to physically
disconnect the computer from the local
network and the Internet and to request
complete anti-virus scanning of all files
and computer memory from the system
administrator;

In case of a breach of information
security, never to turn the computer off,
but to disconnect it physically from the
local network and the Internet, to address
the system administrator immediately
and to inform the Bank about the
incident in order to carry out on-the-spot
investigation and take measures to
collect evidence.

In case the Client detects suspicious
operations with the System, he should
immediately inform the Bank about it.




