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COITTAIIEHUE
00 MCIO0JIb30BAHUHU YJIEKTPOHHOI CHCTEMBI
AUCTAHIIUOHHOT0 DAHKOBCKOI'0
00CIyKMBaAHMS

HaCTOHI_Hee Cornanienre 00 HCIIOIL30BaHUN

IIEKTPOHHON CHCTEMBI JTUCTAHIIHOHHOTO
0aHKOBCKOTO  OOcCiyxuBaHus  (mamee — —
Cornamienue) SIBJIIETCS JIOTOBOPOM
IIPUCOECIMHEHHUSI B COOTBETCTBUU €O CT.428
I'paxxmanckoro KOJIEKCa Poccuiickoit

d)enepaum/l, K 3aKII4acTCia B IIOpAIKE,
YCTAaHOBJICHHOM HACTOAIIUM CornameHueM.

TepMHUHBI U onpeaeJeHus

B  Hactosmem  CornameHuu — ciaeayroume
oTpezieNieHUs] UMEIOT CIIeyIollee 3HaUeHHUE.

Bank — AKIITMOHEPHBIY KOMMEPYECKUI
BAHK «EBPOOHMHAHC MOCHAPBAHK»
(axumoHepHoe 00111eCTBO) (monHoe
HaumeHoBanune), AO AKb «EBPO®MHAHC
MOCHAPBAHK» (cokpaieHHoe
HauMeHoBaHue), aapec: 121099, r. Mocksa, yi.
Hogeiit ApOat, 1.29, opunuanbHblil caliT B ceTu
«Mutepuery»: wWww.evrofinance.ru, reaepanbHas
JUIIEH3US Ha MPOBe/IeHne OAaHKOBCKUX OTepaiui
Ne2402, BeimanHas bankom Poccun 23.07.2015.

Baapenen ceprupukara kiaroda nposepku 11

— Kiuwmentr, xoropomy baHkoM  BblIaH
Ceptudukar Pabouero xiroua.
JlokyMeHTanus - BCE PYKOBOJICTBA,

MHCTPYKLMU, TEXHUYECKUE OMMCAHUSA U Jpyras
JOKyMeHTalus, kacatomiasics CUCTeMbI, KOTOpbIE
pa3MemaroTcsi baHKOM B 3JIEKTPOHHOM BHUJE Ha
oduimansHoM caiite banka B cetu «HTepHET»
no axpecy Www.evrofinance.ru.

Jorosop 06 ucnojin3oBanun ABO - norosop 06
HCIIOJIb30BAHUU AJIEKTPOHHOU CHCTEMBI
JTUCTAHIIMOHHOTO OAHKOBCKOTO OOCITYXKHBaHUS
(mo ¢opme banka), 3aKIIOUYEHHBIH MEXITY
Knuentom u banHkoM, ¢ MOMOIIBIO KOTOPOTO
Knuent mnpucoeaunsercs k CornameHuo B
IIEJIOM B COOTBETCTBUH CO cTaTbed cT.428
I'paxxmanckoro KOJEKCca Poccuiickoi

AGREEMENT
on the use of an electronic system for
remote banking services

This Agreement on the use of an electronic
system for remote banking services (the
Agreement) is a joinder agreement as per
Article 428 of the Civil Code of the Russian
Federation and is entered into in accordance
with the procedure established hereby.

Terms and definitions

In this Agreement, the following definitions
shall have the following meanings.

Bank — Evrofinance Mosnarbank, address: 29
Novy Arbat Street, Moscow, 121099, official
website in the Internet: www.evrofinance.ru,
general license for banking transactions No.
2402 issued by the Bank of Russia on
07.23.2015.

Holder of the ES verification key certificate
— a Client to whom the Bank has issued an
Operational Key Certificate.

Documentation — all the manuals, instructions,
functional descriptions and other
documentation, relating to the System, which
are placed by the Bank in electronic formatat
the Bank’s website www.evrofinance.ru

Contract on the Use of RBS — a contract on
the use of an electronic system for remote
banking services (in the Bank’s format)
between the Client and the Bank, whereby the
Client joins the Agreement as a whole in
accordance with Article 422 of the Civil Code
of the Russian Federation. The Contract on the
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®denepanuu. 3akmouenue  JloroBopa 00
ucnons3oBanuun  JIbO  ocymectBisercss B
MopsIZIKe, ycTaHOBJIeHHOM CoranieHueM.

3akpbiThiii  kiaw4 DIl —  yHuKaibHas
MOCJIEIOBATEILHOCTh ~ CHUMBOJIOB, ~ M3BECTHAs
Tonibko  Bmageneiy  ceptudumkara - kioya
MIPOBEPKU oIl U YN0JIHOMOYEHHOMY

npencrasutento Kimenra, npeiHasHadeHHas 17
CO37aHMsI B DJIEKTPOHHBIX JoKyMmeHTax OlIl u
UAECHTUPUKALUN VY TOIHOMOYEHHOT O
npencrasutens Kinuenta B Cucreme, u
OJITHO3HAYHO CBsA3aHHAs ¢ OTKPBITBIM KIFOUOM
OIL

KButanumsa — »53JeKTpOHHOE COOOIleHHue O
npueMe ODJEKTPOHHOro JokymeHTa CTOpPOHBI-

ornpaButenss  CTOpoHOU-NONy4areiaeM  WUiu
cMeHe  craryca  jJokymeHTta  CTOpOHOM-
noJy4yaresieM B npoiiecce 00paboTKH.

[Tonyuenue kBuTaHiuu B Cucreme BiIEUYeT 3a
coboii cmeHy craryca nokymeHTa B Cucreme
CTOpOHBI-OTIPABUTEIS.

KaueHT — ropuanueckoe JuI0, 3aKJIIOUMBIIEE C
bankom CornamieHue myTeM NPUCOEAUHEHUS K
HEMY.

Kiarwu (M) — COBMECTHO WM, €CIM YyKa3aHO
0cobo, pasnenbHO, OTKpbITEIA  KIt0Y Ol
3akpbIThiid K04y OI1, CexkpeTHbI M OTKPBITHIH
KITFOYH MU(POBAHUS.

KomoBoe caoBO —  1mocienoBaTelbHOCTD
CHUMBOJIOB, U3BeCTHas ToJbKO Knuenty mn banky,
ucnonszyemas it uaeHtTudukanun Knvenra npu
teneoHHOM pa3roBope ¢ KimeHToM B menmsx
HOJTBEPKICHUS/HETIOATBEPKACHUS

BO300HOBJICHUS MCIIOJTHEHUS oreparu,
COOTBETCTBYIOIIEH MPHU3HAKAM OCYILIECTBIICHUS
nepeBojia JIEHE)KHBIX CpeAcTB 0e3 coriacus
KinenTa. KogoBoe ci10Bo MOKET MCIIONB30BATHCS
MHorokpatHo. KomoBoe cioBO yka3biBaeTcsi B
Horosope 06 ucnonszoBanuu 6O 1 MokeT ObITH

W3MEHEHO B  TOpPSAIKE, MPEAyCMOTPEHHOM
CornanieHmueM.
Komnpomeranusi kjiaw4eili — BO3HUKHOBEHHUE

MOJO3PEHUI B TOM, YTO HUCHOJb3yemble Kirouun
AOCTYITHBIL Jnam, HE HUMCHOIIUM Ha TO
nostTHoMOoYHi. K coOBITHSIM, BIEKYIITUM 3a COOOM

Use of RBS shall be entered into in accordance
with the procedure established hereby.

ES Private Key — a unique symbol sequence
known only to the Holder of the ES verification
key certificate and the  Authorized
Representative of the Client and designed for
generation of Electronic Signatures in the
Electronic Documents and identification of the
Authorized Representative of the Client in the
System, and uniquely associated with the ES
Public Key.

Receipt confirmation — an electronic message
on the reception of the Electronic document
sent by the Sending party and received by the
Receiving party or the change of the document
status by the Receiving party during
processing. Reception of the receipt
confirmation in the System entails a change in
the document status in the System of the
Sending party.

Client — a legal entity that has entered into the
Agreement with the Bank by joining it.

Key(s) — jointly or, if specified so, separately,
the ES Public Key, ES Private Key, Secret and
Public Encryption Keys.

Code word — a symbol sequence known only
to the Client and the Bank, used to identify the
Client during a telephone conversation with the
Client in order to confirm/not confirm the
resumption of a transaction with signs of
money transfer without the consent of the
Client. The Code Word may be used more than
once. The Code Word shall be specified in the
Contract on the Use of RBS and may be
changed in the procedure established by the
Agreement.

Key compromise — suspicions that the used
Keys are accessible to unauthorized third
parties. Events entailing the Key Compromise
include, but not limited to the following:




Kommnpomeranuto Kirodeit, oTHOCATCS, BKIIIOYas,

HO, HE OTPAHUYUBASICH, CIEAYIONIUE COOBITHS:

- yrpara HocuTtenei ¢ Kirouamu;

- yrpara HocuTenei ¢ Kiirouamu ¢ nocineayromum
0OHapy>XCHHEM;

- JOCTYII IMOCTOPOHHUX JIUIT (He

Y1omHOMOYEHHBIX TNpesacTaBuTeneii Kimenra) k

Kirouam, ucnions3oBanue Kirroueii 0e3 cormacus

Knnenra;

- JIpyrue CcoOBITUS, KOTOpHIE, IO MHEHHIO

CTOpoH,  CBHUJIETENIBCTBYIOT O  HAJIUYHUH

BO3MOKHOCTH HecaHKIIMOHUPOBAaHHOTO JIOCTYIIa

TpeTbux Jull K Kirouam.

Konpunenunanabnass mHpopMamusa — Jrodas
uHpopmanusa (cBeaeHus), Kotopoil CTOpPOHBI
0OMEHHUBAIOTCS B COOTBETCTBUU C HACTOSIIUM
CornamieHueM M KOTOpassh HOCUT 4YacCTHBIH,
HenyONUYHBI U KOHGUACHIUATIBHBIA XapakTep
U UMEeT JACUCTBUTEIbHYIO WM MOTEHLUUAIbHYIO
LEHHOCTh B CHIIy €€ HEH3BECTHOCTU TPETbUM
JIULAM.

HecanKumoHMpoBaHHBIN AOCTYNl — JOCTYN K
Cucreme (B TOM umcle, K DIEKTPOHHBIM
JIOKyMEHTaM), €€ HCIOJb30BaHUE JIMIIaMH, HE
MMEIOLIMMH Ha TO ITOJIHOMOYUH.

OtkpeiTeiii kmou  JIl -  yHuKanbHas
1I0CJIEI0BATEILHOCTD CHUMBOJIOB,
COOTBETCTBYIOLIast 3akpbiToMy Kiatouy Ol
JOCTyIHas J000My noiab3oBarento CUcTeMbl U
npeHa3HauYeHHas s MPOBEPKH IOUIMHHOCTH
OIl B DiIeKTpOHHOM JOKYMEHTE M  €ro
LEJIOCTHOCTH.

IInanoBasi cMmeHa pado4mnx KiIKO4ei — co3laHue
YnosHoMoueHHBIM TpenctaBuTeneM KimeHra
HOBBIX Pabounx KJIKOYEH, KOTOpOE
OCYILECTBIISICTCS IO MUCTEUCHHSI CpOKa JAEHCTBUSA
neiictByromiero Pabouero kitoyva.

IIposepka JII DJiIeKTPOHHOIO JOKYMEHTa -
MIPOBEPKAa COOTHOIIECHHUS, CBSI3bIBAIOIIETO X3II-
(GyHKLMIO DNEeKTPOHHOTO ToKkyMeHTa, D11 Takoro
nokymenta u Otkpeitoro  kimoua  Oll
noanucasuiero aboneHta. Ecnu Takast mposepka,
npousBeneHHass  Ha  CpencTBax — 3aIIMThI
UH(OPMALINH, 1aCT MOJIOKUTEIBHBIA Pe3ynbTarT,
to OIl npusHaercs mnOpaBUIIBHOW, a caMm
OJEeKTPOHHBIM JOKYMEHT — IOMJIUHHBIM, 0e3
VCKaXXEHUI, B MPOTUBHOM CJIy4ae DJICKTPOHHBIIN

loss of media with the Keys;

loss of media with the Keys with their
subsequent finding;

access by third parties (other than the
Authorized Representatives of the Client) to
the Keys, use of the Keys without consent of
the Client;

other events, which according to the Parties
evidence the possibility of Unauthorized
Access of third parties to the Keys.

Confidential information — any information
(data), which the Parties exchange in
compliance to the present Agreement and
which bears a private, non-public and
confidential nature and has actual or potential
value due to its obscurity to third parties.

Unauthorized Access — access to the System
(including Electronic Documents), its use by
the persons who do not have the authorization
to do so.

ES Public Key — a unique symbol sequence,
corresponding to the ES Private Key accessible
to any user of the System and designed for
verification of authenticity of the Electronic
Signature within the Electronic Document, as
well as a check on its entirety.

Planned change of Operational Keys —
generation of new Operational Keys by the
Client’s Authorized Representative before the
expiry of the current Operational Key.

Check of the Electronic Signature of an
Electronic Document - check on the
interrelation between the Electronic document
connecting the hash function, Electronic
Signature of such document and an Electronic
Signature Open Key of the signing subscriber.
If such check, conducted with the information
security product, provides a positive result,
then the Electronic Signature is acknowledged
as correct, and the Electronic document is
found authentic, without distortions, otherwise




JIOKYMEHT CcuuTaeTcss omuOouHbiM, a Ol mox
HUM - HEJIEUCTBUTEILHOM.

Paboumnii 1eHb — pabounii AeHB, MPU3HABAEMBII
TaKOBBIM IIPUMEHUMBIM K JiesITelIbHOCTH CTOpOH
3aKOHOJIaTEILCTBOM K101 13 CTOPOH.

Padoune KJIIOYH - Kiroun,
npeAHa3HaYeHHbIC JIJIs MOATBEPKICHUS
aBTOPCTBA, LIEJIOCTHOCTH u
KOH(UICHIIMATEHOCTH DNEKTPOHHBIX
JIOKYMEHTOB, TepenaBaeMbix B Cucreme.
Paboune KIIOUU bopMupyrorcs

YnonHoMo4yeHHbIM TipeacTaBuTeneM KieHta
caMoCTOSTeNbHO nocpeacTBoM Cucremsl. Cpok
nerictBusa PaGouymx Kiroyeil cocrasiisieT 36
MECSIEB ¢ Jarhl (JOPMHPOBAHHS 3ampoca Ha
co3nanue Ceprudukara Pabodero kiroya.

CexpeTHbIi U OTKPBITHIH KJIIOYH
mudposanusa — Kirouun, ucnonszyemsle LI
npouenypsl HUQpoBaHUA U JeMmIU(POBAHUSL
ONEeKTPOHHBIX J0KyMEeHTOB. llpu mmdpoBanumn
UCIIOJIB3YETCSl  OTKPBITHIA K04  CTOpOHBI-
noJiyyaTelns, Npu pacliupoBaHUN CEKPETHBII
KJ1t04 CTOPOHBI-TIOTyYaTes.

Ceprudukar Padovero kiar4a - 3J€KTPOHHBIN
nokyMmeHT ¢ OI1 banka, cogepxammii OTKpBITHII
kmou Ol m mmdpoBaHus, a Takxke CBeIEHUS,

UACHTUPULIMPYIOIIKE Y10JIHOMOYEHHOTO
IIPEICTaBUTEIIS Knuenra. Ceptugukar
npeHa3HauYeH IE MTOATBEPKICHUS
HNOJJIMHHOCTH oI, UCHTUPUKALINN

YnonHomoueHHOTO mpenctaButenss Kiuenta B
Cucreme, a Takxe I T[OATBEPKICHUS
npuHamiexkHoctu  OTtkpeitoro  kimoya  OIl
Knuenry.

Cucrema — xopropatuBHas WHGOpPMAIMOHHAS
cucTeMa JHUCTAHIIHOHHOTO 0aHKOBCKOT'O
o0cyXKUBaHUS, opranuzoBaHHasi  baHkowm,
MIPEACTABIISIIONIAS COOOM KOMIUIEKC MPOTPaMMHO-
TEXHUYECKUX CPEJACTB M OPraHU3alMOHHBIX
MEPOTIPUATHH TSI CO3JIaHUs, 3AIIUTHI, IIepeIavn
U 00paboTKM ONEKTPOHHBIX JOKYMEHTOB C
ucnoip3oBannemM cetu «HMHTepHeT». CHcTema
UCIIOJIB3YEeTCSI  KaK  3JEKTPOHHOE  CPEACTBO
arexa u ooOecrneunBaer cos3ganue DIl B
DJEKTPOHHOM JOKYMEHTE C HCIOIb30BAHUEM
3akpeiToro  kmoua  OIl,  moarBepkaeHue
noyinHHOCTU DIl B DNEKTPOHHOM JOKYMEHTE C

the Electronic Document is found faulty, and
the Electronic Signature thereto as invalid.

Business day — business day that is found as
under the legislation, of each of the Parties,
applicable to the operations of the Parties.

Operational keys — Keys provided for
the confirmation of authorship, entirety and
confidentiality of the Electronic Documents,
transmitted within the System. Operational
Keys are generated independently by the
Client’s Authorized Representative by means
of the System. The wvalidity period of
Operational Keys is 36 months from the date of
the request for an Operational Key Certificate.

Secret and Public Encryption Keys - Keys
used for encrypting and decrypting Electronic
Documents. When encrypting, the Public Key
of the recipient Party is used. When decrypting,
the Secret Key of the recipient Party is used.

Operational Key certificate — an electronic
document with the Bank’s ES containing ES
Public and Encryption Keys, as well as the
information, identifying the Authorized
Representative of the Client. The Certificate is
designed for confirmation of Electronic
Signature authentication and identification of
the Authorized Representative of the Client in
the System, as well as for confirmation that the
ES Public Key belongs to the Client.

System — a corporate IT system for remote
banking services established by the Bank,
which is a set of software and hardware and
organizational measures for generating,
protecting, transmitting, and processing
Electronic Documents through the Internet. The
System is used as electronic means of payment
and provides for ES generation in an Electronic
Document using the ES Private Key,
confirmation of the ES authenticity in the
Electronic Document using the ES Public Key,
and generation of Keys.




ucnoib3oBanueM  OtkpbiToro  kimoua Ol
coznanue Kirouen.

CpeacrBa 3amuthl HHpopmanuu «OpenSSLy
— Kpunrtorpaduueckue CpeJICTBa,
o0OecrieuMBarOIIMe  peaIu3alui0  CIEAYIOLUX
byakumii: co3manue Ol B DieKTpoHHOM
JIOKYMEHTE C UCII0JIb30BAHUEM 3aKPBITOTO KIIFoUa
OIl, npoBepka DII DIeKTPOHHOTO JOKYMEHTa C
ucnonp3oBaHueM  OtkpeiToro  kimoua Ol
coznanue 3akpbIThiX U OTKpBITHIX Kirouel O, a
TaK)Ke CO37aHKe U Hcroyb3oBaHue CEKPETHBIX U
OTKPBITBIX KJTI0Uei mudpoBanus, mudpoBaHue 1
pacumdpoBanwue.

CpeacrBa 3aLUTHI uHpopMaLUH
«Kpunrollpo» - cepTu(UIIPOBaHHbIE
Kpunrorpaduyeckue Cpe/CTBa,

o0ecrneunBarIMe peaau3aluio  CISAYIOIUX
¢yHkuuii:  co3manue OIl B DneKTpoHHOM
JOKYMEHTE C HCIOJIb30BaHNEM 3aKpBITOr0 KIItoua
OIl, nposepka DI1 DeKTPOHHOrO TOKYMEHTa C
ucrnonb3oBanueM  OtkpeiToro  kiouya  Oll,
co3nanue 3akpbIThiX U OTKpBITHIX Kitouel OII, a
TaKXe COo3/JaHue U Ucroib3oBaHue CeKpeTHbIX U
OTKPBITBIX KJTtOUeH mudpoBanus, mudpoBaHue U
pacudpoBaHue.

CpeacrBa 00padoTKHn u XpaHeHust
uHpopManMu —  TPOTrPaMMHO-AINIIApPaTHHIC
cpezcTBa, TpeOOBaHUS K KOTOPHIM IPUBEJCHHI B
[Tpunoxxennn Nel x Cornaiienuto.

Cropona (Croponbl) — bauk n/unu Kinuenr.

Cuer - cuer, oTKphITHII bankom Knmenrty Ha
MOMEHT 3aKIo4eHus Hactosuero CornameHus
WIM cueTa, KOTopble OynyT OTKpbIThl bankom
Knuenty B Oyxaymem, Ha  OCHOBaHHUHM
COOTBETCTBYIOIIUX  JIOTOBOPOB ~ OAHKOBCKOTO
cueta (manee — «ABC»), 3aKIIIOYEHHBIX MEXIY
CropoHamu.

Tapudmnl - pazmepsl Bo3HarpaxaeHus banka 3a
OKa3biBaeMmble 1O HacrosuemMy CorinameHuto
paboTel u yciyru. Tapudbl yCcTaHaBIMBAIOTCS
bankowm. JleicTByrOIIME HA MOMEHT 3aKIIOUYECHUS
Hacrosimiero Cornamenus: Tapudbl TOBOASITCS 10
CBEJICHUS Knuenra npu 3aKJIIOUCHUN
Hacrogero CorjameHus, a TakKe M0 MEPBOMY
tpeboBanuto Kmmenra. Tapudsr Moryr ObITh
M3MEHEeHbl bBaHKOM B OJTHOCTOPOHHEM MOPSIKE, O
yem bank yBenomisier KiineHnra He nosniHee, 4em

Information Security Products OpenSSL —
cryptographic tools providing for the following
functions: ES generation in an Electronic
Document using the ES Private Key, checking
the ES of an Electronic Document using the ES
Public Key, generation of ES Private and Public
Keys, as well as generation and using of Secret
and Public Encryption Keys, encryption and
decryption.

Software protecting the information
CryptoPro - is certified cryptographic tool
which ensures the execution of the following
functions: ES generation in an Electronic
Document using the ES Private Key, checking
the ES of an Electronic Document using the ES
Public Key, generation of ES Private and Public
Keys, as well as generation and using of Secret
and Public Encryption Keys, encryption and
decryption.

Products designed for processing and
storage of information - software and
hardware, requirements for which are shown in
Annex No. 1 to the Agreement.

Party (Parties) — Bank and/or Client.

Account — the account opened by the Bank for
the Client at the time of the conclusion of the
present Agreement or accounts which will be
opened by the Bank for the Client in the future,
based on the corresponding bank account
agreements (hereinafter referred to as “BAA”),
concluded between the Parties.

Tariffs — amount of remuneration of the Bank
for the works and services rendered under the
present Agreement. Tariffs are set by the Bank.
Tariffs, that are valid at the time of entering into
the present Agreement, are brought to the
attention of the Client when entering into the
present Agreement, as well as at the first
request of the Client. Tariffs may be changed
by the Bank in a unilateral manner, about which
the Bank informs the Client no later than 5
(five) Business days of the Bank before the date




3a 5 (maTh) Pabounx nuei banka 10 matel BBOIA
B JCHCTBHE H3MEHECHHUH IIyT€M pPa3MELICHUs
uHpOpMaLUU B OnepaloHHOM 3ajie baHka, Ha
opunmansHoM caiite banka B cetn «/HTEpHETY,
a TaKKe IyTeM  Iepejayd  yKa3aHHOHU
uHpopmanuu nocpeacTBoM CHUCTEMBI.

YnosiHomo4eHHbII npeacTaButeb Kimmenra —
¢u3nyeckoe JMLO, yKa3aHHOe B JlaHHBIX O
Brnanensue ceprudukara xmoua mposepku I,
HazeneHHoe KUiMeHTOM mpaBOM NOIAIIMCAHUS
DNEKTPOHHBIX JIOKYMEHTOB Ol JUIS
NOCIEAYIOLEN nepenayu nocpeactsomMm CucTeMsl
w/wm Bxoma B CucreMmy, co3maHus JIIOOBIX
ONEKTPOHHBIX  JTOKYMEHTOB,  YCTaHOBJICHMS
3aIIMINEHHOIO0 COeQuHEHUs ¢ baHkoMm s
npueMa M OTHPAaBKH JHOOBIX DJIEKTPOHHBIX
noKkymMeHToB, mnoanucanubix OJIl Knwenra, u

BJIAJEIOIIIEE 3aKpbITHIM KJIFOYOM OIl,
NO3BOJIIOIIMM co3aBath JIl B DneKTpoHHBIX
JOKyMeHTaX  (MOJAMHUCHIBaTh  DIIEKTPOHHBIE
JIOKYMEHTBI) i UACHTU(DUIINPOBATH

Y1oaHOMOYeHHOTO mpejacTaButenas KimeHnra B
Cucreme.

Xom-GpyHKIUA —  aJrOpPUTM  BBIYUCIICHUSA
KOHTPOJIbHON HIOCJIE0BATENBHOCTH TUISL
MPOU3BOJBHBIX 3JEKTPOHHBIX COOOLIEHUN C
LENBIO JIOKa3aTeIbHON IIPOBEPKU ux
L[EJIOCTHOCTH.

IIudpoBanue — mnpeoOpa3oBaHUE JAHHBIX
UCXOJHBIX (OTKPBITHIX) COOOIIEHUN TakuM
o0pa3oM, UYTO HMX CMBICT  CTaHOBHUTCS
HEIOCTYNIHBIM  JuId  Jro0oro  numa,  He
BJIQ/ICIOLLETO CEKpPETOM o0OpaTHOro
npeoOpa3oBaHusl.

PacuiudpoBanue — omepauus  oOparHas
HIU(PPOBAHUIO.

daexkTponHas mnoamuch (III) — pexBus3uT

ONEKTPOHHOTO JOKYMEHTA, NpeJHa3HAYECHHBII
JUTSL 3aIUTHI JAHHOTO DJIEKTPOHHOTO JOKYMEHTa
OT TOAJEJNKH, TOJIYYEHHBIH B pe3yjbTare
KpunTorpaduueckoro npeoOpa3oBaHUs
UHPOpPMALIUM C HCHOJb30BAHUEM 3aKpPBHITOTO
kiroya Ol1 u no3Bossomuil HACHTUPUIUPOBATD
Brnanensua ceprugukara xioua nposepku Il u
YnosnHomoueHHOro npencrasutens Kiauenra c
IIPaBOM MOJIHUCH DJIEKTPOHHBIX JOKYMEHTOB, a
TAK)K€  yIOCTOBEPUTBCS B ICIIOCTHOCTH
uHpopMauu DJIEKTPOHHOTO JOKyMeHTa. Jlis

of commissioning the changes through posting
the information in the operating area of the
Bank, on the official web-site of the Bank in the
Internet, as well as through the transfer of the
said information through the System.

Authorized Representative of the Client —an
individual specified in the Information about
the ES Verification Key Certificate Holder and
empowered by the Client to sign Electronic
Documents with an Electronic Signature for
subsequent transfer by means of the System
and/or logging in the System, to generate any
Electronic Documents, to establish a secure
connection with the Bank for reception and
transmission of any Electronic Documents
signed by the Client’s Electronic Signature, and
possessing a Private Electronic Signature Key,
which allows to generate an Electronic
Signature in Electronic Documents (to sign
Electronic Documents) and to identify the
Authorized Representative of the Client in the
System.

Hash function — calculation algorithm of the
control sequence for the random electronic
messages for the purpose of evidentiary control
of their entirety.

Encryption — transformation of the data of
original (public) messages in such a way that
their meaning becomes inaccessible to anyone
who does not possess the secret of reverse
transformation.

Decryption — reverse operation of encryption.

Electronic Signature (ES) — details of an
Electronic Document, which are designed for
the protection of the given Electronic
Document against falsification, received as
result of cryptographic transformation of
information with the use of a ES Private Key
and which allow to identify the ES Verification
Key Certificate Holder and the Authorized
Representative of the Client entitled to sign
Electronic Documents, as well as to assure the
entirety and integrity of the information
contained in the Electronic Document. The
OpenSSL information security software is used




BeIpaboTkn u  mpoBepku Il  Kiuentom
UCIIOJIB3YIOTCS porpaMMHble CpelicTBa 3alTUThI
uHpopmanuu «OpenSSLy, bankom
UCIIOJIB3YIOTCS porpaMMHble CpelicTBa 3alTUThI
unpopmanuuu  «Kpunrollpo». B pamkax
Hacrosimiero CornaimieHuss moJ  DJIEKTPOHHOM
MOJIITUCKIO MOHUMAETCS ycuJieHHas
HEKBATM(UIIUPOBAHHAS DJICKTPOHHAS TTO/IIHUCH.

DJIEKTPOHHBIIE  JOKYMEHT — 3JCKTPOHHOE
coobmienne, mnoamucanHoe OII, a Takke
aTexxHoe TpeboBaHue, Tpedyromee MoJydeHHs
aknenta Kimenra, He mnoanucanHoe OII, m
nepeaanHoe oxHoi u3 CtopoH npyroit Ctopone
nocpeactBoM CUCTEMBI, B KOTOPOM HH(popmanus
MpeICTaBICHA B INEKTPOHHOU dopme,
paBHO3HAYHOE  JIOKYMEHTY Ha  OyMa)KHOM
HOCHTEJIC, TIOJIUCAHHOMY COOCTBEHHOPYYHOM
MOJMUCEI0  (COOCTBEHHOPYYHBIMU —TOJITUCSIMHU)
YIIOJTHOMOYEHHBIX JHI CTOPOH U CKPETUICHHOMY
nevyatplo  (Mpu ee HaIW4YuM) B Ciydae
HEOOXOAMMOCTH.

Crartbi 1. [Ipenmer Coryanienus

1.1. CropoHBl yCTaHaBIMBAIOT MEXAY COOOMU
HOPSIIOK U YCJIOBUSL OOMeHa OJIeKTPOHHBIMU
nokyMmeHTamu o Cucreme B LIENSAX IMPOBEICHUS
Ha OCHOBAaHMM  OJIEKTPOHHBIX  JOKYMEHTOB
0aHKOBCKHUX orepaluil (B TOM 4HCIIe pacueTHBIX)
no Cueram, OCYLIECTBIEHUS JENO3UTaPHBIX
olepanui, 3aKII0UeHHs JOTOBOPOB OAHKOBCKOTO
BKJIaJa (€mo3uTa), 3aKIIOUYEHUS KPEAUTHBIX
JIOTOBOPOB (B TOM 4HCJIE, HO HE OIPaHUYUBAsCH,
COIIAIIEHUN O TMPEAOCTaBICHUH KPEAUTHOU
JMHUM, KPEAUTHBIX JOTOBOPOB, 3aKIIOYAEMbIX B
paMKax COIVIALEHUH O MOPAJIKE NPENOCTaBICHUS
KpPEJUTOB) U MHBIX CHIEJOK (B TOM 4YHCIIE, HO HE

OTPaHUYUBASCH, 3aJIoT, MOPYUYHUTENCTBO,
COTTIAIIICHHE O TMPEJOCTABICHUN OaHKOBCKUX
rapaHTHi, COTJIAllIEHUE 0 MOpsIIKE

MPEIOCTABICHUS  KPEAWTOB),  MPEAIOKECHUE
(odepra) 3aKITIOYUTH KOTOPHIE C IOMOIIBIO
Cucremsl noctynuiu KimmeHnTty ot baHka, a Takxke
B LEJSIX OCYIIECTBIICHUS ONEpALMN U JEHCTBUI
B COOTBETCTBUHM C YCIOBHUSIMH 3aKJIHOUYEHHBIX
Mexay Croponamu /[IBC u MHBIX cornamieHuw,
ocymectienuss bankom  ¢QyHKuui  areHta
BAJIFOTHOI'O KOHTPOJISI, MPENOCTaBleHUs B baHK
JIOKYMEHTOB, HEOOXOIUMBIX JJIS OCYILECTBICHUS
bankom byHKINH, YCTaHOBJICHHBIX
3aKoHoJaTenbCcTBOM Poccuiickoit ®denepaunu o
MPOTUBOJICUCTBUM  JIeTAIU3alMU  (OTMBIBAHHUIO)

by the Client to generate and verify an
Electronic Signature, the Bank uses the
information protector CryptoPro. For the
purposes of this Agreement, an Electronic
Signature means a reinforced unqualified
electronic signature.

Electronic Document — an electronic message,
which is signed with ES, as well as a payment
order which requires the Customer’s acceptance
and not signed with ES, and transmitted by one
of the Parties to the other Party via the System
presenting information in an electronic form,
and which is equivalent to a hard copy
document signed with a handwritten signature
(signatures) of the authorized representatives of
the Parties and bearing a seal (if applicable), if
required.

Article 1. The Subject-Matter of the
Agreement

1.1. The Parties have established the procedure
and the terms for the exchange of Electronic
Documents within the System for the purposes
of performing bank operations on the Accounts
(including settlement operations) based on
Electronic Documents, as well as custody
transactions,  concluding  bank  deposit
agreements, loan agreements (including, but
not limited to, credit line agreements, loan
agreements entered into as part of loan
arrangements) and  other  transactions
(including, but not limited to, pledge, surety,
bank guarantee agreement, loan agreement),
the proposal (offer) to conclude which the
Client has received from the Bank through the
System, as well as performing transactions and
actions in compliance with the terms of BAAs
concluded between the Parties, as well as other
agreements, performance of the functions of a
currency control agent by the Bank, submission
to the Bank of the documents required for the
Bank to perform the functions established by
the laws of the Russian Federation on
counteraction to legalization (laundering) of
proceeds from criminal activities and terrorism
funding.




JIOXOJIOB, TOJYYEHHBIX MPECTYNHBIM IMyTeM, H
(UHAHCUPOBAHUIO TEPPOPU3MA.

1.2. HudopmanuoHHbli O0OMEH B paMKax
CucreMbl OCYHIECTBIIIETCS C HCIIOJIIb30BAaHUEM
cetu «MIHTEpHET».

1.3. Hns obecriedeHuss KOHGHUIACHIHMATIHLHOCTH
DNEKTPOHHOTO JOKYMEHTa IMIpH Iepenade C
UCIIOJIb30BaHuEM ceTu «HTepHeT», a Takxke Jis
ofOecrieueHHUss  aBTOPCTBA U LIEIIOCTHOCTH
DNEeKTpOHHOro T0KyMeHTa, B Cucteme Kiinentom
ucnonpzyercst CpeAcTBO 3alUThl HH(POPMAIUH
«OpenSSLy, a bankom - CpeacTtBo 3alluThl
unpopmaruu «Kpunrollpoy.

1.4. KinueHT coriaceH ¢ TeM, YTO HMCIIOJIb30BaHUE
CpenctBa 3amuthl uHbopMaruu «OpenSSLy u
«Kpunrollpo» B kauecTBe cpeacTB oOecneueHUs
KOHQUICHIIMATPHOCTA  TpU  [epenade  C
UCIIOJIb30BaHueEM ceTu «HTepHeT», a Takxke Juis
ofOecrieueHUss  aBTOPCTBA W LIETOCTHOCTH
DNEKTPOHHOTO JTOKYMEHTA, ABIIAIOTCS
JIOCTaTOYHBIMH, T.€. 00ECIEUUBAIOIIUMHU 3AIIUTY
uHTepecoB Knuenra.

1.5. KnmeHT oOTKa3bIBaeTCsi OT MPEIbSIBICHUS
npeTeH3ud K baHKy, OCHOBaHMEM KOTOPBIX
SIBJISIETCS HUCIOJIb30BaHHIE «OpenSSLy,
«Kpunrollpo» B KadecTBe CpeacTBa 3alUTHI
DNEKTPOHHOTO JIOKyMEHTa oT
HecankunoHnpoBaHHOTO /J0CTyIa MpU Nepenade
¢ ucnonb3oBaHueM cetd «HTepHeT», a Takxke
JUIst  oOecreyeHusi aBTOPCTBA U IEJIOCTHOCTH
DNEKTPOHHOIO TOKYMEHTA.

Cratbd 2. O0nme moJoxeHus

2.1.Cuctema OyzmeT MCMONB30BaThCA ISl OOMEHa
DONEeKTPOHHBIMU  JOKYMEHTaMH B JIIOOOM
dbopMmaTe, 3a UCKIIOYEHHEM apXUBHBIX (HalliioB,
TaKuX Kak: Zip, 7z, arj, rar ¥ aHaJOTHYHBIX WM.
®opMHpoBaHUE DIJIEKTPOHHBIX JTOKYMEHTOB U
oOMeH uMH  OymeT  OCYHIIECTBISATHCS B
COOTBETCTBUU C TpeOoBaHUSMHU [loOKyMeHTaIuu.
Jrobas uapopmanus, nepenaBaemasi CTopoHAMU
no Cucreme, obOpabareiBaercsi CpencTBamu
3alUThl HH(OPMALIUH.

2.2. CTOpOHBI NPU3HAIOT, YTO UCIOJIb3YEMbIE BO
B3aMMOOTHOIIECHUSX MEXAY HUMH DJIEKTPOHHBIC
JTOKyMeHThI, moanucanneie OII, a Takxke
IUIaTeXHoe TpeboBaHue, TpeOyrollee MoIy4eHUs
aknenra Knuenra, He nmoanucanHoe DII, mMmeror
PaBHYIO IOPUIAMYECKYIO CHUITy C JOKYMEHTaMH Ha
OyMaxHOM HOCHUTEIIC, MO CAHHBIMU
COOCTBEHHOPYYHBIMU MOIIMUCSIMU
YIOJHOMOYEHHBIX JUI CTOPOH U CKPETUIEHHBIMU

1.2. Informational exchange within the System
is made through Internet.

1.3. In order to assure confidentiality of an
Electronic document during the transfer
through Internet, as well as in order to assure
the authorship and the entirety of an Electronic
document, the Client uses the information
security products -«OpenSSLy, and the Bank
uses the information protector CryptoPro.

1.4. The Client agrees that the use of the
information security product «OpenSSL» and
CryptoPro as means for the securing of the
confidentiality during the transfer through
Internet, as well as to assure the authorship and
entirety of an Electronic document, is
sufficient, i.e. assuring the protection of
Client’s interests.

1.5. The Client refuses to file claims with the
Bank, the motivation for which is the use of the
«OpenSSLy» and CryptoPro as products for the
protection of an Electronic document from
Unauthorized access during the transfer through
Internet, as well as to assure the authorship and
entirety of an Electronic document.

Article 2. General provisions

2.1. System will be used for the exchange of
Electronic documents in any format except
archive files, i.e. zip, 7z, arj, rar, etc. Formation
of the Electronic documents and the exchange
thereof will be conducted in compliance with
the requirements of the Documentation. Any
information, transmitted by the Parties through
the system, shall be processed by the
information security products.

2.2. Parties acknowledge, that the Electronic
documents used in their mutual relations,
which are signed with Electronic Signatures, as
well as a payment order which requires the
Customer’s acceptance and not signed with
ES, have an equal legal force to the documents
committed on paper, signed with the
handwritten signatures of the authorized
representatives of the Parties and are sealed if
it is required, form a sufficient basis for the
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NeYaTsIMHU B cllyyae HeOOXOIMMOCTH, U SBIISIOTCA
JIOCTAaTOYHBIM OCHOBaHUEM [UJISl  BBINOJIHEHUS
bankom omneparuid, IeUCTBUM, a Takxke IS
cosepuieHHst CTOpOHAMU CHEJIOK.

2.3. CTOpOHBI NPU3HAIOT, YTO UCIIOJIB3yEMbIE UMHU
no  HactosimeMy  CoryameHuio  crnocoObl
JIOCTaBKH, YyKazaHHble B [lpunmoxkenun Ne2 x
Cornamennto, CpenctBa 00pabOTKU M XpaHEHUS
uH(pOpMallMK JIOCTaTOYHBI JUIsi  oOecrevyeHus
HaJIeKHON U APPEeKTHBHON pabOTHI MO MpHEMY,
nepegave U XpaHeHUI0 HHPOpMAIUH.

2.4,  DJIEKTpOHHBIA  JOKYMEHT  MOPOXKIAET
oOsi3arensctBa  CTOPOH O HACTOSIIEMY
Cornamenuto, JIbC, a Takke HHBIM COTJIAIIEHUAM
Mexny bankom u KimenTtom, siBisiercst odeproit
WIH aKIIETITOM, €CJId OH OOPMIIEH Iepearomiei
CtopoHOIl B COOTBETCTBHUM C  HACTOSIIUM
Cornamenunem, JIBC, WHBIMH COIVIALLIEHUSMU
Mexny bankoMm n Knuenrowm, JlokyMeHTanuen, a
takke odeproir banka, mommucan DIl (3a
UCKJIIOYEHHEM CIIy4aes, YKa3aHHBIX B
Cornanienun) u nepenas nocpeactsomMm CucTeMsl,
a npuHumatouieit CTOpoHOW  moJyueH, H
[Ipoepka DIl DneKTpOHHOrO ITOKyMEHTa Jana
MOJIOKUTENBHBIN pPe3ynbTar.

DJNEeKTPOHHBIE JOKYMEHThl HE MOTYT OBITh
ocriopeHbl wiu  oTpunarbcsi CropoHamu U
TPETbUMH  JIMIIAMH WM  OBITh  MPU3HAHBI
HEJEWCTBUTEIbHBIMU TOJIBKO Ha TOM OCHOBaHHH,
YTO OHHU TepenaHsl B baHkK ¢ HCHoib30BaHUEM
CucreMsl 1 ciocoO0B JOCTABKH.

2.5. bank n Kmument ucnons3yror Cucremy i
nepegayn DIEeKTPOHHBIX JOKYMEHTOB JIPYT IpYTy
B I[PUOPUTETHOM  TMOPSAKE, TpPU  ITOM
ucnojp3oBaHue CucTeMbl HE OrpaHUYMBAET IpaBa
Knuenta 1o  mnpegocraBieHuro B baHk
IUTATEKHBIX, WHBIX JIOKYMEHTOB Ha OyMa)KHOM
HOCHTEJIE, COCTABIIEHHBIX B cOOTBETCTBUH C JIBC,
CornanieHueM, HHBIMU COTJIAIICHUSMU MEXITY
bankom u  KiwmentoMm, odeptoit  banka.
Hacrosiium CTopoHBI coriamaroTces ¢ TeM, YTO B
cilIy4ae TMOCTyIsieHuss B baHk OneKkTpoHHOro
nokymeHnTa 1no Cucreme M COOTBETCTBYIOIIETO
IUIaTEKHOTO, MHOTO JIOKYMEHTa Ha OyMa)kKHOM
HOCUTEJIe, COJEpKalMX HACHTUYHBIE YCIOBUS
IIPOBECHUS orepaui, OCYILIECTBIEHUS
COOTBETCTBYIOIIMX JACHCTBHI, B TOM YHCIIE, IO
Cuery, cuety Aeno, C4eTy Mo BKJIAay (IEMO3UTY)

anbo mocTyrieHuss B baHK  MIEHTHYHBIX
DJEeKTPOHHBIX  JIOKyMEHTOB, bank  Oyzner
paccMaTtpuBaTh  KaXIbld M3  YKa3aHHBIX

JJOKYMEHTOB KaK CaMOCTOATEJbHBIN IUIATECKHBIM,

execution of operations and actions by the
Bank, as well as for consummation by the
Parties of the transactions.

2.3. The Parties acknowledge that the methods
of delivery used by them under the present
Agreement and specified in Annex No. 2
hereto, and the Information Processing and
Safekeeping Means are sufficient for the
assurance of a secure and efficient work on the
acceptance, transfer and safekeeping of
information.

2.4. An electronic document is binding for the
Parties under the present Agreement, BAAs, as
well as other agreements between the Bank and
the Client, and constitutes an offer or
acceptance in case if it is drawn up by the
transmitting Party in compliance with the
present Agreement, BAAs, other agreements
between the Bank and the Client,
Documentation and the Bank's offer, is signed
with an Electronic Signature (save the cases
mentioned in the Agreement) and transferred
through the System, and is received by the
Receiving Party, and if the verification of the
Electronic Signature on the Electronic
Document resulted in a positive outcome.
Electronic documents may not be contested or
denied by the Parties and third parties or be
declared invalid only because they have been
submitted to the Bank using the System and
methods of delivery.

2.5. The Bank and the Client use the System for
the transfer of Electronic documents to each
other in a priority procedure, however the use
of the System does limit the rights of the Client
for the provision, to the Bank, of payment and
other documents in physical format, drafted in
compliance with BAAs, the Agreement and
other agreements between the Bank and the
Client, as well as the Bank's offer. Hereby the
Parties agree that in case the Bank receives an
Electronic Document transferred through the
System and the corresponding payment, other
document on paper, containing identical
conditions for the commission of an operation,
performance of relevant actions, including
operations on an Account, depot-account,
deposit account or the reception by the Bank of
identical Electronic documents, the Bank will
consider each of the specified documents as an
individual payment or other document, and will
carry out all the actions, required for the
commissioning of an operation, appropriate
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WHOW JTOKYMEHT, U OCYLIECTBUT BCE ACHCTBUS,
HEOOXOMUMBIC ISl TIPOBEICHHS  OIEpaIui,
OCYLIECTBJIECHUS  COOTBETCTBYIOUIUX  CJEJOK,
JeHcTBUM, B TOM uucie, no Cyery, cuery Jerno,
CUeTy IO BKJIAAy (EMO3UTYy), B COOTBETCTBUU C
KOKIBIM W3 MPEICTaBICHHBIX/TIEPEIAHHBIX
KiineHToM TOKyMEHTOB.

2.6. BuyTpeHHue mpolueaypbl HCIOIb30BAHUS
Knuentom Cucrembl ©  €ro  BHYTPEHHHI
JIOKYMEHTOO0OpOT ycTaHaBIUBaOTCsA KimeHTom
CaMOCTOSTEIIBHO.

2.7. KnueHT yBeJOMJIEH O TOM, YTO HH(pOpMaIus,
nepenaBaemass bankom mnocpeactBom CuHCTEMBI,
He sBisieTcs WHGOpManued «B  peaJbHOM
BPEMEHI.

Crartbi 3. [lopsinok noakaouenus Kianenra K

transactions and actions, including on the
Account, depot-account, deposit account in
compliance to each of the documents
presented/transferred by the Client.

2.6. Internal procedures for the use of the
System by the Client and its internal
documentation management are established by
the Client individually.

2.7. The Client is notified that the information,
transferred by the Bank through the System is
not “real time” information.

Article 3. Procedure for connecting the
Client to the System and Planned change of

Cucreme u IliavoBoii cmenbl Padoumx

Operational Keys

KJII04el

3.1. lna ywactus B oOMeHe OJIEKTPOHHBIMHU
JIOKyMEHTaMHU:
3.1.1.KnueHT BBINOIHAET CIEAYIOLIUE IEUCTBUS:

a) 3amojHsEeT 3asiBKy Ha  YCTAHOBKY
Cucrembl, rae YyKa3blBaeT BbIOpaHHOE JUIS
pabotel CpencTBo 3amUThl HMHGOPMAIMU U
nepenaet ee B baHk Ha OyMa)KHOM HOCHTEIE;

0) Ha3HAYaeT u HaJlensaeT
COOTBETCTBYIOILIUMU MTOJTHOMOYHUSIMH
bu3nueckux JIMIL, OTBETCTBEHHBIX 3a
OCYIIIECTBIICHUE oOMeHa DNEeKTPOHHBIMU
JIOKYMEHTaMH, B TOM YHCJIE:

- YnonHomoueHHoro rnpencraButens Kivenra,

- agmuHuctpatopa  CucremMbl —  JHMIO,
OTBETCTBEHHOE 3a TEXHHMYECKYIO MOIJEPKKY
CHucTeMsl;

B) A KaxAoro  YTMOJTHOMOYEHHOTO
npencraButenss  Kimenra — 3amonHser M
npenctaBisier B bank 2 (aBa) osx3emMiuisipa
Hanupix o Bmagensne cepTudukara Kiroya
nposepku Il (o dopme Ilpunoxenus NS k
CornameHuo) ¢ NPWIOKEHUEM 3aBEPEHHOM
bankom/HOTapHranbHO (B ciydae HEOOXOIUMOCTH
C TPOCTaBJIEHUEM aINOCTUIISA/TIPH YCJIOBUU €€
Jerajan3alun) KOITHH JIOKYMEHTA,
YIOCTOBEPSIOLIETO JIUYHOCTD Y TOJTHOMOYEHHOTO
npejctaButens Kiuenra n/wmm nokymenta (-oB),
NOATBEpXKAaromero (-Mx) NpaBo JMNa Ha
npeObiBanne (mpokuBaHue) B Poccuiickoit
®deneparuu, — 1151 THOCTPAHHBIX TPAXKIAAH U JIUI]
0e3 rpaxmanctBa. [Ipu sTom bank mpocraBmsieT
OTMETKHU O TIOJTYYEHUH Ha KaXKJOM IK3EMIUIIpe

3.1. For participation in the exchange of
Electronic Documents:

3.1.1. The Client performs the following
actions:

a) fills out an application for installation of the
System specifying the selected information
protector and submits it to the Bank on paper;

b) appoints and delegates the respective
authorities to individuals responsible for the
exchange of Electronic Documents including:

- Authorized Representative of the Client;
- System Administrator — a person, responsible
for the technical support to the System;

c) fills out and submits to the Bank 2 (two)
copies of Information on the Authorized
Representative of the ES Verification Key
Certificate Holder for each Authorized
Representative of the Client (as per the form of
Annex No. 5 to the Agreement) accompanied
by a copy of an identification document of the
Authorized Representative of the Client
certified by the Bank/notarized (and apostilled,
if necessary/subject to legalization) and/or a
document certifying the person’s right to stay
(reside) in the Russian Federation — for foreign
nationals and persons destitute of nationality.
The Bank confirms receipt thereof on each
copy of the Information on the ES Verification
Key Certificate Holder.
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Hanubix o Bmagensie ceprudukara kimroua
nposepku OII.

Jns  YHNOJTHOMOYEHHBIX IPEACTaBUTENCH
KiuenTa ¢ motHOMouus MU «0€3 IpaBa MOAIMHUCH
JIOKYMEHT, YAOCTOBEPSOILIHMA JUYHOCTb
YnonHomoueHHoro mnpeacraButens Kiuenra
u/uii A0KyMeHT (-bI), MOATBEpKIAroInii (-ue)
MpaBo JiMlla HAa TpeObiBaHHWEe (MPOKUBAHUE) B
Poccuiickoit ®denepanuu, — 1isi MHOCTPAHHBIX
TpaXAaH W JIKI 0€3 IPpaKAaHCTBA - MOTYT OBITh
IIPEACTABICHbl B baHK B KONMSX, 3aBEPEHHBIX B
MOpsI/IKE, YCTAHOBJICHHOM baHKOM.

JloxymenTsl, npeacrasisieMmble KirenTom u
COCTaBJICHHBbIC HA UHOCTPAHHOM S3BIKE, TOJKHBI
CONPOBOXAATHCS MEPEBOJIOM Ha PYCCKUM A3BIK,
32 HCKJIIOYEHHEM CIIy4yaeB YCTaHOBJICHHBIX
3akoHOAaTeNnbCcTBOM Poccuiickonn dDexnepanum.
[TepeBon Ha pyCCKU A3BIK TOJKEH OBITH 3aBEPEH
B MOPSIJIKE, YCTAHOBJIEHHOM 3aKOHOAATEIbCTBOM
Poccuiickoit ®enepanuu;

r) obOecrneyuBaeT HAIMYUE U MPHUBEACHUE
000opyI0BaHu, MpeAHa3HauYEeHHOT O TUTSt
ycTaHOBKH CHCTEMBI, B COOTBETCTBUE C
TpeOOBaHUSIMU K  ammapaTHO-MPOTPAMMHBIM
cpenctBam, npuBeAaeHHbIMU B [Ipunoxxenun Nel
k CornamnieHuro.

3.1.2. baHk BBINOJHSET CAEAYIONINE TEUCTBUS:

a) B TeueHue 5-u (naru) Pabounx aueii banka
CO JTHS IPUHATHS BaHKOM JOKYMEHTOB, 110 (hopme
U COJEPKaHHIO COOTBETCTBYIOIIUX TMOJM. B)
n.3.1.1 Cornamenus, nepeaaer Knuenry napoib
Juis BXxoja B CUCTeMy B COOTBETCTBUH C 3asBKOM
Ha ycTaHOBKY CHCTEMBI,

0) koHcynbTupyer KimeHTa mo Bompocam
yctaHOBKM ~ CuCTeMBl  TOCIIE  MPOBEACHUS
KinueHToM NOArOTOBUTENBHBIX MEPONPUATH,
nepeuncieHHbX B .3.1.1 Cormamenus. I[locne
3aBepIIEHUs] BceX paboT MO MOJKIIOYEHUIO
Kimmenra k Cucreme CTOpOHBI NOJANHCHIBAIOT
COOTBETCTBYIOILIUI aKT HAa OyMa)XHOM HOCHTEJIE;

B) 1o xenanuto Kimenra, mpoBoJuT B CBOEM

MTOMEILEHU U 3aHATHS o 00yUueHUI0
SKCIUTyaTaluu Cucremsl c JIAT[AMH,
YIIOJTHOMOYEHHBIMU Knuenrom, B

cornacoBanHbie CTOPOHAMH CPOKH.
3.2. Tlocne momyuenust Kinuenrom maposs amst
Bxoja B Cucremy:

e KiueHr:

For the Authorized Representatives of the
Client “without the right of signature”, an
identification document of the Authorized
Representative of the Client and/or a document
confirming the person’s right to stay (reside) in
the Russian Federation — for foreign nationals
and persons destitute of nationality — may be
submitted to the Bank as copies certified
according to the procedure established by the
Bank.

Documents submitted by the Client and drawn
up in a foreign language must be accompanied
by a translation into Russian, with the
exception of cases provided for by the laws of
the Russian Federation. Translation into
Russian must be certified according to the
procedure established by the laws of the
Russian Federation;

c) ensures the availability and compliance of
the equipment, required for the installation of
the System, with the requirements for hardware
and software stipulated in Annex No. 1 to the
Agreement;

3.1.2. The Bank performs the following
actions:
a) within 5 (five) Business Days of the Bank
from the date of the Bank’s acceptance of the
documents in the form and with the conent
complying with Sub-paragraph c) of Paragraph
3.1.1 of the Agreement, provides the Client
with the password to log into the System in
accordance with the System installation
application;
b) provides consultations to the Client on the
System installation after the Client has
completed the preparatory measures listed in
paragraph 3.1.1 of the Agreement. After
completion of the whole scope of work of
connecting the Client to the System, the Parties
shall sign the respective act on paper;
c) at the discretion of the Client, implements
measures in own premises aimed at training for
the use of the System with the persons
authorized by the Client, within the terms
agreed by the Parties.
3.2. After the Client has received the password
to log in to the System:
e the Client shall:
- create Operational Keys and an
electronic request for the creation of an
Operational Key certificate;
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- co3Iaer Paboune KITFOYH u
AIIEKTPOHHBI  3ampoC Ha  CO3/aHUE
Ceprudukara PaGodero kiroya;

- HampasJsieT B baHK 3JIEKTPOHHBIN
3ampoc Ha co3ganue Ceprudukara
Pabouero xiroua;

- mepegaer B baHk mo Kaxaomy wu3
YII0ITHOMOYEHHBIX IIPEACTABUTENECH
Knuenta AKT m0pu3HaHUsS OTKPBITOTO
kimoya  (ceptudukara) aus  oOMeHa
coobmienusmMu (o Gopme I[punoxenus
Ne6 x Cornamienuto), pacre4aTaHHbIN U3
Cucrembl, B  JABYX  JK3eMIUIApax,

MO CAHHBIN COOCTBEHHOPYYHBIMU
MNOANKUCSAMU  YIOJHOMOYEHHOIO  JIMIA
Knuenra 5 COOTBETCTBYIOWIETO
VY110IHOMOYEHHOTO MIPEACTABUTEINS
Knuenral;

e baHk:

- B TeueHuu 1Byx Pabounx nueit banka c
JIAThl TIOJTYYEHUST HAJIekKAIIUM 00pa3om
oopmieHHoro co croponsl Kimenra
AKTa TpU3HAHMSI OTKPBITOrO KJIHOYa
(ceprudukara) JUTS oOMeHa
coobmenusimu  (Ilpunoxxkenne Ne6 k
Cornamenno), B JBYX DJK3eMIUIIpax,
aktuBupyer  Cepruduxar  Pabouero
KJI0Ya Ha OCHOBaHUM JJIEKTPOHHOIO
3anpoca Kinenra Ha ero co3ganue;

- NIPOCTABISAET OTMETKY O JaTe Hadajia u
OKOHUYaHUsl cpoka nedctBus Pabouero
KIIOYa  Ha  KaOKIOM  DK3EMIUIIpE
npuHATOro ot Kinmenra Axra npu3HaHUs
OTKpBITOTO KJtoya (cepTudukaTa) A
oOMmeHa coobuenusimu (Ilpunoxxenue Ne6
k Cornamenuto) u nepenaer KiumeHrty
OJIMH DK3eMIULSIp YyKa3aHHOro akra, a
TaKxe JlaHnHbIE 0 Bnanensue
ceprudukara ximrouya npoepku Il ¢
OTMETKOM baHka, mMOCTaBJIeHHOM B
cooTBeTrcTBUM ¢ moxam. B) 1m.3.1.1
HacTosero CornameHus.

3.3. [Ipu utanoBo# cMeHe Pabounx kiroueit:

e KimeHnrt:

- co3maer W HanpasiseT B baHk
ANIEKTPOHHBIA 3alpoc Ha CO3JaHue
HoBoro Cepruduxara Pabouero kiroua;
- penocraisier B bank Ha OymMa)kHOM
HocuTelne AKT IpPU3HAHUS OTKPBITOrO
kmoua  (ceprudukara) st oOMeHa

- send to the Bank the electronic request
for the creation of an Operational Key
certificate;

- deliver to the Bank for each of the
Authorized Representatives of the
Client the Act of Acknowledgement of
the Public Key (certificate) for message
exchange (according to the form of
Annex No. 6 to the Agreement) printed
out from the System, in duplicate,
bearing handwritten signatures of the
authorized person of the Client and of
the corresponding Authorized
Representative of the Client.,

The Bank shall:

- activate an Operational Key Certificate
based on the Client's electronic request
for its creation within two Business
Days of the Bank from the date of the
receipt of the Act of Acknowledgement
of the Public Key (certificate) for
message exchange (Annex No. 6 to the
Agreement) duly executed by the Client
in duplicate;

- make a note on the date of the
commencement and completion of the
Operational Key validity period on each
copy of the Act of Acknowledgement of
the Public Key (certificate) for message
exchange (Annex No. 6 to the
Agreement) accepted from the Client
and deliver to the Client one copy of the
said act, as well as Data on the Holder
of the ES verification key certificate
with a note from the Bank in accordance
with Sub-paragraph c) of Paragraph
3.1.1 hereof.

3.3. When Operational Keys must be changed
according to the schedule:

e The Client shall:

- create and submit to the Bank an
electronic request for the creation of a
new Operational Key Certificate;

- submit to the Bank on paper the Act of
Acknowledgement of the Public Key
(certificate) for message exchange
(Annex No. 6 to the Agreement) in
duplicate?;

1 TTewars npocrasnsercs no yemorpenuro Kimenta / The seal shall be affixed at the Client's discretion
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coobmenusimMu (1o popme [punoxenus
Ne6 x  Cornamenuro) B IBYX
3K3EMILIAPax?,

e bank:

- B TeueHue 1Byx Pabouunx nueil banka ¢
JaThl MOJTYYSHHS HaJUIekKalluM 00pa3oM
0(OpPMIICHHOTO CO cTOpOoHBI Kimenra
AKTa TpU3HAHHUS OTKPBHITOrO KIHOYa
(cepTudukara) TUTS oOMeHa
coobmenussmu  (Ilpunokenne Ne6 k
CornamieHuo), B JBYX 3K3eMIUIIpax,
AKTUBUPYET HOBBI Cepruduxar
Pabouero kimoya Ha  OCHOBaHMHU
3eKTpOHHOrO 3anpoca Knuenra Ha ero
CO3JIaHHE;

- IPOCTAaBISIET OTMETKY O JaTe Havaia u
OKOHYaHHUS CpOKa ACWCTBUS KJI0OYa Ha
KOKIOM OSK3EMIULSIpe MPUHSATOrO OT
Knuenra Axra mpu3HaHHS OTKPBITOTO
kmoda  (ceprtudukara) st oOMeHa
coobmenusimu  (Ilpunoxxkenne Ne6 k

Cornamniesuio).
3.4. bank, o0magas COOTBETCTBYIOIIUMHU
npaBaMHy, NPEeI0CTaBICHHBIMH emy B

COOTBETCTBUM C JOTOBOPOM, 3aKIIOYEHHBIM
mexny bankom n OOO «bCCy», npenocraBiser
Knuenty mpaBo Ha monb3oBanue CucreMoil B
Te4eHHe JeicTBUsA Hacrosero CoriameHus.
IIpaBo Ha 1OJIB30BAaHUE MPEIOCTABISAETCS C
y4€TOM  OTpaHMYEHUH,  INPELyCMOTPEHHBIX
3aKoHoAarenbCcTBOM Poccuiickon denepanuu o
IIPaBOBOM OXpaHe mporpamm aius O9BM.

Crartbi 4. IIpaBa u o0s13anHOCTH CTOPOH

4.1. B3aumuble npaBa u o6si3anHocTH CTOpPOH

4.1.1. Croponsl mpu OOMEHE OIJIEKTPOHHBIMHU
JOKYMEHTaMU ¢ Hucnoiab3oBaHueM Cucremsl
00sI3yIOTCSI PYKOBOJICTBOBAThCSA TPABHIIAMH U
TpeOOBaHUSIMU, YCTaHOBJIEHHBIMU
3akoHoarenscTBOM Poccuiickon  ®enepanum,
JABC, wmacrosmum  CoriamieHueM, HHBIMH
coryameHusiMu mexay bankom u Kimmentom.

4.1.2. CropoHbl 00s3yl0TCS HE pa3sIJialiarh
TpeTheH CTOpPOHE (3a HCKIIOUEHHWEM CITyJacs,
PEeAYCMOTPEHHBIX 3aKOHO/IaTEIbCTBOM
Poccutickoit denepanuu u HACTOSIIUM
CornamenneM) wuHpopmammio o Cpencrax

e  The Bank shall:

- activate a new Operational Key
Certificate based on the Client's
electronic request for its creation within
two Business Days of the Bank from the
date of the receipt of the Act of
Acknowledgement of the Public Key
(certificate) for message exchange
(Annex No. 6 to the Agreement) duly
executed by the Client in duplicate;

- make a note on the date of the
commencement and completion of the
key validity period on each copy of the
Act of Acknowledgement of the Public
Key (certificate) for message exchange
(Annex No. 6 to the Agreement)
accepted from the Client.
3.4. The Bank, due to the corresponding rights
granted to it under the contract concluded
between the Bank and BSS, Ltd., grants to the
Client the right to use the System during the
validity term of the Agreement. The right to use
is granted, subject to the restrictions provided
by the law of the Russian Federation on the
legal protection for computer software.

Article 4. Rights and obligations of the
Parties

4.1. Reciprocal rights and obligations of the
Parties

4.1.1. Parties, during the exchange of the
Electronic documents through the use of the
System, undertake to be guided by the rules and
requirements as set by the legislation of the
Russian Federation, BAAs, this Agreement,
and other agreements between the Bank and the
Client.

4.1.2. Parties undertake not to disclose to a
third party (except for cases, as under the
legislation of the Russian Federation and this
Agreement) the information about the
Information Security Products used in the
System.

2 TTeuars mpoctasasgeTcs mo ycmorpennto Knmenra / The seal shall be affixed at the Client's discretion
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3aIUTHI
Cucreme.
4.1.3. Kaxxnast u3 CTOpoH 0053yeTcst HEMEIJICHHO
uHpopmupoBatrhk Jpyryro Cropony o000 Bcex
caydasix Komnpomeranuu KJIFOYEH,
HecankuuonupoBanHoro gocryna k Cucreme, a
TakKe MOBPEKICHUIX/YTpaThl  MPOTPaAMMHO-
amnmapaTHbIX CpencTB 00paOOTKH, XpaHEHUS,
nepegayd DJIEKTPOHHBIX JTIOKYMEHTOB, CpencTs
3amuTel HpOpMaluu, a Takke Kirouelt u He
ucnoip30Bath Kitoun mpu Hamu4uu OCHOBAHHIMA
10JIaraTh, YTO OHU CKOMIIPOMETUPOBAHBI.

uH(bOpMalllK,  HCIOIb3YEMbIX B

4.1.4. CpenctBa 3aIUTEI uHpopmaruu
DNEKTPOHHBIX JOKYMEHTOB, IPEIOCTaBICHHBIC
Cucremotii, IIPU3HAKOTCS Croponamu

JOCTAaTOYHBIMU [JId 3alllWThI HH(i)OpMaIII/II/I oT
HecaHKHI/IOHI/IpOBaHHOFO AOCTYIIa,
MNOATBCPXKACHUA aBTOPCTBA W IOJJIMHHOCTHU
QHGKTpOHHBIX JAOKYMCHTOB.

4.1.5. JlroOble DNEKTPOHHBIE  JIOKYMEHTBI,
nepepaBaempie 1o  Cucreme, — mojiexkar
i poBaHUIO.

4.1.6. JlioOble DNEKTPOHHBIE JIOKYMEHTHI,
nepenaBaeMbie 1Mo CucTeMe JIOJDKHBI  OBITH
3aBepeHbl DIl CTopoHBI - OTHpaBUTENs, 3a
HCKIIFOYECHUEM IUIATEKHOTO TpeboBaHUs,

TpeOyromiero noimydeHusi akmenta Knuenra, He

noanucanHoro OII.  Ilpu stom  CtopoHbI
COINIacCHBI, 4YTO B J3ToM ciaydae Cucrema
UCNONB3YyeTCsl  Kak  CHoco0  JOCTOBEPHOIrO
onpezneneHuss baHka, HampaBUBIIETO TakKoe

miarexHoe TpedboBanue Knuenry.

4.1.7. Kakue-nu0o orpaHuyeHHs IOJTHOMOUYUI
YnonnomoueHHoro mnpexacrasurens Kimenra
baHkoM He MpPU3HAIOTCS U HE KOHTPOJIUPYIOTCH,
€CJIM MTHOE HE YCTAHOBJIEHO COTJIAIIEHUEM MEXKTY
Knuenrom n bankom. bank He ocymiecTBiser
KOHTPOJIb 3a CyMMamu IJIaTeXEM,
OCYIIIECTBIIIEMBIX YTOIHOMOYEHHBIMU
npencTaBuTeNsiMu  KiTmeHTa B COOTBETCTBHH C
JBC.

4.1.8. KimeHT yBeIOMJIEH H COTJIACeH, YTO
nucbMo, HampaBieHHoe Knmentom B bank B
cooTBeTcTBUU ¢ CoOrlameHneM 1o 3JeKTPOHHOM
noure (e-mail), cauraercs nmoaydeHHbIM baHkom
C MOMEHTa €ro pPErHCTpalid KaK BXOJISIIETO
JIOKYMEHTa BO BHYTpEHHEH CHCTEME
nokyMmeHToobopora banka.

4.2.IlpaBa u o6s3anHocTu Kiuenra

4.2.1. KnueHT He UMeeT mpaBa TUPAKUPOBATH U
nepeaaBaTh TPETbed CTOPOHE MPOrpaMMHOE
o0ecrnieyeHue, npepocrasiasiemMoe baHkoMm 1o

4.1.3. Each Party undertakes to immediately
inform the other Party about all the cases of
Key compromise, Unauthorized access to the
System, as well as the damage to the software
and hardware designed for processing, storage
and transfer of Electronic documents, as well as
the information security products and Keys,
and not to use Keys if there are the reasons to
assume that they are compromised.

4.1.4. Information protection products for
Electronic Documents granted by the System
are found as sufficient by the Parties for the
protection of information from Unauthorized
access, confirmation of authorship and
authenticity of Electronic Documents.

4.1.5. Any Electronic Documents transferred
within the System, are subject to encryption.

4.1.6. Any Electronic Documents transferred
within the System must be certified by an
Electronic Signature of the Party — Sender,
except the payment order which requires the
Customer’s acceptance and not signed with ES.
Meanwhile the Parties agree that in this case
the System should be used as a mean of reliably
defining the Bank which has sent such a
payment order to the Customer.

4.1.7. The Bank shall not accept and control
any limitations of the powers of the Authorized
Representative of the Client, unless otherwise
stipulated by a separate agreement between the
Client and the Bank. Accordingly, the Bank
shall not accept and control the amounts of
payments consummated by  Authorized
Representatives of the Client in accordance
with BAAs.

4.1.8. The Client is aware and agrees that the
letter sent by the Client to the Bank under this
Agreement by e-mail shall be deemed received
by the Bank upon its registration as an
incoming document in the internal document
management system of the Bank

4.2.Rights and obligations of the Client
4.2.1. The Client has no right to replicate and
transfer, to a third party, the software, granted
by the Bank under the present Agreement and
all the confidential information relating to the
Agreement.
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CornamieHnio ¥ Bce  KOH(HIEHIUAIbHBIE
JaHHbIe, oTHOCsAIMECS K CorlalleHHuIo.

42.2. Knuent UMEeT paBo, npu
HEOOXOAMMOCTH, BOCIIOJIb30BATHCS TOMOIIBIO
cnenuanvcra banka ais ycrpaHeHUs HEMOJaoK,
Bo3HUKIIMX B Cucreme, HampaBuB B baHk
NUChbMEHHYI0 3asBKy. [lo pesynbratam paboThI
cnenuanucta banka CTOpOHBI OAMUCHIBAIOT AKT
00 OKa3aHUU yCIyr Ha OyMa)KHOM HOCHTEJIE.

4.2.3. Knuent o0s13yeTcs B CPOKH,
npeaycmorpennsie Cornamenuem, 00eCeyuTh
HAa CBOEM pacueTHOM W/WIM HHBIX CYeTax,
OTKpBITBIX B baHKe, OCTaTOK JIEHEKHBIX CPECTB
B pa3Mepe, HEOOXOAMMOM JJsi OIJIaThl YCIYyT
banka B coorBerctBuM ¢ CornameHueM U
Tapudamu.

42.4. Kiuent o00s3yercs — obecrneuuBaTh
COXPAaHHOCTh M UEJIOCTHOCTh YCTAHOBJICHHOI
Cucrembr, Bkmowass  CpexncrtBa  3allUTHI
nH(pOpPMAaIIKH, a TAK)KE BBITIOTHATH TPEOOBAHUS K
skcruryaTaiu  CucTeMBl,  M3JI0KEHHBIE B
JloxymeHTanuu.

4.2.5. Kmuent no tpeboBanmio banka o00s3aH
MPEIOCTaBUTh OPUTHMHAIBI  JOKYMEHTOB Ha
OyMa)XHOM HOCHUTeNle, NpeoOpa3OBaHHBIX B
ONEKTPOHHBIE JOKYMEHThl U MEpPEJaHHBIX IO
Cucreme, B TeueHue 14 (4yeTbIpHAILATH)
KaJICHJIapHBIX JIHEW ¢ MOMEHTA HAIPABIICHUS EMY
TpeOoBaHus.  JloKyMeHTHl Ha  OyMa)kHOM
HOCHTEJIE JOJKHBI OBITh MOAUCAHBI
VIOJHOMOYEHHbIMM  Junamu  KimeHnta u
3aBepeHsbl neyatbio Kinenta (mpu ee Halu4um).
42.6. B cinysae CcMEHBl PYKOBOAMTEIS
(EIMHONMWYHOTO  HMCIOJHUTEIBHOIO  OpraHa)
Kimenr 00s13aH MIOATBEPAUTH paBa
JIEUCTBYIOLLIETO YII0JIHOMOYEHHOTO
npeacrasutens Knuenra.

4.277. B cinydae mnpeKpauleHHUsl IOJIHOMOYUI
JIEWCTBYIOIIETO VY0JIHOMOYEHHOTO
npeacraButenss KnueHTta, a Takxke B cllydae
HecankuumonupoBanHoro nocryna k Cucreme,
Komnpomeranuu  xmrouedt, Kiument o06s3an
He3aMeUINTEIbHO HaNpaBuTh B baHk nmucbMo 06
AQHHYJIMPOBAaHUU COOTBETCTBYIOIIETO KOMIUIEKTA
Kiroueit  (BnoxeHHBIM  (ailioM) 10 ajapecy
aNiekTpoHHOM moutkl (e-mail), ykasaHnHomy B
Horoope 00 wucnonszoBanuu  JBO, ¢
MOCJIEAYIOLUM HEMEAJIEHHBIM IIPEOCTABIEHUEM
B baHk opurmHana BbIII€yKa3aHHOTO MHUChbMa 00
AQHHYJIMPOBAaHUU COOTBETCTBYIOIIETO KOMIUIEKTA
Kiroueit Ha GyMa)kHOM HOCHUTEIE.

4.2.2. The Client has the right, if required, to
use the assistance of an expert from the Bank in
order to amend the errors, arising in the
System, by directing a written request to the
Bank. Upon the results of the work conducted
by the expert, as in compliance with the
Client’s application, Parties sign a Service
Performed Report on paper.

4.2.3. The Client within the term specified by
the Agreement, undertakes to assure that its
settlement account and/or other accounts
opened with the Bank indicate a balance of
funds in the amount, required for the payment
of services rendered by the Bank as in
compliance with the Agreement and Tariffs.
4.2.4. The Client undertakes to assure security
and entirety of the installed System, including
information security products, as well as
implement the requirements for the operation
of the System, as specified in the
Documentation.

4.2.5. The Client, at the request of the Bank,
shall present the original documents on paper,
as transformed into Electronic documents and
transmitted through the System, within a period
of 14 (fourteen) calendar days from the
moment the Bank sends such a requirement.
Documents on paper must be signed by the
authorized persons of the Client and certified
by the Client’s seal (if applicable).

4.2.6. In case the Client undergoes a change of
the Director (sole executive body), the latter
shall confirm the rights of the effective
Authorized Representative of the Client.

4.2.7. In case of termination of the authorities
of the current Authorized Representative of the
Client, as well as in case of Unauthorized
access to the System, Key Compromise, the
Client shall immediately send to the Bank a
letter on cancellation of the corresponding set
of Keys (as enclosure) to the e-mail address
specified in the Contract on the Use of RBS,
followed by immediate presentation of the
original letter on cancellation of the
corresponding set of Keys on paper to the
Bank.

The fact of sending these documents by e-mail
means the Client's request to stop receiving and




17

Hanpasnenue yka3zaHHBIX JOKYMEHTOB I10
ajipecy dJIeKTpoHHOM mouTthl (e-mail) o3nauaer
TpeOoBanue KimeHta mnpekpaTuTh MpUEM U
UCTIOJTHEHUE JIFOOBIX DIIEKTPOHHBIX JOKYMEHTOB,
noanucanHeix  OII,  cdopmupoBaHHON  Ha
CKOMIIPOMETHPOBaHHOM/aHHyIupyemoM Kirroue.

[Topsmox wm3roroBnenus HoBoro Pabouero
KIIF0Ya aHAJOTHUYCH TOPSAKY, YCTaHOBICHHOMY
n.3.1 (32 MCKJIIOYEHHEM BBIJAYU MAPOJs JUIS
Bxoja B Cucremy), 1. 3.2 CornaiieHus.

4.2.8. B cnydae m3meHeHus (GaMUIMU, UMEHH,
oTdyecTBa (MpU HAIWYUHK) YTIOJIHOMOYEHHOTO
npencraButens Knuenra KinueHT ocymiecTBiseT
BCE JICUCTBUS, MPEAYCMOTPEHHBIC HACTOSIINM
CornamieHueM  JUisi  M3TOTOBJIGHHUS  HOBOTO
Pabouero kitoua, a Takke mpeaocTapisieT B bank
MUCHbMO 00 aHHYJIMPOBAHUU COOTBETCTBYIOIIETO
koMIuiekra Kirouen.

B cniyuae usmenenust HaumenoBanus Kiuenr
¢dopmupyer B CucreMe 3ampoc Ha CO3JaHHE
Ceptudukara Pabouero kioua, MOpu 3TOM
KimeHT MOXeT caMOoCTOSATEIbHO MOMEHSTh CBOE
HaumeHoBanue B Cucreme, a  TaKxke
npeaocTapisieT B baHk Ha OyMa)KHOM HOCHUTEIE
AKT TIPU3HAHUS OTKPBITOTO KJIIO4a
(ceprudukara) mnus oOMeHa cooOuieHusMH (10
dopme Ipunoxenns Ne6 k CornaimieHuto) B IByX
AK3EMILISIpax.

B nensx u3mMeHeHus BHa MpaBa MOAMHCH
DNEeKTPOHHBIX JOKYMEHTOB YTOJHOMOYEHHOTO
npencraButens Knuenta, Knuent obpaiaercs B

bank ¢  NHChMEHHBIM  3asBIICHHEM B
MPOU3BOIBHOU (hopMme.
B cnyuae wu3MeHeHHMs HWHBIX JIaHHBIX

YnonHomoueHHoro mpexacrasutens KimeHra,
Knuent npenocrasnsier B bank AKT npu3zHaHUs
OTKpBITOTO Kio4a (cepTudukara) Juist oOMeHa
COOOILIEHUAMU (ITpunoxenue Ne6 K
Cornamenuo), ¢ MPUIOKEHUEM 3aBEPEHHON
bankom/HOTapHranbHO (B ciydae HEOOXOIUMOCTH
C TPOCTABJIEHUEM aIllOCTHIIA/TIPH YCIOBUU €€
Jerajan3alun) KOITHH JIOKYMEHTA,
YIOCTOBEPSIOLIETO TUYHOCTH Y TOJTHOMOYEHHOTO
npejcraButens Kiuenra n/wimm nokymenta (-oB),
NOATBEpXKAalomero (-Mx) NpaBo JMIa Ha
npeOpiBanme (mpokuBaHue) B Poccuiickoit
®enepanyi — AJ11 MHOCTPAHHBIX TPakJaH U JIUL]
0e3 rpaKIaHCTBA.

Jinist  YIIOITHOMOYEHHBIX — IpEeACTaBUTENCH
Knuenra ¢ monHoMounsiMu «0e3 npaBa NOJIHCH»
JIOKYMEHT, YIOCTOBEPSIOLIUI JMYHOCTb

executing any Electronic documents signed
with the Electronic Signature generated using
the compromised/canceled Key.

The procedure for issuing a new Operational
Key is similar to the procedure set out in
Paragraph 3.1 (except for issuing a password to
log in to the System) and Paragraph 3.2 of the
Agreement.

4.2.8. In case of changes in the surname, name,
patronymic (if any) of the Authorized
Representative of the Client, the Client shall
perform all actions specified herein for the
purposes of generation of a new Operational
Key as well as submit to the Bank a letter on
cancellation of the respective set of Keys.

In the event of a name change, the Client shall
form a request for an Operational Key
Certificate in the System, whereby the Client
may change its name in the System on its own,
and submit to the Bank in hard copy an Act of
Acknowledgement of the Public Key
(certificate) for message exchange (according
to the form of Annex No. 6 to the Agreement)
in duplicate.

To change the type of the right to sign
Electronic Documents granted to the
Authorized Representative of the Client, the
Client shall file a written free-form application
to the Bank.

In case of changes in other information on the
Authorized Representative of the Client, the
Client shall provide the Bank with the Act of
acknowledgement of the Public Key
(certificate) for message exchange (Annex No.
6 to the Agreement) accompanied by a copy of
an identification document of the Authorized
Representative of the Client certified by the
Bank/notarized (and apostilled, if
necessary/subject to legalization) and/or a
document certifying the person’s right to stay
(reside) in the Russian Federation — for foreign
nationals and persons destitute of nationality.

For the Authorized Representatives of the
Client “without the right of signature”, an
identification document of the Authorized
Representative of the Client and/or a document
confirming the person’s right to stay (reside) in
the Russian Federation — for foreign nationals
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YnonHomoueHHoro npencraButens KiueHra
u/wim A0KyMeHT (-bI), TOATBEepkIaromii (-ue)
paBoO JuIla Ha MNpeObiBaHUE (IIPOKUBAHUE) B
Poccniickoit @enepauun, — a1 MHOCTPaAHHBIX
rpaxkaaH M Jui 0e3 rpaKIaHCTBa MOTYT OBbITh
Mpe/CTaBICHbl B baHK B KOMMSX, 3aBEPEHHBIX B
MOPSIZIKE, YCTAHOBJIEHHOM baHKOM.

JloxyMeHTsl, ipeacTaBisiemble KimmeHToM u
COCTaBJICHHbIE HA HHOCTPAHHOM SI3BIKE, TOJIKHBI
COIPOBOXKAATHCS NIEPEBOJIOM HA PYCCKHUH A3BIK,
34 HUCKIIOYEHHEM CJIy4aeB YCTAHOBJIEHHBIX
3aKoHOAaTenbCcTBOM Poccuiickoin  Penepanuu.
[TepeBos Ha pycCKHil SI3bIK TOJDKEH OBITH 3aBEPEH
B IIOpSJIKE, YCTAHOBJIEHHOM 3aKOHOJATEIbCTBOM
Poccuiickoit deneparumu.

4.2.9. KmmeHtr 00s3aH  CaMOCTOSATENBHO
KOHTPOJIMPOBaTh CpPOKH JeiictBus Pabounx
KJIIOYe W  CBOEBPEMEHHO  HMHHIIMHUPOBATH
npoueaypy IlnanoBoii cMeHbl paboYnX KIHOYei
JI0 HCTEYEHUs CpOKa JEHUCTBHS JEHCTBYIOIINX
Pabounx KJIIO4EH. CooTtBeTcTBYIOLIME
yBenomiieHuss o [lnaHoBol cmeHe paboumx
KJIIOYed MOryT HampaBisaTecss bankom 1o
Cucreme B TeUEHHUE JBYX MECSIIEB 10 UCTCUCHHS
cpoka geiictBus CeptudukaroB  Pabounx
KIroued. B cimydae, eciim B yCTaHOBJICHHBIE
Cornamenuem cpoku KireHTOM He HanpaBiieH B
bank 3anpoc Ha co3manue Ceptuduxara
Pabouero kmroya u/unu He ipegocTaBieH B bank
Ha OyMaxxHOM HocuTesne AKT NpU3HAHUS
OTKpBITOrO Kitoua (cepTudukara) s oOMeHa
COOOILIEHUAMU (ITpunoxenue Ne6 K
Cornaiienuio), a TaKke B ciy4ae
HECOOTBETCTBHS YKAa3aHHOT'O aKTa, MOJy4YE€HHOTO
bankom ot Kiuenta Ha OymMa)XKHOM HOCHTEIE,
ycinoBusim  Cornamenus — aeiicteue Pabouero
KJtoua mnpekpamaercs. [lopsaok u3roToBneHus
HoBoro PabGodero wmo4ya B 3TOM clydae
AQHAJIOTWYEH TOPSAAKY, YCTaHOBIEHHOMY 11.3.3
Cornamenus.

4.2.10. Knuent o0s3an uHpopmupoBats bank 00
W3MEHEHUU nHpopMmaruu, Kacaroueuncs
ucnonenuss Croponamu Cornamenus. [lo mepe
BHECEHHS  COOTBETCTBYIOIIMX  HW3MEHEHUH,
HE3aMEJIMTEIbHO  TNPEACTaBIsATH B baHK
JIOKYMEHTBI,  TOATBEPXKIAIOIMNE  WU3MEHEHUS
JTAHHBIX CBEJICHUI.

Bce pucky HeGmaronpusTHRIX MOCIEACTBUM,
CBSI3aHHBIX C HECBOEBPEMEHHBIM YBEIOMIICHHUEM
banka o mpouszomenmux H3MEHEHHSX, B TOM
yucine, YykasaHHelx B 1.4.2.6-4.2.8, 1n.5.5
Cornamenwns, HeceT Kianenr.

and persons destitute of nationality — may be
submitted to the Bank as copies certified
according to the procedure established by the
Bank.

Documents submitted by the Client and drawn
up in a foreign language must be accompanied
by a translation into Russian, with the
exception of cases provided for by the laws of
the Russian Federation. Translation into
Russian must be certified according to the
procedure established by the laws of the
Russian Federation.

4.2.9. The Client must independently control
the validity periods of Operational Keys and
timely initiate the procedure of Planned change
of Operational Keys before expiry of the
current Operational Keys. The respective
notifications of the Planned change of
Operational Keys may be sent by the Bank
through the System within two months before
expiry of the Operational Keys certificats. If
the Client fails to send a request for a new
Operational Key Certificate and/or an Act of
acknowledgement of the public key
(certificate) for message exchange (Annex No.
6 to the Agreement) on paper to the Bank
within the time set out by the Agreement, or if
the said act on paper received by the Bank from
the Client does not comply with the
Agreement, the Operational Key shall become
null and void. The procedure of a new
Operational Key generation in this case is the
same as the procedure set out in Paragraph 3.3
of this Agreement.

4.2.10. The Client shall inform the Bank, in
writing about any changes in the information
relating to the performance of the Agreement
and submit to the Bank documents confirming
changes in said information as far as such
changes are introduced.

All risks of adverse consequences associated
with untimely notification of the Bank about
any changes that have taken place, including
those stated in Paragraphs 4.2.6-4.2.8, 5.5 of
the Agreement, shall be borne by the Client.

4.2.11.In case of the termination of the
Agreement, the Client undertakes to destroy all
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4.2.11. Ilpu pactopxxkenun Cornamenus Knuent
00s3yeTcsl YHMUYTOKUTh BCE IIPEIOCTABICHHOE
€My B I0JIb30BaHHME IIPOrpaMMHOE oOecrieueHue
(ucrionHsieMble W BCIIOMOTaTebHbIE  (Daiiiibl)
Cucremsl.

4.2.12. Kiuent o0s3yeTcss He TepenaBaTh
TPETHUM JIMIIAM CBOM IIpaBa M OOA3aHHOCTHU I10
Cornamenuio 6€3 NUCbBMEHHOTO (Ha OyMa)kKHOM
HocuTene) cornacus banka.

4.2.13. Knument o0s3aH TpOBEpPATh HAIHMUUE
HOBBIX OJIEKTPOHHBIX JIOKYMEHTOB OT baHKa,
HanpasJIeHHBIX B aapec KineHra, exxetHEBHO, 3a
UCKJIIOYEHHEM O(UIUAIBHO  YCTAHOBJIEHHBIX
BBIXOJHBIX W TMPa3JIHUYHBIX HEPaOOUYMX JHEH
banka, a Takke €XKEIHEBHO IPOBEPITH SMS-
cooO0l1lleHus, HalpaBlieHHble baHKOM B CBs3U C
BBISIBICHMEM MM OIlepaluid, COOTBETCTBYIOIIUX
IIPU3HAKaM OCYILIECTBIICHUS IEPEBOA IEHEKHBIX
cpeacts 6e3 cornacus Knuenra.

Knuent o0si3aH He pexe OAHOTO pasa B 5
(mATh) KaJEeHJApHBIX JHEH 3HAKOMHUTBCI C
uHpopmanuert, nyonukyemoil baHkoM B
cootBeTcTBUM C 11.12.6 CornamieHus.

3a yOBITKM, BO3HHKIIHE B pPE3yJbTaTe
HeucroynHeHust  KiueHToM — BbllIeyKa3aHHBIX
o0s3aHHOCTEH, BaHk OTBETCTBEHHOCTH HE HECET.
4.2.14. KaueHt o0s3yercss mo TpeOOBaHHUIO U
dbopme baHka npeaocTaBiIATh JOKYMEHTHI (KaK Ha
OyMa)XHOM HOCHUTENe, TaK U C TOMOIIbIO
Cucremsl), MNOATBEpXKAAIOIIME JaHHbIE 00
YnonHomMoueHHOM npenacTaBuTene Kinuenra.
4.2.15. Kmuenr  obszyercss  coOmromaTh
TpeOoBaHUs MO MHPOPMAITMOHHON 0€30MaCHOCTH
npu pabore c¢ Cucremoil, yka3aHHbIE B
[Tpunoxxennn Ne 4 k CoryalmieHuro, a TaKke
HanpasisieMble  bankom mo  Cucreme u
pasmeniaemMble Ha opuIManbHOM caiite baHka B
cetu «HTEpHETY.

4.2.16. KnueHt o0s3yeTcs He3aMeIIUTEIbHO
yBeIOMJISATh baHk 000 BceX HU3MEHEHHUSAX B
ajpecax, ykasaHHbIX B llpunoxenunm Nel k
3agBKe Ha ycraHOoBKYy Cucrembl. Bce pucku,
BO3HUKILNE B PE3YJbTATE HEMPEACTABICHUS UIH

HECBOEBPEMEHHOTO TMpeNcTaBieHus B  baHk
yYKa3aHHON WHQpOpMAIUK, BO3JIAralOTCs Ha
Knunenra.

4.3.TIpaBa u o6si3annocTu banka

4.3.1. bank He NpPUHMMAET K HCIOJIHEHUIO
OJNEeKTPOHHBbIE JOKYMEHTBI, O(QOPMIIECHHBIE C
HapylIeHHeM TpeOOBaHUH 3aKOHOJATENCTBA
Poccuiickoit ®@enepanuu, Cornamenusi, [bC,
MHBIX corytamieHni Mexay CTopoHamH.

the software of the System granted to the latter
for use (executable and auxiliary files).

4.2.12. The Client undertakes not to transfer its
rights and obligations as under the present
Agreement, to third parties without a written
consent (on paper) of the Bank.

4.2.13. The Client shall check, on the daily
basis, the availability of the new Electronic
documents from the Bank, directed to the
Client, except for the officially established
holidays and weekends, as well as daily check
SMS messages sent by the Bank in relation to
any discovered transaction with signs of money
transfer without the Client’s consent.

The Client must at least once every five (5)
calendar days review the information published
by the Bank in accordance with Paragraph 12.6
of the Agreement.

The Bank shall not be liable for losses incurred
as a result of the Customer’s failure to fulfill
the above obligations.

4.2.14. The Client undertakes to provide
documents (both on paper and in the System)
certifying data on the  Authorized
Representative of the Client on demand of the
Bank.

4.2.15. The Client undertakes to comply with
information safety requirements specified in
Annex No. 4 to the Agreement, distributed by
the Bank in the System, and posted on the
Bank’s official website in the Internet in the
course of working with the System.

4.2.16. The Client compromises to
immediately notify the Bank on all the changes
incurred with respect to any address specified
in the Annex Nel to the request for System
installation. AIll risks resulted from not
providing or providing the Bank inopportunely
with such an information are assumed by the
Client.

4.3.Rights and obligations of the Bank
4.3.1. The Bank does not accept Electronic
documents for execution, drawn up in violation
of the requirements of the legislation of the
Russian Federation, the Agreement, BAAs, and
other agreements between the Parties.

4.3.2. The Bank has the right to refuse the
Client in the acceptance for execution of an
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4.3.2. bank uMeer mpaBo oTkazatk KimeHTty B
npueMe K  HCHOJHEHHIO  DJIEKTPOHHOTO
JOKyMeHTa, eciu KiMeHT 3anoiaHwin —mosst
DNEKTPOHHOTO JOKYMEHTa ¢ omuOkamu. B sTom
cinyyae Kimenty Hampasisiercs Ksurtanuus c
yKa3aHUeM IMPUYUHBI OTKa3a.

4.3.3. bank He uMeeT IpaBa CaMOCTOSITEILHO
KOPPEKTUPOBATh  PEKBU3UTHI  DJIEKTPOHHBIX
TOKyMeHTOB Kinenra.

4.3.4. B ciyuyae HenpenocraBieHus KimeHtom
JIOKYMEHTOB, yKa3aHHBIX B 11.4.2.7 CornamieHus,
bank He Oyaer HecTH OTBETCTBEHHOCTh 3a
MOCJIEACTBHSI COBEPILUEHUS OIEepaluii, HHBIX
NEHCTBU, CIENIOK HA OCHOBAaHUM HAJUJICKALIUM
obpazom 0(hOpPMIIEHHOTO Kiuenrom
DONEKTPOHHOTO  JIOKYMEHTa,  MOANHUCAHHOTO
YnosHoMmoueHHbIM TpeAcTaBuTenieM Kiumenra,
JaHHbIE O KOTOpPOM OBUIM TPEAOCTaBICHbI
Knunentom B baHk panee.

4.3.5. baHk mpekpamaeT IpueM U HCIOJTHCHHUE
JTFOOBIX DNEKTPOHHBIX JIOKYMEHTOB,
noanucanueix  OII, copmupoBaHHOIl  Ha
CKOMITIPOMETHPOBAaHHOM/aHHYyIHpyeMoM Kitroue
B CPOKHM, NpPEIyCMOTPEHHbIE B MHCbME 00
AQHHYJMPOBAaHUU COOTBETCTBYIOIIETO KOMIUIEKTA
Kiroueid, a B ciaydae OTCYTCTBUS YKa3aHHUS Ha
TaKhe CPOKH — HeMeJUIeHHO. Bce DnexkTpoHHbIe
JIOKYMEHTBI, IOCTYINUBIINE B BaHK 710 mony4yeHus
baHkOM yKa3aHHOroO NHCbMa, HCIHOJHSIOTCA B
MOpsiIKe, yCTaHOBIEHHOM (CornaimeHueM WIH
MHBIMU COTJIallIEHUsIMU MeX1y CTOpOHaMHU.

B cnydae HempeacTtaBieHuss oOpuTrMHaNa
nuchbMa 00 aHHYJIMPOBAaHUU COOTBETCTBYIOILETO
komruiekTa Kmtoueit Kimentom Ha OymakHOM
HocuTene bank He OyeT HeCTH OTBETCTBEHHOCTh
3a yOBITKH, TpUUMHEeHHbIe KIneHTy B pe3ynbrarte
MpEeKpaLECHUS npuema u WCIIOJTHEHUS
DNEKTPOHHBIX JIOKYMEHTOB, noanucaHHbix Oll,
chopMUpOBaHHON Ha COOTBETCTBYIOIIEM
CKOMITIPOMETHPOBaHHOM/aHHYyIHpyeMoM Kittoue.
4.3.6. bank umeer mpaBo oTkazaTh KimeHTy B
pHUeMe/TIPUOCTAaHOBUTh MCIOJHEHUE JH000T0
ONEeKTPOHHOTO  JOKYMEHTa [0  CBOEMY
YCMOTpPEHHMIO, B  TOM  4YHClIe, HO  HE
OTPaHUYMBAsACH, B CITy4yae BOSHUKHOBEHHS Y HETO

MONO3PEHUM, YTO OJIEKTPOHHBI JTOKYMEHT
MHOJIHICaH HE VYH0oIHOMOYEHHEIM
npeacrasutenieM  Knmenrta, Kommnpomeranuu

KiIroyer, HecaHKIMOHMPOBAaHHOIO JOCTyHa K

Cucrteme w/unum B choydae  Kakoro-imbo
Hapymienus Kmuentom  CornameHus, Tpu
BBISIBJICHUU bankom oleparui,

Electronic Document, if the Client omitted
mistakes when filling in such Electronic
Document. In this case a Receipt confirmation
is sent to the Client specifying the reason for
refusal.

4.3.3. The Bank may not independently correct
details of Electronic Documents of the Client.

4.3.4. If the Client fails to provide the
documents specified in Paragraph 4.2.7 of the
Agreement, the Bank shall not be liable for the
consequences of performing transactions, other
actions, deals on the basis of an Electronic
Document duly executed by the Client, signed
by the Authorized Representative of the Client,
details of which were provided by the Client to
the Bank earlier.

4.3.5. The Bank shall stop accepting and
executing any Electronic Documents signed
with the Electronic Signature generated using a
compromised / canceled Key within the time
limits specified in the letter on cancellation of
the corresponding Key set, and in case no such
time limits are specified - immediately. All the
Electronic Documents received by the Bank
prior to the receipt of such letter by the Bank
shall be executed in accordance with the
procedure established by the Agreement or
other agreements between the Parties.

In case of the Client’s failure to submit the
original letter on cancellation of the respective
Key set on paper, the Bank shall not be liable
for any losses incurred on the Client as a result
of the termination of acceptance and execution
of the Electronic Documents signed with the
Electronic Signature generated using a
compromised / canceled Key.

4.3.6. The Bank has the right to refuse the
Client in the acceptance/suspend execution of
any Electronic Document at its own discretion,
including, but not limited to, the cases when it
suspects that the Electronic Document is signed
by somebody other than the Authorized
Representative of the Client, Key Compromise,
Unauthorized Access to the System and/or in
case of the Client’s default hereunder, if the
Bank discovers a transaction with signs of
money transfer without the Client’s consent, in
which case the Client has the right to present
the Bank with the corresponding payment,
other document on paper, drawn up in
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COOTBETCTBYIOIEH IPHU3HAKAM OCYIIECTBICHHUS
nepeBoJia JICHEKHBIX CpPEACTB 0e3 Coryiacus
Kinuenta, npu stom KimeHT Bnpase nepenarsb B
baHK COOTBETCTBYIOIIMHI IUIATEKHBIA, WHOMU
JOKYMEHT Ha OyMa)KHOM HOCHTEIIE,
COCTaBJICHHBII B COOTBETCTBUU C YCJIOBHUSIMHU
ABbC, CornamieHusi, UHbIX COTJIALICHUN MEXIY
bankom u KnmentoM, 3aKOHOAATEIHCTBOM
Poccuiickoit deneparumu.

O cBoeM OTKa3e B mpueMe DJIEKTPOHHOIO
nokymeHTta bank o0s3yetcs yBenomuts Kinenra
He no3aHee Pabodero aust banka, cnemyromiero 3a
JTHEM TIOCTYIUIEHHsI DJIEKTPOHHOTO TOKYMEHTa B
bank, myrem Hanpasienus cooOuienus Knuenrty
no Cucreme.

4.3.7. bank umeer npaBo oTka3aTh KimeHTy B
npueme DNEKTPOHHBIX
JOKYMEHTOB/IIPUOCTAHOBHUTH UX UCTIOJIHEHHUE /IS
IIPOBEJEHUS pacdeTHbIX onepauui no Cuery,
CYETy IO BKJIALy (IENO3UTY), moAnucanHbix O,
B clIydasix, IIPEyCMOTPEHHBIX
3aKoHoAarenbCcTBOM Poccuiickont denepanuu, B
TOM 4YHciae, B 00JacTd HPOTHBOACHUCTBUS
Jeranu3anuu (OTMBIBaHMIO) JIOXO/I0B,
IIOJIy4YEHHBIX IIPECTYIIHBIM IIyTEM, u
(MHAHCUPOBAHUIO TEPPOPHU3MA.

4.3.8. bank wnMeeT mpaBO 3ampamIMBaTL Yy
Knuenta  monarBepxkaeHue JAHHBIX 00
YnonHomMoueHHOM npenacTaBuTene Kinuenra.
43.9. bank wumeer mpaBO BHOCUTH B
OJIHOCTOPOHHEM TNOPSAKE U3MEHEHUSI B TIOPATOK
¢yHkonupoBanust CucreMbl U coo0marhe 00
3ToM KilME€HTy B IMCBMEHHOM YBEIOMIICHMM Ha
OyMa)XHOM  HOCHUTEJIE WO  IOCPEICTBOM
Cucremsl.

4.3.10. bank wuMeeT mnpaBO NPUOCTAHOBUTH
oOcnyxxuBanue KimeHta ¢ ucCHonb30BaHUEM
Cuctembl Ha BpeMs CIOPHBIX CHUTyallMi C
yBenomiieHreM o0 3tom Kiuenra.

4.3.11. bak wuMeeT mpaBO NPUOCTAHOBUTH
oOcnyxuBanue KiueHta ¢ HCHonIb30BaHUEM
CucreMbl JUisi  BBIIOJHEHUS  HEOTJIOXKHBIX,
aBapUIHBIX U PETJIIAMEHTHBIX paboT, CBA3aHHBIX C
oOciy>xuBanneM CHCTEMBI.

4.3.12. bank uMeet nNpaBo MO CBOEH MHUIIUATHBE
OnmokupoBarh JeiictBue Paboumx kiodel npu
KomMmnpomeranuu kirrouen.

4.3.13. bank o0s3yercs B TeueHHe 7 (CeMH)
Pabounx gHeit banka oT 1aTkl MoaydeHUs 3asBKU
Ha ycraHOBKY CHCTeMBl U IIpH YCJIOBHH
BbIMoJIHEHUsT ~ KimeHTOM — 00s3aTenbCTB, B
cootBerctBuH ¢ 1. 3.1.1 CornameHus,

compliance with the terms of BAAs, the
Agreement, other agreements between the
Bank and the Client, the legislation of the
Russian Federation.

The Bank shall notify the Client about its
refusal to accept the Electronic document no
later than the day, following the day of
reception of an Electronic document by the
Bank, by sending a message to the Client via
the System.

4.3.7. The Bank has the right to refuse the Client
in the acceptance/suspend execution of
Electronic Documents for carrying out
settlement transactions on the Account, a
deposit account signed with ES in cases
provided for by the legislation of the Russian
Federation, including in the field of countering
the legalization (laundering) of criminal
proceeds and terrorism funding.

4.3.8. The Bank has the right to require from the
Client confirmation of data on the Authorized
Representative of the Client.

4.3.9. The Bank shall have the right to amend
unilaterally the procedure of the System
functioning and inform the Client about it via a
written notification or the System.

4.3.10. The Bank shall have the right to suspend
services for the Client rendered with the use of
the System, for duration of disputable
situations, upon a corresponding notice given to
the Client.

4.3.11. The Bank shall have the right to suspend
services for the Client rendered with the use of
the System, for the performance of urgent,
emergency and scheduled works associated
with servicing of the System.

4.3.12. The Bank may on its own initiative
block the operation of the Operational Keys in
case of the Key Compromise.

4.3.13. Within a period of 7 (seven) Business
days from the date of the System installation
request, provided that the Client has executed
the obligations as in compliance with
Paragraph 3.1.1. of the Agreement, the Bank
shall execute works and render services, as
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npou3BecTH pabOThl W OKa3aTh  YCIYTH,
npeaycMmoTpenssie 1. 3.1.2, n.3.2 Cornaiienus.

4.3.14. bank o6s3yercs npuHUMaTh oT Kinnenra
OJIEKTPOHHBIE  JOKYMEHTBI,  IOIIUCAaHHBIC
Y10JIHOMOYEHHBIM(M)  NpEACTaBUTENEM(JISIMU)
Kimenta B  COOTBETCTBUHM C  YCIOBUSMH
Hacrosimero  Cornamenus,  TpeOOBaHUSAMHU
3akoHojaTenbcTBa Poccuiickoir denepanyu u
OCYLIECTBJISITh ~ OMEpaluu, CHCJIKH, HUHBIC
JICHCTBUSI Ha OCHOBAHMM TAaKHX OJEKTPOHHBIX
JIOKYMEHTOB B CpOKH, IpexycMmoTpeHHble JIbC,
CornamieHueM, WHBIMU COIVIAIIEHUSAMH MEXIY
CropoHamu, 3akoHOJATEILCTBOM Poccuiickoit
®enepanuu.

B cnyuae wnHanpaBieHuss DJIEKTPOHHOTO
JOKyMeHTa B Hepabouue pauu banka, nHEM
MOCTYIUJICHUS DIIEKTPOHHOTO JIOKyMEHTa
saBisieTcss  nepBbli  PaGoumii  nenp  badka,
ciaenyromuid 3a Hepabounm gHeM. CTOpPOHBI
MPU3HAIOT B Ka4€CTBE €JUHOM IIKAJIbl BPEMEHHU
npu pabore ¢ Cucremoil MeCTHOE BpeMms T.
MoOCKBBI.

4.3.15. Tlocrne momxmoueHust k Cucreme bank
unpopmupyer Kiuenta o coBepuieHHUH C
ucrionb3oBanneM Cucrembl uiaum  0e3  ee
UCIIONBb30BaHUs Kaxaou omepauuu no Cuery,
CYeTy JIero myTeM TmpeaoctaBieHus KiueHty
BhIUCKU 1O Cuery, cyueTy Jeno He IO3/JHee
PabGouero nus banka, cienyromero 3a JHEM
coBepieHus onepauuu no Cyery, cUeTy Jero,
MyTeM HaIpaBJICHUS WX TOJBKO TOCPEIACTBOM
Cucremsl. Juem  Bbhlmauum  (TIOJy4EHMS)
YKa3aHHBIX BBITUCOK CYHTACTCS JIEHb UX
HanpasieHuss bankom mo Cucreme. B ciyuae,
ecnu JIOCTYT Knuenrta K Cucreme
MIPUOCTAHOBIIEH, YyBenomieHue Kimenra o
COBEPIIICHUH YKa3aHHBIX omeparnuit
OCYIIECTBIISIETCS nyTeM MPEeAO0CTaBICHUS
Knuenty Bbimucku mo Cuery, cyeTry naemno mo
Cucreme HE3aMeJIUTEIbHO rnocJie
BOCCTAaHOBJICHHUSI JOCTyNa K HEW WM JPYTUM
CrocobOM U B CpPOKH, NPETyCMOTPEHHBIE
cootBercTByrommM JIBC/moroBopom cuera nero.
Hanpapnenue baHkOM yka3aHHBIX BBIIHCOK IO
Cucteme (WM JIpyrUM CIIOCOOOM W B CPOKH,
MPEeAYyCMOTPEHHBIE COOTBETCTBYIOIIUM
AbC/noroBopom  cuera  Jemo) SIBJIIETCS
Hajuie)kamuM  yBenomseHueM  Knmenrta o
COBEpPIICHUM OINEpaluyd C HCIOIb30BAHUEM
AIIEKTPOHHOTO cpencTBa raTexa B
COOTBETCTBUU c 3aKOHO/IaTEJIbCTBOM
Poccmiickoit  ®enepanvu, u He TpedyeT

under Paragraph 3.1.2 and Paragraph 3.2 of the
Agreement.

4.3.14. The Bank  undertakes to accept
Electronic documents from the Client, which
have been signed by the Authorized
Representative(s) of the Client in compliance
with the terms of the present Agreement and
the requirements of the legislation of the
Russian Federation and implement operations,
transactions and other actions in time stipulated
in BAAs, legislation of the Russian Federation,
the Agreement and other agreements between
the Parties, on the basis of such Electronic
Documents.

If an Electronic Document is sent on non-
business days of the Bank, the day of receipt of
the Electronic Document shall be the first
Business Day of the Bank following the non-
business day. The Parties recognize the
Moscow local time as the single time scale
when working with the System.

4.3.15. After connection to the System the Bank
shall inform the Client about each transaction
on the Account effected using the System or
without its use by providing to the Client
statements of the Account and the depot
account not later than the Bank’s Business Day
following the date of the transaction on the
Account and depot account with said statements
to be forwarded exclusively via the System. The
date of issue (receipt) of said statements shall be
the date of their forwarding by the Bank via the
System. If the Client’s access to the System is
suspended, the Client shall be notified of the
above transactions by way of sending the Client
statements of the Account, depot account via
the System immediately after recovery of the
access thereto or in any other manner and within
the terms fixed by corresponding BAA/depot
account agreement.

The said statements forwarded by the Bank via
the System (or in any other manner and within
the terms fixed by the corresponding
BAA/depot account agreement) shall be
deemed the proper notification of the Client
about the transaction using the electronic means
of payment in accordance with the legislation of
the Russian Federation, and shall not require
any additional notification from the Bank to the
Client.
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JOTIOTHUTEILHOTO HampaBICHUS bankom
KnuenTy kakux-1u00 MHBIX YBEIOMIICHUN.
4.3.16. baHk o00s3yercs KOHCYJIbTHPOBATH
Knuenrta no Bonpocam pabotel ¢ Cucremoil (B
Paboune mguu bamka ¢ 10.00 mo 16.00
MOCKOBCKOT'O BPEMEHH), MPEIOCTABIISITh
Knuenty HoBble Bepcuu CuHCTEMBI, a TaKxke
uHpopmupoBath Knuenra 000 Bcex U3MEHEHHAX
nopsaka  (yHkuuonupoBanuss Cucrembl B
TEYEHHE BCEr0 CpoKa JEMCTBHSI HACTOALIETO
Cornaienus.

4.3.17. B LeJsX IIPOTUBOIECUCTBUS
OCYIIIECTBIICHUIO MEPEBOJIOB JICHEKHBIX CPEICTB
0e3 corynacus KiuMeHTa, baHKk Ha OCHOBaHHUH
3asBiieHuss KimenTa, coctaBieHHOTro mo Qopme
banka Ha  OyMaXHOM  HOCUTEIE  WJIH
HampaBlieHHOr0o ¢  noMmombio  CHucTeMsl,
yCTaHaBIMBaeT HE TIO3/Hee paboyero JH,
CIEYIOIIET0 3a JHEM TMpuHATUS  baHkom
3asIBJICHUSA:

- COOTBETCTBYIOIIHME OTPAHUYEHUS IO CyMMe
OJTHOW ONEepaluy W/WIN 1O 0o0Iel cymMMe Bcex
orepanuil 3a KaJeHAapHbIA JeHb, MPOBOJUMBIX
o Cuety ¢ nomoibio CUCTEMBI;

- COOTBETCTBYIOILIHE OTPAaHUYECHUS 1o
npenocrasieHni0 bankoMm KimmeHTy ¢ momoInsro
CucreMsl  kpenura a1u00  orpaHuyeHHe

MaKCHMaJIbHOW CyMMBI OJJTHOTO KpeauTa U (Win)
KPEAUTOB 3a OMNpPEACICHHBIH NEPUOJ BpPEMEHH,
onpexaensieMbie KinreHTom.

Ormena YCTaHOBJIEHHBIX OTrpaHUYEHUIN
ocymiectBisiercss baHkoMm mocie HTPUHATHS UM
COOTBETCTBYIOILIETO 3asBJICHUS Kinenra,
npejactaBieHHoro B baHk Ha OymakHOM
HOCHTEJIE.

Cratbi 5. [Ipasa u oos3anHocTH CTOPOH IPU

4.3.16. The Bank undertakes to consult the
Client on the issues of operations in the System
(on Business Days of the Bank from 10 a.m. till
4 p.m. Moscow time), grant the Client with the
new versions of the System, as well as inform
the Client about all the changes in the functions
of the System during the entire period of
validity of the present Agreement.

4.3.17. With the purpose to prevent the transfer
of money without the Client’s consent, on the
basis of the Client’s request elaborated in paper
and in accordance with the Bank’s form or sent
through the System, not later than the day
following the receiving of this request, the
Bank establishes respective restrictions on the
amount of one operation and/or on the whole
amount of daily operations performed in the
account through the System.

The respective restrictions are also established
on the credit provision by the Bank to the Client
through the System, or a restriction on the
maximum amount of one credit and/or credits
for a specific lapse of time defined by the
Client.

The abolition of established restrictions will be
implemented once the Bank receives the
respective Client’s request submitted in paper.

Article 5. Rights and obligations of the
Parties when the Bank discovers

BbISIBJECHUU Bbankom onepaunui,

transactions with signs of money transfer

COOTBETCTBYHOIIIMX IPpU3HAKAM

without the consent of the Client

OCYIIECTBJICHUS IepPeBoaA NeHEKHBIX CPEACTB
0e3 corsracusa Kiauenra

5.1. BaHK TmpH BBISBICHUM UM OIEpallH,
COOTBETCTBYIOIICH TMPHU3HAKAM OCYIICCTBICHHSI
nepeBoia JICHS)KHBIX CPEACTB 0€3  coracus
Kimenra, 00s13aH 10 OCYIIECTBICHHS CITHCAHHS
JICHEKHBIX cpeAcTB co Cyera MPUOCTAaHOBHUTH
UCIIOJTHCHUE PACIOPSDKEHHST O  COBEPIUICHUH
Olepaliy,  COOTBETCTBYIOLICH  MpH3HAKaM
OCYIIECTBIICHUS TEPEeBOAA JCHEKHBIX CPEICTB
6e3 corJiacust Knuenra, Ha CPOK,
IpeTyCMOTPEHHBII 3aKOHO/IaTEeIILCTBOM
Poccniickoit denepanun.

5.1. If the Bank discovers a transaction with
signs of money transfer without the consent of
the Client, the Bank shall suspend the order to
perform the transaction with signs of money
transfer without the consent of the Client before
the withdrawal of funds from the Account for a
term stipulated by the laws of the Russian
Federation.
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5.2. O  §puOCTaHOBJICHUH
pactiopsbkenuss  KnmeHta 0 coBeplleHUUH
omepauuy,  COOTBETCTBYIOLICH  INpU3HAKAM
OCYILIECTBJICHUSI TIEPEBOJA JIEHEXKHBIX CPEACTB
6e3 cormacus Kiumenra bank o00s3yercs
yBenoMuTh KimeHTa He3aMeIUIMTENBHO IIyTEM
HarfpasieHus coobmenuss Kiuenty nmo cBoemy
yemorperuto 1o Cucreme wid 1O HOMEPY
MoGuIbHOTrO Tenedona’, ykazannomy Knuentom
B JloroBope 00 wucnonszoBanuun JbO wumu
coobmenHomy Knmentom banky B mnopsake,
npeaycMoTpeHHoM CorjanieHueM.

Juem nonyuenus Kinuenrom coobmienust 00

omepanuy,  COOTBETCTBYIOLIEH  MpU3HAKaM
OCYILIECTBIICHUSI IIEPEBOJA JICHEXHBIX CPEACTB
0e3 cormacus KimeHra, sABiasgercs  ICHB
HarpaBieHuss baHKOM yKa3aHHOrO COOOLICHHMS
no Cucreme WiM [eHb HampaBieHHs baHkom
SMS-coobmiennuss Ha  HOMEpP  MOOMJIBHOTO
teneona Knuenra, ykaszanusiii uM B [lorosope
00 wmcnonp3oBanuu JIbO WM COOOIICHHBIN
Kimenrom banky B nopsiike, mpeayCMOTPEHHOM
CornaimieHuem.
5.3. KumeHT mnonrBepxmaeT/He MOATBEPIKIACT
UCIIOJIHEHUE bankom pacnopsiKeHuUs,
[IPUOCTAaHOBJIEHHOTO u3-3a IIPU3HAKOB
OCYILIECTBJICHUSI TIEPEBOJA JIEHEXHBIX CPEACTB
6e3 cornacust Knmenra, nmo Homepy TenedoHa
banka, yka3aHHOMY Ha o(QUUIUaIbHOM caiiTe
banka B cetn «/HTEpHET», ¢ NPOU3HECEHUEM
Kognosoro cinosa Knuenra.

IIpyn HanM4MKM TEXHUYECKOW BO3MOKHOCTH,
MOATBEPINTH UCIIOJIHEHUE bankom
pacnopsKeHHsl,  MPUOCTAHOBIIEHHOTO  M3-3a
IIPU3HAKOB OCYILLECTBICHMSI IEPEBOJIA IEHEKHBIX
cpenctB 6e3 cornacust Knuenra, Knuent moxer
no Cucreme nyreM BBOJa  Kojga  —
MOJITBEPKICHUS, IpeIBapUTENLHO
3anpomeHHoro Kmmenrom mno Cucreme wu
MOJIY4YeHHOTO Ha MOOWJIBHBIM HOMEDP TenedoHa,
yka3aHHbli B JloroBope 00 ucnonszoBanuu 1O
win cooOuieHHblt Knmuentom banky B mopsinke,
IIPEyCMOTPEHHOM CornamenueM. o
MOJITBEPKICHUS WCIIOJTHEHUS bankom
COOTBETCTBYIOLIEr0 IMarexa KiueHT o0s3aH
CBEPUTH PEKBHU3UTHI pacnopspKeHus,
ornpasieHHOro KimeHToMm, ¢ pekBU3UTaMH,
YKa3aHHbBIMH B YBEJOMJIEHMH, HaIlPaBICHHOM

HUCITOJTHCHUS

5.2. The Bank shall immediately notify the
Client about the suspension of the Client’s
order to perform such transaction with signs of
money transfer without the consent of the
Client by sending a message to the Client at its
own discretion via the System or to the mobile
phone number® specified by the Client in the
Contract on the Use of RBS or notified by the
Client to the Bank in the procedure established
by the Agreement.

The day of receipt of the message about a
transaction with signs of money transfer
without the consent of the Client by the Client
shall be deemed the day of the above message
sent by the Bank via the System or to the
Client’s mobile phone number specified by the
Client in the Contract on the Use of RBS or
notified by the Client to the Bank in the
procedure established by the Agreement.

5.3. The Client confirms/does not confirm the
performance by the Bank of the order
suspended due to signs of money transfer
without the Client’s consent by calling on the
Bank’s phone number specified on the official
web-site of the Bank in the Internet and using
the Client’s Code Word.

If technically possible, the Client may confirm
the performance by the Bank of the order
suspended due to signs of money transfer
without the Client’s consent, using the System
and entering the confirmation code
preliminarily requested by the Client via the
System and received on the mobile phone
number specified in this Contract on the use of
RBS or advised by the Client to the Bank in the
procedure established by the Agreement. Until
confirmation of performance by the Bank of the
corresponding payment, the Client shall check
the details in the order sent by the Client against
the details specified in the notification sent by
the Bank to the mobile phone number specified
by the Client in the Contract on the Use of RBS

8 KnmenraM, ykasaBmuM TpHM 3aKmodeHuu Jlorosopa o0 wmcmonb3oBanmn JIBO 1Ba HOMEpa MOOHIBHBIX
tenehoroB, SMS-coo0IieHne HAPABIIETCS Ha HOMEP MOOHMIBHOrO TenedOoHa, yKa3aHHBIA B MEPBOH CTPOKE
nyHkTa «MoOWIBHBIN TenehOH KIMEeHTa I IprueMa coodmieHnit B hopmare SMS-coobuiennii». / The Clients
specifying two mobile phone numbers when entering the Contract on the Use of RBS, SMS messages shall be sent
to the mobile phone number specified in the first line of “Mobile phone number of the client for SMS messages”.
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bankom 1o HOMepy wmoOWibHOTO TenedoHa,
ykazanHomy Kmumentom B [loroBope 00
ucrionp3oBanun  JIbO  wnmm  cooOmeHHOMY
Kimenrom banky B nopsiike, IpeayCMOTPEHHOM
CornameHuem.

IIpn nocrymienun B baHK MOATBEpkKACHUA

HCIIOJIHEHUS Bankom COOTBETCTBYIOIIETO
miaTexxa B TEUYCHHE OINEpPAllMOHHOTO  JIHS,
ykazanHoro B JIbC, [eHexHbIE CpeacTBa

cnucbiBatoTcs co Cuera B Tekymuid Pabouwmii

JICHb banka. [Ipu MOCTYIUICHUU
BBIIICYKA3aHHOTO MIOATBEPKICHUS nociie
OMEpAlMOHHOTO  JHS, JCHEXKHBIE CpeACTBa

criuchiBatoTcst co Cuera He To3HEe CISAYIOIETO
Pabouero nus banka.

B cmydae, ecnm KnumenTt cornamaerca ¢
coobmieHueM baHka o TOM, YTO omepamus o
Cuerty COOTBETCTBYET MIpU3HaKaM
OCYLIECTBJICHUSI IE€PEBOJA JACHEXKHBIX CPEJICTB
06e3 cormacus Knwmenra, Kiment Bmopase
HE3aMEIJIMTENIbHO HamnpaBUTh B baHK OT3bIB
COOTBETCTBYIOLIETO PACTOPSIKEHUS.

[Tpu HEIOIYYeHU N oT Knnenra
COOTBETCTBYIOIIETO  TOJTBEpPXIACHUS,  baHk
BO30OHOBJISIET HCIIOJHCHUE PACHOPSDKEHUS T10
HCTCUCHUU CpOKa, YCTaHOBJICHHOTO
3akoHoaresnbcTBOM Pocceuniickon denepanumu.

Knuent yBegomsieH O TOM, 4YTO BCe
TelneOHHBIE Pa3rOBOPHI  3aMHCHIBAIOTCA U
XxpaHsaTrcs B baHke B TeueHume  CpokKa,
YCTaHOBJIEHHOTO 3aKOHOJAaTEIILCTBOM
Poccuiickoit ®eneparuu. 3anucu  yKa3zaHHBIX
TeneOHHBIX pazroBOpoB MOTYT OBITh

MCIIOJIb30BaHbI MPH pa3pellieHnH JTI00bIX CIIOPOB,
a TakKe MpeI0CTaBJICHbI B CY/I.

5.4. baHk BIpaBe B OJHOCTOPOHHEM IOPSIJIKE
u3MenuTs KonoBoe cnoBo Kimenta, HampaBus
Knmenrty yBenmomieHne Ha OyMa)XHOM HOCHTENE
C COOCTBEHHOPYYHOI IMOANHUCHI0 PYKOBOIAMTEIS
banka (ymomHOMOYEHHOro WM JHua) 00
u3meHenuu Konosoro crnosa.

5.5. B cnyudae yrparbl KnueHToM KOHTpOJIA Hax
HOMEpPOM MOOWJIBHOTO TenedoHa, a TakKxke
YTpaThsl Kimentom YBEPEHHOCTH B TOM, 4YTO
KomoBoe cinoBo wu/mam HOMEp MOOMIIBHOTO

TenepoHa HE MOTYT OBITh  HCIIOJIE30BaHBI
HEYNOJHOMOYEHHBIMH  JUIlaMH  (#anee  —
KOMITpOMETAIHs), Knuent 00s13aH

HE3aMEUITMTEIPHO HAMpaBUTh B BaHK MUCBMO O
KomrmpomeTaru KooBoro ciioBa u/mim Homepa
MoOUIBEHOTO TenedoHa (BI0KEHHBIM (aifioM) 1o
ajpecy  OJCKTpoHHOH  moutel  (e-mail),
ykazaHHOMy B JloroBope 00 HCIOJIb30BaHUN

or otherwise advised by the Client to the Bank
in the procedure established by the Agreement.

If the Client confirms the above payment to the
Bank within the transaction hours specified in
the BAA, funds shall be debited from the
Account on the current Business Day of the
Bank. If the above confirmation is received
after the transaction hours, the funds shall be
debited from the Account no later than on the
next Bank's Business Day.

If the Client agrees with the Bank's message
that the transaction on the Account bears signs
of money transfer without the consent of the
Client, the Client may immediately revoke the
respective order from the Bank.

If the Customer fails to send the corresponding
confirmation, the Bank shall resume the order
after expiry of the term stipulated by the laws
of the Russian Federation.

The Client is hereby notified that all telephone
conversations shall be recorded and stored by
the Bank within the period established by the
laws of the Russian Federation. The recordings
of such telephone converstations may be used
when resolving any disputes and may be
presented to court.

5.4. The Bank may unilaterally change the
Client's Code Word by sending a notification to
the Client on paper with a handwritten
signature of the Bank Manager (his authorized
representative) on the change of the Code
Word.

5.5. If the Client loses control over the mobile
phone number or loses confidence that the
Code Word and/or mobile phone number
cannot be wused by unauthorized persons
(“compromise”), the Client shall immediately
send to the Bank a letter about the compromise
of the Code Word and (or) mobile telephone
number (as an enclosed file) to the e-mail
address specified in the Contract on the use of
RBS, subject to the subsequent immediate
sending of the original of such letter to the
Bank.
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JABO, C MOCJIEAYIOIIUM HeMeJIEHHBIM
[PEAOCTaBICHUEM B banxk OpUruHaia
BBIIIIEYKA3aHHOTO TUChMA.

Bce pacniopspxenus KimmenTa o coBepiieHun
omepanuy,  COOTBETCTBYIOLICH  MpU3HAKaM
OCYIIECTBIICHUSI TIEPEBOJA JICHEKHBIX CPEACTB
0e3 cornacusi KinmeHnra, mocrynuBiide MOCTE
noJsTydeHus baHKoM BBITIIEYKa3aHHOTO MMHChMa IO
AJIEKTPOHHOU MOYTE W J0 NMpHUHATHS baHKOM OT
Knuenra mocnenyroomero yBeIOMIJICHHS Ha
OyMa)XHOM HOCHUTEJe C COOCTBEHHOPYYHOM
HOJNKCHIO YIOJHOMOYEHHOro jmna Kimenra c
ykazanueM HoBoro KopoBoro cioBa u/unu
HOMEpa MOOWIBHOTO TenedoHa, CUYUTAIOTCS
ABTOMATUYECKU OTO3BAHHBIMH.

B cnyudae 3amensr KimentoM HOMepa
MoOuibpHOTO Tenedona u/mnm KomoBoro crnona,
KnuenT 00s13aH HE3aMeAIUTENbHO YBEJOMUTH 00
sToM baHK B mUChMEHHOM BHJE Ha OyMa)kHOM
HOCUTENIE C COOCTBEHHOPYYHOH MOJIHUCHIO
YIIOJTHOMOYEHHOTO Jnia KinueHra ¢ ykazaHuem
HoBoro KogoBoro cioBa w/minm  HOMeEpa
MOOMIIBHOTO TeedoHa.

Ho MOMECHTA TIPUHSITHS bankom
BBIIIIEYKA3aHHOTO YBEIOMIICHUS bank
UCTIONB3YeT B coOTBeTcTBUU ¢ CoranmeHnem
panee cooOuieHHbli banky Kinmnentom HoMep
MOOWIBHOTO TenedoHa, paHee COOOIIEHHOE
Kmuenrom  banky/bankom — Knwmenty (B
cootBercTBUU c 1.5.4 Cornamenusi) Komosoe
CJIOBO.

5.6. bank He HeceT OTBETCTBEHHOCTH 3a yuiepo,
MPUYNHEHHBIN Knuenty BCJIE/ICTBUE
HECAHKITMOHHPOBAHHOTO UCTIOJTb30BaHUS
TPeTbUMH JULIaMd (B TOM 4YHCIe, HO HeE
OTPaHUYUBASCH, PU KoMITpoMeTarui ) Komgosoro
cloBa/HOMepa MoOWIBHOTO  TenedoHa, Ha
KoTopblii  bankom  HampaBmsiercss ~ SMS-
cooOIeHne O  COBEPLICHMHM  OIEpaluH,
COOTBETCTBYIOIIECH TpPHU3HAKAM OCYIIECTBICHHUS
nepeBojia JICHEKHBIX CpPEICTB 0e3 corjacus
Knuenra.

5.7. baHK He HeceT OTBETCTBEHHOCTH 3a
HETaTUBHBIE MTOCIICJICTBUSA, B TOM YHCIIE YOBITKH
KrnuenTa, KoTopble MOTYT BO3HUKHYTH y KiineHta
BCJICJICTBAC HEMOJIYYCHHUS YBEAOMJICHHS OT
banka 00 omepanuu,  COOTBETCTBYIOIICH
MpU3HAKaM OCYIIECTBIICHHUS TIEPEBO/IA JICHEKHBIX
cpenctB 6e3 cornacus Kiuenrta, B TOM 4Hcle, B
CBS3M C HEJAOCTOBEPHOCTHIO/HEAKTYaIbHOCTHIO
uH(popMannu, ykazanHoi KimeHTowMm, a Takxke B
CBS3M C HeAOoCTymHOCcThio ana  Kiuenta
YKa3aHHBIX CIIOCOOOB CBSI3M, a TaKXe MO BUHE

All the Client’s orders on the performance of
the transaction having signs of funds transfer
without the Client's consent which are
delivered after the Bank receives the above e-
mail and before the Bank accepts from the
Client the subsequent notification on paper
with a handwritten signature of the Client’s
authorized representative specifying the new
Code Word and/or mobile phone number, shall
be deemed automatically revoked.

If the Client changes the mobile phone number
and (or) the Code Word, the Client shall
immediately notify the Bank thereof in writing
on a paper bearing the handwritten signature of
the authorized person of the Client specifying a
new Code Word and (or) mobile telephone
number.

Until the Bank accepts the above notification,
the Bank shall use the mobile phone number
previously provided to the Bank by the Client
and the Code Word previously provided to the
Bank by the Client/to the Client by the Bank (as
per Paragraph 5.4 of the Agreement) in
accordance with the Agreement.

5.6. The Bank shall not be liable for damage
caused to the Client due to unauthorized use by
third parties (including but not limited to
compromising) of the Code Word/mobile
phone number, to which the Bank sends SMS
messages about transactions with signs of
money transfer without the consent of the
Client.

5.7. The Bank shall not be liable for negative
consequences, including losses of the Client,
which the Client may suffer as a result of non-
receipt of a notification from the Bank about a
transaction with signs of money transfer
without the consent of the Client including, but
not limited to, for the reason of
inaccuracy/outdated nature of the information
specified by the Client, unavailability of the
specified communication methods for the
Client, fault of the Client or the mobile
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KnueHnra unm MOOMIIBHOTO omepaTopa, B ciaydae
yrparel Kimentom KomoBoro cnoBa/Homepa
MOOWIBHOrO TeneoHa, Ha KOTOpbI bankom
Hanpasisgercss SMS-coo0menue o coBepiieHun
olepaluu,  COOTBETCTBYIOIIEH  INpHU3HAKaM
OCYILIECTBIICHHS TIEPEBOAA JCHEKHBIX CPEICTB
6e3 cornacus Kiuenra, nx KOMIpOMETalH.

5.8. baHK He HeceT OTBETCTBEHHOCTH 32 YOBITKU
KnueHnra, BO3HUKIIME B pe3yiabTaTe YTPaThl
(mopuu, mepenauu, yTEpH, pa3[IALICHUM)
Knuenrom Konosoro cioBa/Homepa MOOUIIBHOTO
tenedoHa, Ha KOTOpBI baHkoM HampaBisercs
SMS-coo0mieHre O COBEPIICHHH OIEPAIlHH,
COOTBETCTBYIOIIEH MpHU3HAKAM OCYIIECTBICHHS
HepeBoJia JIEHEXKHBIX CpeACTB 0e3 coryacus
Kinenra.

5.9. baHk He HeceT OTBETCTBEHHOCTH 3a YOBITKU
Knuenra, BO3HHKIIINE BCJICJICTBHE
HECBOEBpPEMEHHOI0 cool1ieHus banky o6 yrpate
KnreHnTtoM KOHTPOIIS HaJ HOMEPOM MOOMIIBHOTO
tenepoHa, a Takke yrpare Kimentom
yYBEpEHHOCTH B ToM, 4T0 KozoBoe cioBo, HOMEp
MOOWIBHOrO TenegoHa, Ha KOTOpbld bankom
Hanpasisgercss SMS-coo0mienue o coBepIIeHuN
olepaluy,  COOTBETCTBYIOIEH  NpHU3HAKaM
OCYILECTBIICHHS TIEPEBOAA JCHEKHBIX CPEICTB
6e3 cormacus Kimenta, He MOryr OBbITH
UCTIOJIB30BaHbI HEYIOJTHOMOYEHHBIMH JIUIIAMH.
5.10. Knuent o0s3yercss mpenocTaBUTh baHKy
JEHCTBUTENBHBIM HOMEpP MOOUIIBHOTO TesedoHa
1 00ecreunTh MOCTOSIHHYIO JIOCTYITHOCTh HOMEpa
MOOUJIBHOTO TeJeoHa i MpruemMa COOOIIeHHM

B dbopmate SMS-coobmenuit Ha
PYCCKOM/aHTTMICKOM SI3BIKE.
5.11. KiumeHT HeceT OTBETCTBEHHOCThL 3a

JIOCTOBEPHOCTh HOMEpPa MOOWJIBHOTO TenedoHa,
00s3aH He JOMyCKaTh CO3/1aHuEe TyOIMKATOB
(KITOHOB) SIM-KapThl, a TaK)Ke HE JOIMyCKaTh
MOJTy4YCHHUE, UCTIOIb30BAHUE U 3aMeHY SIM-KapThl
u/unu Homepa MoombHOTO Tenedona, KogoBoro
CJIOBa HEYMOJIHOMOYEHHBIMU JTHIIAMH.
5.12. KnueHt o0s3yercs obecrneuuTh XpaHEHHE
unpopmanmu o KomoBom cioBe cmocobom,
nenarommM  KogoBoe  €I0BO  HENOCTYIHBIM
TPETHUM JTUIIAM.

bank 00s3yercst NpuHATH BCe HEOOXOIMMbIE
MEpbl  OPTaHU3AIMOHHOTO U  TEXHUYECKOTO
Xapaktepa g o0ecredeHus: HEBO3MOXKHOCTH
JIOCTyTIa HEYIMOJTHOMOYEHHBIX TIUIY K
unpopmanmu o KomgoBom croBe, HOMepe
MoOunpHOTO Tenedona Knuenra, Haxopsieics B
pacnopsbkeHnu banka.

operator, loss of the Code Word/mobile phone
number, to which the Bank sends SMS
messages on transactions with signs of money
transfer without the consent of the Client, by
the Client or the compromise thereof.

5.8. The Bank shall not be liable for the Client’s
losses resulting from the loss (damage, transfer,
disclosure) of the Code Word/mobile phone
number, to which number the Bank sends SMS
messages on transactions with signs of money
transfer without the consent of the Client, by
the Client.

5.9. The Bank shall not be liable for losses of
the Client arising out of the late notification of
the Bank about the loss of control over the
mobile phone number by the Client, as well as
the loss by the Client of confidence that the
Code Word, mobile number, to which the Bank
sends SMS messages on transactions with signs
of money transfer without the consent of the
Client, cannot be used by unauthorized
persons.

5.10. The Client shall provide the Bank with a
valid mobile phone number and ensure that the
mobile phone number is always available for
receiving SMS messages in Russian/English.

5.11. The Client shall be liable for the accuracy
of the mobile phone number, shall prevent any
duplication (cloning) of the SIM card, and
prevent the receipt, use, and replacement of the
SIM card and/or mobile phone number, the
Code Word by unauthorized persons.

5.12. The Client shall ensure the safekeeping of
information about the Code Word in a manner
that makes the code word inaccessible to third
parties.

The Bank shall take all the necessary measures
of the organizational and technical nature to
ensure that unauthorized persons cannot access
the information on the Code Word and the
Client’s mobile phone number available to the
Bank.
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5.13. KimeHT noATBEpPkKAAET, YTO €My M3BECTHO
0 TOM, YTO B TIpoIlecce mepeaadn HHPOopMaIun
nmyTem HarpasiieHuss SMS-cooO1ieHns BO3MOXKEH
PUCK HECAaHKIIMOHUPOBAHHOTO JOCTYIA TPEThUX
JUIl K TakoW uWH(pOpMAMM ¥ HACTOSAIIUM
BBIpQXKACT CBOE COTJlacHe C TeM, 4To baHk He
HECET OTBETCTBEHHOCTH 3a  pasTJallcHue
uHpopmanun o Kiumenre, omepanusx o €ro
Cueram B ciryJae TaKoTO
HECAHKIMOHUPOBAHHOTO JOCTYTIA.

5.14. KimeHT cornamiaercs ¢ TeM, 4To baHk He
HECET OTBETCTBEHHOCTH 3a Kakue-Iu0O aBapui,
coou u mepedou B 0OCITY)KMBAaHUU, CBSI3aHHBIC C
o0opyioBaHuEM, CHUCTEMaMH nepeaadn
9JICKTPOSHEPTUU W/WJIW JIMHUW CBSI3H, CETH
«HTEpHETY, KOTOpBIC o0ecIeunBaroTCs,
MTOJAOTCS, AKCILTYaTUPYIOTCS W/Mimn
00CITYKMBAIOTCS TPETBUMH JUIIAMH B CBSI3H C
HanpaBneHueM  bankom  Kimenty  SMS-
COOOIICHNUS, B TOM YHCIIE YOBITKH, TIOHECEHHBIE B
CBS3W C HEMPABOMEPHBIMHU JICUCTBUSMHU WIIH
Oe37eiicTBHEM TPEeThHX JIMI. baHK HE Hecer
OTBETCTBEHHOCTh 3a JIOCTYITHOCTh u
paboTOCIIOCOOHOCTh CPEJICTB CBS3H, C TIOMOIIBIO
KOTOpeIX baHK ocymiecTBisieT yBeIOMIICHUE
Knuenra.

Crarbs 6. KonpuaeHuMaaibHOCTh

6.1. YcnoBust u wHpOpMAIUs, COACpKAIIAACT B
CornaiieHnn, a Takke BCs IEPENNUCKa, CBSI3aHHAS
C ©€ro WCIHOJHEHHUEM, CYHUTAIOTCA O00euMH
CropoHamu KOH(pHUAECHIIMATHHON UHPOpMAIUEH,
COCTABJISIIONIEH, B TOM 4YHCIE, OAaHKOBCKYIO H
KOMMEpYECKYI0 TailHy, KoTopyto CTOpPOHBI He

BIIPaBE pasMialmiaTe TPEeTbUM JHIAM  0Oe3
[IPEABAPUTEIILHOIO  MHUCBMEHHOIO  COIVIACHS
apyroii CTOpOHBI, 3a MCKJIIOYEHHEM CIy4acs,
IIPEAYCMOTPEHHBIX CornamenueM u
3aKkoHoarenscTBOM Poccuiickonn ®enepanumy,
IIPENOCTaBIICHUS TaKou uHpopMaun

HE3aBUCHUMBIM aYJII/ITOpCKI/IM OpFaHI/ISaHI/ISIM 110
uX TpeOOBaHWIO B XOJie¢ MPOBENCHUS ayauTa
Oyxrajarepckoro  ydyera U (UHAHCOBOI
(Oyxranrepckoif) OTYETHOCTH; KOTJa  OHa
0Ka3ajach M3BECTHOM TPETHUM JIMIAM JI0 TOTO,
kak CTOpPOHBI ee pa3rIachiI.

Crarbsa 7. DUHAHCOBHIE B3AMMOOTHOIIIEHHUS

7.1. TTopsiiok OoTuIaThI, CTOMMOCTH PAaOOT M YCIIYT,
OKa3bIBaeMBIX baHkoMm KHI/IGHTy IO HACTOAIICMY
CornameHnro, yCTaHaBIWBAIOTCS Tapudamu u

5.13. The Client is hereby aware of the risk of
unauthorized access by third parties to the
information communicated by SMS messages
and hereby agrees that the Bank shall not be
liable for any disclosure of such information
about the Client and transactions on the
Client’s Accounts in the event of such
unauthorized access.

5.14. The Client hereby agrees that the Bank
shall not be liable for any emergencies,
malfunctions and interruptions in the services
due to equipment, electricity systems and/or
communication lines, the Internet, which are
provided, supplied, operated and/or maintained
by third parties, as related to the SMS messages
sent by the Bank to the Client, including losses
incurred due to illegal actions or inaction of
third parties. The Bank shall not be liable for
the availability and operability of the means of
communication used by the Bank to notify the
Client.

Article 6. Confidentiality

6.1. Terms and information, contained in the
present Agreement, as well as all the
correspondence, relating to its execution, are
considered as confidential by both Parties,
constituting, inter alia, a bank and commercial
secret, which the Parties have no right to
disclose to third parties without preliminary
written consent thereto of the other Party, only
in case and in the manner, as under the present
Agreement and the legislation of the Russian
Federation and provision of such kind of
information to independent audit organizations
on their demand in the process of audit of
accounting and financial (accounting) reports;
when it has been disclosed to the third parties
before it was disclosed by the Parties.

Article 7. Mutual financial relations

7.1. Manner of payment, price of works and
services, rendered by the Bank to the Client as
under the present Agreement, are set by the
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HACTOSIIAM CornamnieHuem. Pacuetn!
MPOU3BOJATCS B PYONAX IyTeM CHHCAHUS
bankom (0€3 MOMOJHUTEIBHBIX PACIOPSIKECHUI
Kivenra) AeHEXHBIX CpPEICTB C PacdyeTHOro
1/unu uHBIX cueToB KimeHTa, oTKphIThIX B baHke,
C KOTOPBIX TAaKO€ CIUCAHHUE JOIMYCKaeTCs
3aKOHOJaTeNbCTBOM Poccuiickoit  ®Denepanuu,
MPEABAPUTEIIBHO MMOJTHOCTHIO 10 OKa3aHUs YCIIYT.
Ecnu neHexHble cpelcTBa CHHUCBHIBAIOTCS CO
cuera KiineHTa B FHOCTpaHHOM BaJIOTE, a CyMMa,
npuyuTamonmasics baHKy B COOTBETCTBUM C
Tapudamu, Bolpaxkena B pyomsx, bank
CaMOCTOSTEIBHO MIPOU3BOIUT KOHBEPCHUIO
YKa3aHHBIX CpeACTB 0 Kypcy banka Poccuu Ha
JICHb COBEPIICHUs OIepallud M HampaBiseT
MOJIYYECHHYIO CYMMY JUIsl OTUIaThl yciyr baHka.

7.2. B cnyyae, ecim OCTaTOK JE€HEKHBIX CPEICTB
Ha pacueTHOM W/WIM WHBIX cueTax KuimeHnra He
no3BoyisieT baHKy B CpOK W B pa3Mepe,
onpenenaeHHbIX CoryameHueM U 1eUCTBYOIUMHU
Tapudamu, npous3BecTH CHHCAHUE IUIATHI 3a
ycinyru banka, baHk uMmeeT nmpaBo HE OKa3bIBaTh
3ampamuBaemble  KimeHToM  yciyrm  w/wim
MPUOCTAaHOBUTh OOcnyxuBanue KimeHnra 1o
Cucreme 70 MOMEHTa IIOJIHOM  OIUIAaThI
3a0JbKeHHOCTH  KUIMEHTOM, COOTBETCTBEHHO
yBeoMuB 00 3ToM Kinenrta He MeHee ueM 3a 5
(msatp)  PabGoumx  gueit  banka.  Knwment
OTKa3bIBaeTCs OT JIIOOBIX IpeTeH3ui k banky 3a
BO3HUKHOBEHHE B JTOM CIIy4a€ BO3MOXHBIX
yOBITKOB, BKJIIOUas peajbHbI  ymepd u
YIIYHIEHHYIO BBITOJY, CBA3aHHBIX C 3a/Jep KKaMHu
B npoBeneHuu Knmenrom omnepauuii no Cuery,
CYeTy Jeno, cueTy IO BKIaAy (JIEmno3ury),
OCYIIECTBJICHUS UHBIX IEUCTBUH, CIIETIOK.

7.3.B  cnywae  pactopkenus  Kimenrom
CornameHuss B OJHOCTOPOHHEM  IOPSJIKE,
Knuent o6s3an He mo3anee 3 (Tpex) Paboumx
nHel baHka OT gaThl HaNpaBiIeHUs YBEIOMIICHUS
0 PacTOP’KEHUU OIJIATUTh CTOMMOCTb OKa3aHHBIX
YCIIYT.

7.4. KNMeHT HacTOSIIIIUM JIaeT coryacue (3apaHee
JaHHBIA aKLENT) Ha UCIOJHEHHE (B TOM 4YHCIe
yactuuHoe) baHkoM, B TONHOW  CyMMe

IJIATEXKHBIX TpeOOBaHUIT/MHKACCOBBIX
nopyyeHuii baHka WM MHBIX JOKYMEHTOB,
YCTaHOBIIEHHBIX Bbankom Poccun, IS

OCYIIECTBJIEHUS MPaB, MPEIyCMOTPEHHbIX 1.7.1
CornamieHusi, B TEYEHUE CpOKa JACHCTBUS
Cornamienus.

Cratbpd 8. OTBeTcTBeHHOCTL CTOPOH

Tariffs and the present Agreement. Settlements
are conducted in rubles through the direct
debiting by the Bank (without additional
Client’s orders) of the funds from the settlement
and/or other accounts held by the Client in the
Bank, from which such debiting is permitted by
the legislation of the Russian Federation,
preliminarily in full prior to the provision of
services. If the funds are debited from a foreign
currency account of the Client, and the amount
due to the Bank, as in compliance to the Tariffs,
is expressed in rubles, Bank individually
converts the specified funds at the exchange rate
of the Bank of Russia as at the day of the
commission of the operation and directs the
received amount for payment for the Bank’s
services.

7.2. In case if the balance of funds in the
settlement and/or other accounts of the Client
does not allow the Bank, within the term and in
the amount set by the Agreement and the
effective Tariffs, to debit the amount of
payment for the services of the Bank, the Bank
shall have the right not to render the services
requested by the Client and/or suspend the
servicing of the Client in the System until the
full payment of the Client’s debt has been made,
correspondingly notifying the Client of such at
least 5 (five) Business Days of the Bank in
advance. The Client refuse to file any claims
with the Bank for the occurrence, in such case,
of possible losses, including real damage and
lost profits, related to the delays in
commissioning Client operations on the
Account, depot account, deposit account, or
other actions or transactions.

7.3. In case the Client terminates the Agreement
in a unilateral manner, Client shall no later than
3 (three) Business Days of the Bank from the
date of the sending of the notification about the
termination, cover the cost of rendered services.

7.4. Hereby the Client gives his consent (pre-
authorization) to the execution (including
partial execution) by the Bank of Bank’s
payment requests/collection orders or other
documents stipulated by the Bank of Russia, in
full, for the implementation of rights specified
in the p. 7.1 of the Agreement within the validity
period of the Agreement.

Article 8. Liability of the Parties
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8.1. 3a HeucmoiHeHWE W/WIM HEHaJJIeXKallee
ucnojHeHue o0s3arenbcTB 1o CormiamieHuro
Cropousl HECYT OTBETCTBEHHOCTh B
COOTBETCTBUU c 3aKOHO/AaTEJIbCTBOM
Poccuiickoit @enepanuu.

8.2. KnueHT = HeceT  OTBETCTBEHHOCTh  3a
COXPAHHOCTh U IEJIOCTHOCTh YCTaHOBJICHHOTO
IPOrpaMMHOTI0 o0ecrnieueHus, BKJIFOYAst
CpenctBa 3amuThl WHQOpPMAIMK, HOCUTENCH C
Knrouamu, 3a BblloNIHEHHE TpeOOBaHUN K
skcrutyataiiid  CUCTEMBI,  M3JI0KEHHBIX B
Cornamennu n JlokyMeHTaluy, 3a Haajexaliee
BBITIOJIHEHHE ycioBui CoriameHus, a TaKxe 3a
HCII0JIb30BaHUE Kiroueit TOJIBKO
YnosHoMmoueHHbIM TpeAcTaBuTenemM Kiumenra,
YKa3aHHbIM B COOTBETCTBYHOIIMX JlaHHBIX O
Brnanensue ceprugukara xiroda mpoBepku Ol
(ITpunoxenne No5 k CornaiieHuro).

8.3. bank  Hecer  OTBETCTBEHHOCTh  IEPE]
KiineHTOM B COOTBETCTBUU C 3aKOHOJATENBCTBOM
Poccniickoit denepanuu, Npyu HAIMYUN BUHBI 32
peanbHBbIN yiiepo, HO He 3a YIYIIEHHYIO BBITOY,
C YYE€TOM OTpaHUYEHUH, IPETyCMOTPEHHBIX 11.8.4
CornaimieHusi, 3a TOYHOE, CBOEBPEMEHHOE W
IIOJIHOE MCIOJHEHNE MOPYYEHUM M MHCTPYKLIHN
Knuenta mo  mpoBeneHuto  GaHKOBCKUX,
JIETIO3UTAPHBIX OTNEpaInid, 10 COBEPIICHUIO HHBIX
JIEMCTBUM, CIENIOK, HA OCHOBAaHUU HaJICKAIIUM
o0pa3zoM  O(GOPMIIEHHBIX W  CBOEBPEMEHHO
nepenanHblx 1o Cucreme  DNEKTPOHHBIX
JnokymeHToB KnneHra.

8.4. bank He HeceT OTBETCTBEHHOCTH:

- 3a MOCJEACTBUS COBEPIICHUS ONEpalHii,
WHBIX JEWCTBWUHM, CHEJIOK Ha OCHOBaHWUH
HaJUIeKaluM oOpazom 0 OpPMIIEHHOTO
Kinenrom DIEeKTPOHHOTO JIOKYMEHTA,
MPU3HAHHOTO BEPHBIM M MPUHATOrO baHKOM K
UCIIOJTHEHUIO (JT1000M DNEKTPOHHBIA JOKYMEHT,
MO CAHHBIN Y0JIHOMOYEHHBIM
npeacraButenieM KimeHTa B COOTBETCTBHHM C
CornamenueM # noiydyeHHbld bankoM 1o
Cucteme, B J1000M ciydae TpHU3HAETCA
ONEKTPOHHBIM JIOKYMEHTOM, HCXOJSAIIUM OT
Kinnenra, uro He nomyckaer otka3 KimeHra ot
TOTO, YTO TaKOW JOKYMEHT HAaIpaBleH C €ro
CTOpPOHBI, HA MPH KaKUX 0OCTOSTENIbCTBAX);

- 3a MOCJEACTBUSL COBEPIICHUS ONEpalHii,
WHBIX  JICMCTBHMH, CHIEIOK Ha  OCHOBaHHU
HaJIeKAIUM obpazom 0 OPMIICHHOTO
Knuentom DJIEKTPOHHOTO JIOKYMEHTA,
MOAMMCAHHOTO MPEXKHUM  YTIOJTHOMOYEHHBIM

8.1. The Parties shall be held liable for non-
performance and/or improper performance of
the duties under the Agreement, as in
compliance to the legislation of the Russian
Federation.

8.2. The Client shall be responsible for the
security and entirety of the installed software,
including the information security products,
media with the Keys, for the observance of the
requirements for the operation of the System,
specified in the Agreement and the
Documentation, for due execution of the terms
of the Agreement, as well as for the use of Keys
only by the Authorized Representative of the
Client specified in the corresponding
Information on the ES Verification Key
Certificate Holder (Annex No. 5 to the
Agreement).

8.3. The Bank shall be held liable before the
Client, as in compliance to the legislation of the
Russian Federation, in case of its fault for real
damage, but not for lost profits, in light of the
restrictions, as under Paragraph 8.4 of the
Agreement, for the exact, timely and full
execution of the orders and instructions
presented by the Client for the commission of
banking operations, custody transactions and
other actions or transactions on the basis of the
duly drawn up and timely transferred, within the
System, Electronic Documents of the Client.

8.4. The Bank shall not be liable for the
following:

- for the consequences of operations, other
actions or transactions on the basis of a duly
drafted Electronic Document from the Client,
acknowledged as accurate and accepted by the
Bank for execution (any Electronic Document
signed by the Authorized Representative of the
Client in compliance to the Agreement and
received by the Bank through the System, is in
any case found as an Electronic Document
received from the Client, which excludes
Client’s refusal from the fact that such
document was sent on its behalf, under any
circumstances);

- for the consequences of operations, other
actions or transactions on the basis of a duly
drafted Electronic Document from the Client,
signed by the former  Authorized
Representative of the Client, until the date of
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npencrasutenieM KimeHTa, 10 TNONy4eHHS OT
Kiuenra IIMCbMa 00 AQHHYJINPOBAaHUHU
COOTBETCTBYIOILLEro KoMIuiekTa Kirouel;

- 3a @mocimeAcTeus oOrkasa banmka B

cootBeTcTBUM ¢ n.4.3.2, 435 - 437
CornameHuss OT TpUeMa K  HCIOJHCHUIO
DIEKTPOHHOTO JIOKYMEHTA, MepeIaHHOrO

Kaunentom no Cucreme;

- 32 TIOCJIECTBUA UCNO0JIb30BaHUsl CHUCTEMBI,
yCTaHOBJIEHHON y KimeHTta, mocTopoHHHMH, a
TaK)Xe HEYITOJIHOMOYEHHBIMH Ha 3TO JIMLAMU;

- 3a MOCHencTBUs pasmiameHus Kimentom
uHpopManuu o mnopsake padorel CucTeMsl,
BKJIIOYAs TIOPSAOK ucCIonb3oBaHus Cpencts
3alUThl HHGOPMALINK;

- 3a mHapymeHue pabotel Cucrempl u
BO3HUKHOBEHUE TPYIHOCTEH B OCYILECTBICHUU
omepanuii, WHBIX JIEHCTBUH  IMOCPEICTBOM
Cuctembl B pe3yibTaTe OIIMOOK U HETOUYHOCTEH,
nomnyieHHbIX Kimentom;

- 3a mHapymeHue pabotel CHCTEMBI B
pe3ynbrate HeucnpaBHocTu CpenctB 00paboTKu
u XpaHEHUs uHpopMauu Kinenra,
UCIONB3YEMBIX 17151 ocTyna K Cucreme;

- 3a HapymeHue pabotel CHCTEMBI B
pe3yspTaTe NeHCTBUN TPEThUX JIULL;

- 3a mocyencTsus HapymeHus KiameHtom
TpeOOBaHUN W  TpaBW, TMPHUBEIEHHBIX B
Cornamenuu u JlokymeHTaluu;

- 3a MOCIIEACTBHUS HapylIeHUs
paboTOCTIOCOOHOCTH  TENIEKOMMYHUKAIIMOHHBIX
JIMHUM CBA3H, ceTu «HTEpHETY;

- 3a yoOwmitkm Kiuenrta, BO3HUKIINE
BCJIEJICTBUE  HECBOEBPEMEHHOTO  COOOILEHUS
banky o Komnpomeranun kirouei;

- 3a YyOBITKM, BO3HHUKIINE B pe3yJbTare
yTpathl (MIOPYH, TIepeaadn, yTepH, pa3riIalieHun)
KnuentoMm npumensemsix B CucreMe naposei,
Kumroueii, HOCHUTEIIeH c Krouamu,
Kondunennmanpuoit  umHbopmManmuu  W/HIH
MIPOTrpaMMHOTO 00€CTICUCHHST;

- 3a YyOBITKM, BO3HHUKIIME B pe3yJbTaTe
ucnoip3oBaHus CucteMbl B HapylleHUE KaKHX-
1100 TpeGoBaHuU 3aKOHOJATEIbCTBA
Poccuiickoit  ®@epepanny, NOPUMEHHUMOTO K
nesitenbHOCTH KineHTa.

Cratbs 9. [lopsaaok paspenieHusi CIOPOB

9.1. CTopoHBI IPUMYT BCE MEPHI K Pa3peLICHUIO
BCEX CIOPOB WU PAa3HOIJACUM, CBS3aHHBIX C

receipt of a letter on cancellation of the
respective Key set from the Client;

- for the consequences of the Bank’s refusal, in
compliance to Paragraphs 4.3.2, 4.3.5-4.3.7 of
the Agreement, to accept for execution an
Electronic document, transferred by the Client
via the System;

- for the consequences of use of the System,
installed for the Client, by third parties, as well
as by persons not authorized for such use;

- for the consequences of the disclosure by the
Client of the information on the procedure of
operation of the System, including the
procedure for the use of information security
products;

- for the malfunction of the System and
occurrence of difficulties in the commission of
operations in the System as a result of errors
inaccuracies, admitted by the Client;

- for the malfunction of the System as a result
of an error in the products designed for
processing and storage of information of the
Client, used to access the System;

- for the malfunction of the System as a result
of actions of third parties;

- for the consequences of Client’s violation of
rules and requirements, as presented in the
Agreement and the Documentation;

- for the consequences of malfunctions in the
telecommunication lines and the Internet;

- for the losses sustained by the Client, arising
as a result of untimely message to the Bank
bout the Key compromise;

- for the losses, arising a result of loss (damage,
transfer, loss, disclosure) by the Client of the
passwords used in the System, Keys, media
with the Keys, Confidential Information and/or
software;

- for the losses, arising as a result of the use of
the System in violation of any requirements of
the legislation of the Russian Federation,
applicable to the operations of the Client.

Article 9. Settlement of disputes

9.1. The Parties shall undertake all the possible
measures for the resolution of all the disputes
and  disagreements, relating to the
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TosikoBaHueM CroponHamu CoryalmeHuss U €ro
BBIIIOJITHEHUEM ITYTEM [1€PETOBOPOB.

9.2. B cmyuae, ecnmu CTOpOHBI HE MPUAYT K
B3alMOIIPUEMIIEMOMY pELIECHNIO yTeM
IIEPEroBOPOB, CropoHa, IpebsBUBILIAST
OPETeH3UI0, OQUIMATIBHO BpPYydYaeT JPYrou
CropoHe yBeaOMIIEHWE O TIPETEH3UH B
IUCbMEHHOM BHUJE Ha OyMa)XKHOM HOCHUTEJE.
CropoHa, noyiyuuBIlas yBeJJOMJIEHUE, IPOBOIUT
paccienoBanue 1o (akTy IpeTeH3UH B TeUCHUE 7
(cemm) KaJleHAApHBIX JHEH OT JaThl NOJY4YEeHHUs
YBEIOMJICHHSI, IO HWCTEYCHHH KOTOPBIX Ha
OyMa)XHOM HOCHUTENE YBEIOMIISET JAPYIYIO
Cropony 0 pe3ynbTarax pacciieJOBaHMUs.

9.3. B cityuae, eciiu pe3ynbTaThl pacciel0BaHus
He ynoBIETBOPSIOT CTOPOHY, NPEAbSIBUBLIYIO
HPETEH3UI0, MO0 €CIM TaKoe yBEJOMJICHHE He
MIOJIy4EHO Croponotii, IIpeIbsBUBILEH
npereH3uto, CTOpoHbl GOPMUPYIOT TEXHUUECKYIO
KOMHCCHIO 17151 pa30opa KOH(MIMKTHOHN CUTYyaIH
B TeueHue 15 (mATHaAuaTH) KaJeHJapHbIX THEH C
MOMEHTa UCTEUEHUS CPOKA, YKA3aHHOTO B II. 9.2
Cornamwenus. lLlenpto  paboTbl  KOMHCCUHU
ABJIIETCS. YCTAHOBJIEHHE IPAaBOMEPHOCTH U
o0ocHoBaHHOCTH TpeTeH3uu. Ilopsnok pazbopa
KOH(JIMKTHOU CUTYaINH MIPUBEICH B
[Tpunoxxennn Ne3 k Cornmamenuto. B cocras
KOMHUCCHHM BKJIIOYAIOTCSI B PaBHOM KOJINYECTBE
npefcTaBuTesid  baHka M TIpeAcTaBUTENH
KnuenTa, a Takxe npeaCcTaBUTENN OpraHu3aluii—
paspabotunka Cucrembl M, B  clydae
HEOOXOIUMOCTH,  HE3aBUCUMBIE  DKCIEPTHI.
CocrtaB koMuccuu coriacoBbsiBaercsi CTopoHaMu
B akTe. X moOnHOMOYMS TOATBEPKAAOTCS
noBepeHHOCTAMU. Cpok JecTBUS KOMHCCUU
cocraBisier He Oonee 14 (yeTbIpHAILATH)
KaJICHJJapHBIX JTHEH.

9.4. PaboTa KOMHUCCHH MTPOXOANUT HA TEPPUTOPHH
banka.

9.5. B ciryuae orcyrctBusi y onmHoil u3 CTOpoH

Kakux-THO0 MaTepuanoB, TpeOyembIX s
YCTaHOBJICHUS MIPaBOMEPHOCTH u
000CHOBaHHOCTHU MIPETEH3UH (mepeyeHb

MarepuasioB npuBeqaeH B IIpunoxkennn Ne3 k
CornanieHuo), crop pemaercs B Mojib3y Apyrou
CTOpOHBI.

9.6. Pezynprar paboThl KOMHCCUU OQOpMIISETCS
aKTOM, B KOTOPOM OMPEIENISIOTCS MOCIeAYIOIIHEe
neiictBust CTOpPOH.

9.7. B cnyuae, ecni TeXHUYECKass KOMUCCUS HE
Oyzer co3naHa B CpPOKH, IPEIyCMOTPEHHBIC
CornamenneM, 100, ecin B TeueHue 14
(ueThIpHA/LIATH) KaJECHIAPHBIX JHEH C MOMEHTA

interpretation, by the Parties, of the Agreement
and its execution, through negotiations.

9.2. In case if Parties will fail to reach a
mutually  beneficial ~ solution  through
negotiations, Party, which has filed the claim,
will officially present the other Party with a
notification on the claim submitted in writing
on paper. Party that received the notification
shall conduct an investigation on the fact of the
claim, within a period of 7 (seven) calendar
days from the date of reception of the
notification, upon the expiry of which it shall
notify the other Party, on paper, about the
results of the investigation.

9.3. If the results of the investigation will not
satisfy the Party which has filed the claim, or if
such notification was not received by the Party,
which filed the claim, Parties shall organize a
technical committee for the for the resolution
of the conflict situation, within a period of 15
(fifteen) calendar days from the moment of the
expiration of the term specified in Paragraph
9.2. of the Agreement. Work objective of the
committee is the establishment of legitimacy
and justification of the claim. Procedure for the
resolution of the conflict situation is shown in
Annex No. 3 to the Agreement. The committee
shall include, equally, the representatives of the
Bank and the representatives of the Client, as
well as representatives of the System developer
company, and if such is required, independent
experts. Composition of the committee is
agreed by the Parties with an Act. Their
authorities are substantiated by power of
attorneys. Validity period of the committee
constitutes a maximum of 14 (fourteen)
calendar days.

9.4. Work of the committee takes place on the
territory of the Bank.

9.5. In case one of the Parties lacks any
materials, required for the establishment of
legality and justification of the claim (list of
materials in presented in Annex No. 3 to the
Agreement), the dispute shall be resolved in
favor of the other Party.

9.6. The result of the work conducted by the
committee is documented by a report, which
defines the follow-up actions of the Parties.

9.7. If the technical committee will not
established within the terms, as defined by the
Agreement, or if during 14 (fourteen) calendar
days from the moment of the establishment of
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CO3J1aHUs TEXHUYECKOM KOMHCCUH, ee paboTa He
JacT pesynbrata, jmbo, ecnn CTOpPOHBI He
HOPUIYT K B3aUMOIIPHEMIIEMOMY PEILEHHIO, CIIOP
NepeacTCcsl Ha pacCMOTpPEHHE B ApOUTpakHbII
cyqn . MockBel B COOTBETCTBUU  C
3aKoHoAarenbCcTBOM Pocculickoit denepanuu.

9.8. CTOpOHBI MPU3HAIOT, YTO OJICKTPOHHBIC
JTOKYMEHTBI, HampaBiieHHble CTOpoHamMHu Jpyr
npyry o Cucreme wim xpassimuecs B banke B
cootBercTBUM ¢ CornamenueM, a Takxke
COOTBETCTBYIOIIMUE  MPOTOKOJIBI  TOYTOBBIX
cepBepoB H(WIM) CBeACHUS M3 0a3 JaHHBIX,
MIPOTOKOJIUPYIOITIX OTIIPaBKY KaXKI0T0
YBEIOMJICHHS c ero CoJIepiKaHuEM,
chopMupoBaHHbIE Ha OYMa)KHBIX HOCHUTEISX,
MOJAMUCAHHBIE YHNOJTHOMOYEHHBIM JIMIIOM H
CKpEIUICHHBIC TIeYaThi0, 3alliCH TeJIePOHHBIX
pasroBopoB  Mexay CTopoHamu  SIBISIFOTCS
JIOCTaTOYHBIM JTI0Ka3aTeIbCTBOM
COOTBETCTByIOIIETO0 (akTa © MOryT OBITh
MPEACTABICHHl B  KA4eCTBE  HAJUICIKAIIETO
JI0Ka3aTeNbCTBA B CYJ B ClIy4ae PacCMOTPEHHUS
CIIOpa, BO3HUKILETO B pe3yibTaTe MPUMEHEHUS
CucreMsl, a TaKke IPU PaCCMOTPEHUH CIIOPOB B
JIOCYIeOHOM  TIOPSIIKE B COOTBETCTBUMU  C
CornamieHuem.

Cratbs 10. Cpok aeiictBus CoranieHust

10.1. Cornamenue BCTyNaeT B CHJIy C MOMEHTa
noanucanus JloroBopa o6 ucnonszoBanuu JbO
YIOJIHOMOYEHHBIMHU TIpeacTaBuTens MU CTOPOH.

10.2. Cornamenue JAEWCTBYeT [0 MOMEHTa
npekpaieHus oos3arenscTs mo Bcem JIBC.

10.3. bank BmpaBe OTKa3aTbCA OT HUCIIOJHEHHS
Hactosimiero  CornameHuss  NOJHOCTBIO B
OJTHOCTOPOHHEM TIOPSIIKE, MUChbMEHHO yYBEIOMUB
00 srom Knuenra, B ciiydae, e 1o UCTCUECHUU
6 (mectd) MecSAIeB C JaThl  3aKIIOYEHUS
Cornamenust KnaueHT He BBINOIHUI JIEUCTBUS,
npeaycMoTpeHHbie 1 3.2 CorameHusl.

10.4. Cornamenue MOXeT ObITh PACTOPTHYTO IO
NMACbMEHHOMY 3asBJICHUI0 OJHOW u3 CTOpoH
(OMHOCTOPOHHMI  OTKa3  OT  HCIOJHEHUS
CornanieHust MoJHOCTBIO).

B cnyuae pactopxenuss CornamieHust 1o
nHunuatuBe banka, bank yBemomisieT 00 3ToM
Knuenra ne nozanee, ueM 3a 14 (4eTblpHaAATh)
KaJICHJAapHBIX JAHEH 0 AaThl paCTOPIKECHHUS.

B cnyuae pactopxenuss CornaimieHust 1o
nanimatuBe Kimenra, Knnent B muceMeHHOI
dbopMe Ha OyMaKHOM HOCHUTENE YBEIOMISIET 00

the technical committee its operations will not
provide any results, or, if the Parties fail to
reach a mutually acceptable solution, the
dispute shall be transferred for consideration by
the Arbitration court of Moscow as in
compliance to the legislation of the Russian
Federation.

9.8. The Parties acknowledge that the
Electronic documents, directed by the Parties to
each other through the System or the ones
stored in the Bank in compliance to the
Agreement, as well as the corresponding
protocols of mail servers and (or) information
from the databases recording the sending of
each notification with its content on paper
signed by the authorized person and sealed,
records of telephone conversations between the
Parties shall be sufficient evidence of the
respective fact and may be presented as an
adequate evidence before the court, in case of
the consideration of the dispute, arising as a
result of the application of the System, as well
as during the consideration of disputes in a pre-
trial proceedings as in compliance with the
Agreement.

Article 10. Validity period of the Agreement

10.1. The Agreement shall enter into force from
the moment of the Contract on the Use of RBS
signing by the authorized representatives of the
Parties.

10.2. The Agreement shall remain valid until
the end of the obligations under all BAAs.
10.3. The Bank shall have the right to fully
repudiate this Agreement unilaterally upon a
written notice to the Client, if following six (6)
months after the date of signing of the
Agreement the Client did not undertake any
action stipulated in the numeral 3.2 of this
Agreement.

10.4. The Agreement may be terminated under
the written application of one of the Parties (a
unilateral repudiation of the Agreement in its
entirety).

In case of the Agreement termination at the
Bank’s initiative, the Bank shall notify the
Client thereof no later than 14 (fourteen)
calendar days prior to the date of termination.
In case of the Agreement termination at the
Client’s initiative, the Client shall notify the
Bank thereof no later than 3 (three) Bank’s
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sToMm bank He mo3aHee, yem 3a 3 (Tpu) Pabounx
nHst banka 70 1aTel pacTopykeHusl.

Pactopkenune CornameHust 10 HCTEUSHHS
CpoKa ero JeicTBusi He 0cBOOOkaeT CTOPOHBI
oT BBINOJIHEHUS 00513aTeIbCTB,
npenycMorpennsix  CornamenueM W He
UCIIOJIHEHHBIX 0 JaThl €r0 PacTOPKEHUs, U He
mumaetr CTopoHy, ubM mpaBa mo CoriameHuro
HapyleHbl B  pe3yJbTaTe  HEBBINOJIHEHUS
o0si3arenbeTB  Apyroil  CTopoHoid, TpeOoBaTh
3allUThl CBOMX IIpaB B COOTBETCTBUHM C
3aKoHOAarenbCcTBOM Poccuiickonn ®enepauuu u
CornameHuem.

Crarbs 11. O6cTOsITEILCTBA HENPEOA0JINMON
CUJIBI

11.1. CTOopoHBI OCBOOOKIAFOTCS oT
OTBETCTBEHHOCTH 32 HEHCIIOJIHEHHE W/WJIH
HEHa/JIe)KAlllee HCIIOJIHEHUE 0053aTeNbCTB 110
CornamnieHuro, €cid TaKoe€ HEUCIOJIHEHHUE
SABUJIOCH pe3yJIbTaToM JIEHCTBHAN J5RI05
00CTOSITENILCTB HEMPEOJOTUMON CHIIbI (ajee -
®dopc-Maxkop), TO €CTb YpPE3BbIYAMHBIX U
HENPEJOTBPATUMBIX TMPHU JAHHBIX YCIOBHSX
00CTOSITENBCTB.

11.2. Tloxg TepmuHOM POpCc-MakOp NOHUMAIOTCSA
HABOJIHEHUE, MOXap, 3eMIIETPSICEHHE, yparaH,
B3PbIB, OCEaHUE IOYBBI, SMUAEMHUU U HHBIE
M0/1I00HBIE ABJICHUS, a TAK)KE BOMHA UJIM BOCHHbBIE
JIEMCTBUSI B MeECTE€ HaxoxaeHus banka wnm
KnuenTa, 3a0acToBKHM B OTpaciu WIH PETHOHE,
MPUHSATHE OpraHom 3aKOHO/IATENIbHOM,
WCIIOJTHUTENIbHOM WM CyJneOHOM BIIACTH aKTa,
NOBJEKIIME 32  co0OM  HEBO3MOXKHOCTb
HaJJIeXkKaIlero UCIIOJTHEHUS Cornamienus
Croponamu.

11.3. Cropona, nnsi KOTOPOW  BO3HHMKIIHU
00CTOATENILCTBA HEMPEOJOIMMOM CHITBI, 00s13aHa
B TedeHue 7 (cemu) Paboumx nmHeW OT naThl
BO3HUKHOBeHUsT  Dopc-Maxopa  yBEAOMHTH
Ipyryto  CTOpOHY O HAaCcTyIUICHMM TaKHUX
0OCTOSITENBCTB, c MPUIIOKEHUEM
COOTBETCTBYIOILIUX JT0Ka3aTeNbCTB.
JoxazarenbcTBOM ®dopc-Maxopa MOXET
CILY)KHUTb oduIMaTBHBIN JIOKYMEHT
KOMIIETEHTHOW OpraHU3alliu, MOATBEPKAAOIINI
dakt HACTYIUICHUS 00CTOATENHCTB
HENPEOAO0IUMON CUIIBI.

11.4. B cnydae HacTyIJIEHUS OOCTOSTEIbCTB
HEMpPEOJOIMMOM  CUJIBI  CPOK  BBITIOJIHEHUS
Croponamu o0s3aTenscTB 1o CorameHuto
NIEPEHOCUTCSI COPAa3MEPHO BPEMEHM, B TEUEHHUE
KOTOPOTO ACUCTBYIOT TaKHE OOCTOSATENHCTBA U UX

Business Days prior to the date of termination
in writing on paper.

Termination of the Agreement prior to the end
of its validity does not free the Parties from the
execution of the obligations, as under the
Agreement and which were left un-executed
before the date of its termination, and does not
deprive the Party, whose rights under the
Agreement have been violated as a result of the
non-execution of the obligations by the other
Party, of the right to demand protection of its
rights as in compliance to the legislation of the
Russian Federation and the Agreement.

Article 11. Force Majeure

11.1. The Parties shall be freed from liability
for  non-performance and/or  improper
performance of the obligations under the
Agreement, if such non-performance was a
result of the actions or effect of force majeure
(hereinafter the Force Majeure), i.e.
extraordinary and unavoidable, in the given
conditions, circumstances.

11.2. Force Majeure is understood as a flood,
fire, earthquake, hurricane, explosion, soil
shrinkage, epidemic and other similar
occurrences, as well as war or military actions
at the location of the Bank or the Client, strikes
in the industry or the region, adoption of an act
by the authority of legislative, enforcement or
judicial power entailing the impossibility of
execution of the Agreement by the Parties.

11.3. The Party, who is faced with the Force
Majeure, shall within a period of 7 (seven)
Business Days from the date of occurrence of
the Force Majeure, inform the other Party about
the occurrence of such circumstances, with an
annex of the corresponding evidence. Evidence
of Force Majeure can be an official document
from a competent organization, confirming the
fact of occurrence of the Force Majeure
circumstances.

11.4. In case of occurrence of the Force Majeure
circumstances the term for the execution of the
obligations by the Parties as under the
Agreement shall be transferred commensurate
to the time, during which such circumstances
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nocneactus. Ilocne mnpekpamieHus AeUCTBUS
®dopc-Maxopa 00s13aTeNIbCTBA Cropon
BO300HOBIISIOTCS.

Cratbi 12. 3akI10YNTeIbHbIE MOJOKEHU ST

12.1. Hacrosmee Cormamenue — sSBISCTCS
taunoBeiM.  Jlnsg  3akmodeHus — CoriameHus
Knuent npenocraBnser B bank JloroBop 00
ucnionp3oBanuu  JIbO (mo ¢opme banka),
KOTOPBIA  3alOJIHAETCS, TIOJIUCHIBACTCA U
MpeoCTaBIAeTCs B baHK B JABYX 3K3eMIUIsApax.
CornaiieHue COCTAaBJIEHO HA PYCCKOM U
AHITIMUCKOM s3bIKax. B ciydae mpoTtuBopeunit
Mexay Bepcusimu CornamieHusi Ha PYCCKOM H
AHTJIMMCKOM $I3bIKE, MPEUMYILECTBEHHYIO CHUILY
uMeeT Bepcus CoriamieHus Ha pyCCKOM SI3bIKE.
12.2. Ecin otnensHOE mosioxxeHne CornanieHus
TepsieT CHWJIYy WIM CTaHOBHUTCS HEHCIOJHUMBIM,
3TO HE NPUBOJUT K HEIEUCTBUTENBHOCTU IPYTUX
€ro MOJI0KCHHUH.

12.3. C patel 3axmroueHust CornameHus Bcsd
nepenucka u JIOTOBOPEHHOCTH MEXIY
Croponamu, kacaromuecs yciaouil CornameHus
U TPEAIIECTBYIONIME €ro 3aKII0YEHHUI0, TEePSIOT
CuIy.

12.4. Bcs mepenucka B paMKaxX MCIIOJHEHUS
Cornamenust ocymectsisercas CTopoHamMu Ha
PYCCKOM/aHTIMICKOM/UCIIAHCKOM ~ SI3bIKE U
MOKET OBITh  OCYIIECTBIEHa MOCPEACTBOM
CHucTeMEl.

12.5. baHk BmpaBe B OJIHOCTOPOHHEM MOPSIKE
BHOCUTH M3MeHeHusi B CorJjaliieHue, yBeIOMHUB
00 2TOM BCeX JHIl, NPUCOSAUHUBIIUXCA K
Cornamenuto, He no3aHee 4yem 3a 10 (mecsTsb)
KaJICHJApHBIX JHEM [0 BCTYIJIEHUS B CHUIIY
YKa3aHHBIX W3MEHECHUH. Yka3aHHbIN B
HACTOSIIIIEM IYHKTE€ CPOK YBEIOMJIEHUS MOKET
OBITh yMeHbIIIEeH baHKOM B cilydae BHECEHUS
m3MeHeHuii B CoriameHne B CBA3H  C
M3MEHEHHEM 3aKOHOJaTenbCcTBa Poccuiickoi
denepanuu.

B cnyuae wu3sMeHeHHsT 3aKOHOIATEIbCTBA
Poccuiickoit  ®enepaunn  CornameHue, 10
MOMEHTA €r0 U3MEHEHHST baHKOM MpUMEHSeTCs B
YacTW, HE TMPOTUBOpeUalield TpeOOBaHUIM
3akoHoJaTenbcTBa Poccuiickon denepannm.
12.6. bask c nenpio o3HakoMiieHUs KinueHToB ¢
CornanienneM nyoIMKyeT ero Ha opUIMaTEHOM
caiire banka B cetu «MHTepHeT» Mo anpecy:
www.evrofinance.ru.

bank YBEIOMJISAET BCEX JINII,
npucoeqnHUBIINXCS K COrJIallieHuI0, O BHECEHUH

and their consequences take effect. After the
end of the Force Majeure the obligations of the
Parties resume.

Article 12. Final Provisions

12.1. This Agreement is a standard agreement.
For the purposes of entering into the
Agreement, the Client shall submit to the Bank
the Contract on the Use of RBS (in the format
of the Bank), which shall be filled out, signed,
and submitted to the Bank in duplicate. The
Agreement is executed in Russian and English.
In the event of a conflict between the Russian
and English versions of the Agreement, the
Russian version of the Agreement shall prevail.

12.2. If a separate provision of the Agreement
becomes invalid or unenforceable, this shall
not invalidate other provisions of the
Agreement.

12.3. From the date of the Agreement, all the
correspondence and arrangements between the
Parties concerning the terms and conditions of
the Agreement before the above date shall
become null and void.

12.4. All the correspondence within the
framework of the execution of the Agreement
shall be carried out by the Parties in
Russian/English/Spanish and may be carried
out through the System.

12.5. The Bank may unilaterally amend the
Agreement upon notification of all the persons
who have joined the Agreement no later than
10 (ten) calendar days before the amendment
effective date. The notification period specified
herein may be reduced by the Bank in the event
of amendments to the Agreement due to
changes in the laws of the Russian Federation.

In the event of changes in the laws of the
Russian Federation, the Agreement shall apply
to the extent it does not contradict the laws of
the Russian Federation until amended by the
Bank.

12.6. To make the Agreement available to the
Clients for review, the Bank shall publish it on
the Bank’s official website in the Internet at:
www.evrofinance.ru.

The Bank shall notify all the persons who have
joined the Agreement of any amendments
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B HEro W3MEHEHWl myTeM MyOJuKaluuu
WH(OPMAIIMOHHOTO TMHUChMA, a TAaKXKe TOJIHOTO
TeKCTa HW3MEHEHWH Ha OQUIHMAILHOM CaiTe
banka B cetm «MHTEpHET» 1O  ampecy:
www.evrofinance.ru. JIOTIOIHUTEIBHO K
YKa3aHHOMY CHoco0y yBemomiieHUss baHK 110
CBOEMY YCMOTPEHHUIO MOKET HCII0Ib30BaTh HHBIE
cniocoOb! nHGopMupoBanus Kiuenra.
Momentom  nyOnukanuu — CorjamieHus,
TapudoB u wHbOpMAIMK 11 O3HAKOMIICHHUS
KnuentoB, B T.4. JloKyMmMeHTanuu, a TaKxke
MOMEHTOM 03HAKOMJICHUS Knuenra c
onyonukoBanHbiMHu Cornamenuem, Tapudamu u
uHpopmanment ays o3Hakomiienust KineHtos, B
T.4. JloKymMeHTanuel, CYMTaeTCd MOMEHT HUX
IIEPBOr0 pa3MeElIeHHUs Ha OQUIMAIBHOM caiTe
banka B cetu «MHTepHeT» MO ajpecy:
www.evrofinance.ru.
12.7. JlelicTBue HW3MCHCHMH, BHECCHHBIX B
Cornamienue, ¥W  BCTYNUBIIUX B CHIY,
pacmnpocTpaHsieTcs Ha BCEX T,
MIPUCOCTUHUBIIINXCS K Cornaiienuro,
HE3aBHUCUMO OT JaThl TNPUCOCOUHEHHS K
Cornamenuto (natsl 3akitoueHust Jlorosopa o0
ucnonb3oBanuu /1bO). B cinyuae Hecornacus c
W3MEHEHUsIMA, BHOCMMbIMH B CorjaiieHue,
Knuentr BmopaBe pactopryts CorjameHue B
OJIHOCTOPOHHEM TIOPSJIKE 10 BCTYIUICHHUS] TaKHX
M3MEHEHUH B CUIIy B MTOPSIIKE, YCTAHOBJIEHHOM B
11.10.4 Cornamienus.
12.8. B cnyuae, ecnu A0 BCTYIUIEHUS B CHILY
OnyOIMKOBaHHBIX bBaHKOM W3MEHEHHH W/Win
JIoTIOJIHEHUW, BHeceHHbIX B Cornamenue,
Cornamenne He  pacTtoprHyto, CTOpoHBI
MPU3HAIOT, YTO YyKa3aHHbIE HM3MEHEHHs H/WIn
nonosHenus B CornarieHue npuHATs Kimenrowm.
12.9. bank He HeceT OTBETCTBEHHOCTH, €CJIHU
uH(popMalsg 00 U3MEHEHUU U/UITU JIOTOJTHEHUH
Cornamienusi, onyOJIMKOBaHHAs B MOPSIKE U B
CpokH, yctaHoBieHHbIe CornameHuem, He Obuta
MojlyueHa W/WIM W3Y4YeHa W/WIM TMPaBUIBHO
ucrosikoBaHa KinueHTom.

12.10. Cnucok IlpuiioxeHuil, ABISIOMIMXCS

HeoTheMJIEMOH YacThio CorlalieHus:

- [Ipunoxenne Nel «TpebGoBanusi k ammapaTHO-

IIPOIPaMMHBIM CPEICTBAM.

- [Ipunoxenne No2 «CnocoOwr JIOCTaBKHU
UHpOpMALIUN.

- [Ipunoxxenne  Ne3  «Ilopsimok  pazdopa
KOH()JTMKTHBIX CHTYaIHiD.

- Ilpunoxenne Ned  «TpebGoBanus 1O
MH(POPMALIMOHHOM O€30MTaCHOCTH.

hereto by publishing an information letter, as
well as the full text of the amendments on the
official website of the Bank in the Internet at:
www.evrofinance.ru. In addition to the above
notification method, the Bank may, at its own
discretion, use other ways to inform the Client.

As a moment of publication of the Tariffs and
of information  for  customers, the
Documentation included, as well as a moment
of the Client’s familiarization with the
published Tariffs and Documentation, is
considered the moment of its primary
placement at the Bank’'s official website
www.evrofinance.ru.

12.7. Effective amendments to the Agreement
shall apply to all the persons who have joined
the Agreement, regardless of the date when
they joined the Agreement (date of the Contract
on the Use of RBS). In case the Client disagrees
with the amendments to the Agreement, the
Client may terminate the Agreement
unilaterally before such changes take effect in
the accordance with the procedure established
by p. 10.4 of the Agreement.

12.8. If the Agreement is not terminated before
the effective date of the amendments and/or
supplements to the Agreement published by the
Bank, the Parties shall deem such amendments
and/or supplements to the Agreement accepted
by the Client.

12.9. The Bank shall not be liable if the
information on the amendments and/or
supplements to the Agreement published in the
manner and within the period established by
the Agreement has not been received and/or
studied and/or correctly interpreted by the
Client.

12.10. List of Annexes, constituting an integral
part of the Agreement:

- Annex No. 1 «Requirements to hardware and
software».

- Annex No. 2 «Means for the delivery of
informationy.

- Annex No. 3 «Procedure for the resolution of
conflict situations.

- Annex No. 4 «Information safety
requirements.
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- Ilpunoxenne NoS5 «Jlannpie o Bmanenbie
ceprudukara kiroda npoBepku Iy,

- [Ipunoxenune Ne6 «AKT NMpU3HAHUS OTKPBITOTO

Kioua (ceprudukara) st oOMeHa

COOOIICHUSMU.

- Annex No. 5 «Information on the ES
Verification Key Certificate Holder ».

- Annex No. 6 «Act of acknowledgement of the
public key (certificate) for message exchange».
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Ipnnoxenne Nel

Kk Corsamenuio 00 UCNOJIb30BAHUH 3JIEKTPOHHOM
CHCTEMBbI INCTAHIMOHHOI0 0AaHKOBCKOI'0
00cTy:KUBaHUSA

20 T

Ne OT « »

TPEBOBAHMUS K AITITAPATHO-
INPOI'PAMMHBIM CPEJICTBAM

1. Onepauuonnas cuctema Windows 7 u
BBIIIIE.

2. bpaysep Internet Explorer Bepcuu 9.0 wnu
Beire, Chrome, Mozilla Firefox.

3. Hanuume noJKJIIOYEHHOTO CETEBOr0 WIIN
JIOKQJILHOTO MPUHTEPA.

4. Hannume noaxiroueHus k cetu Internet.
5. Tlpm obmene wuHpopManuen c
Oyxrantepckumu cuctemamu (manee - BC)
«1C», «Ilapycy», BOCT-4 u ¢ npyrumu bC, B
KOTOPBIX €CTh BO3MOXXHOCTb JKCIIOpTa
JOKYMEHTOB B TEKCTOBBI  (opmar,
Heo0XouMO, 9TOOBI (hopMaT JaT M YUCEI
UMITOPTUPYEMBIX JIOKyMEHTOB
COOTBETCTBOBaJl (popMaTaM JaT WU HHCEN,
3a/laBaéMbIX B PETHOHAJBHBIX HACTPOIKax
OTIEPAIIMOHHON CUCTEMBI KOMIIBIOTEPA.

Annex No. 1
To the Agreement on the use of an electronic system
for remote banking services
dated

No. 20

REQUIREMENTS FOR THE SOFTWARE
AND HARDWARE.

1. Operating system Windows 7 or higher.

2. Browser Internet Explorer 9.0 or higher,
Chrome, Mozilla Firefox.

3. Availability of connected network or local
printer.

4. Internet connection.

5. When exchanging information with
accounting systems (ASs) "1C", "Parus",
BEST-4, and with other ASs, in which it is
possible to export documents in text format,
the format of dates and numbers of imported
documents must coincide with the formats of
dates and numbers set in the regional
settings of the computer operating system.
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IIpuinoxenue Ne2

Kk CoriameHuio 06 UCNoJb30BaHUH
3J1eKTPOHHOI cUCTeMbl JUCTAHIUOHHOI O
0AHKOBCKOI0 00CyKHBAHUS

Ne oT
» 20 1.

«

CIHOCOBBI JOCTABKN UTHOOPMALINHU

PaGora OCylIeCTBJIsSIeTCS yepe3
NO/IKJII0YEeHHe K CBOeMY IpOBaiiiepy ycJayr
cetn «MIHTEpHETY.

Hap aMCTPbl IMOAKIIFOYCHUA: OTKPBITLHIC

TCP noptet 80, 443 wHa cailt
https://online.efbank.ru WU
https://corp.efbank.ru
HapaMeTpLI IMOOKJIIFOUCHU A MOTYT 6I>ITB
U3MEHEHbl U coobOumeHsl  Knuenty B

MMCbMEHHOM YBEJOMJICHUU WA HalpaBJICHbI
Knuenty nocpenctsom CUCTEMBL.

Hactpoiika KianenTom JTAHHOH

Annex No. 2
To the Agreement on the use of an electronic
system for remote banking services

dated
20

No.

MEANS OF DELIVERY OF
INFORMATION

Work is carried out through a connection
to your Internet service provider

Connection parameters : open TCP ports 80,
443 to website https://online.efbank.ru or
https://corp.efbank.ru

Connection parameters may be changed and
communicated to the Client by a written
notification or sent to the Client via the System.

The Client shall set this delivery mechanism

TPAHCIOPTHOM CXeMbl OCYIIECTBJISIETCA Ha

independently at the workstation according

padoyeM MecTe CAMOCTOATEIbLHO COIJIACHO

to the provider’s requirements.

TPpeOOBAHUAM HPOBAIEPA.

39
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Ipnnoxenne Ne3
Kk Corsamenuio 00 UCNOJIb30BAHUH 3JIEKTPOHHOM
CHCTEMbI JUCTAHIMOHHOI0 0AHKOBCKOI0

00cTy:KUBaHUSA
No OT « » 20 T
HNOPAAOK PASBOPA KOH®JIMKTHBIX

CUTYAIIUM

1. O0mue M0JI0KEHUS

1.1. Huxe IIPUBEJICH IIepEYCHb
KOH(QUIMKTHBIX ~ CUTyallud 10  IOBOAY
UCIIOJHEHUSI  DJEKTPOHHBIX JOKYMEHTOB
(masee - «/lokyMeHTOB»), pacCMaTpPUBAEMBIX
TEXHUYECKOM KOMMCCUEH, NEHUCTBYIOLIEH B
COOTBETCTBUU C HOPSIKOM,
nperycMoTpeHHbIM CorameHuem:

- JlokymeHT wucnonHeH, a KiueHt
yTBEpXkAaeT, 4ro JJOKyMEeHT He MochuIal U
HE MOJIIICHIBAI;

- Kuument yrBepxpaaer, yTo OH HarpaBuil
JloxymenTt, a JIOKyMEHT HE€ HCIOJIHEH,
npudeMm, o yrBepxkaeHuro Kimenra, ot
banka II0JIy4€eHa KBuranuus 00
VCIIOJIHEHUH;

- KumeHt yrBepxkaaer, 4To OH HalpaBuUIl
omvH JIOKyMEHT, a WCIOJHEH JpYyrou
JIoKyMeHT;

- JIpyrue KOH(QIUKTHBIE CUTYyallUH.

1.2. Ilpu pa3pelieHun CHOPHBIX CUTYaIUi
CTopoHBI 00S3YIOTCS PYKOBOJICTBOBATHCS
CJIEYIOIIMMHU TPUHIUIIAMU:

- CropoHa-Tmiory4arelb 00s13yeTcst
IIPU3HATh TOJUIMHHBIM M JI€HCTBUTEIIBHBIM
JIOKyMEHT, TMepelaHHbll €l MOCpPEeICTBOM

CucreMsl u HMEIoIIni I,
c(hOpMUPOBAHHYIO Ha 3aKpPBITHIX KIHOYaX
CTOpOHBI-OTIPABUTES, npu YCIIOBUH

MTOJIOKUTENBHOTO pe3yabpTara nmposepku Ol
Ha COOTBETCTBYIOIIMX OTKPBITHIX KIIIOUaX;

- CropoHa-0TIpaBHUTENb 00s13yeTcst
MPU3HATh MOJUIMHHBIM (T€PEJaHHBIM €10
nocpenctBoM CUCTEMBI) U ACHCTBUTEIBHBIM
JlokyMeHT, HMEIOIIU OIl,
c(hOopMUPOBAHHYIO Ha €€ 3aKPBITHIX KITIOUaX,
IPU YCJIOBUHU TOJIOKUTEIBHOIO PE3YJIbTATa
npoBepkn  OIl  Ha  COOTBETCTBYIOIIMX
OTKPBITBIX KJTHOYaX;

- OTBETCTBEHHOCTb  BO3JIaraercsi  Ha
CropoHy-OTHpaBUTENd, MpPU MOJYYECHUH
CTopoHOM-TIOTy4YaTesIeM JI0KHOTO
HoxymenTa ¢ ycnemso noanenanHoit Ol
Tak Kak B 93ToM caydyae CropoHa-

Annex No. 3
To the Agreement on the use of an electronic system
for remote banking services

No. dated 20
PROCEDURE FOR THE RESOLUTION OF
CONFLICT SITUATIONS

1. General Provisions

1.1. Below is the list of conflict situations
regarding the execution of Electronic
documents (hereinafter the «Documents),
considered by the technical committee,
acting in compliance to the procedure, as
under the Agreement:

- The document was performed, and the
Client insists that the Document was not sent
and was not signed by the latter;

- The Client asserts that he directed the
Document but the Document was not
performed, however, according to the Client,
Bank provide a confirmation receipt for the
above document;

- The Client asserts, that he sent one
Document, but a different Document was
performed,;

- other conflict situations.

1.2. During the resolution of conflict
situations Parties undertake to be guided by
the following principles:

- Receiving  party undertakes to
acknowledge, as authentic and valid, the
Document transferred thereto through the
System and which has a Electronic Signature,
formed on the closed keys of the Sending
party, subject to the positive result of the
Electronic Signature verification on the
corresponding open keys;

- Sending party undertakes to
acknowledge as authentic (transferred thereto
through the System) and valid the Document
which has an Electronic Signature, formed
under its private keys, subject to the positive
result of the Electronic Signature verification
on the corresponding open keys;

- the responsibility is borne with the
Sending party in case the Receiving party
receives a false document with successfully
falsified Electronic signature, as in this case
the Sending party did not assure the security
of the Private Electronic signature keys.
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OTIpaBUTENb HE obecredyusia COXPaHHOCTh
3akpbIThIX Kiarouen OII.

1.3. CropoHsl MIPU3HAIOT, 9TO
MareMaruyeckue cBoiicTBa anroputma Ol
rapaHTUPYIOT HEBO3MOXKHOCTb  IOJICIKU
3HaueHuss OIl  moObIM  JUIIOM,  HE
00J1a/1a101IUM 3aKPBITHIM KJIOYOM HOJTUCH.
1.4. CTOpOHBI JOJIKHBI MPEICTaBUTh
KOMUCCHH CIEAYIOLIUE MaTepUaIIbL:

— Hocutenu uHpopMmanmu ¢ (ainamu,
COJICp)KAIllIMKA  BHITPY>KEHHBIC U3
CucremMpl MyTeM  HUCIHOJB30BaHUS
¢dyHKMoHana «BeIrpy3ka JTaHHBIX
JUIS TPOBEPKH TMOIIUCH» CIHOPHBIH
JIOKyMEHT, a TakXKe pacredyaTaHHbIN
u3 Cucrtemsl criopHbiil JIOKyMEHT Win
Ksutanuuio Ha Hero. Omnwucanue
MPOLEAYPhl BBITPY3KH JAHHBIX IS
MPOBEPKHA TOJANKUCH TIPUBEICHO B
JloxymMeHTanuu;

— TMOANUCAHHbIE COOCTBEHHOPYUYHBIMHU
MOANUCSAMHU  YIIOJTHOMOYEHHBIX JIMII
KnuenTta n banka opurunansl AKTOB

MIPU3HAHUS OTKPBITOTO KIIF04Ya
(ceprudukara) TUTSt obmeHa
coobmenusamMu  (IlpunoxenneNe6 «k
Cornaienuro);

— Hocutenb ¢ Kimouwamn  Cpencts

3aIUThl HHOPMAIUH.
1.5. TIpoBepka MOTMHHOCTUA DIEKTPOHHOTO

nokymeHnta  KimeHta — ocyliecTBIsieTCs
nocpeactBoM mporpammel - OpenSSL.exe.
Onucanue mporpaMmbl  TPHUBEACHO B
JNOKYMEHTallul Ha OQUIMATbHOM —caifTe
pazpabotunka B cetn  «MHTepHET»!
http://openssl.org/docs/.

1.6. IIposepka MOJIMHHOCTH
DIIEKTPOHHOTO JIOKyMEHTa banka
OCYILECTBIISCTCS HOCPEJICTBOM

nporpaMMHoro cpezactsa «KpuntoAPMy,
YCTaHOBJICHHOI'O B baHke.

2. Ilpoueaypa npoBepKH NOIJIMHHOCTH

1.3. Parties agree that the
mathematical features of the Electronic
signature algorithm, guarantee impossibility
of falsification of the Electronic Signature
value by any person, who does not possess
the private signature key.

1.4. Parties must present the
following materials to the committee:

— data carriers with the files, containing
the disputed Document downloaded
from the System through the use of the
function «Downloading of date for the
verification of the signaturey, as well
as the Disputed document printed from
the system or the Receipt received for
it. Description of the procedures for the
downloading of date for the
verification of the signature is
provided in the Documentation;

— original copies of the Acts of
acknowledgement of the public key
(certificate) for message exchange
(Annex No. 6 to the Agreement)
signed with the handwritten signatures
of the authorized persons of the Client
and the Bank;

— carrier with the Keys for the
Information Security Products.

1.5. Verification of the authenticity of an
Electronic document issued by the Client is
conducted through the OpenSSL.exe
application. Description of the application is
shown in the documentation at the official
website of the developer, on the Internet:
http://openssl.org/docs/.

1.6. Verification of the authenticity of an
Electronic document issued by the Bank is
conducted through the  CryptoAPM
application installed in the Bank.

2. Procedure for the verification of the

JIEeKTPOHHBIX IOKYMEHTOB
2.1. Insa pa3bopa KOH(MIMKTHBIX CHUTyaluil
TEXHUYECKas KOMUCCHS BBITIOJTHSIET
CIEAYIOLIUE ECUCTBUA:
— mpoBepsieT nomauHHOCTH Il mox
BBITPY>KEHHBIM CIIOPHBIM
JIOKyMEHTOM C  HCIOJh30BAaHUEM

authenticity of the Electronic documents.
2.1. For the resolution of conflict situations
the technical committee performs the
following:

— verification of authenticity of the
Electronic  Signature  on  the
downloaded disputed Document with
the use of a Public Electronic

4
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Otkpseitoro kmoua Il CtopoHbI-
OTIpaBUTENS JaHHOTO JIOKyMeHTa;

— TpoBepsieT COOTBETCTBHUE
SK3EMIUIAPOB  AKTOB  IpPHU3HAHUS
OTKPBITOTO KIto4a (cepTudukara) s
obmena coobmenusmu (IIpunoxenue
Ne6 K CornarieHuro)
npenocraBieHHbix  CTOpoHamMu B
coorBercTBUM ¢ 1.1.4. Ilopsanka
pazbopa KOHGIMKTHBIX CUTYaIUi;

— CBepsieT COOTBETCTBUE  KIIFOUEBBIX
MOJIEH OTKPBITOrO Kiro4Ya U3 AKTOB
MIPU3HAHUS OTKPBITOTO KJIF04Ya
(ceprudukara) JUTSt obmeHa
COOOIIIEHUIMU C pacreuyaTKoit
IIPOTOKOJIA IIPOBEPKHU oI,
MOJTy4YEHHOM npu MTOMOIIIH
MIPOrPaMMBbI
OpenSSL.exe/mocpeacTBom
IPOTPaMMHOTO
«KpuntoAPM».

2.2. Pesymprathl  paboOTBl  TEXHHYECKOMH
KOMHUCCHH OTPaXKAIOTCA B aKTe, MOJIUCAHHOM
BCEMH WICHAMH TEXHUYECKOH KOMHCCHH.
UneHbl TEXHUYECKOW KOMUCCHH, HE COTJIACHBIE
C BBIBOZAMH OOJIBIIMHCTBA, MTOAMMCHIBAIOT aKT C
BO3POKEHUSAMHU, KOTOPBIM Mpuiaraercs K
OCHOBHOMY aKTy.

cpencTaa

Signature Key of the Sending party of
the given Document;

— verification of conformity of the copies
of the Acts of acknowledgement of the
public key (certificate) for message
exchange (Annex No. 6 to the
Agreement) provided by the Parties as
per p. 1.4 of the Procedure for the
Resolution of Conflict Situations;

— reconciliation of the key fields of the
public key from the Acts of
acknowledgement of the public key
(certificate) for message exchange
with the printed out ES verification
protocol from
OpenSSL.exe/CryptoAPM.

2.2. Results of the measures undertaken by
the technical committee are documented in
the report, signed by all the members of the
committee. Members of the technical
committee, who disagree with the
conclusions made by the majority, sign a
report of objection, which is annexed to the
main report.
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Ipuno:xenne Ned

Kk CorJianmeHuio 06 UCMOJIb30BAHIHU YJIeKTPOHHOI
CHCTEMbI JUCTAHIUOHHOTO0 GAHKOBCKOTO
00cTy:KUBaHUSA

Ne OT « » 20 .

TPEBOBAHUS IO UHOOPMAIIMOHHOMN
BE3OIIACHOCTHA

Hns MUHHUMH3ALUN PHUCKOB
HECaHKI[MOHUPOBAHHOTO jaoctyna k Cueram,
cuery mo Bkiany (memo3uty) Kiumenta co
CTOPOHBI 3JI0YMBIIIJICHHUKOB u
KOMIIPOMETAIlMM  KJII04eBOM  uH(pOpMaluu,
bank  HactosTtenpHO mpocuT  KimeHTOB
coOroaaTh cleyrolue MepbI
MH(}OpPMaLIMOHHON 0€30M1aCHOCTHU:

e BbiienuTh KOMObIOTEP, KOTOPBI HE OyAeT
WCIIOJIH30BAaThCA B MHBIX IEJSIX, KPOME Kak
1uist pabothl B CrcTeme; He OCYIIECTBIIATh, a
Py HAIMYAUA TEXHUYECKON BO3MOXKHOCTH,
3alpeTuTh BBIXOA B ceTh «MHTepHET» C
ATOrO0 KOMIIBIOTEpA HA HHBIE ajpeca, 3a
HCKIIFOUEHHEM aJIpecoB cepBepoB baHka.

e OrpaHu4uMTh WM TOJHOCTHIO 3alpPETUTH
YAQICHHBIA  JOCTYH K  BBIIEJICHHOMY
KOMITBIOTEPY C JPYTUX KOMIIBIOTEPOB
JoKaibHOM  ceth. He  umcmonbp3oBath
CpPEACTBA YAAIEHHOTO aIMUHUCTPUPOBAHUS
Ha  BbIIEIEHHOM  KoMmmbioTepe. llpu
HaJIMYUHM TEXHUYECKUX CPEJICTB, IOMECTUTh
BBIJICJICHHBI KOMIIBIOTEP B OTHAEIBHYIO
CeTh, KOHTPOJUPYEMYID  MEKCETEBBIM
HKpPaHOM U CHCTeMaMU OOHApYKEHHS aTak.

e 3aMEHUTh BCE€ CTaHJAPTHBIE IAPOJIH,
3a/laHHbIe TpU  ycTaHOBKe CHUCTEMBI, Ha
YHUKaJIbHbIE COOCTBEHHBIE, MPOU3BOJIUTH
MEPUOIUYECKYI0 CMEHY maposeil (He pexe
OJTHOTO pasa B TPU MECAIIA).

e lcnosnb3oBaTh Ha TMIOCTOSHHOM OCHOBE
AHTUBHUPYCHOE MPOTPAMMHOE 00ecTeueHne
C MOCJIeIHeN aKTyalnbHOH Bepcuei 6a3.

e Perynspho (He pexe 0THOTO pa3a B HE/IEIIO)
BBITIOJIHATh AHTUBUPYCHYIO MPOBEPKY s

CBOEBPEMEHHOTI'0 oOHapyXeHUs
BPEIOHOCHBIX MTPOTPAMM.

e lcnonb3oBaTh Ha KOMITBIOTEPE
UCKJIIOYUTEIBHO JIMLEH3UOHHOE

porpaMMHOe 0OecTieyeHue.

e PerynsapHo (He pexe OJHOTO paza B MecsI]
W 10 (pakTy myONMKaluK) yCTaHABINBATh
OOHOBJICHHSI OTIEPAIIMOHHOMN CHCTEMBI.

Annex No. 4
To the Agreement on the use of an electronic system
for remote banking services

No. dated 20

INFORMATION SAFETY REQUIREMENTS

In order to minimize the risks of unauthorized
access to the Client’s Accounts by law
violators and the compromise of key data, the
Bank strongly recommends its Clients to
comply with the following information safety
measures:

e To choose a computer that shall be used
solely for the purpose of working with the
System; not to access the Internet from
such a computer and, if possible, to prevent
all Internet connection from such a
computer, except for the connection with
the Bank services.

e To limit or prohibit remote access to such a
computer from all other computers of the
local network. Not to use remote
administration tools on such a computer.
Technical assets permitting, to create a
specified network controlled by a network
firewall and an intrusion detection system
for such a computer.

e To replace all default passwords set out at
the moment of System installation with
unique passwords; to change passwords
regularly (not less than once in three
months);

e To constantly use anti-virus software with
the latest versions of databases;

e To carry out anti-virus checks on a regular
basis (not less than once a week) in order to
timely detect malicious software;

e To use only licensed software on the
computer;

e To update the operating system regularly
(not later than once a month or upon
launching);
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IIpoBeputh rpynmy «AIMUHUCTPATOPH» Ha
BBIIEICHHOM  KOMIIBIOTEPE, HUCKJIKOYMTH
BCEX PANOBBIX TOJb30BaTeNe U3 OSTOMU
rpymrsl, He paboTaroumx ¢ CHCTEMO.

[Tpu HaMMYMKM TEXHUYECKOW BO3MOXKHOCTH,
JUIsL  TIOJIb30BarTeneii, paboTarommx ¢
CucreMoii, co31aTh OTAEIBHYIO IPYIIIOBYIO
MOJINTUKY, PA3pELIAlONIYI0 3allyCK TOJBKO
OTIpeIeNIEHHBIX MPUTIOKEHUI.

Hns  poctyma k  cepBepam  banka
HCIIOJIb30BaTh TOJIBKO 3aBEOMO U3BECTHBIE
Bawm anpeca unrepHer cepBepoB banka.

B cinydae oTcyTrcTBHS  BO3MOKHOCTH
MOJIKJIFOUEHUS K cepeepy banka
HE3aMeUIUTEIbHO coo0marb 00 3TOM
banky.

Xpanutb B Oe3omacHOM MecTe (B celide) u
HUKOMY HE IepeJaBaTh HOCUTEIU C
KITF0UeBOM nHpopMaIueil, 00ecrieurnB K HUM
JIOCTYI TOJIBKO YIIOJTHOMOYEHHBIX JIMII.
Hukorna He OCyIIEeCTBISATH KOMHMPOBAHHE
3aKpBITBIX (cexpeTHBbIX) KIIIO4EH
JJIEKTPOHHOW TIOANUCH HA JIOKAJIbHBIN
JKECTKM JIUCK KOMIIBIOTEpa, Jaxe ¢
MOCIIEAYIOLIUM €T0 YAaJICHUEM.

PerynsipHo (He pexxke 0THOTO pa3a B MECSIIT)
IIPOBEPSATH L[EJIOCTHOCTh KITOYEBBIX
HOCUTEJIEH, MPOBO/IA MPOBEPKY HAIMUUS HA
HUX (ailyIoB 371€KTPOHHON HOIHCH.
CBoeBpeMeHHO (B COOTBETCTBHH  C
ycnoBusmMu  CornamieHus)  NPOBOAMTH
[TnaHoBy10 cMeHY paboUnX KITIOUEH.

He ocraBnare Hocurenu ¢ Kirouamubes
MMpUCMOTpa, MMOAKIIOYATh UX K KOMIIBIOTCPY
TOJBKO Ha BpeMS HCIHOJb30BAHUA U
HEe3aMEeIJIMTENbHO MX OTKJIIOYaTh I0CTe
npoBesieHus: OaHKOBCKUX omepanuil. [Tpu
octaBiieHuu pabdouero mecra Cucremsl 0e3
IPUCMOTpa BCerja OJIOKUPOBATh IKpaH C
HOCJIEAYIOIMM BBOJOM MApoJs IS €ro
pa30IOKUPOBKH.

[Tpon3BOINTh HE3AMEUIUTENBHYIO 3aMEHY
Kroueit a1eKTpOHHOMN MOJITUCH B CITyyae uX
KOMITpOMETallun NI IMOAO3PCHNUHN Ha
KOMITPOMETAIIHIO.

CBOEBPEMEHHO yCTaHaBJIMBAaTh BCE
oOHoBNeHHsSI CHCTEMBI.

He ycranaBiuBaTe OOHOBIICHMS, @ TAKXKE HE
OTKPBIBATh CCBIJIIKH B IIOYTOBBIX
COOOLIEHHUAX, TIOJTYYEHHBIX OT UMEHH baHka
[0 DJIEKTPOHHOM MOYTe; MOJYYHMB TaKOe

To check the Administrator’s group on the
selected computer and to remove all users
that do not operate the System;

Technical assets permitting, develop a
separate group policy for the users working
with the System and allow the use of
specific applications only.

To use only known Internet addresses of
Bank servers to access them.

To inform the Bank immediately, in case
Bank servers are unavailable.

To store data carriers with key information
in a safe place (a vault), never to transfer
them to third parties, to limit access to them
only to authorized persons;

Never to copy private (secret) digital
signature keys on the local hard drive of the
computer, even in case the copies are
deleted immediately;

Timely (according to the terms and
conditions of the Agreement) perform the
Planned change of Operational Keys;

To check the integrity of key carriers and
the presence of digital signature files on
them on a regular basis (not later than once
a month);

Not to leave the media with the Keys
unattended; to connect them to the
computer only for the time of use and
immediately disconnect after the
completion of banking operations. In case a
work place with the System is left
unattended, to block the screen and to use a
password for its further unlocking;

e To immediately replace digital signature

Keys in case of their actual or alleged
compromise;

e Timely update the System;

Not to install updates and not to open links
received in the e-mail from the Bank; to
inform the Bank about receiving any such
e-mails;
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COOOIIIeHHEe, HE3aMEeIJINTENLHO COOOIAaTh
00 »ToM baHKy.

E>xenHeBHO, B TEUEHUE ONEPALIMOHHOTO JHS
bauka u 1o oxonuyanmu Pabouero muid,
OCYIIECTBIISITh JIOTIOJIHUTEIbHBIA BXOJ B
CucreMy  and  KOHTpOJs — IIEpPEYHS
UCXOJSIIUX JOKYMEHTOB 3a TEKYIIUH JCHb.
[Ipu  oOHapyXeHUH  TNOJO3PUTENIbHBIX
JIOKYMEHTOB, He3aMeJUIUTEIbHO
oOparatscst B bank.

B cnyyae mnomo3peHuid Ha 3amemyieHUE
paboThI KOMIIbIOTEpA OTKJIFOUUTH
KOMIIBIOTEp (DPU3UUECKU OT JIOKAJIbHOM CeTH
u cetn «UHTEepHET» W O0OOpaTUTBCA K
CUCTEMHOMY aJMHUHHUCTPATOPy C MPOCHOOii
0 HeoOXOIUMOCTH MPOBEACHUS IOJHOU
AHTUBUPYCHOU MPOBEPKU CKAHUPOBAHHEM
BceX (pailyIoB M MaMSTH KOMIIBIOTEPA.

B ciydJae, eclu WHIU/ICHT
nH(pOPMaLMOHHON 0€30IaCHOCTU BCE XK€
npou3omies, HU B KOEM Cciy4yae He
BBIKJIIOYATh KOMITBIOTEP, @ OTKIIOYUTH €ro
(buU3NYECKU TONBKO OT JIOKAJIBHOW CETH U
cetu  «MHTEepHET»,  HE3aMEIIUTEIHHO
o0OpaTtutbcs K CUCTEMHOMY
aIMUHUCTpPATOPy M COOOHIUTH 00
uHIAeHTe B baHk 18 mpoBeaeHHs
OTIEPATUBHOTO PACCJICIOBAHUS U TIPUHSATHUS

HEOOXOIUMBIX Mep JUISL cbopa
JI0Ka3aTeIbCTB.
B  cnyuae  BeuBieHus — Kimentom

MOJIO3PUTENBHBIX omnepanuii B Cucreme
He3aMEeIUTEIIBHO coo0mars 00 3TOM B
bank.

To access the System additionally in order
to check the list of the documents for the
current day in a daily basis during a
banking day and at its end. In case of
detection of any suspicious documents, to
inform the Bank immediately;

In case of suspicious delays in the
computer’s operations, to physically
disconnect the computer from the local
network and the Internet and to request
complete anti-virus scanning of all files and
computer memory from the system
administrator;

In case of a breach of information security,
never to turn the computer off, but to
disconnect it physically from the local
network and the Internet, to address the
system administrator immediately and to
inform the Bank about the incident in order
to carry out on-the-spot investigation and
take measures to collect evidence.

In case the Client detects suspicious
operations with the System, he should
immediately inform the Bank about it.
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Hpniaoxenne Ne S
Kk CorJameHu10 00 UCMOJIb30BAHUM 3JI€KTPOHHOM CHCTEMBbI
JUCTAHIIUOHHOT0 0AHKOBCKOI0 00CIy:KMBAHUSA

Ne 0T « » 20 1.
Annex No. 5
To the Agreement on the use of an electronic system for remote banking
services
No. dated 20
DOPMA
FORM

JAHHBIE O BJIAJJEJIBIHE CEPTU®UKATA KJIIOYA ITPOBEPKH 311
INFORMATION ON THE ES VERIFICATION KEY CERTIFICATE HOLDER

HaumenoBanue OpraHusanvu — Bna]:[em,ua CepTPId)I/IKaTOB KJIF0uei
Organization — Key Certificate Holder

VYnonHomoueHHsIH npecraButens Kiuenra - @amunusa Ums OtuecTBo
Authorized Representative of the Client - Full name

[NacnopT/ynocroBepeHue JTUIHOCTH No BbIJIaH

Passport/ identity card Cepus Howmep
series number

KEM BbIIaH HaCHOpT/yZ[OCTOBepCHPIe JINYHOCTHU

Issued by/ID
Jara BbIaauyu JaTta pomue}mﬂ
Date of issue date of birth

aJipec MECTa KUTEIbCTBA (PErucTparyu)
Residence address (registration)

I'paxnancTBo neHTHGHUKAINOHHBIH HoMep Hanoromiarensmuka (MHH)
Citizenship (Tipu €ro HaJIKUYKH, IPH €r0 OTCYTCTBUH - YKA3aTh «OTCYTCTBYET»)
taxpayer's identification number (INN)
(if available, if not available - indicate «not available»)

Jlorun (6-10 cHMBOJIOB):
Login (6-10 symbols)

HpaBo IMOAIMMUCH JOKYMCHTOB: CAMHCTBCHHAA, I€pBadA, BTOpal, oe3 IpaBa IoANMnuCHu
(HeHY)XHOE 3a4epKHYTb)
Right to sign the documents: single, first, second, without the right to sign documents
(delete as applicable)

ITosxHOMOUYMA Nnpu HAJUYUU NpaBa NOANMUCHU: MOANMMCAHUEC I BCex 9J’[eKTp0HHbIX HOKYMEHTOB,
npeanycMotTpeHHbix CorsamenneM, HanpaiasieMbiX Kianentom B bank nocpencrsom CucreMsl.
Authorities, in case of availability of the right of signature: signing with the Electronic signature of
all the Electronic documents, as provided for by the Agreement, directed by the Client to the Bank
through the System.

ITostHoMoOuus «0e3 npaBa moanucu»: BXoa B CHCTeMy, Co31aHMue JII00BIX 3.]'IeKTp0HHI>IX AOKYMEHTOB,
NnpeayCMOTPECHHBIX CornameﬂneM, YCTAHOBJICHHUE 3AIIIMIICHHOTI0 COCAUHCHUSA C bankom AJIs mIpueMa
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H OTIIPABKH JI00BIX 3JIeKTpOHH]>IX AOKYMEHTOB, MOANMHUCAHHBIX YnoaHoMO4YEeHHBIMH

npeacraBuTe/IIMU Kinenra.

Authorities «without right of signature»: log-in the System, creation of any Electronic documents,
provided by this Agreement, establishment of protected connection with the Bank for receiving and

sending of any Electronic documents signed by the Authorized Representatives of the Client.

(HOL[HHC]: V110JIHOMOYEHHOT'O
npezacrasurens Kinenra)
(signature of the Authorized
Representative of the Client)

PykoBoautens
Director:
/ /
(moamucsk) (®.1.0.)
(signature) (Full name)
M.IL
Stamp here
OtMmetrkn banka
Bank mark

Anmunuctparop (3amectutens aqmunuctpatopa) C3U banka
IPF Administrator (deputy administrator) of the Bank

/ /
(moanucs) (®.11.0.)
(signature) (Full name)

(mata nomyvenust JlaHHBIX)
(date of receipt of the Information)
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Mpuno:xenue Ne 6
Kk CorJianmeHuIo 00 UCMOJIb30BAHUM IEKTPOHHOH CHCTEMBbI
AUCTAHIMOHHOI0 0AHKOBCKOI0 00CIy:KMBAHUS

Ne 0T « » 20 1.
Annex No. 6
To the Agreement on the use of an electronic system for remote banking
services
No. dated 20
AKT

NPHU3HAHUSA OTKPBITOr0 KJI04a (cepTudukara)
JJIS 00MeHa COo0IeHus MU
ACT
of acknowledgement of the public key (certificate)
for message exchange

T.

Hacrosmmm AxkToM npu3Ha&TCsS KIFOY MPOBEPKU 3JIEKTPOHHOM MOINMCH M OTKPBITHIN KIII0OY MIA(POBaHUS,
MpUHAATIeKAIIUN YIOTHOMOYEHHOMY NpesicTaBuTento Kiuenra:

The electronic signature

verification key and public encryption key of the authorized representative of the

Client is acknowledged by this Act.

Csenenns o Knnenre:
Details of the Client:

1. Hawummenosanue:

Name

2. MecTo HaXOXKICHNA:
Location

3. Ten 4. dakc
Tel. Fax

CaejieHusi 00 YN0JHOMOYEHHOM Npencrapuresie Kinenra:

Details of the Authorized Representative of the Client:

1. ®amwuius, uMsl, OTYECTBO:
Full name
2. YnocroBepeHHE TUIHOCTH/TIACIIOPT: CEPUU Ne ,

ID/passport: series

BbIJIAH « »

T

issued on

3. Jlara poxnaeHus:

Date of birth

4.  Anpec MecTa JKUTEIbCTBA (PETUCTPAITUN):

Residence (registered) address

5. T'paxnmancTso:

Citizenship

WHH (mipu ero Hanu4uH, IpH €ro OTCYTCTBHH — YKa3aTh «OTCYTCTBYET)

Taxpayer Identification Number (INN) (if available, if not — specify “none”

JIlnanas IIOAIIHUCH YIIOJIIHOMOYEHHOTO peaACTaBUTCIIA Kauenra

Personal signature of the

IHapaMeTphbl KJII04Aa:
Parameter of the Key:

Authorized Representative of the Client

AuropuTt™: (YKa3bIBAETCS ajrOPUTM)
Algorithm (algorithm is specified)

Hauano cpoka nerictBus:

Valid from

« » 20

48



49

OxoHuaHMe CpoKa JEHCTBUS: « » 20
Valid till

TeKCcT OTKPBLITOro KJya:
Open Key text:

JonojHuTeIbHBIE 110J151 OTKPLITOr0 KJIK04a (cepTuduKara)
Additional lines of the Open Key (certificate):

Hwms BagenpLa Kiaro4a.

Name of the key owner:

Kop ctpansr:

Country code:

Crpana:

Country:

T'opon:

City:

HanmeHoBaHue KineHTa:

Name of the Client:

Unentuduxarop knuenta B cucremel/identifier of the Client in the System
Jannsre 06 mznarene/Information about the issuer:

Karou 3aPEruCTPUPOBAH U MOKET UCIIOJb30BATHCA 1JIA o0MeHa COOﬁHleHl/IﬂMI/I.

The Key is registered and may be used for message exchange.

AnMuHHCTpaATOp/3aMECTUTEIh

anmunucrparopa CK311 BAHKA/ PyxoBonurens KIMEHTA
Administrator/Deputy Director of the CLIENT
Administrator of the BANK’s

information cryptosecurity software

M.IL ML.IL.
Stamp here Stamp here
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